Infoblox «

DATASHEET

Infoblox Solution Benefits

®

e Agentless IP Address
Management for Microsoft

e Centralized management of both
Microsoft and Infoblox DNS/
DHCP services

e Granular reporting, automatic
error checking, auditing, and
control over user roles and
permission

e Discovery and visualization of
network devices

¢ High availability when used in
a Grid™ deployment

e Improve IT staff efficiency
using advanced IPAM tools
that simplify configuration,
troubleshooting and change
management

e Reduce operational costs and
risk by automating tedious
manual procedures, backup, and
system maintenance

e Consolidate management control
on a single, enterprise wide
management platform while
preserving local administrative
roles and responsibilities

e Maintain high-availability
with simplified configuration,
administration, and
synchronization of Microsoft
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Trinzic IPAM for Microsoft

With the explosion of IP addresses due to increases in applications, IP-based personal
devices, IPv6 and virtualizations, organizations struggle with using their growing
number of Microsoft-based DNS and DHCP servers to deliver high availability network
services and efficiently manage the increased IP addresses. Some organizations may
want to maintain their existing deployment of Microsoft DNS/DHCP servers, and they
will need to add technology to make their Microsoft environments more secure, scalable
and redundant. They will also need to have a scalable and automated IP address
management to be able to handle the large number of IP addresses.

As a Microsoft Gold partner, Infoblox developed Trinzic IPAM (IP Address Management)
for Microsoft to enable network administrators to seamlessly manage their Microsoft
DNS and DHCP services as well as Infoblox appliances centrally. The Trinzic IPAM

for Microsoft solution delivers granular capabilities not available in Microsoft’s
management suite, such as centralized IP address management and role-based access
control. Thousands of organizations around the world are using Infoblox’s technology to
enhance and improve their Microsoft DNS and DHCP and to enable a centrally managed
transition to additional DNS/DHCP-based appliances.

Agentless IP Address Management for Microsoft

Trinzic IPAM for Microsoft delivers what you don’t get with Microsoft — powerful and
centralized IP Address Management, without requiring any changes to be made to

your current Microsoft environment. The product requires no additional software to be
installed on any of the Microsoft DNS/DHCP servers or Windows host, and causes no
impact since it uses RPC (Remote Procedure Calls) via DCOM, which is the same method
used by Microsoft to manage their DNS/DHCP via the MMC tool. This approach leads to
easier deployment and guarantees tight integration with Microsoft.

Centralized Management of Both Microsoft and Infoblox DNS/DHCP Services

With this centralized management solution, a system administrator can use Infoblox’s
web-based management interface to manage both Microsoft and Infoblox DNS/DHCP services
as well as perform IP address management — all from a single location. For example, any DNS
changes made on Infoblox appliance will propagate to the appropriate Microsoft DNS server
(which can be either stand alone or part of Active Directory). The solution will automatically
synchronize changes made by either Microsoft or Infoblox tool sets. The Infoblox management
platform will also integrate with Microsoft System Center Operations Manager (SCOM) so
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Centrally manage Microsoft DNS and DHCP servers
with Infoblox IPAM for easier administration
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Trinzic IPAM for Microsoft
Top 10 Solution Features

e Agentless IP Address
Management for Microsoft

e Centralized management of both
Microsoft and Infoblox

e Network maps, IP maps, Smart
Folders and other advanced
visuals for visibility into the
usage and configuration of
IP resources

e Secure remote administration
through a web browser

e Customizable management
GUI for different types of
administrators

e Extensive reporting and auditing
capabilities

e Granular control over users and
permission

e Elegant visualization of
discovered network devices and
virtual machines through IPAM

e Support for Microsoft Split-Scope

e Highly available, reliable and
fault tolerance when deployed
in a Grid environment

Vi, Microsoft:
7 System Center
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Trinzic IPAM for Microsoft

Split-Scope which is a Microsoft DHCP fault tolerance implemented by splitting a DHCP scope
across multiple Microsoft servers. Trinzic IPAM for Microsoft enables the administrator to
synchronize existing split-scopes for continued management within a single network view.

It will also display all information about the Split-Scope in one view, including: Microsoft
Servers, Exclusions, Reservations and Utilization. Having a single view of the Split-Scope
enables the administrator to view and correct the Split-Scope when there are overlaps or gaps.
It will automatically detect a Microsoft defined Split-Scope (i.e. two servers with total network
exclusion equaling 100%) and mark it as proper Split-Scope.

Granular Reporting, Automatic Error Checking, Auditing, and Control over
User Roles and Permission

Trinzic IPAM for Microsoft includes extensive reporting and auditing capabilities. The
solution automatically logs all IP-related operations both for compliances reasons

and for the purpose of generating reports. The software also contains granular control
capabilities, permitting specific operations to be assigned to specific administrators.
For example, a DNS administrator can be given full access to administer an entire DNS
zone or can be given limited permission to administer only an A record within that zone.
This ability to refine at such a granular level affords an extra level of security that is
simply not available on a Microsoft DNS server.

Discovery and Visualization of Network Devices

Through an elegant web-based GUI, Trinzic IPAM for Microsoft empowers a system
administrator to discover various networking devices with ease. Trinzic IPAM for
Microsoft will auto-discover both physical devices and virtual machines. Employing
virtual machine discovery and the use of Smart Folders, system administrators can
create collections of virtual resources to be grouped by VMware Datacenter, switch

port and VLAN. The software also provides a rich visual environment that simplifies
determining which devices are currently accessible, identifying any errors encountered,
assessing options to fix certain problems, etc.
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High Availability when Used in a Grid Deployment

The Infoblox Grid provides resilient network services, failover, recovery and seamless
maintenance for an Infoblox deployment inside a single building, across a networked
campus or between remote locations. When deployed in a Grid environment, Trinzic IPAM
for Microsoft ensures that all the data obtained from a Microsoft DNS/DHCP server(s)
become part of the Grid’s distributed database, which is highly available and redundant.
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The Infoblox Grid can consolidate DNS and DHCP management enterprise-wide

Microsoft Management Solution Specifications:

Manages Windows 2003 Standard and Enterprise 32-bit SP2 and R2

Manages Windows 2008 Core Standard and Enterprise Server 32-bit and 64-bit SP2 and R2

Supports Infoblox appliance models 550-A, 1050-A, 1550/52-A, 1852-A, 2000-A and 4010

Supports all versions of Infoblox vNIOS for VMware

Infoblox Product Warranty and Services

The standard hardware warranty is for a period of one year. The system software has a 90-day warranty that will meet published specifications.
Optional service products are also available that extend the hardware and software warranty. These products are recommended to ensure

the appliance is kept updated with the latest software enhancements and to ensure the security and availability of the system. Professional
services and training courses are also available from Infoblox. Information in this document is subject to change without notice. Infoblox Inc.
assumes no responsibility for errors that appear in this document.

Corporate Headquarters: +1.408.625.4200 1.866.463.6256 (toll-free, U.S. and Canada) info@infoblox.com www.infoblox.com
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