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Executive Summary
Ransomware, insider threat and denial of service are considered the top threats to
sensitive data by respondents to the 2017 SANS Data Protection Survey. While the
majority of respondents indicate they escaped actual compromise of sensitive data,
enough respondents did lose sensitive data to provide valuable

Key Findings

78

lessons from these events.

% report two or more threats occurring in past
12 months

User credentials and privileged accounts represented the most
common data types involved in these breaches, spotlighting the fact
that access data is prized by attackers. It is just as desirable to them as

68%
12%

report the same threat occurring
multiple times
actually encountered a breach, with 43%
of those breaches involving exfiltration of
sensitive data through encrypted channels

“sensitive” data being targeted for financial gain or destruction, that is,
the data at which popular ransomware and wipeware are directed.
While attackers are able to penetrate organizational networks through
massively automated attacks conducted from afar, protectors are
still using manual processes to identify sensitive assets and enable
administrative policies to enforce security and response functions.
Results also show that respondents still are not using easily available,

critical resources, such as network topology maps and organizational workflow, to
establish an information-centric, defense-in-depth environment. Organizations need
to reduce risk by first understanding their sensitive data, how it flows and where it
resides, as well as the threats to that data. With this knowledge, they can establish the
appropriate controls that support the organization’s business operations and then
identify technologies to reinforce data protection policies and procedures.

Overall, results indicate that
organizations need to better
understand their sensitive
data and how technology can
help reinforce policies and
procedures to protect that
data.
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Most Effective Technologies Used to Protect Data on the
Network and the Endpoint
On the Network:

On the Endpoint:

• E ncryption . . . . . . . . . . . . . . . . . . 82.9%
(SSH, SSL, HTTPS, VPN):

• Email security. . . . . . . . . . . . . . . . 74.3%

• Access controls. . . . . . . . . . . . . . . 79.3%

• Host-based encryption. . . . . . . . 51.4%

• Vulnerability management. . . . . 55.7%

• Firewall/UTM. . . . . . . . . . . . . . . . 72.4%
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Threats and Breaches
Threats and concerns over data risks were common across a wide variety of industries
represented in this survey base of 257 IT and security administrators, engineers,
managers, developers and privacy experts (with the largest portion [41%] being
security administrators, analysts and architects). These front-line professionals consider
ransomware as the top overall threat to data availability, based on occurrences within
the past 12 months.

Threats to Data
Respondents’ leading concern for multiple events remains insider threat, followed by
ransomware. This makes sense, as ransomware usually requires the action of a user to
install itself; and denial of service is a byproduct of ransomware. See Figure 1.
What do you consider to be the top threats to the security of your sensitive data?
Please indicate whether these have occurred in your organization one or more times in the past 12 months.
Multiple Times

Once

Ransomware
Insider threat
Denial of service (e.g., lack of availability)
Spoofing of identity or access credentials
Elevation of privilege into sensitive systems
Questionable transactions
Data tampering, such as unauthorized modification
or destruction
Identity theft (including payment card fraud or medical
identity theft)
Breaches in cloud-based, multitenant architectures
Corporate or foreign government espionage
Compromise of DNS infrastructure enabling stealing
and exfiltrating data
Information disclosure, such as to Wikileaks
Anti-malware/Antivirus
0%

10%

20%

30%

40%

50%

Figure 1. Top Threats to Sensitive Data
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Threats and Breaches

(CONTINUED)

While fewer than 50% of respondents report experiencing these threat types in their
enterprises, they are experiencing multiple types of threats occurring multiple times.
Overall, 78% have seen two or more different types of threats over the past 12 months,
and 68% report having encountered some of the same threat types multiple times.
Survey Factoids

ADVICE:
Consider insider threat and
user access compromise as two
sides of the same risk coin.
Leverage tools for manual
classification and enable realtime warnings not just to alert
users that they are engaging
in potentially dangerous
activities, but to educate them
as to why these activities are
dangerous and how to prevent
such actions in the future.

The top five industries represented in this
survey tend to be either highly regulated or
provide support for such industries and are
common targets of cyber attack:
Percent
Industry
Respond
Banking and finance. . . . . . . . . . . . . .  16.3%
Government. . . . . . . . . . . . . . . . . . . . .  14.0%
Technology. . . . . . . . . . . . . . . . . . . . . .  12.0%
Cyber security . . . . . . . . . . . . . . . . . . . .  8.9%
Healthcare. . . . . . . . . . . . . . . . . . . . . . .  8.1%

Respondents come from predominantly small
and medium organizations, with the majority
being headquartered and operating in the
United States:
Percent
Size
Respond
Small (<=1,000) . . . . . . . . . . . . . . . .  38.8%
Medium (1,000 to 10,000). . . . . . . . .  31.4%
Large (over 10,000). . . . . . . . . . . . . . .  29.9%

Threats experienced by respondents and their top concerns echo other contemporary
sources. The 2017 SANS Threat Landscape Survey rates ransomware and DDoS among
the top three most impactful events.1 In the July 2017 SANS Insider Threat Survey, 76%
of respondents rated the combination of malicious insider and unintentional insider
vectors as the vector that could cause the most damage, especially since detection (and
subsequent protection) is still not as effective as it should be.2
Taken together, spoofing of identity or access credentials and elevation of privilege into
sensitive systems also account for the most significant concern, echoing trends seen by
other sources. For example, the 2017 Verizon Data Breach Investigations Report (VBIR)
attributes 81% of hacking-related breaches to stolen and/or weak passwords.3 In the
2017 SANS Insider Threat Survey, 49% cited concerns about compromise of privileged
account info, including credentials.4 This item was also cited as the leading asset that was
potentially or actually affected by an incident or attack.5
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“ 2017 Threat Landscape Survey: Users on the Front Line,” August 2017,
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“ Defending Against the Wrong Enemy: 2017 SANS Insider Threat Survey,” July 2017,
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“2017 Verizon Data Breach Investigations Report”
www.verizonenterprise.com/verizon-insights-lab/dbir/2017, Executive Summary, p. 2. [Registration required.]
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“ Defending Against the Wrong Enemy: 2017 SANS Insider Threat Survey,” July 2017,
www.sans.org/reading-room/whitepapers/analyst/defending-wrong-enemy-2017-insider-threat-survey-37890, Figure 5.
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“ Defending Against the Wrong Enemy: 2017 SANS Insider Threat Survey,” July 2017,
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Threats and Breaches

(CONTINUED)

The Data Compromised
Despite the fact that the majority of respondents have seen two or more of these threats,
only 12% report that their organization experienced significant breaches to its sensitive
data during the past 12 months. Of those, identity and access credentials, along with
privileged account credentials (tied with customer identifiable personal information),

ADVICE:
Organizations should put
a renewed emphasis on
protecting access credentials,
with even greater care
than is used to protect the
sensitive data the credentials
are intended to protect. For
example, an organization can
create a “honey” administrator
account, which is intended
only to send a secret alert
if an attacker attempts to
compromise the account’s
credentials.

were the top forms of sensitive data affected, as illustrated in Figure 2.
If you were breached in past 12 months, what types of data were involved?
User login ids and passwords
Privileged credentials
Customer identifiable personal information
Intellectual property
Human resources/Employee data
Financial data on customers
Corporate financial data
Other
Medical information
IoT or sensor-related data and metadata
ICS command and control data
0%

10%

20%

30%

40%

50%

Figure 2. Data Involved in Breaches

Compromise of user names and passwords is a clear vector in preparing to acquire other
sensitive data, including personally identifiable information, corporate records and
intellectual property. In short, access data is equally as valuable to attackers as direct
access to customer, corporate and employee data.
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Threats and Breaches

(CONTINUED)

Effect of Data Breaches Experienced
The major impacts of the breaches on respondents’ organizations were related to
customer confidence, legal concerns and brand reputation, as opposed to financial loss
from lost sales, regulatory fines or compromise of bank accounts. See Table 1.
Table 1. Top Impacts from Breach
Response
Percentage

Industry

Enterprise customer confidence

50.0%

Legal

46.2%

Brand reputation

42.3%

New technology costs to improve protective controls

23.1%

Direct loss of sales

19.2%

Financial losses directly from our company accounts

11.5%

Regulatory fines because not in compliance

11.5%

Other

11.5%

Valuation loss due to impact on stock/investors

7.7%

Costs to acquire new technology and direct loss of sales were next in order of effect,
while direct financial losses and fines were experienced by far fewer organizations.
Impact on stocks was the least frequently experienced result. One write-in under the
“Other” option cited delays in getting tax returns for employees, indicating a probable
ransomware attack on an HR system.
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Threats and Breaches

(CONTINUED)

The Cause of Compromise
For purposes of this survey, SANS used the data types cited by the Privacy Rights
Clearinghouse, an independent educational source for privacy-related matters that
maintains an online chronological database of breaches, cataloged according to
common types. We used these types to define the underlying cause for the breach or
exfiltration reported by our survey respondents.6 In this survey, respondents reported
the most frequent underlying causes for the breaches to sensitive data to be hacking or
malware-related attacks (41%), followed by insider compromise (37%). See Figure 3.
What was the underlying cause, as defined by the Privacy Rights Clearinghouse,
for the breach or exfiltration? Select all that apply.
Hacking or Malware (HACK)
Insider (INSD)
Unknown
Unintended Disclosure (DISC) not involving hacking,
intentional breach or physical loss
Portable Device (PORT)
Physical Loss (PHYS), including paper (nonelectronic)
documents that are lost, discarded or stolen
Payment Card Fraud (CARD)
Stationary Device (STAT), involving lost,
inappropriately accessed, discarded or stolen
computer or server not designed for mobility
0%

10%

20%

30%

40%

Figure 3. Underlying Cause for Breach

6
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Threats and Breaches

(CONTINUED)

Data Exfiltrated
Slightly less than half (48%) of the 12% of organizations that sustained a breach
reported the major incident had resulted in the exfiltration of sensitive data. The primary
transport used to exfiltrate the data was an encrypted channel established by malware,
and a secondary factor was email. This is not surprising, because many of the most
prevalent attacks, for example phishing and ransomware, use email to successfully
introduce malware into organizations. See Figure 4.
What transport mechanisms were used to exfiltrate the sensitive data? Select all that apply.
Encrypted channel established by malware
(nonstandard port)
Theft of company-owned assets
(mobile devices, laptops)
Email
Over DNS (DNS tunneling)
HTTPS (encrypted traffic)
USB or other removable media
Theft of employee-owned device
File-based transfer (FTP, SFTP)
HTTP traffic
0%

10%

20%

30%

40%

50%

Figure 4. Transports Used to Exfiltrate Sensitive Information

Encrypting communication channels to exfiltrate data is not a new technique.
Protection against transmission in this manner requires security at the egress point to
both detect unusual outbound activity of any type and open encrypted packets when
traffic is suspect.
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Threats and Breaches

(CONTINUED)

Root-Cause Analysis
ROOT CAUSE
The fundamental reason for
the occurrence of a problem

For root-cause analysis to be effective, it must rely on gathering the proper information
from available sources. Respondents that had suffered a breach depend mainly on
SIEM and log data to determine root cause. Advanced techniques such as user activity
monitoring and network behavior modeling tools are used somewhat less frequently.
See Figure 5.
What data sources does your organization use to analyze root cause and determine the
best path for remediation? Select all that apply.
Log data from SIEM
User activity monitoring tools

ADVICE:
Network maps, even if
drawn manually, can be
an important first step to
help you spot and correct
fundamental vulnerabilities.
Consider adding automated
tools to your data protection
arsenal that can map your
current network topology as
well as reveal how data and
information flows in your
existing network.

Logs consolidated from individual security devices
(Firewall, IDS, DNS)
Other
Network behavioral analysis tools
Information derived from analytics platforms used to
analyze data
Network topology maps
Maps of how information flows in the organization
(source system to end user, source to destination system)
Logs from endpoints (hosts, workstations)
Logs consolidated from data management platforms
(database, document repositories)
Data discovery tools
0%

10%

20%

30%

Figure 5. Data Sources for Root Cause Analysis

A SIEM focuses at the system level, not the user level, in logging events from devices and
systems on the network. Such data is designed to inform administrators that something
happened at a system or infrastructure level, but it offers limited insight into actual user
activity, behavior and intent. The more advanced process of user activity monitoring, on
the other hand, specifically records user activity involving applications, web pages, and
internal systems and databases. It provides analysis of the results based on expected
behavior and offers real-time alerts and feedback.
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Threats and Breaches

(CONTINUED)

Digging Deeper
Given that 48% of these respondents had their sensitive data exfiltrated, we decided
to dig deeper. In Table 2, we compare those that had data exfiltrated as a result of the
breach versus those that had not.
Table 2. Comparison Between Breaches with Data Exfiltrated and Not Exfiltrated
Topic

Data Exfiltrated

Not Exfiltrated, but Impacted

Types of Data
Involved

Targeted sensitive data (i.e.,
customer identifiable personal
information and intellectual
property) were the top types
involved. User login IDs and
passwords and privileged
credentials finished third and fourth.

User login IDs and passwords were
involved in most impactful threats,
followed by privileged credentials
and all other forms of sensitive data.

Underlying
Cause

Hacking or malware, insider threat
and unintended disclosure were
equal as the top three underlying
causes.

Hacking or malware led, with insider
threat second.

Data Sources
Used for Root
Cause

Respondents overwhelmingly
use log data from their SIEM to
determine root cause.

Respondents rely on user-activity
monitoring tools and logs
consolidated from individual
security devices, notably perimeter
devices such as firewall, IDS and
DNS, along with their SIEM.

From this table, defenders can determine the types of controls needed. It is as
important to protect access data—particularly privileged credentials—as the sensitive
data attackers are after. Insiders are nearly as risky for sensitive data as outsiders, and
respondents need better visibility into their threats.
This analysis led us to a set of questions that security professionals should ask about
their organization’s data protection processes and the tools that support them:
• H
 ow well can you “connect the dots” using your current procedures and
tools? Tools need to support data protection policies and filter out the majority
of incidents that are neither malicious nor urgent; they should also inform your
detection and response efforts as new intelligence becomes available.
• A
 re your capabilities for detecting (e.g., correlating events) and protecting
sufficient to address your organizational needs? The key is understanding
the context around the data to be protected, not just the correlation of network
and endpoint events. For the most robust data protection, you need to combine
traditional SIEM or log data with details such as type of user, assets involved,
known threats and specific vulnerabilities. Visualization tools can help your security
and network teams identify potential gaps in protection by associating these
contextual attributes with where, when and how your sensitive data is stored,
transmitted and used. You may find you need to protect your DNS servers to the
same degree as you do your email servers.
SANS ANALYST PROGRAM
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Threats and Breaches

(CONTINUED)

• S
 hould mitigation measures be “baked in”? Stopping data exfiltration before
it happens can reduce the possibility of a breach, as well as alert your incident
response team to take immediate action.
Take advantage of all available tools to combine reputation information (known bads),
signature analysis (known patterns) and behavior analysis (changing patterns) to get
better protection. As it applies to data and access credentials, this type of whitelistblacklist detection and prevention should focus on the behavior of data and users
handling the data.

Achieving Balance
The ability to identify assets and map data flow is important in creating a comprehensive
policy that can be supported by people, processes and technology. Without that
foundation, it is impossible to enforce policies, which happens to be the overall leading
challenge to balancing data protection and availability. See Figure 6.
What are your organization’s greatest challenges to achieving the ideal balance between
sensitive data protection and availability?
Please choose the top three, with “1” being your greatest challenge.
1

70%

2

3

60%
50%
40%
30%
20%
10%

Other

Knowing where and how
to get started

Ranking data and applying
value to the data

Identifying all pathways to
sensitive data

Lack of staffing and
resources

Enforcing policy across the
lifespan of sensitive data

0%

Figure 6. Challenges in Data Protection

The process begins by knowing what your sensitive data is and its potential value to
attackers, then mapping its usage, flow and storage—all while looking for vantage
points and vulnerabilities the attacker can use to reach that data. Results indicate that
this is no easy task.
SANS ANALYST PROGRAM
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Know Your Data
Not all data is created equal. We most commonly think of personally identifiable data,
particularly financial- and healthcare-related data, as being of most value to attackers.
Yet, as previously discussed, attackers are also after credentials used to manage the
privacy and security of the organization, its workforce and its customers. Still other data
is directly related to process and operations (e.g., ICS command and control data).

Types of Data
The types of sensitive data handled by respondent organizations parallel the types
of data involved in the breaches reported by respondents, as illustrated previously in
Figure 2. The data types handled include: 1) user login IDs and passwords, 2) customer
identifiable personal information, 3) privileged credentials and 4) human resources and
employee data. See Figure 7.
What types of sensitive data do you handle? Select only those that apply.
User login ids and passwords
Customer identifiable personal information
Privileged credentials
Human resources/Employee data
Corporate financial data
Intellectual property
Financial data on customers
Medical information
IoT or sensor-related data and metadata
ICS command and control data
National security information
Other
0%

20%

40%

60%

80%

Figure 7. Types of Sensitive Data
Figure 7. Types of Sensitive Data

Protections focused on user and privileged access credentials should be as important as
protecting customer identifiable information, because breached credentials usually lead to
data breaches. Organizations should also keep an eye on seemingly benign control devices.

SANS ANALYST PROGRAM
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Know the Rules
The first step in determining how to protect sensitive data is understanding the rules
associated with each type. These include:
• How the data is intended to be used
• Who may access the data
• Where and how the data should be stored
• How long the data should be retained
All of these rules are influenced by industry standards, national and multinational laws
and regulations, organizational standard practices, and contracts with business and
trading partners.7 Contracts and internal practices reflect how an organization will
comply with legal and regulatory controls in light of its mission and needs.
Based on survey responses, data protection practices are most influenced by contracts
with business partners, organizational standard practices and internal policy compliance.
They are also influenced by numerous regulations, as shown in Figure 8.
Rank the top three requirements that most influence your data protection efforts,
with “1” having the greatest influence.
1

2

3

Internal policy compliance
Contracts with business partners
Organizational standard practices
Payment Card Industry Data Security Standard (PCIDSS)
Health Insurance Portability and Accountability Act of 1996 (HIPAA)
Individual jurisdictional laws
Data protection laws outside the U.S. and Europe
Sarbanes-Oxley Act
European data laws (e.g., GDPR)
Gramm-Leach-Bliley Act (GLBA)
Other
Family Educational Rights and Privacy Act (FERPA)
0%

5%

10%

15%

20%

25%

Figure 8. Factors that Influence Data Protection

While compliance seems as if it is less of a priority based on these figures, the reality is
that compliance with multiple standards is strongly driving respondents’ internal policies.
7
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(CONTINUED)

Classify Your Data
Data classification is a key element in most compliance rules and data protection
policies. By classifying data, the resulting policy establishes the basis for the rules around
access, actions and audits related to sensitive data.

Value to Attackers

Data Classification Elements
• A ccess: Enable design, development and enforcement
of user roles and permissions for each information/data
category.
• A ctions: Establish appropriate control activities for each
category, including both administrative policies and
procedures, as well as technical security controls (e.g.,
encryption) to achieve business objectives and mitigate risk.
• A udit: Be able to generate accurate reports about
activities related to information and data to demonstrate
compliance, proactively identify anomalous events, and
respond rapidly to incidents.

Attackers value access/credential data as well as the more traditional
sources of sensitive data: personal financial information, medical
records and intellectual property. Don’t neglect protection of
your access management assets—user IDs and passwords, your
internal directory structures and assigned access roles—as part of
your sensitive data classification policy and subsequent protection
procedures.

Prioritize Controls
Organizations, clearly, are trying to assign risk to their digital assets,
but only 45% of our respondents have a data classification policy that
applies to 50% or more of their sensitive data. Unfortunately, 21%

either are uncertain of whether a data classification policy exists in their organization or
have no plans to develop one. See Figure 9.
Do you have a formal data classification policy that ranks data according to sensitivity?
If so, what percentage of your sensitive data is classified and ranked across the data lifespan?
20%

15%

10%

5%

Don’t know

None, but we plan to

None, with no plans to

1–24%

25–49%

50–74%

75–99%

100%

0%

Figure 9. Data Classification Policy Implementation
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Own Your Data
The data owner, such as the CEO or business area manager, is responsible for developing
data-related policy, whereas the protection of that data against risks falls to the data
custodian or steward. As custodians, the chief information officer (28%) and the chief
security officer (23%) have the greatest influence in overseeing the data risk assessment
in respondent organizations, as illustrated in Figure 10.
Data Classification and Oversight of Risk Assessment

40%

Percentage of Response

ADVICE:
Get security and ops on board
with data protection, starting
at the top. If you have a
compliance officer, bring him
or her in as well.

Chief information officer
Chief privacy officer
Chief security officer
Compliance officer
Designated management committee
Financial or accounting office
Risk manager
Security administrator
Third-party risk assessment provider

30%

20%

10%

0%

100%

75–99%

50–74%

25–49%

1–24%

Percentage of Data Classified

Figure 10. Influence on Risk Assessment vs. Data Classification

Based on the this figure, the CSO is most actively involved in environments with the
highest percentage of data classification (50% or more of sensitive data classified),
except for at the 100% data classification group, achieved by only 12% of our sample
according to Figure 9, where CIO and CSO oversight are tied.
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Know Where Your Data Is
Most respondents (88%) store sensitive data in databases and servers. Recall, however,
that in today’s cloudy world, these assets may be highly virtualized and/or no longer
be on-premises, complicating compliance with the data classification policy and other
organizational needs. See Figure 11.
Where is your most critical or sensitive data used and stored? Select all that apply.
Databases and servers
Storage and backup systems
Managed organization-owned user endpoints
Applications hosted in the public cloud
Storage systems at third-party locations
Managed user-owned endpoints
USB and other removable media
Printers, scanners, multifunction devices
Unmanaged user-owned endpoints
Unmanaged organization-owned endpoints
Other
0%

20%

40%

60%

80%

100%

Figure 11. Locations Where Sensitive Data Is Stored
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(CONTINUED)

The majority of respondents are either moderately (62%) or totally (26%) confident in
their ability to identify their organization’s sensitive data. Yet most respondents still rely
on manual processes to locate those assets, as illustrated in Figure 12. That may be a
mistake, given that attackers can also locate sensitive assets from afar.
How do you locate your sensitive data assets? Select those that most apply.

60%

40%

20%

Other

We can’t locate
these assets.

DNS scanning

DLP search

Endpoint scanning

Automated data
discovery tools

Network scanning

Vulnerability
assessment

Manual processes

0%

Figure 12. Manual Processes Rule in Locating Sensitive Data Assets

Map Data Usage
To protect sensitive data, you need to know first where it will be stored, and then how
(and by whom) it will be used and flow across your network from various endpoints—
the very same process an attacker would follow to steal sensitive data! It will help to use
automation to map your network and establish the standard path for data in response
to organizational workflows and business processes, but that will show only part of the
picture. Key areas to protect include:
• Enterprise backups. Backups often contain sensitive data and need to be subject
to the same rigorous protections afforded your active data. Keep your backups
separate from your production data, use encryption and track access. Cloud
storage of backups, with the proper set of controls, may be a safer alternative than
those backup tapes kept in the trunk of your sys admin’s car.
• Access and login credentials. Access credentials are valued by attackers. This
data, once compromised, can provide direct access to the sensitive data prized
by the intruder. User credentials should be protected as sensitive data, along
with other sources that can lend valuable intelligence to an attacker, such as user
telephone and email directories.

SANS ANALYST PROGRAM

16

Sensitive Data at Risk: The SANS 2017 Data Protection Survey

Know Your Data

(CONTINUED)

• End user systems. End users capture data from line-of-business systems,
downloading content into standalone files such as Excel or Word. Establishing
controls, such full disk encryption, to protect these endpoints is key, especially for
mobile endpoints.
• Backups and servers. Don’t neglect backing up end user systems to a central
repository as another preventive measure.
• Don’t neglect shadow data. Be prepared to locate and remove it. A browser can
cache sensitive information of great value to attackers, such as logins and banking
data, for example. Establish methods to monitor and mitigate the potential of
compromise at web-enabled endpoints.

Put Policy into Practice
Policies about the sensitive data are considered the most effective controls overall

ADVICE:
Get security and ops on board
with data protection, starting
at the top. If you have a
compliance officer, bring him
or her in as well.

in protecting data, while employee training garnered the most responses for “least
effective.” See Figure 13.
Which of the following practices does your organization utilize for data protection?
Please indicate the level of effectiveness for each from “1” (most effective) to “3” (least effective).
Leave blank those that don’t apply.
1

2

3

Administrative policies and procedures
Employee training
Separation of duties/Admin controls
Review of logs for violation or compliance
with data-related policies and procedures
Data-sharing or use agreements
Cyber insurance
Other
0%

20%

40%

60%

80%

Figure 13. Data Protection Processes
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(CONTINUED)

These results show the power of strong policies and procedures, particularly separation
of duties to protect administrator credentials from being the “keys to the kingdom,”
should one get breached. Uniform, up-to-date enforcement of policy is important to
ensure compliance. Automation is key in helping enforce access to management-related
policies, including ensuring that the user has access to only the minimum necessary
data, separation of duties and user activity review through the implementation of role
and rule based access control technologies.
Role Based Versus Rule Based Access Controls Explained
Role Based Access Control (RBAC): Role Based Access Control assigns users
to roles based on their organizational functions and determines authorization
based on those roles.
Rule Set Based Access Control (RSBAC): Rule Set Based Access Control targets
actions based on rules for entities operating on objects.8

8
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Technology at the Ready!
Just as not all data is equal, there is not necessarily a “one-size-fits-all” technical solution
to data protection. Most respondents (78%) rely on anywhere from two to 10 separate
solutions to protect sensitive information in their network, on their endpoints and in
the cloud.

On the Network
Access controls are considered the most effective network controls used to support data
protection processes, according to results. Encryption, access controls and firewalls/UTM
devices were the top three most effective controls at protecting against data breaches,
as noted in Table 3.
Table 3. Network-Related Controls for Data Protection
Answer Options

Utilize and
Effective

Utilize, but
Not Effective

Encryption (SSH, SSL, HTTPS, VPN)

82.9%

4.1%

Access controls

79.3%

13.4%

Firewall/UTM

72.4%

8.3%

Endpoint protections

65.0%

14.3%

Role based access control

57.6%

11.5%

Routing and switching infrastructure

54.4%

14.3%

Egress (outbound) monitoring

42.9%

10.6%

Deep packet inspection (DPI)

33.6%

7.8%

DNS-based detection/prevention

30.0%

5.1%

Cloud security and monitoring

26.3%

8.3%

Virtual workload management

18.4%

6.9%

De-identification (masking)

15.7%

3.7%

CASB (cloud access security broker)

14.7%

2.8%

Flow analysis

14.7%

11.1%

Deception technologies (decoys)

13.8%

4.1%

1.4%

0.5%

Other

These controls, however, can be a double-edged sword. Encryption is also used by
attackers to hide their commands and data exfiltration, so it may easily blend in
with other legitimate encrypted traffic. Take this issue into account as you plan your
network perimeter strategy; for example, where should you terminate VPNs to allow for
maximum visibility into the payloads being transported?
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Technology at the Ready!

(CONTINUED)

Watch Your DNS
DNS-based data exfiltration vectors have been exploited for more than 20
years, and attack methods have evolved significantly over this period of time.
Organizations often overlook monitoring for DNS-related threats, because it’s not
generally associated with data delivery. This thinking is wrong. Attackers leverage
this DNS to bypass standard security controls by exfiltrating sensitive data from
the enterprise over DNS without notice.
Our survey results show that, while 42% conduct such scans of their DNS
infrastructures, only 19% conduct regular scans on at least a weekly basis, with
only 9% scanning continuously. Fifty-eight percent either do not utilize DNSbased prevention/detection techniques (38%) or are unaware of whether they
do (20%). Clearly, more emphasis on DNS detection/prevention is needed!

ADVICE:
EDR tools, although used and
deemed effective by only 31%
of respondents, offer greater
visibility into endpoint-based
activities and threats that can
result in sensitive data loss
and devastating breaches.
These solutions should be
supplemented with datacentric tools such as DLP.

On the Endpoint
Overall, endpoint-based controls were ranked as the fourth most effective control (see
Figure 13). When we drilled down, respondents indicate their organizations are utilizing
multiple controls at the endpoint, with email security being the most utilized, followed
by vulnerability management. Yet again, least effective, was user education (data
sensitivity training). See Table 4.
Table 4. Endpoint-Related Controls for Data Protection
Answer Options

Utilize and
Effective

Utilize, but
Not Effective

Email security

74.3%

10.5%

Vulnerability management

55.7%

10.5%

Host-based encryption

51.4%

5.2%

Application-based encryption

45.7%

6.2%

Asset discovery, including physical discovery

43.8%

13.3%

DLP (data loss prevention)

43.3%

9.0%

Data sensitivity training for users

41.4%

17.6%

Data-sensitive endpoint detection policies

33.3%

5.2%

EDR (endpoint detection and response)

30.5%

5.7%

DAM (database activity monitoring)

21.0%

6.7%

Data de-identification (masking)

14.3%

5.2%

1.9%

0.5%

Other
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Technology at the Ready!

(CONTINUED)

The high utilization of email security may be because of the centralized and (apparently)
well-understood nature of email. Yet, phishing (through email) still continues to be
a major source of compromise. According to the 2017 VBIR, 66% of all malware was
installed via malicious email attachments.9
Another issue that may complicate the implementation of endpoint controls is the wide
variation, not just in technologies, but in how they should be applied. Take encryption,
for example. Depending on the business need, implementation may need to address full
disk encryption, directory/file encryption or just individual attachments to email. Policy
needs to align with the use case, and procedures must align with the related workflow(s).

9
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Conclusion
Not all threats result in significant breaches, as this survey shows. But the threats keep
coming, and the chances for compromise remain high. Here’s a quick recap of major
considerations related to data protection:
1.	Know your data and don’t neglect the obvious. Know your network topology,
know how data should flow and design a defense-in-depth strategy, including
policies, and the network and endpoint tools to enforce them.
2.	Secure your access management data and information. This information
includes user IDs, credentials, roles and directories. Keep in mind that attackers
will target privileged accounts, looking for roles that can access the most
valuable data.
3.	Follow demonstrated best practices. Ideas include implementing the top
five CIS Critical Control families to eliminate the majority of your organizational
vulnerabilities and making sure you address the business rules around data
protection. Sources for these business rules include the GDPR, PCI DSS standards,
and regulations such as HIPAA, SOX and GLBA.
4.	Look to automate. Automated data discovery tools can uncover sensitive data
in previously unknown areas of your network. User-activity monitoring can
help you know your users and what to expect of them, alerting you to possible
compromise before any damage occurs, whether from malware or unintended
disclosure from a valuable and trusted insider.
Above all, understand how you can use your endpoint and network controls to help
protect and detect, while connecting the dots between them. Don’t just blindly rely on
the data in your SIEM for root cause analysis. Make sure the events you are collecting in
your SIEM include what you need to help you evaluate whether you are truly enforcing
your policies and procedures about sensitive data.
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