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MALICIOUS DNS INFRASTRUCTURE
CREATION REBOUNDS TO NEAR
RECORD LEVELS IN Q4 2015
The Infoblox DNS Threat Index broke with previous trends by
rebounding to a near record high in the fourth quarter of 2015,
and found more than 90 percent of newly observed malicious
domains worldwide are hosted in the U.S. and Germany
EXECUTIVE SUMMARY

Q4 2015 FINDINGS

• The Infoblox DNS Threat Index rose 49 percent
compared to Q4 2014, and increased 5 percent over
the previous quarter, meaning malicious domain creation
is increasing from quarter to quarter and year to year.

After dipping in Q3 2015, the threat index rebounded in
Q4 2015 to 128—near the record high of 133 set in Q2
2015. This breaks with previous cycles where record high
threat levels (indicating the planting of malicious new
infrastructure) were followed by several quarters of relative
quiet as cybercriminals used that infrastructure to harvest
data and harm victims. It also means the threat index has
been well above its historical average in 2015. Although too
early to judge definitively, this may indicate a new phase of
sustained and simultaneous plant/harvest efforts, pushing
the index into uncharted territory.

• This rebound breaks with expected “plant/harvest”
cycles, possibly indicating a shift to sustained creation
and attack through malicious domains.
• Of all newly observed malicious domains worldwide in
Q4 2015, 92 percent were hosted in either the United
States or Germany.
• Angler remains the biggest threat among exploit kits,
but re-emergence of RIG demonstrates the ability to
adapt previous exploits to new methods and locations.

INTRODUCTION
The Infoblox DNS Threat Index is an indicator of malicious
activity worldwide that exploits the Domain Name System
(DNS). Cybercriminals create new domains or hijack
legitimate domains as a foundation for unleashing a
variety of threats ranging from simple malware to exploit
kits, phishing, distributed denial of service (DDoS) attacks,
and data exfiltration. The index tracks creation of malicious
domains tied to 67 separate threat categories globally,
using data from a range of sources including government
agencies, Internet service providers, enterprise network
operators, and open sources. For details on how the index
is calculated, see the Methodology section at the end of
this report.
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Exploit kits appear to have cemented their place as a
significant component of the index. While Angler remains
the top threat, the unexpected resurgence and rapid
rise of the RIG exploit kit demonstrates the ability of
cybercriminals to adapt older kits to target new locations
and implement new techniques.
Infoblox is also identifying the top countries that serve as
hosts for malicious domains and exploit kits. Despite what
most would suspect—that malicious domains would be
hosted out of cybercriminal hot spots where infrastructure
is not well policed, such as Eastern Europe, Southeast
Asia, or Africa—it turns out that in Q4 2015 the United
States hosted 72 percent of newly observed malicious
domains and related infrastructure (servers, storage,
networking equipment, etc.) used to launch cyberattacks.
Only one other country of origin, Germany at just under
20 percent, registered above 2 percent.
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A SHIFT IN THE ENDLESS CYCLE
OF PLANTING AND HARVESTING
As attackers and threat researchers play a constant
game of cat-and-mouse, the Infoblox DNS Threat Index
has historically shown periods of increased activity and
subsequent lulls in malicious domain creation—a cycle
referred to as planting and harvesting.
The plant/harvest cycle is relatively easy to understand,
and has historically provided some indication of future
trends. During the planting phase, cybercriminals rapidly
create DNS infrastructure and set up domains as a base
for launching attacks. The threat index rises to reflect this
significant increase in the number of malicious domains
associated with malware and exploit kits. As this phase
ends, the attackers begin to harvest the extensive
infrastructure they have built to launch attacks, steal data,
and generally cause harm to their victims. The threat index,
which tracks the appearance of new threats and locations,
will correspondingly fall, even if this doesn’t mean overall
malicious activity has subsided.
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Yet while the index dipped from Q2 to Q3 2015—the likely
start of a harvesting cycle—it rebounded immediately in Q4
2015 to near its all-time high. This appears to be a break in
the plant/harvest cycle, and may indicate a new trend toward
sustained creation of malicious infrastructure along with the
simultaneous harvesting of stolen data.
Regardless of past cycles, what is readily apparent is that
the index for all of 2015 has been well above its historical
average, the first time that has happened in the three years
this report has tracked malicious domain creation.

EXPLOIT KITS AND DNS SECURITY
Exploit kits are toolkits for hire that deliver malware via
drive-by download. The main purpose is to lower the
technical bar for spreading malware, as the attacker does
not need to know how to create or deliver the exploit itself
in order to infect systems. Many of these kits even feature
a user-friendly interface to manage and monitor the
malware campaign itself.
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The payload will vary depending on what the current user
of the exploit kit specifies. Past payloads have included all
kinds of malware, such as banking malware, advertising
click-fraud malware, and ransomware. Exploit kits typically
take advantage of security holes or vulnerabilities in
operating systems, browsers, and popular software such
as Adobe Flash and Java. Users are exposed to the
kits (and payloads) either via spam or malicious ads on
compromised web sites.

ANGLER CONTINUES
AS TOP EXPLOIT KIT
BUT RIG LEAPT
TO #2 IN Q4

The kit’s infrastructure is generally composed of three
components: A back end containing a control panel and
payloads; a middle layer which contains the exploits and
creates the tunnel to the back end server; and the proxy
layer, which serves the exploit directly to the victim. The
exploitation/infection chain is generally similar across
exploit kits:

ANGLER EXPLOIT KIT

1.
2.
3.
4.
5.

A victim visits a website fully or partially under the
attacker’s control.
The victim is redirected through various intermediary
servers.
The victim unknowingly lands on server hosting the
exploit kit.
The kit attempts to install itself by exploiting vulnerable
software on victim’s system.
If it is successful, a malicious payload is delivered.

The main distinctions are the vulnerabilities used to infect
visitors and the tricks used to defeat antivirus defenses.
While exploit kits mostly target computers, mobile devices can
also be compromised, and are increasingly targeted because
of the vast number of people using them for tasks such as
email, web surfing, banking, and social media. Also, users
typically take fewer security precautions with mobile devices,
making them easier to invade. Attackers are expected to
gradually shift to delivery of mobile malware through mobile
browser web pages, essentially the same approach that drives
most infections on conventional computers.
When an exploit kit succeeds in delivering its payload onto
a victim’s computer or mobile device, that payload is now
behind the company’s or service provider’s firewalls. The
malware can spread to other devices and communicate
back to its command-and-control (C&C) server through the
Internet to download further malicious software or exfiltrate
data. Very often, communication between the infected
device and C&C server requires DNS.

Angler is one of the most sophisticated exploit kits currently
used by cybercriminals and leads exploit kit DNS activity
again in Q4. Angler is notorious for pioneering the “domain
shadowing” technique used to defeat reputation-based
blocking strategies, and for infiltrating malicious URLs into
legitimate ad networks, taking visitors who click links in the
infected ads to websites that insert malware.
Angler exploit kits are often quickly updated with the
latest zero-day vulnerabilities in popular software and
use sophisticated obfuscation techniques, making it
difficult for traditional antivirus technologies to detect
them. The constant evolution of Angler exploit kits means
organizations need to invest in protection technologies that
not only address one stage of the exploit, but can detect
and disrupt activity across the entire kill chain.

RIG EXPLOIT KIT
RIG, an older exploit kit that had been far back in the
pack in usage during previous quarters, surged into
second place among new infections in Q4, with almost
twice as many appearances as the third-place kit,
Magnitude. This indicates that as exploit kits are updated,
we may see the reappearance of past threats in a new
guise in coming years.
RIG was first identified in 2013 as Goon, and like other
exploit kits at the time, RIG usage increased following
the demise of the Blackhole exploit kit (the most
prevalent web threat as of 2013, when its creator was
arrested). TrendMicro’s report for 2014 shows RIG at 11
percent market share, behind SweetOrange, Angler, and
Magnitude. In early 2015, the RIG 2.0 source code was
leaked, and this likely drove the RIG developer to create a
new release. According to SpiderLabs, by mid 2015 RIG
3.0 was averaging 27,000 infected machines per day, with
90 percent of the traffic resulting from malvertising.
Infoblox analysis of RIG activity in 2015 shows that it
began using domain shadowing techniques similar to
those pioneered by Angler to defeat reputation-based
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NEWLY OBSERVED EXPLOIT KIT ACTIVITY Q4 2015
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blocking strategies. Several members of trust groups
in which Infoblox participates reported seeing threat
actors commonly associated with the SweetOrange and
Qakbot exploit kits now using RIG instead. Data from
Cisco revealed more than 700 subdomains used for the
shadowing, with several large spikes of two to three times
the average during the first part of Q4. Further analysis
showed that of the 44 IP addresses seen delivering RIG,
43 belonged to AS 35415 (an autonomous systems ID
in the Netherlands that approximately maps to hosting
provider Webzilla) and were leased to Eurobyte, a hosting
company based in Russia. On Oct 6, 2015, FireEye
detected advertising network onclickads[.]net hosting
a malvertising campaign redirecting to RIG, which
corresponds to Cisco’s observations. Heimdal Security
reported that RIG was also being served up through
Google SEO poisoning, which refers to use of the search
engine’s optimization tactics to promote malicious websites.
THE U.S. AND GERMANY ACCOUNT FOR MORE
THAN 90% OF MALICIOUS INFRASTRUCTURE
With this quarterly report, Infoblox is identifying the top
countries for hosting infected systems. It is important to
note that this is not an indication of “where the bad guys
are.” Exploit kits and other malware can be developed in
one country, sold in another, and used in a third to launch
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attacks through systems hosted in a fourth—which is
part of what makes stamping out cybercrime so difficult.
However, such a list can be an indication of which
countries tend to have either lax regulations or policing,
or both. Identification of those countries helps shine a
light on needed improvements.
That said, the clear country of choice for hosting and
launching attacks using malicious DNS infrastructure
in Q4 2015 is the United States, which accounted for
an astonishing 72 percent of malicious domains with a
knowable country of origin. Germany at 19.7 percent
was the only other country to register above 2 percent.
As the world’s top economy, the U.S. is clearly a
desirable target. What this analysis shows is that it is also
a soft target—not only in the sense that individuals and
businesses are vulnerable to cyberattack, but (just as
important) in that hosting infrastructure in the U.S. is very
easy to penetrate and put to malicious use.
It is a common assumption that cybercrime originates
from hotspots in Eastern Europe, Southeast Asia, and
Africa. However, this analysis demonstrates the underlying
infrastructure used to launch the attacks themselves sits
elsewhere—safely and comfortably in the most developed
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countries. Two observations can be drawn from this
information. First, location does not denote protection;
just because a domain is hosted in the U.S. or Germany
does not make it safe. Secondly, criminals are just as
likely to take advantage of the rich technology and service
infrastructure that exists in these countries as is any
legitimate business, and it would be difficult to harden that
infrastructure against exploits without limiting much of the
speed and responsiveness that makes it attractive
for business.
It would be nice to think that, at the very least, hosting
providers would be quick to take down a malicious domain
once it is identified, thus limiting the damage. After all,
providers in the U.S. don’t face the same language barriers,
cross-border jurisdiction issues, policy differences, etc.
that confront an international policing and take-down effort.
Unfortunately, not only does the U.S. define the average
for response time, it also has hosting providers—large and
small—who are very slow to respond. If there is an area of
focus for improvement, this is it.
We can reasonably speculate that Germany registered
as high as it did (nearly 20 percent) for two reasons. First,
like the U.S., it has a sophisticated Internet infrastructure,
and as with the U.S., cybercriminals are taking advantage
of this fact. Of course there are other countries that can
also boast solid infrastructure, so location is probably the
second factor “favoring” Germany in this regard—it sits
near a number of Eastern European countries that have
cybercrime rings, yet is generally viewed as a safe country
for doing business.
Rounding out the countries that accounted for more than 1
percent of malicious infrastructure were:
•
Turkey—1.8%
•
Ireland—1.79%
•
Switzerland—1.27%
•
The United Kingdom—1.14%

SUMMARY
The Infoblox DNS Threat Index for all of 2015 has been
well above its historical average, and finished the year
near record levels. More alarmingly, the historic plant/
harvest cycle appears broken, which indicates both a
greater sustained level of infrastructure expansion, and
makes it difficult to predict future trends. Older exploit kits
are also seeing new resurgence as they are adapted to
take advantage of the latest techniques, adding a new twist
to the “whack-a-mole” game between threat researchers
and cybercriminals. Finally, Infoblox is highlighting the top
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source countries for malicious domain creation in hope that
greater awareness and scrutiny can help slow the spread
of malware.
Infoblox will continue to monitor new malicious domaincreation activity to help its customers better prepare to
handle threats to their infrastructure and data.

INDEX METHODOLOGY
The Infoblox DNS Threat Index measures the level of
malicious DNS infrastructure within the quarter, through
both registration of new domains and hijacking of previously
legitimate domains or hosts. The baseline for the index is
100, which is the average for creation of DNS-based threat
infrastructure during the eight quarters of 2013 and 2014.
To create the index, Infoblox examines data on domains
worldwide that are associated with malicious activities,
gleaned through the proprietary methods and capabilities
the company utilizes on a daily basis. Malicious domain
indicators come from a broad network of partner
organizations, Internet infrastructure players, and law
enforcement agencies. The result is not a comprehensive
list of bad domains, but rather a representative sampling.
Newly observed malicious domains are categorized by
threat type, and the 67 most active threat types are factored
into calculations for the index. As new threat classifications
emerge and become more active, and as some become
less active or disappear, the categories are adjusted to
reflect the mix of actual threats in use.
Because the index can be artificially inflated or distorted
by the activities of domain generation algorithms (DGAs)
and sub-domain resellers, these are removed from the
calculations. There is also a check for any variation due to
harvesting anomalies. If certain sources report a sudden
spike or dip in the number of threat indicators, the cause
is investigated. If the change is due to the way the data
is gathered, rather than to a change in real number of
malicious domains being created, statistical smoothing is
applied to better reflect reality.
The Infoblox DNS Threat Index was launched in July 2015
in partnership with IID, a leading provider of cyberthreat
intelligence. Infoblox acquired IID in February 2016, and
the report is now authored solely by Infoblox.
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Infoblox delivers critical network services that protect Domain Name System (DNS) infrastructure, automate cloud deployments, and
increase the reliability of enterprise and service provider networks around the world. As the industry leader in DNS, DHCP, and IP address
management, the category known as DDI, Infoblox reduces the risk and complexity of networking. More information on the Infoblox DNS
Threat Index is available at www.infoblox.com/dns-threat-index.

Copyright © 2016 Infoblox Inc. Infoblox and the Infoblox logo are trademarks or registered trademark of
Infoblox and/or its affiliates in the United States and/or other countries. All rights reserved.

