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MALICIOUS DOMAIN CREATION HITS
ALL TIME HIGH IN Q1 2016
The Infoblox DNS Threat Index set a new record in the first quarter
of 2016, driven in large part by a 35-fold increase in ransomware
EXECUTIVE SUMMARY
• The Infoblox DNS Threat Index for the first quarter of
2016 rose 12 percent compared to the first quarter of
2015, and increased 7 percent over the previous quarter,
meaning malicious domain creation is increasing both
quarter-to-quarter and year-to-year.
• Given the threat index was already near record territory,
this quarter’s index number of 137 is a new all-time high.
• While exploit kits remain a major threat, this latest jump
was driven in large part by a 35X increase in creation of
domains for ransomware over the previous quarter, which
in turn drove an increase of 290 percent in the overall
malware category.
• Angler still remains the biggest threat by volume among
exploit kits, but observed instances of Neutrino grew by
300 percent.
• The United States continues to lead the pack in the hosting
of malicious infrastructure, but five new countries jumped to
the top of the list (while Germany slowed significantly).

INTRODUCTION
The Infoblox DNS Threat Index is an indicator of malicious
infrastructure-building activity worldwide that exploits the
Domain Name System (DNS). Cybercriminals create new
domains as a foundation for unleashing a variety of threats
ranging from malware to exploit kits, phishing, distributed
denial of service (DDoS) attacks, and data exfiltration.
They also infect previously trusted domains to accomplish
the same goals. The index tracks both the creation of
malicious domains and the infection of existing domains,
tied to 67 separate threat categories globally, using data
from a range of sources including government agencies,
Internet service providers, enterprise network operators,
and open sources. For details on how the index is
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calculated, see the Methodology section at the end of
this report.

Q1 2016 FINDINGS
The threat index rocketed to an all-time high of 137 in
Q1 2016, rising from an already elevated level of 128 last
quarter, and above the previous record of 133 established
in Q2 2015. The most direct observation from this is
simple: Cybercrime is profitable for the criminals, leading
to a steady increase in observed threats.
Although the change to the index was, in large part, driven
by increases in the deployments of exploit kits, it was
also affected by a 290 percent increase in the malware
category in general, and specifically a 35-fold quarter-overquarter increase in ransomware. Again in simple terms:
Ransomware is working.
In raw numbers, exploit kits remain the biggest threat,
accounting for just over 50 percent of the index. As in
past quarters, Angler remains the top threat, but a new
contender has emerged from far back in the pack, with
observations of Neutrino growing by 300 percent.
The United States continues to be the top host for newly
created or exploited malicious domains, but accounted for
only 41 percent of the observations, a significant drop from
last quarter’s 72 percent dominance. Five other countries
and regions took up the slack: Portugal, the Russian
Federation, the Netherlands, the United Kingdom and
Iceland. Germany, which last quarter accounted for almost
20 percent of newly observed malicious domains and related
infrastructure (servers, storage, networking equipment, etc.),
virtually dropped off the list at less than 2 percent.
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DNS THREATS REACH RECORD LEVEL
Last quarter, Infoblox speculated that past plant/harvest
cycles may have broken down, leading to a new trend of
sustained high threat levels. This quarter’s observations
seem to bear that out. Not only was there no meaningful
lull in newly created threats over the past year, (as would
be expected if cybercriminals were concentrating on
“harvesting” through infrastructure already in place), the
appearance of new threats actually increased to a new high.
There are two likely conclusions to be drawn from this
data. First and most directly, cybercrime is “working” for the
criminals, which is steadily drawing in a greater number of
illegal participants. This may account for the rise in threats
such as ransomware (more on that below).
Secondly, the creation of infrastructure for cybercrime is
getting more efficient. Rather than shifting back and forth
between installing malware and using it to launch attacks,
steal data, and generally cause harm to their victims,
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criminals are now able to simultaneously pursue both illicit
gains and the spread of illicit infrastructure. The probable
driver is automation and the shift to “cybercrime as a
service,” for example through exploit kits.
Infoblox predicts that, unfortunately, these elevated threat
levels are probably with us for the foreseeable future – it’s only
the nature of the threat that will change from quarter to quarter.

THE RISE OF RANSOMWARE
There is an old adage that success begets success, and
it seems to apply to malware as in any other corner of life.
In the first quarter of 2016, there were numerous stories in
the news about successful ransomware attacks on both
companies and consumers. Notable examples include the
February attack on Hollywood Presbyterian Medical Center
in Los Angeles, which netted the “data kidnappers” at least
$17,000, and the March 2016 breach at MedStar Health in
Washington D.C., which resulted in unspecified returns. We
believe the larger cybercriminal community has taken notice.
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Ransomware is a relatively brazen attack where a malware
infection is used to seize data by encrypting it, and then
payment is demanded for the decryption key. In instances
where a clean backup copy of the original is not available,
the value of the ransomed data can be near priceless. If
the ransom is reasonable, the apparent thinking is that it’s
worth paying up.

that malware may now be behind a company or service
provider’s firewall. The malware could thus be free to
spread to other devices and communicate back to its
command and control (C&C) server through the Internet to
download further malicious software or exfiltrate data. More
often than not, communication between the infected device
and C&C server leverages DNS.

Ransomware establishes itself much like any other
malware: often through phishing or spear-phishing that
leads to download of an email attachment or click-through
to a malicious domain. And, increasingly, it spreads
through infected online advertising networks that can hit
visitors of otherwise “clean” sites.

ANGLER REMAINS
TOP EXPLOIT KIT
BUT A BATTLE IS
BREWING FOR
SECOND PLACE

What has changed over the past quarter or two is a shift
from small-dollar heists targeting consumers to larger, more
profitable attacks on commercial entities. And as news of
this success has spread, certainly through underground
networks and ironically through general media coverage of
the danger, cybercriminals have apparently taken notice.
In Q1 2016 this led to a 35-fold increase in observations
of ransomware-related domains (both those hosting
the malicious downloads and those that malware
communicates with once installed), propelling it to account
for 60 percent of the entire malware category.
By far the most observed instance of ransomware was
“Locky” – the same variant that Forbes Magazine identified
as the culprit in the Los Angeles hospital attack. According
to the FBI, ransomware victims reported costs of $209
million in the first quarter, compared to $24 million for all of
2015. It is unclear how much of this may have taken the
form of direct payments to cybercriminals, which in turn
would fund more crime.
Unless and until companies figure out how to guard against
ransomware – and certainly not reward the attack – we
expect it to continue its successful run. Fortunately, as with
any malware, prevention is well understood: tight security
measures, up to date software, user best practices and
clean, protected backup data.

EXPLOIT KITS AND DNS SECURITY
Exploit kits are toolkits for hire that allow cybercriminals
to deliver malware via drive-by download, and these kits
often exploit DNS for their mischief. The main purpose of
the exploit kit is to lower the technical bar for spreading
malware, as the attacker does not need to know how to
create or deliver the exploit itself in order to infect systems.
Once a victim’s computer or mobile device is infected,
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ANGLER EXPLOIT KIT
Angler is one of the most sophisticated exploit kits currently
used by cybercriminals and continues to lead observed
domains with exploit kit activity again for Q1 – the seventh
straight quarter in this position. However, it is not as
dominant, dropping to a 33 percent share in Q1 2016
compared to the previous quarter’s 56 percent share.
Angler is notorious for pioneering the “domain shadowing”
technique used to defeat reputation-based blocking
strategies, and for infiltrating malicious URLs into legitimate
ad networks, taking visitors to websites that insert malware
even if they don’t click links in the infected ads.
Angler exploit kits are often quickly updated with the
latest zero-day vulnerabilities in popular software and
use sophisticated obfuscation techniques, making it
difficult for traditional antivirus technologies to detect
them. The constant evolution of Angler exploit kits means
organizations need to invest in protection technologies that
not only address one stage of the exploit, but can detect
and disrupt activity across the entire kill chain.

RIG AND NEUTRINO EXPLOIT KITS
RIG, an older exploit kit that had been far back in the pack
in usage during previous quarters, surged into second
place among new infections in Q4 2015, and remains there
in Q1 2016. But there was another older kit that mimicked
RIG’s explosive fourth quarter growth: Neutrino, which
grew more than 300 percent in Q1.
The Neutrino exploit kit first emerged in early 2013, only to
drop off the scene a year later for nearly six months. Based
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NEWLY OBSERVED EXPLOIT KIT ACTIVITY Q1 2016
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on reports from TrendMicro and others, it does not appear
that Neutrino ever held a significant share of the exploit kit
market. In 2014 it held 3 percent and less than 7 percent in
2015. Following Neutrino’s return in late 2014, its authors
have continued to update and evolve the kit. In 2015, it
added 10 new exploits for Adobe Flash and Internet Explorer.
Various iterations of recent Neutrino campaigns have been
observed to infect victim’s systems with different versions
of ransomware such as Locky, Teslacrypt, Cryptolocker2
and Kovter. In recent months, Neutrino exploits have been
propagating through a number of techniques. The classic
web drive-by attacks have continued by injecting code into
legitimate websites and redirecting victims to a landing page
hosted on a domain using a Domain Generation Algorithm
(DGA.) Typically, these domains are registered at free
country code top level domains (TLDs), with the “top” TLD
being frequently abused. The landing page hostname
must be resolved using DNS, however, the authoritative
name servers are under the attackers’ control. The DNS
responses for those hosts usually have a short time to live
(TTL) of a few seconds. Additionally, poisoning of Google
search results through Search Engine Optimization (SEO)
has also been added as a technique to drive traffic to the
exploit kit, as have several large spam attacks.
5
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MALICIOUS
INFRASTRUCTURE
RAPIDLY SHIFTS
LOCATION
FIVE NEW COUNTRIES NOW HOST MORE THAN
50 PERCENT OF INFECTED SYSTEMS
In Q4 2015, Infoblox began listing the top countries hosting
infected systems, with the United States registering 72
percent of that inaugural list. This quarter, the U.S. remains
in the lead, having just over 41 percent of malicious
domains with a knowable country of origin, but five
countries or regions that barely registered last quarter now
account for more than half of the remaining observations.
Those countries/regions are:
Portugal–17%
Russian Federation–12%
Netherlands–10%
United Kingdom–8%
Iceland–6%
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Germany, which last quarter was at 20 percent, dropped
below two percent in Q1 2016. Another 56 countries
accounted for less than one percent each.
As stated last quarter, cybercriminals are as likely
as anyone else to take advantage of sophisticated
infrastructure, and all of the countries in this quarter’s
list fit that description. However, this new list also shows
that, much like cockroaches that scurry from the light,
cybercriminals are quick to shift to a more advantageous
location as needed.
Two additional observations: First, it is important to note
that this is not an indication of “where the bad guys are.”
Exploit kits and other malware can be developed in one
country, sold in another, and used in a third to launch
attacks through systems hosted in a fourth – which is part
of what makes stamping out cybercrime so difficult. But the
better we become at identifying malicious infrastructure,
the better we can take it down and shine a light on needed
improvements.
Second, location does not denote protection. Just because
a domain is hosted in the U.S. or other developed country
does not make it safe. It is important in all instances to
remain vigilant.

SUMMARY
The Infoblox DNS Threat Index starts 2016 at a new all-time
high, and could remain in that territory for the foreseeable
future as criminals find success through exploit kits,
ransomware and other forms of malware. Recent news
coverage of the cost of exploits – $209 million in the first
quarter for ransomware alone – demonstrates both the
harm to victims and the reward for cybercriminals. This
impact is directly mirrored in our observance of new
threats, making it safe to predict a steady increase in the
spread of ransomware throughout 2016. And that rising
tide will be hard to stem, as criminals show a clear ability
to shift infrastructure from country to country as needed.
Infoblox will continue to monitor new malicious domaincreation activity to help its customers better prepare to
handle threats to their infrastructure and data.
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INDEX METHODOLOGY
The Infoblox DNS Threat Index measures the level of
malicious domain creation within the quarter. The baseline
for the index is 100, which is the average for creation of
DNS-based threat infrastructure during the eight quarters
of 2013 and 2014.
To create the index, Infoblox examines data on domains
worldwide that are associated with malicious activities,
gleaned through the proprietary methods and capabilities
the company utilizes on a daily basis. Malicious domain
indicators come from a broad network of partner
organizations, Internet infrastructure players and law
enforcement agencies. The result is not an exhaustive
list of bad domains, but rather a representative sampling.
Newly observed malicious domains are categorized by
threat type and the 67 most active threat types are factored
into calculations for the index. As new threat classifications
emerge and become more active, and as some become
less active or disappear, the categories are adjusted to
reflect the mix of actual threats in use.
Because the index can be artificially inflated or distorted
by the activities of domain generation algorithms (DGAs)
and sub-domain resellers, these are removed from the
calculations. There is also a check for any variation due to
harvesting anomalies. If certain sources report a sudden
spike or dip in the number of threat indicators, the cause
is investigated. If the change is due to the way the data
is gathered, rather than to a change in the real number of
malicious domains being created, statistical smoothing is
applied to better reflect reality.
The Infoblox DNS Threat Index was launched in July 2015
in partnership with IID, a leading provider of cyberthreat
intelligence. Infoblox acquired IID in February 2016, and
the report is now authored solely by Infoblox.
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Infoblox delivers critical network services that protect Domain Name System (DNS) infrastructure, automate cloud deployments, and
increase the reliability of enterprise and service provider networks around the world. As the industry leader in DNS, DHCP, and IP address
management, the category known as DDI, Infoblox reduces the risk and complexity of networking. More information on the Infoblox DNS
Threat Index is available at www.infoblox.com/dns-threat-index.
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