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SOLUTION NOTE

INFOBLOX MANAGED RULES
FROM AWS MARKETPLACE FOR
AWS NETWORK FIREWALL

Curated, DNS-based rule groups that add preemptive
security at the AWS network perimeter

SUMMARY

Infoblox Managed Rules from AWS Marketplace for AWS Network Firewall
adds a domain-centric layer of preemptive protection, helping stop phishing,
command-and-control (C2) and data exfiltration attempts before they reach
workloads. Enabled directly in the AWS Network Firewall console, they update
continuously and require no additional infrastructure.

CHALLENGES

» Cloud workloads are targeted continuously; reactive tools often detect
indicators only after compromise, while the earliest signals frequently
appear in DNS.

« Perimeter controls can overlook domain-centric indicators such as
phishing infrastructure, C2 domains and DNS-based exfiltration paths that
enable attacker persistence and data loss.

« Maintaining custom rules across security infrastructure creates operational
drag. Teams want curated protections that live inside native AWS workflows.

THE INFOBLOX SOLUTION

Infoblox Managed Rules from AWS Marketplace for AWS Network Firewall
provides curated, DNS-based rule groups that are continuously updated to
help preemptively stop phishing, C2 and data exfiltration at the firewall, thereby
shifting defenses from reactive detection to earlier, higher-impact control.

HOW IT WORKS

+ Native Console Activation: Subscribe and enable Infoblox Managed Rules
directly in the AWS Network Firewall console; attach curated rule groups to
firewall policies without manual rule writing or extra infrastructure.

« Curated Suricata Rules: Rule groups are Suricata-compatible and powered
by Infoblox predictive DNS intelligence to block or alert on malicious and
high-risk domains used in phishing, C2 and exfiltration.

¢ Continuous Updates: Automated feed updates keep protections current as
threat actor infrastructure evolves, reducing ongoing tuning.

o AWS-Native Visibility: Alerts and logs generated in AWS Network Firewall
can be integrated with Amazon CloudWatch and security information and
event management (SIEM)/security orchestration, automation and response
(SOAR) pipelines for investigation and automation.
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EXTEND PROTECTION

When you need deeper
investigation or broader hybrid
and multi-cloud enforcement:

o Infoblox Dossier: Enrich
and investigate domains,
infrastructure and
campaigns with on-demand
threat research.

¢ Infoblox Threat Defense™
Cloud: Add resolver-level
enforcement, analytics and
ecosystem integrations
across hybrid and
multi-cloud environments.
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KEY BENEFITS

Preemptive Security: Block connections to malicious/high-risk domains before workloads are
impacted, disrupting attacker infrastructure earlier in the kill chain.

Native Simplicity: Enable protections in the AWS Network Firewall console without new infrastructure
or manual rule maintenance.

Continuous Coverage: Curated rule groups update automatically to reflect the latest indicators
of compromise.

Defense-in-Depth: Adds a DNS-centric security layer that complements existing AWS controls and
reduces downstream alert noise in endpoint detection and response (EDR)/network detection and
response (NDR)/SIEM/SOAR.

Operational Visibility: Use AWS-native alerts/logs to validate protection, enrich cases and accelerate
SOC workflows.

SCOPE AND OPERATIONS

Rule Format: Suricata-compatible rule groups designed for AWS Network Firewall.
Update Cadence: Automated feed updates managed by Infoblox.

Policy Posture (Guidance): Begin in alert mode for evaluation. Move High/Critical categories to block in
production after validation, keeping Medium/Low aligned to risk tolerance and change windows.

Logging Basics (Guidance): Enable AWS Network Firewall logging. Route to Amazon CloudWatch and
export to SIEM/SOAR for incident correlation and automation.

HOW INFOBLOX COMPARES

Infoblox complements other AWS Network Firewall managed rules by bringing deep, DNS-centric,
predictive intelligence and curated domain-layer controls that stop threats earlier, with native console
activation and continuous updates that minimize operational overhead, professionally, without
exclusivity claims.

GETTING STARTED

1.

In the AWS Network Firewall console, subscribe to and enable Infoblox Managed Rules; attach curated
rule groups to your firewall policies.

Start with Alert for evaluation; promote High/Critical categories to Block after validation.

Enable AWS Network Firewall logging to CloudWatch; integrate with SIEM/SOAR for triage
and automation.

NEXT STEPS

Enable in the AWS Network Firewall console:
https://docs.aws.amazon.com/network-firewall/latest/developerguide/getting-started.html

View the AWS Marketplace listing:
https://aws.amazon.com/marketplace/pp/prodview-m7vgh7okmokzm

infoblox.
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Figure 1. Infoblox Managed Rules view from within the AWS Network Firewall
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Infoblox unites networking, security and cloud with a protective DDI
platform that delivers enterprise resilience and agility. We integrate
across hybrid and multi-cloud environments, automate critical network
services and preemptively secure the business—providing the visibility
and context needed to move fast without compromise.

Corporate Headquarters
2390 Mission College Blvd, Ste. 501
Santa Clara, CA 95054

+1.408.986.4000
www.infoblox.com
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