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Introduction
Infoblox, an industry leader in securing Domain Name System (DNS) infrastructure, delivers advanced technologies that prevent
DNS-based data exfiltration; disrupt advanced persistent threat (APT) and malware communications; and provide context around
attacks and infections on the network.
To help our customers and prospective customers discover whether their organizations have been exposed to malicious DNS-based
activity, Infoblox offers free security assessments. These assessments identify DNS queries inside an organization’s network that are
attempting to reach known malicious or suspicious Internet locations (hostnames). External threat data from these assessments is
anonymized and aggregated to create the Infoblox Security Assessment Report. For details, see the Methodology section below.
DNS is a unique and ubiquitous protocol, and can also be a powerful enforcement point within the network. When suspicious DNS
activity is detected, network administrators and security teams can use this information to quickly identify and remediate infected
devices—and can use DNS firewalling as well to prevent malware inside the network from communicating with command-and-control
servers or exfiltrating data.

Results
In the second quarter of 2016, 559 files capturing DNS traffic
were uploaded by 248 customers and prospects for security
assessments by Infoblox. The results:

66% of all files uploaded showed evidence of
suspicious activity (369 files).

Evidence of the following specific threats was
identified in the uploaded files:
Protocol anomalies – 48% (273 files)
Protocol anomalies are malformed DNS packets, including
unexpected header and payload values, sent to a targeted
server. They make use of software bugs in protocol parsing and
processing implementation. The server stops responding by going
into an infinite loop, or crashes.

DNS tunneling – 40% (228 files)
DNS tunneling enables cybercriminals to insert malware or pass
stolen information through DNS, thereby using DNS as a covert
communication channel to bypass firewalls. While there are
semi-legitimate uses of DNS tunneling, many instances of
tunneling are malicious. There are several off-the-shelf tunneling
toolkits readily available on the Internet, so that hackers don’t
always need technical sophistication to mount DNS tunneling
attacks.

Botnets – 35% (198 files)
A botnet is a set of infected computers communicating with each
other and working together to either spread malware or participate

in denial-of-service attacks. They can use command-and-control/
peer-to-peer communication to achieve their goals.

Amplification and reflection traffic – 17% (97 files)
Reflection attacks use one or more third-party DNS servers,
usually open resolvers on the Internet, to propagate a distributed
denial of service (DDoS) attack on the victim’s server. The
attacker spoofs the DNS queries he sends to open resolvers by
including the victim’s IP address as the source IP. The resolvers
send all responses to the victim’s server, thereby overwhelming
it and potentially creating a denial of service. Amplification is an
attack where the queries are specially crafted to result in a very
large response. Cybercriminals typically use a combination of
amplification and reflection to maximize impact on the victim server.

Distributed denial of service (DDoS) traffic – 14% (79 files)
Distributed-denial-of-service (DDoS) attacks use hundreds or
even thousands of hosts to flood a target with traffic, such as DNS
requests, with a goal of knocking the targeted site offline. Some
DNS-based DDoS attacks use “phantom domains” to either keep
a DNS resolver engaged by making it wait for responses or by
sending random packets. The DNS resolver consumes valuable
resources while waiting for valid responses, leading to poor or no
response to legitimate queries.

Ransomware – 13% (69 files)
Ransomware, such as CryptoLocker, encrypts files on a computer’s
local hard drive or mapped network drives by getting an encryption
key from an Internet-based server. Users are then asked to pay
ransom to restore access to their data. One way of stopping
ransomware is by blocking an infected system from accessing the
malicious encryption servers by preventing DNS queries to them.

Methodology

Demographics

Participants in Infoblox security assessments submit a packet
capture (PCAP) file containing recent DNS traffic on their
networks. The uploaded PCAP files are then run through
the Infoblox DNS Firewall, using Infoblox ActiveTrust threat
intelligence and Infoblox Advanced DNS Protection to flag
suspicious activity.
Suspicious activity is an indicator of a specific threat being
present on the network. In some cases, these indicators could be
false positives or could point to activity that is already contained
by the network’s existing security solutions.

28% United States
6% Spain
6% Netherlands
4% Denmark
4% United Kingdom
3% Columbia

Country of
customer
origin

3% Poland
3% Japan
3% Pakistan
3% South Africa
3% Costa Rica

The results of each security assessment are listed in a document
that is sent to the participant. The Infoblox Security Assessment
Report anonymizes and aggregates these individual security
assessments to show the extent of suspicious DNS activity across
a diverse range of organizations.
Organizations seeking a free Infoblox security assessment should
visit www.infoblox.com/free-malware-report. More information on
Infoblox security solutions is available at www.infoblox.com/security.

3% Italy

3% Mexico
2% Canada
26% Other

26% Under 1,000

Customer
size

(by employee count)

22% 1,000 to 2,000
22% 2,000 to 5,000
8%

5,000 to 10,000

22% 10,000 or more

15% Education
14% Telecommunications service provider
14% Government
12% Financial services

Industry

9%

Information technology

8%

Healthcare

6%

Retail

4%

Manufacturing

4%

Media and entertainment

2%

Transportation

2%

Construction

10% Other

About Infoblox
Infoblox delivers critical network services that protect Domain Name System (DNS) infrastructure, automate cloud deployments, and increase
the reliability of networks around the world. As the industry leader in DNS, DHCP, and IP address management, known as DDI, Infoblox reduces
the risk and complexity of networking, lowers costs, and increases uptime. Our Infoblox Grid™ ensures availability and provides authoritative
data, and Secure DNS solutions defend against a wider range of threats than any other product.
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