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Introduction

The Trinzic (TE) x25 series appliances are the next generation of the Trinzic platform from Infoblox and
provide enterprise-grade DNS and IPAM services across your AWS VPC'’s. The Trinzic x25 series
appliances provide improved performance over older generation appliances, enabling you to keep up with
today’s increasingly complex demands for services, security, automation and visibility.

Trinzic x25 Models

The Trinzic x25 series appliances come in three model types that are designed to deliver the
performance, capacity, and availability required in each unique environment, from the smallest branch
office to the largest enterprise or service provider network.

NIOS VM | Description Grid Master/Grid | vCPU | Amazon EC2 Shape
Models Master Candidate
TE-V825  Desighed to serve remote and branch locations. Small Grids Only 2 rd.large

TE-V1425 Designed for larger remote and branch locations, Yes 4 r3.xlarge/r4.xlarge
as well as small-to-medium sized organizations.

TE-V2225 Designed for enterprises and large scale Yes 8 rd.2xlarge
DNS/DHCP applications.

Availability

The AMI’s (Amazon Machine Images) for the Trinzic x25 series appliances can be found through the
AWS Community AMI’s page. In the Search Community AMIs text box, type Infoblox and press enter to
search for all available Infoblox images. You can narrow down the results by also including a NIOS
version in the search box. Example:

Services Resource Groups ; , - N. California ~ Support ~
1. Choose AMI 2. Choose Instance Type 3. Configure Instance 4. Add Storage 5. Add Tags 6. Configure Security Group 7. Review
Step 1: Choose an Amazon Machine Image (AMI) canceland Exit

An AMI is a template that contains the software configuration (operating system, application server, and applications) required to launch your instance.
You can select an AMI provided by AWS, our user community, or the AWS Marketplace: or you can select one of your own AMIs.

Quick Start 9 110 4 of 4 AMIS
| Q, infoblox 8.2.1| X
My AMIs =

3 results for "infoblox 8.2.1" on AWS Marketplace

vSlawsmarketplace
.. P Partner software pre-configured to run on AWS

o AWS Marketplace

| Community AMIs l e i e m e s ArAnAn A iamnan i PR, —

Note: The Trinzic x25 series appliances are available starting in NIOS version 8.2.

For each version of NIOS where the x25 model appliances are available, you will find a single EC2 image
is used for each of the three different models. The ‘shape’ used for the appliance being created must
match the recommendation provided in the table above, as well as in the description for the AMI.

© 2017 Infoblox Inc. All rights reserved. Infoblox Trinzic TE-Vx25 Deployment Guide October 2017 Page 3 of 29



The ID for each AMI will vary per region and are subject to change without notice. Contact Infoblox
Support (https://support.infoblox.com/) for any further details regarding this or if any additional verification
is required.

The following table provides the ID’s for each x25 AMI known at the time of this publication:

Europe 8.2.1 eu-central-1 (Frankfurt) ami-93e34dfc
8.2.1 eu-west-1 (Ireland) ami-26c83f5f
8.2.1 eu-west-2 (London) ami-26dacbh42
Asia Pacific 8.2.1 ap-northeast-1 (Tokyo) ami-e4886082
8.2.1 ap-northeast-2 (Seoul) ami-1003da7e
8.2.1 ap-south-1 (Mumbai) ami-3c84ff53
8.2.1 ap-southeast-1 (Singapore) ami-dc1688bf
8.2.1 ap-southeast-2 (Sydney) ami-60766f03
South America 8.2.1 sa-east-1 (S3o Paulo) ami-ad5026¢c1
North America 8.2.1 ca-central-1 (Canada) ami-76e35d12
8.2.1 us-east-1 (N. Virginia) ami-8988abf2
821 us-east-2 (Ohio) ami-4ffada2a
8.2.1 us-west-1 (N. California) ami-5a72593a
8.2.1 us-west-2 (Oregon) ami-ac20c6d4

Note: The AMI ID’s are subject to change at any time and without notice.
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Launch Instance

Trinzic appliances can be launched using different methods, including the AWS console (GUI), AWS CLI,
Auto-Scale Groups or numerous orchestration/automation platforms that are available. In this guide, we
will complete all operations using the AWS console (https://console.aws.amazon.com).

1. Inthe AWS console, expand the Services menu and under Compute, select EC2.
2. Open the Instances tab and click Launch Instance.

awg Services ~ Resource Groups v * ~ Oregon ~  Support »
~— ~
EC2 Dashboard =
Launch Instance, Actions v
< K
Events
Tags Q Filter by tags and attributes or search by keyword X @ None found
Reports
P Name ~  Instance ID ~ Instance Type ~ Availability Zone - Instance State ~ Status Checks -
Limits
Instances

Spot Requests

Reserved Instances Select an instance above |_ N Q=]

3. Switch to the Community AMIs tab.
4. Inthe Search Community AMIs text box, type “Infoblox”, along with a NIOS version, and press
Enter. Example:

Services ~ Resource Groups ~ ; Jal - N. California ~ Support

1. Choose AMI 2. Choose Instance Type 3. Cenfigure Instance 4. Add Storage 5. Add Tags 6. Configure Security Group 7. Review
. ; Cancel and Exit
Step 1. Choose an Amazon Machine Image (AMI)
An AMI s a template that contains the software configuration (operating system, application server, and applications) required to launch your instance.
You can select an AMI provided by AWS, our user community, or the AWS Marketplace; or you can select one of your own AMIs.

Quick Start 9 11to 4 of 4 AMIs
Q, infoblox 8.2.1 X

My AMIS
3 results for "infoblox 5.2.1" on AWS Marketplace

vawsmarketplace
.. P Partner software pre-configured to run on AWS

AWS Marketplace

@

Community AMIS Infoblox NIOS 8.2.1 359366 CP-V2200 BYOL - ami-28765048 m

A
. Infoblex DDI for AWS : Consistent, Automated DNS and IP Address Ga-bit
Y Operating system Management {IPAM) for Public and Hybrid Cloud. Supported instance shape:
Amazon Linux m3.xlarge
Cent 0OS ‘n"‘ Root device type: ebs Virtualization type: hvm
Debian o
Fedora (5] A Infoblox NIOS 8.2.1 359366 DDI BYOL - ami 5a72593a m
Gent Ca §
entoo — Infoblox DDI for AWS : Consistent, Automated DNS and IP Address G4-bit
OpenSL.JSE ‘ Management (IPAM) for Public and Hybrid Cloud. Supported instance shape:
Other Linux o) for TE-VE25: rd Jarge, for TE-V1425: r3.xlarge/rd xlarge, for TE-V2225:
Red Hat ) rd.2xlarge h

. Feedback Q English (US) [ 7, Ama c. g d Privacy Policy ~ Terms of Use
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5. Click on the Select button for the AMI which corresponds to the x25 AMI.

Note: Starting in NIOS version 8.2, you will see four AMI’s per NIOS version (previous versions of NIOS
used a total of six different images). Three of these will be for the Cloud Platform (CP) model appliances
and include the model type in the AMI hame. The x25 AMI image does not include a model type in the
AMI name and will use a name such as “Infoblox NIOS 8.2.1 359366 DDI BYOL”. You will also find the
supported x25 model types and shapes (machine sizes) in the description for the AMI.

aws Services ~  Resource Groups + %
1. Croose Aw
. r Cancel and Exit
Step 1: Choose an Amazon Machine Image (AMI) anestand A
An A is a template that contains the software configuration (operating system, application server, and applications) required fo launch your instance. You can select an AMI provided by AWS, our user community, o the AWS Marketplace, or you ¢an select one of your own AMIS
Quick Start 110 4.0f 4 AMis
% infoblox 8.2 1
My AMis
\Efwsmarketplace 2 1eS4S e WS Marketplace
AWS Marketpiace CEETT Parmer soft 2010 run on AWS
Community AMIs
ol A Infoblox NIOS 8.2.1 358366 CP-V1400 BYOL - ami-1b22c4 m
: infablox DDI for AWS tont, Automated DNS and IP ent (IPAM) for Public and Hybrid Cloud. Supported instance shape: m3 xlarge o
~ Operating system o
Amazon Linux
o )
. P obion DD for AWS : Consistent, Automa drass Management (IPAM) for Public and Hybrid Cloud. Supported instanee shape: ¢4 large .
OpenSUSE
Other Linux A s Infoblox NIOS 8.2.1 359366 DDI BYOL - ami-ac20c6d4 m
Red Hat L) Infob = Management (IPAM) for Public and Hybrid Cloud. Supported instance shape: far TE-VE25: rd large, for TE-V1425: r3 xdargard xlarge, for TE-V2225: rd 2xlarge conil
SUSE Linux 3 i =
Jbuntu ®
Windows ¥
) [ seea |
~ Architecture infoblox DOI for AW INS 3 meat (IPAM) for Public and Hybrid Cloud. Supported instance shaps: m3 xlarge o
32-bit
4.0t

¥ Root device type
EBS

nstance store

6. Select the instance type to be used for the model appliance being deployed and click Next:
Configure Instance Details.

TE-V825=r4.large. TE-V1425= r3.xlarge or r4.xlarge. TE-V2225= r4.2xlarge

aW51 Services Resource Groups ~ * , - Oregon ~ Support ~

1. Choose AMI 2. Choose Instance Type 3. Configure Instance 4. Add Storage 5. Add Tags 6. Configure Security Group 7. Review

Step 2: Choose an Instance Type

Memary optimized ralarge 2 15 1% 32 (SSD) - Moderate Yes
@  Memory optimized r3.xlarge 4 305 1% 80 (SSD) Yes Moderate Yes
- - - e -

Cancel | Previous Review and Launch Next:{gonﬂgure Instance Details

Feedback r gli C. or its affi All righ ed Privacy Policy  Terms of Use
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7. Configure the details for your x25 appliance, including the network and subnet that the appliance
should operate on.
Note: A subnet must be assigned before completing the next step.

aWS, Services v Resource Groups ~ 1 Jat ~  Oregon ~  Support v

1. Choose AMI 2. Choose Instance Type 3. Configure Instance 4. Add Storage 5. Add Tags 6. Configure Security Group 7. Review

Step 3: Configure Instance Details
Configure the instance to suit your reguirements. You can launch multiple instances from the same AMI, request Spot instances to take advantage of the
lower pricing, assign an access management role to the instance, and more.

Number of instances (] 1 Launch into Auto Scaling Group (i
Purchasing option (| Request Spot instances
Network (] vpC-67a20103 | VPC1 (default) v| C create new vPC
subnet (j [No preference (default subnet in any Availability Zom: v & Create new subnet
Auto-assign Public IP (j Use subnet setting (Disable) v
Placement group (i No placement group v
IAM role (i None v| C Create new IAM role
Shutdown behavior (] Stop v
Enable termination protection (j Protect against accidental termination
Monitoring  (j Enable CloudWatch detailed monitoring

L3

Cancel = Previous Review and Launch Next: Add Storage

8. Scroll down to the Network Interfaces section and click Add Device. Complete any required
configurations to the interface. If a public IP address (PIP), this must be associated after the
appliance has been launched. Refer to the section titled “Assigning a Public IP Address” later
in this guide for more details. EthO is reserved for future use. Ethl is used for the LAN1 interface.

Note: This step is required. Failing to add a second network interface will result in the appliance being
unable to start. The error “Fatal Error During Infoblox Startup” will be visible in the appliances console.

Additinnal rharnas annh

awg Services Resource Groups -~ 1 _ Oregon v Support *

1. Choose AMI 2. Choose Instance Type 3. Configure Instance 4. Add Storage 5. Add Tags 6. Configure Security Group 7. Review

Step 3: Configure Instance Details

EBS-optimized instance | Launch as EBS-optimized instance
Additional charges apply

Tenancy (j Shared - Run a shared hardware instance v
Additional charges will apply for dedicated tenancy.

~ Network interfaces (i

Device = Network Interface Subnet Primary IP Secondary IP addresses  IPv6 IPs
etho New network interface v| [subnet-0021335¢ v | | Auto-assign Add 1P
Add Device

» Advanced Details

3

Cancel | Previous Review and Launch Next: Add Storage

@ Feedback (@ English (US) d Privacy Policy ~ Terms of Use
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9. Under the Advanced Details section, set any User data directives that you want to apply. This is
useful for automatically applying temporary license keys, setting the admin password and even to
join an existing Grid. More details regarding this can be found in the Appendix in this guide, as
well as the Infoblox Installation Guide for vNIOS for AWS (available on the Infoblox Support
portal: https://support.infoblox.com/).

The following example demonstrates how to enable temporary license keys for a TE-V1425 appliance
with the DNS, Grid and Cloud (Cloud Network Automation) licenses. These keys will be valid for 60 days.
Note: License keys can also be applied by connecting to the appliance via SSH once it has successfully
started. Refer to the section titled “ ” later in this guide for more details.

nios,IB-V1425,enterprise,dns,cloud
default admin password: ‘#$*&$#*!’

10. Click Next: Add Storage.

aWS, Services Resource Groups ~ r Oregon ~  Support ~

1. Choose AMI 2. Choose Instance Type 3. Configure Instance 4. Add Storage 5. Add Tags 6. Configure Security Group 7. Review

Step 3: Configure Instance Details

instances with one network interface. To re-enable the auto-assign public IF address feature, please specify only the eth0 network interface

J— — S e e e S - - -

v Advanced Details

Userdata (j ® As text O As file [ Input is already base64 encoded
#infoblox-config

temp_license: nios.1B-V1425 enterprise,dns,cloud
default_admin_password: =infcbloxr

3

Cancel Previous Review and Launch Next:{gdd Storage

Feedback X gli 017, Amazon We C _Al e Privacy Policy ~ Terms of Use

11. Select the desired Volume Type. SSD type storage should be used for production environments
as this can have a direct impact on performance. Magnetic storage can be used in lab/testing
environments or for appliances which will not be expected to any experience heavy disk write
activity.
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Services Resource Groups * Ja\ Oregon ~  Support ~

1. Choose AMI 2. Choose Instance Type 3. Configure Instance 4. Add Storage 5. Add Tags 6. Configure Security Group 7. Review

Step 4. Add Storage

Your instance will be launched with the following storage device settings. You can attach additional EBS volumes and instance store volumes to your
instance, or edit the settings of the root volume. You can also attach additional EBS volumes after launching an instance, but not instance store volumes.
Learn more about storage options in Amazon EC2.

. Size Delete on
Volume Device . - -~ IOPS Throughput o Encrypted
- - Snapshot GiB Volume e - - Termination -
Type (i) (0] P 1 (I) Type (i G (MBIs) (i) o 0]
snap- .
Root /devisdal 0979035790965 245 Magnetic ! N/A v Not Encrypted

General Purpose 55D (GP2)

Add New Volume
Provisioned IOPS 33D (101)

IMagnetic
General Purpose (SSD) volumes provide the ability to burst 103000 TUPS per Volome, maependent of volume size, to meet the performance
needs of most applications and also deliver a consistent baseline of 3 IOPS/GiB. Set my root volume to General Purpose (SSD).

Free tier eligible customers can get up to 30 GB of EBS General Purpose (SSD) or Magnetic storage. Learn more about free usage tier eligibility
and usage restrictions.

3

Cancel Previous Review and Launch Next: Add Tags

@ Feedback @ English (US) Ama ! Privacy Policy  Terms of Use

12. Click Next: Add Tags.
13. Configure any tags as required (such as Name, which assigns a name to the instance) and click
Next: Configure Security Group.

Services Resource Groups v * fat Oregon v  Support v

1. Choose AMI 2. Choose Instance Type 3. Configure Instance 4 Add Storage 5. Add Tags 6. Configure Security Group 7. Review

Step 5: Add Tags

A tag consists of a case-sensitive key-value pair. For example, you could define a tag with key = Name and value = Webserver.
A copy of atag can be applied to volumes, instances or both.

Tags will be applied to all instances and volumes. Learn more about tagging your Amazon EC2 resources.

- : Instances Volumes
Key (127 characters maximum) Value (255 characters maximum) = =
O) 0

U
This resource currently has no tags
Choose the Add tag button or click to add a Name tag.

Make sure your [AM policy includes permissions to create tags.

Add Tag (Up to 50 tags maximum)

Cancel Previous Review and Launch Next:{%onfigure Security Group

Feedback A i Privacy Policy  Terms of Use
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14. Create a new Security Group, or select an existing one. Verify that the necessary ports required
for connections to the appliance are allowed. Refer to the Sources and Destinations for
Services section in the NIOS Administrators Guide for more details on ports commonly used,
such as TCP 443 (for the GUI), UDP 2114 and 1194 for Grid communications (required to join a
Grid), and both UDP and TCP 53 (for DNS).

Services ~ Resource Groups ~ r ~  Oregon ~  Support ~

1. Choose AMI 2. Choose Instance Type 3. Configure Instance 4. Add Storage 5. Add Tags 6. Configure Security Group 7. Review

Step 6: Configure Security Group

A security group is a set of firewall rules that control the traffic for your instance. On this page, you can add rules to allow specific raffic to reach your
nstance. For example, if you want to set up a web server and allow Internet traffic to reach your instance, add rules that allow unrestricted access to the
HTTP and HTTPS ports. You can create a new security group or select from an existing one below. Learn more about Amazon EC2 security groups.

Assign a security group: ®Create a new security group

Select an existing security group

Security group name: launch-wizard-1
Description: launch-wizard-1 created 2017-09-28T15:05:45.844-07.00
Type (i Protocol (i Port Range (i Source (| Description (i
SSH v TCP 22 Custom v |(0.0.0.0/0 e.g. SSH for Admin Deski

-

3

Cancel Previous RE\FieW@I‘Id Launch

Feedback . gli . 0 d Privacy Policy Terms of Use

15. Click Review and Launch.
16. Verify the configuration and click Launch. Continue through any prompts that may be displayed,
including for the Key Pair to be assigned to the instance, to complete the launch process.

Note: Access to the appliance via SSH will use the admin credentials, not a key pair.
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Services v Resource Groups ~ * Oregon ~  Support -

1. Choose AMI 2. Choose Instance Type 3. Configure Instance 4. Add Storage 5. Add Tags 6. Configure Security Group 7. Review

Step 7: Review Instance Launch
Please review your instance launch details. You can go back to edit changes for each section. Click Launch to assign a key pair to your instance and
complete the launch process.

¥ AMI Details Edit AMI
A Infoblox NIOS 8.2.1 359366 DDI BYOL - ami-ac20c6d4
& Infoblox DDI for AWS : Consistent, Automated DNS and IP Address Management (IPAM) for Public and Hybrid Cloud.
Supported instance shape: for TE-VB25: rd large, for TE-V1425: r3 xlarge/rd xlarge, for TE-V2225: 14 2xlarge
Root Device Type: ebs  “irtualization fype: hvm
~ Instance Type Edit instance type

Instance Type ~ ECUs VCPUs Memory (GIB)  Instance Storage (GB)  EBS-Optimized Available  Network Performance

r3.xlarge 13 4 305 1x80 Yes Moderate
Y [ TP B, P T A mmmi e mema e h
»
Cancel Previous m

@ Feedback (@3 English (US) . v \ Privacy Policy ~ Terms of Use

17. The AWS console should show a confirmation that the instance is how launching.

aws

Services v Resource Groups v * Ja\ Oregon v  Support +

Launch Status

@ Yourinstances are now launching
The following instance launches have been initiated: i-045e3a3a24b150caé  View launch log

O Get notified of estimated charges
Create billing alerts to get an email notification when estimated charges on your AWS bill exceed an amount you define (for example, it
you exceed the free usage tier).

How to connect to your instances

Your instances are launching, and it may take a few minutes until they are in the running state, when they will be ready for you to use. Usage hours on
your new instances will start immediately and continue to accrue until you stop or terminate your instances.

Click View Instances to monitor your instances' status. Once your instances are in the running state, you can connect to them from the Instances
screen. Find out how to connect to your instances.

@ Feedback (@ English (US) / \ ( Privacy Policy ~ Terms of Use
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Verifying Launch Status

AWS Console

After the Trinzic V-x25 appliance has been launched, you can monitor its status in the AWS console
under the Services -> EC2 -> Instances page. AWS has two types of status checks built in to monitor
the launch status:

1. System Status Checks: This will show a success once the instance has been created.
2. Instance Status Checks. This check will show a successful status once the instance becomes
reachable.

aws Services ~  Resource Groups ~ * jal Oregon ~  Support ~

p—

EC2 Dashboard .

Launch Instance Connect Actions v

e o s 0

Events
Tags Q search : i-06103d73712bag72f Add filter Q 1to1of1
Reports I

[ ] Name +  |nstance ID Instance Type Awvailability Zone Instance State Status Checks
Limits

[ ] i-06103d73712ba%72f  rd.large us-west-2¢ @ running @ 22 checks ...
Instances N
Spot Requests Instance: | i-06103d73712ba872f  Private IP: 172.31.7.48 HEE

Reserved Instances
Scheduled Instances Description Status Checks Monitoring Tags

Dedicated Hosts Status checks detect problems that may impair this instance from running your applications. Learn more about status

- checks.
Aldls Create Status Check Alarm
Bundle Tasks
System Status Checks (i Instance Status Checks (i
Volumes These checks monitor the AWS systems required to use this  These checks monitor your software and network
’ instance and ensure they are functioning properly. configuration for this \nstancL\\y
Snapshots System reachability check passed nstance reachability check passed

The AWS console also gives you the ability to get a screenshot of the console or view the most recent
system logs for the instance.

EC2 Instance Screenshot

Viewing the instance screenshot can be very useful to get the current status of your appliance and
becomes available once NIOS has begun its startup process. To view the screenshot for your instance:

1. On the Instances page, select the row for your TE-x25 appliance
2. Expand the Actions -> Instance Settings menu and select Get Instance Snapshot.
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aws_? Services Resource Groups - Oregon ~ Support ~

EC2 Dashboard
Events

Tags

Reports

Limits

Instances

Spot Requests
Reserved Instances
Scheduled Instances

Dedicated Hosts

AMIs

Bundle Tasks

Launch Instance Connect Actions ~
R o % 0

search : i-06103d73712ba97] ) 1to10of1

@ Name Launch More Like This Availability Zone Instance State Status Checks

Instance State

[ ] Add/Edit Tags & 212 checks ...
Attach to Auto Scaling Group
Attach/Replace IAM Role
CloudWatch Monitoring » Cha nstance Ty
Change Termination Protection
View/Change User Data 4
Instance: | i-06103d73712ba972f  Private IP: 172.31.7.4g0RSIE R n Sl EUE Y _N =l =]
Get System Log
Description Status Checks Monitoring Tags Get Instance Scree
Status checks detect problems that may impair this instance &M more about status

aws, Services Resource Groups -~ * Oregon ~ Support

Instances = Get instance screenshot

Below is a screenshot of -06103d73712ba372f at 2017-10-04T10:05:02.428-07:00.

.dsresysinit:
.dsresysinit:
.dsresysinit:
.dsresysinit:
.dsresysinit:
.dsresysinit:
.dsresysinit:

c Refresh

mounting all filesystems

mounting devpts file system

kernel not configured for crash dump
setting hostname to 'infoblox.localdomain’
starting syslog-ng

starting acpid

initializing loopback device

.dsrc: executing setcsrc.dsrc3d start
.dsrc3: start normal operation
.dsre3: setting system umask

.dsrec3: starting product

Emergency prompt wnwot entered, continuing to boot.

DHCP client IP 172.31.2.144, netmask 255.255.248.8, gateway 172.31.8.1 on ethl
[2817-18-84 16:53:31.3121 Infoblox system initializing...

[2817-18-84 16:53:41.3791 Starting services...

Disconnect NOW if yow have not been expressly authorized to use this

Privacy Folicy Terms of Use

4. Click Close to return to the Instances page.

© 2017 Infoblox Inc. All rights reserved. Infoblox Trinzic TE-Vx25 Deployment Guide October 2017 Page 13 of 29



o

Select the row for your TE-x25 appliance
6. Expand the Actions -> Instance Settings menu and select Get System Log.

Services v

Resource Groups v *

Oregon ~  Support v

EC2 Dashboard

[ETNEEIAEE  connect | Actions ~
[E—— o e @

Events
Tags search : i-06103d73712ba%73 1to10f1
Reports i :
P @ Name - Launch More Like This Availability Zone Instance State Status Checks
Limits Instance State
2i2 check
_ [ ] . ASA/Edit Tags ] checks
Instances Attach to Auto Scaling Group R
Attach/Replace IAM Role
Spot Requests Instance: | i-06103d73712bas72 P R =l=|

CloudWatch Monitoring
Reserved Instances Change Termination Protection
View/Change User Data

Change Shutdown Behavior

Description Status Checks

Tags

Scheduled Instances Monitoring

Dedicated Hosts

Status checks detect problems that may impair this instance n more about status

checks. G =m Log

Get Instance Scree.!hot

AMis Create Status Check Alarm !

Bundle Tasks

7. Review the log output which is displayed. Once the snapshot of the logs updates, an appliance
which has successfully started will show the login prompt as the last entry.

Services ~

Resource Groups ~ *

EC2Dashboard — ' NN

Events G "‘ e
System Log: i-06103d73712ba972f (G 4

Tags to1of1 > >

Reports Status Checks -

Limits

[E INSTANCES
| Instances

Spot Requests

Reserved Instan

Scheduled Instar|

Dedicated Hosts
=) IMAGES

AMIs

Bundle Tasks

=] ELASTIC BLOCK
STORE

Volumes

Snapshots

NETWORK &
SECURITY

Security Groups
Elastic IPs

Placement Groug

@ 212 checks

ut status

ork

Jues you are

e on the

Key Pairs

L Y, B 0 S, S

Feedback

Note: This is only a snapshot of the system logs and is updated very infrequently so this is not always
indicative of the most recent status of the appliance, even after using the refresh button. Viewing the
instance screenshot can frequently be a more useful way of viewing the current state of the appliance.
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8. Click Close to return to the Instances page.

Managing Your Appliance

Remote Console Access is enabled automatically on Infoblox appliances being deployed in AWS as
remote access would not be possible unless this was done through the User data field when launching
the appliance. Once NIOS successfully starts, CLI (command line interface) access via SSH may be
required to complete any remaining configurations. This can also be used to verify its current status and
retry configurations for cases where configurations attempted through the User data field may not have
applied successfully. The user name will be “admin” and the password will either be the default (infoblox),
or the password applied in the User data field during the instance configuration.

Linux based (including Apple) computers can use the ssh command in a Terminal window:

ssh admin@<ip-address>

For example:

ity ©
gerprint i

Administrators on Windows based computers will need to use a program when establishing SSH
connections. These can include a program which can be executed through a command prompt, or a GUI
based application (such as Putty or SecureCRT, among many others).

In this guide, we describe connecting using Putty.

1. Install and launch putty.exe (an open source and freely available application-
http://www.putty.org/).

2. Type the IP address (or resolvable DNS name) for your Infoblox appliance, set the Port number
to 22, the Connection type to SSH and click Open.
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R PuTTY Configuration ||

Basic options for your PuTTY session

Specify the destination you warnt to connect to

Host Name (or IP address) Port

[172312144 |[22

Connection type _ . _

() Raw () Telnet (U Rlogin ® SS5H () Serial
- Appearance Load, save or delete a stored session

+~ Behaviour Saved Sessions
Translation |
Selection
- Colours Default Settings Load

= Connection

Rlogin
+- 55H Close window on ext: i
i Serial () Mways () Never (®) Only on clean exit
About Open I\J | Cancel
L

3. Confirm or accept any prompts that appear asking to trust or update the host key and allow the
connection to proceed to your Infoblox appliance.

£ 172.31.2.144 - PuTTY — (o] x

PuTTY Security Alert

The server's host key is not cached in the registry. You
have no guarantee that the server is the computer you
think it is.

The server's rsa2 key fingerprint is:

ssh-rsa 2042 6c:2diba:38:0biecaafeacid b2 Tid3:6e:93:fd
If you trust this host, hit Yes to add the key to

PuTTY's cache and carry on connecting.

If you want to carry on connecting just once, without
adding the key to the cache, hit No.

If you do not trust this host, hit Cancel to abandon the
connection,

Yesh|| No

4. Enter the credentials when prompted. This will bring you to the appliances CLI.
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2 172.31.2.144 - PuTTY — | o [l

Once the appliance has been deployed, license keys can be manually applied if not done so during the
launch process or when not using pool licensing. When enabling temporary license keys, this is done
through the CLI. Permanent license keys can be applied through either the CLI, or for the Grid Manager
GUIL. In this guide, we will use the CLI to apply temporary license keys.

To enable temporary license keys:

1. Connect to the CLI for your Infoblox appliance.
2. Type the command “set temp_license” and press Enter.

172.31.2.144 - PuTTY = | o [

d M
d
d
d
d
d
d
d

3. Type the number for the license being enabled and press Enter.
4. Enter ‘y’ at any confirmation prompts to complete the license installation.
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Note: The vNIOS or NIOS (referenced as just ‘NIOS’ going forward) license is required for the appliance
to be able to start. After the NIOS license is installed, the appliance will restart and you need to reconnect
to the appliance to complete any remaining steps. For this reason, it may be desirable to install the NIOS
license last, but this is not a requirement and the licenses can be installed in any order.

Before being able to join a new appliance to a Grid, it must be added (defined) in the Grid first. To add a
new appliance to an existing Grid:

1. Inyour Grid Manager GUI, navigate to the Grid -> Grid Manager -> Members tab.
2. Click on the Add menu and select Grid Member.

Toolbar Lo

o rdd -

Grid Member !&'}J

3. Expand the Member Type dropdown menu and select Virtual NIOS.
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Add Grid Member > Step 1 of 3

®

Member Type | Infoblox v |

| i |
Host Name* Infiablon ' Must be a fully qualifisd domain name |

e e e e e i e o -
Time Zone Virtual MIOS :

Override
Comment
Master Candidate [}
Cancel Previous Mext Save & Close ~

4. Inthe Host Name field, type a name (using its intended fully qualified domain name, though this
can always be changed later) and click Next.
5. Enter the IP Address, Subnet Mask and default Gateway for the appliance.

Note: You can verify the appliances network configuration by connecting to its CLI and entering the
command “show network”.

Add Grid Member > Step 2 of 3
-
®
Type of Network 1Pva A
Connectivity

Type of Member
® Standalone Member

High Availability Pair

Required Ports and Addresses

| Interface Address Subnet Mask (IPv4) or Prefic Length (IP... Gateway VLAN Tag Port Settings
LANT {IPv4) [ Automatic
(s .
Cancel Previous et Save & Close «

6. Click Save & Close.

Join Appliance to a Grid

An Infoblox appliance can be joined to a Grid using the CLI, or the Grid Manager GUI. When joining a
Grid, you will first want to take note of the Grid Masters IP address, the name of the Grid that you will be
joining, and the Shared Secret which will be used to authenticate the connection. You can verify the Grid
name and Shared Secret by navigating to Grid -> Grid Manager -> Members in the Grid Manager GUI for

your Grid Master. There, click on the Grid Properties button and review these details under the General
tab:
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Infoblox (Grid Properties Editor)

A Topale Basic Maode Advanced

Infablox

Security

[ETTTTA TR P LT Y

Password

[ETTITA TR LTS

[

ELIT S o el bl | Lmis | o o

A Proxy Settings

Note: The Shared Secret is encrypted once it is saved. There is no recovery mechanism should this be
lost. The value can be changed without any impact to any appliances online in your Grid. Any offline Grid
members would need to be reset before being joined back to the Grid after any change is made to the
Shared Secret. The default Shared Secret is “test”.

Using the CLI:

Log in to your Infoblox appliance using an SSH client.

Type the command “set membership”.

Type the IP address of the Grid Master for the Grid being joined and press Enter.

Type the Grid Name if different from the default (Infoblox) and press Enter.

Type the Shared Secret (default is test) and press Enter.

Verify that the join details are correct and enter ‘y’ at the confirmation process to begin the join
process.

oukrwbdpE

7. Your SSH session will then close. Further monitoring can be done using the Grid Manager GUI
for the Grid the appliance is joining.

Once your appliance is accessible on your network and is properly licensed (requires at least the NIOS
license), you can connect to it using your web browser. NIOS uses the Grid Manager GUI for its graphical
interface and can be accessed by typing https://<IP_Address> in the address bar of your web browser.
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» ) (D https://172.31.2.144/ui/ (6 , Search w8 $ A O

Infoblox - Grid Manager

CONTROL YOUR NETWORK

Disconnect NOW if you have not been expressly authorized to use this system.

Note: All NIOS appliances use a self-signed certificate with the name www.infoblox.com by default.
Certificate validation warnings displayed by your browser are to be expected and you may need to trust
this self-signed certificate or add exceptions before being able to connect to the Grid Manager GUI.

Join a Grid Using the Grid Manager GUI
To join your Infoblox appliance to an existing using its Grid Manager GUI:

1. Log into the Grid Manager GUI for the appliance being joined to your Grid.
Note: First time connections will be prompted to accept the End-User License Agreement.

2. If the Grid Startup Wizard is displayed, click Cancel.
3. Navigate to the Grid -> Grid Manager -> Members tab.
4. In the vertical toolbar on the right-hand side of the page, click on the Join Grid button.

J + Infoblox Grid Manager - 8.2. X '-\+

€ ) W& https;//172.31.2.144/ui/M30BW_ XzEloM3EHFOUNCg/M3048/M3E3e£2076494953 ¢ Search wBa +§ & Q9

Infﬂblox >0 Dashboards Data Management Cloud Smart Folders Grid Administration
TR

Q Search admin |-
controL o nE

Grid Manager [ERIIEES Licenses HSM Group Amazon

Finder «

Toolbar
Infoblox @ »
(3§ Smart Folders
<7 Bookmarks + DNS | TFTP | HTTP (File Dist) | FTP | NTP | bloxTools
= Manage
Recycle Bin
& Recy GSS-TSIG Keys
g URL Links + Members LRV A, BFD Templates
Data Connector
Quick Fiter | None N o | | snowriter B Repli Status View h
Sur -
M Group Results Group By +
0 bioxTools. |~
it 8= Master Grid |~
] a A jatus § Add de DHC | Join Gnd{b
El [} ® infoblox localde No 2 Unsupported
o
8 CSV import
[T
~ A, C5V lob Manager
L=

= DN Converter

5. Type the IP address of the Grid Master for the Grid being joined, along with the Grid Name and

Shared Secret.

Click OK.

7. Your GUI session will end at this point and the browser may stop responding. Use the Grid
Manager GUI for the Grid the appliance is joining to monitor the join process. Multiple restarts can
be expected on the appliance as it joins the Grid, including if the NIOS software must be
synchronized and for it to apply the database it receives from the Grid Master.

o
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Should the join attempt fail, you will want to do the following:

1. Verify that the new Grid member was added to the Grid being joined and that its network details
are correct (use the “show network” command on the appliances CLI to view its network
configuration).

2. Verify that the appliance has been properly licensed. It will require at least the NIOS and Grid (or
sometimes referred to as enterprise) licenses.

3. Verify that the IP address of the Grid Master for the Grid being joined, along with the Grid name
and Shared Secret provided during the join setup were entered in correctly.

4. Verify that there are no connectivity issues between the appliance and the Grid Master (requires
at least UDP ports 2114 and 1194 by default).

5. Connect to the CLI for the appliance and enter the command “show status” to check for any
errors that may be reported there.

Note: In the above example, the wrong IP address was configured in the Grid for this appliance.

6. Contact your Infoblox account (Sales) team, Infoblox Technical Support
(https://support.infoblox.com/) or the Infoblox Community Forums
(https://community.infoblox.com/) for assistance in troubleshooting join failures.

Using a Public IP Address

Connections to instances in AWS may require an IP address which is accessible across the Internet
without using any special routing to connect back in to your AWS VPC. To accomplish this, you can use
an Elastic IP Address and assign that to the Network Interface associated with the ethl interface attached
to your appliance.

Before being able to associate an elastic IP address to an EC2 instance, it must be created. To create the
elastic IP:

1. Inthe AWS Console, navigate to Services -> EC2 and open the Elastic IPs tab.
2. Click on the Allocate new address button.
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|la)la|=] s

EC2 Management Consc X

&« C | & Secure w0 @ O

https://us-west-2.console.aws.amazon.com s:sort=Publiclp

Services v Resource Groups v * Oregon v  Support v
- - Allocate new address Actions v
RSN o e @
Volumes
Snapshots Q Filter by attnbutes or search by keyword 1to1o0f1
= @ ElasticlP «  Allocation ID Instance Private IP address Scope
Security Groups [ ] 52.41.163.242 eipalloc-a%1a3%cd i-0c1120cb56365fab8 172.31.48.10 vpc

Elastic IPs
Placement Groups
Key Pairs

Network Interfaces

3. Click on the Allocate button.

aws

Services ~ Resource Groups ~ Oregon ~ Support ~

Addresses > Allocate new address

@ New address request succeeded

Elastic IP 34.215.90.52

Privacy Policy Terms of Use

@ Feedback

@ English (US)
4. Click Close.

Associating an Elastic IP
To associate the elastic IP to your Infoblox appliance:

1. Navigate to Services -> EC2 -> Instances.
2. Select the row for your Infoblox appliance.
3. Inthe bottom panel, scroll to the Network interfaces section and click on the eth1 link.

Services v Oregon +

Resource Groups ~ %

EC2 Dashboard

Launch Instance Connect Actions v

Events
Tags Q search :i-06103d73712ba972f Add filter Q
Reports P

@ Name 4 Instance ID Instance Type Availability Zone Instance State Status Checks Alarm Status.
Limits

B aws825 i-06103d73712ba%72f  rd.large us-west-2c @ running & 22checks.. None A
Instances

1to10f1

Public DN (IPv4)

NIOS

view inbound rules

Spot Requesis
Reserved Instances
Scheduled Instances

Dedicated Hosts

© 2017 Infoblox Inc. All rights reserved.

Scheduled events
AMI D

Platform

1AM role

No scheduled events
Infoblox NIOS 8.2.1 359366 DDI BYOL
(ami-ac20c6dd)

Secondary private IPs
VPCID

Subnet 1D

Network interfaces

Source/dest. check

vpe-67a20103
subnet-00213359

ethD
ethl

Tl
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4. Click on the link for the Interface ID.

awg Services Resource Groups ~ * ~  Oregon ~ Support -

Network Interface eth1

EC2 Dashboard "
. (ETLE LI Connect || Actions Interface ID  eni-2ci7b52f o % @

Events VPCID vpc-67a20103
Tags Q, | search - -06103d73712ba972f = | Add f} T 93437317 [2] 1to10f1
Reports [ ] Name = Instance ID Attachmen! Stalus  atached ~ Alarm Status Public DNS (IPv4)
Limits Attachment Time ~ Tue Oct 03 15:52:15 GMT-700 2017 1
B aws-825 1-06103d73712bad72f Delete on Terminale  false None =
=] INSTANCES Private IP Address ~ 172.31.2.144
Instances Private DNS Name  ip-172-31-2-144 us-west- .
Spot Requests 2 compute.internal
Security groups . Elastic IP Address - -
Reserved Instances Scheduled events Source/Dest Check true 7220102

Scheduled Instances AMIID b Do - bt-00213359
Dedicated Hosts (ami- Security Groups ~ default
Platiorm -
= IMAGES el
AMis IAM role Source/dest. check  True
Bundle Tasks Key pairname  aws-key-pair

5. Expand the Actions menu and select Associate Address.

Services Resource Groups ~ Oregon ~ Support +
EC2 Dashboard Create Network Interface Detach Actions ~ .‘
4 o # 0
Evenis
Tags Q) | search - eni-2cf7b52f Add filter (2] 1to10f1
Detach
Reporis . . o
@ Name ~  Network interfa~  Subnet ~ Zone ~ Security groups  ~ Description ~ Inst
Limits Manage IP Addresses
a eni-2cf7b52f subnet-{} us-west-2¢ default i-06
= INSTANCES
Instances . »
Change Termination Behavior
Spot Requests Network Interface: eni-2cf7h52f Change Security Groups mEA
Reserved Instances Change Source/Dest. Check
Scheduled Instances Details | |pionitoncl a0 Add/Edit Tags
Ch: D tio
Dedicaled Hosls Network interface D eni-2cf7b52f A SubnetD  subnel-00213359
Create Flow Log
o IMAGES VPCID vpc-67a20103 Availability Zone  us-west-2c
AMIs MAC address  Dafe9a:3f20:de Description -
Security groups___default. view inbound rules Owner ID__ 915693437317

6. Select the Elastic IP Address to assign to your Infoblox appliance and click Associate Address.

Associate Elastic IP Address X

Select the address you wish to associate with eni-2cf7b52f

,‘!\c:lclressL\S Select an address d |

Allow reassociation Select an address

Associate to private IP address 34.215.90.82

52.41.163.242 - i-0c1120cb36365fabs - eni-c3df3d9a

el Associate Address

-

7. Verify that connectivity now works. If the Elastic IP address does not respond, verify that all
Security Groups and Route tables are setup correctly.
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AWS User Data

When configuring the instance details while launching your Trinzic x25 appliance, you can include
directives which will be used to configure your appliance once it successfully launches. The text entered
user data field uses the YAML format and can be entered in directly as text, or uploaded in a YAML
formatted text file. Optionally, you can also convert this content to base64 encoding prior to entering it in
or uploading it. If not converted first, AWS will do so for you as the data is sent to the appliance using
base64 encoding.

When structuring the user data, it is important to note that YAML uses indentations to identify each block

in the data. When entering directives that include parameters spread across multiple lines, any lines after
the first one MUST use matching indentations. If the indentations are not set correctly, a failure will occur

when cloud-init (the internal service/process which sets up the environment for systems operating in AWS
and other cloud environments) processes the data.

Any lines which include data that is line wrapped (spread across multiple lines) must begin with a pipe
character to be processed correctly. Example:

Supported Directives

Common Directives

The following is a list of commonly used directives. While not exhaustive, this list includes the directives
applicable to an appliance being deployed in AWS. Any ‘sub-parameters’ are also shown with the
required indentation.

Note: The “#infoblox-config” directive is required and be placed as the first line.

#infoblox-config
temp_license:
default_admin_password:
gridmaster:

token:

ip_addr:

certificate:

Note: If pool licenses have been applied to the appliance, these will take precedence over any temporary
license keys being applied here.

Example:
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The certificate used here is the ‘GUI’ certificate for your Grid Master and is used to authenticate the
connection when your appliance establishes its connection to it. To obtain the certificate, you can use a
web browser or a command such as:

When obtaining this certificate, you may find that multiple certificates are returned. The certificate chain
details will list the name for the appliance the certificate is from and which can be used to help identify the
correct certificate to use. The actual certificate string will be enclosed between the lines “-----BEGIN
CERTIFICATE----- “and “----- END CERTIFICATE-----

Important: These lines are part of the certificate.

Here is an example demonstrating this output, with the certificate portion highlighted in yellow:
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onnect 10. 40:443

nia, iy , 0 Infob Engineering, CN . infob
gned certificate

Califormia, L Sunmny , O Infob U Engineering, CN = www. inTob

In the above example, the entire contents of the certificate traverses 21 lines. When passing the
certificate string into the user data (either as text or a file), the line wrappings (new lines) can be removed
to help simplify the process.

If the line wrappings are left in the user data, the parent declaration line (e.g. certificate: ) must include a
pipe character as demonstrated in the following example:
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Obtaining the Token

The token, or ‘permission token’, is a temporary token which is used only one time and will expire within a
short time frame (has a maximum of 60 minutes’ validity) if not used. When doing elastic scaling, you can
use a Grid member configuration which has been saved previously, or automate this provisioning via the
API upon instance creation. For security reasons, the token used during the join process must be
generated during the time frame that the appliance will be attempting to join the Grid Master.

This token can be generating in the NIOS GUI but generally, this would be done with automation via the
API. The following examples demonstrate cURL commands which can be used to generate and read the
token, along with sample output.

Create Permission Token for a Pre-Provisioned Grid Member:

This demonstrates the example for this command:

{
"pnode_tokens": [
{
"physical_oid": "18",
"token": "5rdfSs1onZdUVLWop02S4mlz1tmKOSfp",
"token_exp_date": 1505330636
}
]
b
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Get the Permission Token for a Pre-Provisioned Grid Member:

As with the command which creates the token, the read_token command will provide similar
output:

{
"pnode_tokens": [
{
"physical_oid": "18",
"token": "LhkFSVR2PLPYSikALJKEFSIMS8FWEF9sNR",
"token_exp_date": 1505330314
}
]
}

Note: Refer to the Infoblox WAPI Reference Guide for more details on these and other available
commands.
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