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ACME ROBOTICS

From our headquarters in New Mexico to our remote
outpost in Papua New Guinea, discover Acme’s NIOS
based DDI architecture, designed to protect and
connect colleagues, creators and robotic beings all day,
every day, all over the world.
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Cloud Internal Secondary. Primary for

zones with cloud resources. Secondary for

or conditionally forwards to internal zones,
according to their criticality. Cloud Platform (CP)
for distributed API processing and additional
scalability. Optional Route 53 sync with AWS.
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server for maximum availability. ﬂ or DHCP HA or DHCP HA [E]
g -
Local DHCP and DHCP Hub. Provides DHCP service ‘,’: ‘= Small Site
to large site and redundant DHCP service to main site a DHCP
and small site. HA and DHCP failover associations L(‘:/ll::ilnDSPi‘tgf (Ls:'acl'E:S:)
with main site and small site for maximum availability.
Small Site DHCP. Provides DHCP service to small
site. DHCP failover association with large site’s DHCP
server for redundancy. u=: W
<
Grid Single point of ini: ion for a
the Grid. Supports Ul and API, single-point backup % n m
2ncliiperace) 8 Grid Manager Grid Manager
Grid Manager Candidate. Disaster recovery for the Candidate
Grid. Supports read-only API.
Reporting Members. Support reporting functionality ‘
including historical monitoring and threat detection. o ﬂ B
£ C/b Reporting Member Reporting Member
Cloud Data Connector. Collects captured DNS S ,J L:
queries from DNS servers and sends the information o ﬁ ﬁ
to other systems (e.g., reporting, SIEM, Infoblox = Cloud Data
Threat Defense). Connector B B
Reporting Member Reporting Member
Network Discovery. Dynamically discovers networks
and devices on the network and populates the IPAM E
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DNS and DHCP

(=

Self-Service Portal

External Hidden Primary. Transfers external zones to
external DNS provider’s secondaries. HA to provide
maximum availability. ADP to resist DDoS attacks.

External Secondaries. Answer queries in external
zones and provide resiliency in case of external DNS
provider’s failure. HA to provide maximum availability.
ADP to resist DDoS attacks.

Forwarders. Resolve Internet domain names

on behalf of internal DNS servers. Cache
frequently-resolved domain names to speed
resolution. ADP to resist DDoS attacks. Optionally
could be replaced by Infoblox Threat Defense.

Forwarder
Internal Hidden Primary. Dedicated to processing
dynamic updates to internal zones. Hidden to
prevent other DNS servers from querying it. HA for Anycast Group

maximum availability.

Internal Secondaries. Answer queries from internal
DNS clients. Send queries to resolve Internet
domain names to all forwarders to resolve Internet
domain names. HA for maximum availability at
critical sites. RPZs to enable DNS security.

Local DHCP. Provides DHCP service to main site. HA
and DHCP failover association with large site’s DHCP
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Internet DNS

Main Site
(Albuquerque, NM)

Large Site
(London, UK)
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