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EXECUTIVE SUMMARY

Enterprises of all sizes typically augment their on-premises (on-prem) computing with one or
more cloud services. While these hybrid environments can expand IT functionality and provide
compute cost savings, they also increase management complexity for IT staff. To manage DDl for
each cloud service requires that staff access separate portals for each service and navigate
dissimilar management interfaces. This translates into increased management effort and
decreased efficiency.

Infoblox Universal DDITM eliminates these challenges by providing access to both on-prem DDI
and cloud-based DDI management from within the Universal DDl management environment.

Infoblox commissioned Tolly to evaluate the benefits of its Universal DDI in managing both on-
prem and cloud-based environments. Cloud DDI services included Amazon Route 53, Microsoft
Azure DNS, and Google Cloud DNS.

The Infoblox Universal DDI solution was shown to be able to manage hybrid DDI environments
from the Universal DDI management pane. Figure 1 shows how Universal DDI replaces separate,
multi-step, cloud system access with single-system access to on-prem and all supported cloud
systems.

2 Universal application programming

3 Significant time savings and simplified

THE BOTTOM LINE

Infoblox Universal DDI provides:

1 Single-platform DDI management for on-
premises as well as for Amazon Route 53,
Microsoft Azure DNS, and Google Cloud
DNS environments

interface (API) to “front end” on-prem
and cloud-based DDI configuration

personnel requirements via unified
platform, tests showed up to a 59.6%
improvement in DDI task time
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Multi-Platform Address Management: Manual Process vs. Universal DDI
Example Work Flow (e.g., Changing a Single DNS Record)
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Note: Infoblox Universal DDI does not replace cloud DNS services, rather it provides a unified front-end interface to manage each service.

Time Consuming, Manual
Adjustments Sap Valuable
Resources & Introduce
Unnecessary Friction to
Enterprises

One Seamless, Integrated
Solution to Manage All Services

Figure 1
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Test Results

Multi-Platform Management

As noted above, requiring the use of
separate management portals for
configuration of DNS and IP information is
inherently inefficient - and also potentially
problematic.

Tests showed that it required between 30
seconds and 80 seconds to update a single
DNS record using individual cloud portals.
Under Universal DDI, the tasks were
completed in 20 - 33 seconds using the
Infoblox Portal. Furthermore, the Universal
DDI APl enables instant DNS record
updates across AWS, Azure, and Google
Cloud. But the results for individual cloud
portals represent a “perfect world” where
one individual has access to all the cloud
interfaces.

Figure 1 illustrates the basic problem - and
how Infoblox solves that problem with a
single workflow - but there are even more
drawbacks to consider when dealing with
separate management of cloud DNS and IP
services.

For starters, many organizations may have
multiple accounts set up for each cloud
provider. This may have occurred over time
with decentralized departments initiating
their own accounts. For this common
situation, then, the network admin must
first find and login to the correct account in
order to manage the IP resource.

Organizations might also delegate
management of the different cloud
services to different internal support
groups. In such cases, service tickets might
need to be opened with the group
responsible for individual cloud services.

Having to deal with multiple technical
support groups in order to have a single

update made across multiple cloud
environments not only invites errors but
almost certainly extends the wait time until
the resource is updated and available
across all of the environments.

Infoblox Universal DDI eliminates these
challenges and concerns as a single
authorized network administrator can
access all of the cloud environments from
the Universal DDI console. See Figure 2 for
an example console screenshot.

During Universal DDI setup, system
administrators provide “back end”
credentials for the various cloud systems in
configuration profiles. This allows Universal
DDl to interface into each system from the
single Universal DDI management plane.
This integration not only simplifies the job
of the network administrator but enhances
the speed at which changes and additions
can be made to the cloud systems. A basic
test of changing a single DNS record
required 240 seconds across four separate

Multi-Platform Address Management: All Accessible via Single Management Plane
Example Universal DDI GUI showing on-prem and cloud resources
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Universal DDI vs. Manual Process
Provisions New DNS Record via Service-Unique API
Manual Process
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Single Coder Using One Universal APl to
Dynamically Manage Hybrid, Multi-Cloud

Multiple Cloud-Specific Coders Required to
Build & Maintain Individual APls
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Time-Consuming, Costly, & Error-Prone

V Universal DDI API Provides
Seamless Integration Across
Platforms

V One Interface, One Solution —
Streamlined Cloud Automation

«Reduces Complexity, Minimizes
Errors, & Speeds Up Deployment

Figure 3

systems (3 cloud + NIOS-X) and only 97
seconds with Universal DDI, a 59.6%
improvement.

Multi-Platform API -
Programmed Access to DDI
Services

Many organizations are faced with the
need to make bulk and/or frequent
updates to DDI resources. As volume
updates or additions can be impractical to
be done manually many companies
employ custom-coded programs to make
such changes.

These programs use a service-unique
application programming interface, or AP|,
to communicate with the service in
question.

As APIs are typically proprietary, it is no
surprise to find out that AWS, Google

© 2025 Tolly Enterprises, LLC

Cloud, and Azure each provides a unique
APl which must be coded to separately.

This can create a significant burden as a
company using three cloud services would
need to write and maintain three separate
programs or scripts addressing each API -
and a fourth for use with on-prem address
management.

This, of course, presupposes, that the
organization can find a programmer skilled
in writing to the different APIs of all three
services. And, like any programming
environment, APIs are extended with new
features while old features are deprecated
(effectively “deleted”) requiring
maintenance to each environment’s
program or script when such changes
occur.

Infoblox Universal DDI solves this problem
by providing a universal API. Universal DDI
presents a single, cloud-vendor-neutral API
to the organization’s programmer. One API
to learn, one API to program that provides

Tolly.com

transparent access to AWS, Google Cloud,
and Microsoft Azure resources.

Infoblox provides the interface and
conducts the interaction between the
Universal DDI API calls and the proprietary
interfaces provided by each cloud services.
Those differences - and that complexity -
are invisible to the organization’s Universal
DDI API programmer.

For this test, engineers programmed a work
flow that would provision a new DNS
record in each cloud service using the same
API calls.

Prior to the test, engineers confirmed that
the resource did not yet exist. After running
the program against each service,
engineers once again viewed each service
and confirmed that the resource had been
defined - and defined correctly.

Figure 3 provides a visual depiction, on the
left, of the people-intensive and work-
intensive approach required to interface
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with each API manually. On the right, is a
depiction of the simplified process made
possible by Universal DDI APl Figure 4
illustrates the process flow used to
provision DDI services on all three cloud

the database update made by the call
prompts a separate, vendor-specific APl call
to the cloud to make the change.

The Universal DDI API can also be used to
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Understanding Infoblox Universal DDI Product Suite

Benefits:

. Unmatched Saa$S DDI - Industry’s most comprehensive hybrid, multi-cloud DDI management solution
. Uniquely simple - Only unified hybrid multi-cloud DNS management from a single workflow

. IP address management - Unmatched features for policy-driven IP address allocation

. In-depth visibility - Industry’s broadest range of discovery sources

. Elastic scalability - Including the DDI industry’s only as-a-service deployment model

For more information, go to:
https://www.infoblox.com/products/universal-ddi/

Source: Infoblox
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About Tolly... Tolly on Infoblox...

The Tolly Group companies have been delivering world- Search other Tolly reports on the Infoblox resource portal at:
class IT services for over 35 years. Tolly is a leading
global provider of third-party validation services for https://www.infoblox.com/resources/

vendors of IT products, components and services.
You can reach the company by email at
sales@tolly.com, or by telephone at +1 561.391.5610.

Visit Tolly on the Internet at:
http://www.tolly.com

Terms of Usage

This document is provided, free-of-charge, to help you understand whether a given product, technology or service merits additional investigation
for your particular needs. Any decision to purchase a product must be based on your own assessment of suitability based on your needs. The
document should never be used as a substitute for advice from a qualified IT or business professional. This evaluation was focused on
illustrating specific features and/or performance of the product(s) and was conducted under controlled, laboratory conditions. Certain tests may
have been tailored to reflect performance under ideal conditions; performance may vary under real-world conditions. Users should run tests
based on their own real-world scenarios to validate performance for their own networks.

Reasonable efforts were made to ensure the accuracy of the data contained herein but errors and/or oversights can occur. The test/audit
documented herein may also rely on various test tools the accuracy of which is beyond our control. Furthermore, the document relies on certain
representations by the sponsor that are beyond our control to verify. Among these is that the software/hardware tested is production or
production track and is, or will be, available in equivalent or better form to commercial customers. Accordingly, this document is provided "as
is,” and Tolly Enterprises, LLC (Tolly) gives no warranty, representation or undertaking, whether express or implied, and accepts no legal
responsibility, whether direct or indirect, for the accuracy, completeness, usefulness or suitability of any information contained herein. By
reviewing this document, you agree that your use of any information contained herein is at your own risk, and you accept all risks and
responsibility for losses, damages, costs and other consequences resulting directly or indirectly from any information or material available on it.
Tolly is not responsible for, and you agree to hold Tolly and its related affiliates harmless from any loss, harm, injury or damage resulting from or
arising out of your use of or reliance on any of the information provided herein.

Tolly makes no claim as to whether any product or company described herein is suitable for investment. You should obtain your own
independent professional advice, whether legal, accounting or otherwise, before proceeding with any investment or project related to any
information, products or companies described herein. When foreign translations exist, the English document is considered authoritative. To
assure accuracy, only use documents downloaded directly from Tolly.com.

No part of any document may be reproduced, in whole or in part, without the specific written permission of Tolly. All trademarks used in the
document are owned by their respective owners. You agree not to use any trademark in or as the whole or part of your own trademarks in
connection with any activities, products or services which are not ours, or in a manner which may be confusing, misleading or deceptive or in a
manner that disparages us or our information, projects or developments.
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