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Infoblox NIOS supports the following authentication methods: local database, RADIUS, Active
Directory, LDAP, and TACACS+. NIOS can use any combination of these authentication
methods.

Depending on where admin user credentials are stored, you can configure the NIOS appliance
to authenticate admins locally or remotely. When you configure the authentication type as
"local," NIOS authenticates admins against its local database. When you configure the
authentication type as "remote," NIOS authenticates admins whose user credentials are stored
remotely on authentication servers, such as RADIUS servers, AD domain controllers, LDAP
servers, or TACACS+ servers.

This deployment guide covers remote authentication for Administrators using supported
RADIUS Servers.

NIOS can authenticate admins whose user credentials are stored remotely on RADIUS servers.
It requires authentication server groups to be configured. For example, you can create a server
group for RADIUS servers. Then in the admin authentication policy, you can list which
authentication server groups to use and in what order.

A RADIUS Server (FreeRadius is used in the examples provided in this guide) configured to
accept Access Request packets from NIOS. The following options must be configured for NIOS
to communicate with the RADIUS Server:

RADIUS server FQDN or IP address
Authentication Port

Authentication Type

Shared Secret

Accounting Port

User connects to NIOS via https and sends in the username and password.

NIOS checks the remote admin policy which lists the Radius Server group.

NIOS sends an Access Request packet to the server ordered first in the Radius Server

group.

4. Either of the following two possibilities will occur next:

a. If NIOS receives an Access Accept packet from the Radius server
and can match the user to a group configured in NIOS, it lets the
user log in and applies the authorization profile.

b. NIOS does not allow the user to log in if it receives an Access
Reject packet from the Radius Server.
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To enable authentication of user logins in NIOS with Radius, common configuration steps are
provided in the sections below.
Configuring Remote RADIUS Servers

The remote RADIUS server must also be configured to communicate with NIOS. In the following
example, we set the RADIUS server to allow access-request packets from RADIUS clients in
10.0.0.0/8 subnet with shared secret “infoblox”. In order to achieve this, edit the clients.conf
file and add the following:

client anybody {

ipaddr =10.0.0.0

netmask = 8

secret = infoblox
require_message_authenticator = no
nastype = other

}

Save the file.

User names and passwords are stored in the Users file, which the RADIUS server uses to
authenticate users. In our example we have added a user named user1 with password test in
the Users file.

This is accomplished by editing the Users file and adding the following content:

user1 Cleartext-Password := "test"

Configuring a RADIUS Authentication Server Group




RADIUS servers used by NIOS to authenticate users login are configured under Administration

-> Authentication Server Groups in the NIOS Grid Manager GUI. For redundancy, multiple RADIUS
servers can be added to an authentication group. NIOS attempts to use the servers in the order that they
have been configured.

To add a RADIUS Authentication Server Group:

Go to Administration > Authentication Server Groups > RADIUS Services.

Administrators Workflow Logs Network Views Extensible Attributes Authentication Server Groups Named ACLs

Authentication Server Groups R

Active Directory Services LDAP Services RADIUS Services TACACS+ Services Certificate Authentication Services B

+ 18
["] Name « Comment

No data

Click the Add > RADIUS Service from Toolbar.

Toolbar ))

== Add -

Active Directory Service

LDAP Service

RADIUS Service

TACACS+ Service

Certificate Authentication Service

SAML Authentication Service

Type a name for the group in the Name field. In our example we used Radius-Group.
Click +.




Add RADIUS Authentication Service > Step 1 of 1

*Name ‘ radius-group| [B‘
*RADIUS Servers +
[] server Comment Accounting Disabled
No data

Enter IP address or FQDN of your RADIUS server and authentication port. By default the
RADIUS server port 1812 is used for authentication.

Select the Authentication type from the list as PAP or CHAP. Default is PAP.
Enter Shared secret as defined in the clients file in Shared Secret field.

Click Test to see if NIOS can establish successful connection with the RADIUS server. A
message in blue is displayed upon successful connection.

Add RADIUS Authentication Service > Step 1 of 1

*RADIUS Servers + ‘?a E
Add RADIUS Server B8
*Server Name or IP ‘ 1.234 ‘

Address
Comment ‘ ‘
*Authentication Port ‘ 1812 ‘
Authentication Type PAP v
*Shared Secret =~ ecescece ‘
() Enable Accounting ~ Accounting Port {4843 ‘
[ ] Connect through Management Interface
(] Disable Server
Cancel Add Test

Click Add.
Optionally, modify the Authentication settings and Accounting settings
Optionally, modify the Recovery Interval settings.
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Add RADIUS Authentication Service > Step 1 of 1 [ x]

*Name ‘:radius-group ‘ «

*RADIUS Servers
+ 1 &
["] server Comment Accounting Disabled
[[] 1234 No No
Authentication *Timeout(s) |'5 Seconds Vv *Retries 5 |
Accounting *Timeout(s) | 5 ‘ Seconds v *Retries | 1000 |

Note: Timeouts and Retries are per server

Mode Ordered List Vv

*Recovery Interval ‘30 | Seconds Vv

Click Save & Close.
Defining the Authentication Policy

The authentication policy defines which Authentication Server Groups the appliance uses to
authenticate users and lists the local admin groups that the remote admin groups map to.

By default, the appliance provides the “Local Admin” service for authenticating users against the
local database. You cannot modify or delete this default service.

To create remote authentication policy:

Go to Administration > Administrators > Authentication Policy.

Dashboards Data Management Smart Folders Reporting Grid Administration

Administrators Workflow Logs Network Views Extensible Attributes Authentication Server Gr{

Admins Groups Roles Permissions Authentication Policy SNMPv3 Users
Authenticate users against these services in this order +
Click +.

Under the Add Authentication Service section, select RADIUS and choose the appropriate
RADIUS authentication Server Group from the drop-down menu.
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Dashboards Data Management Smart Folders Reporting Grid Administration

Administrators Workflow Logs Network Views Extensible Attributes Authentication Server Groups

Admins Groups Roles Permissions Authentication Policy SNMPv3 Users
Authenticate users against these services in this order + | | | .?, | o

Add Authentication Service a
(O) Active Directory Choose One

O LDAP Choose One Vv

@ RADIUS radius-group Vv

O sAML Choose One

(O TACACS+ Choose One Vv

(O Certificate Authentication Service ChooslOnR 2

Add Cancel
Click Add.

The newly created policy will be ordered after the default Local Admin policy.

Dashboards Data Management Smart Folders Reporting Grid Administration

Administrators Workflow Logs Network Views Extensible Attributes Authentication Server Groups Named ACLs

Admins Groups Roles Permissions Authentication Policy SNMPv3 Users
Authenticate users against these services in this order + -1; ‘ E
[] Name Type Comment

] Local Admin Local User Database system-defined local user authentication service

D radius-group RADIUS

The order can be customized as required. If you want NIOS to always authenticate users via the
RADIUS Server first, please move the RADIUS policy above the Local Admin policy, you can
reorder the list by selecting a group and using the arrow keys to move it up or down the list.

Authenticate users against these services in this order + | DX
[] Name Type Comment
radius-group RADIUS

A 4
[ Local Admin Local User Database system-defined local user authentication service

As a best practice, Local Admin policy may be placed before Radius policy.
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Configuring a List of Remote Admin Groups

Users authenticated via RADIUS are considered remote admins. In order for NIOS to assign a
remote admin to the correct group, you must list the admin groups in the local database, which
match the remote admin groups. You can also define a default admin group to which NIOS
assigns remote users to if no matches are found.

The appliance matches a remote admin to a group in the order the groups are listed. When the
appliance receives information that an admin belongs to one or more groups, the appliance
assigns the user to the first group in the list that matches. It assigns the admin to the default
group, if specified, if the authentication server returns no groups, or if the appliance does not
find a group in the local database that matches the group returned by the authentication server.

To configure the remote admin group list go to Administration > Administrators >
Authentication Policy. In the Authentication Server Groups is the authority for section,
keep the default selection

(Remote users, their passwords and their groups ownership).

In order for the appliance to assign a remote admin to the correct group, you must list the admin
groups in the local database that match the remote admin groups. The appliance matches a
remote admin to a group in the order the groups are listed.

Note: The group you are going to add must already be there under
Administration > Administrators > Groups tab.

Complete the following to configure the remote admin group list:

Click the + icon in Map the remote admin group to the local group in this order to add an
admin group to the list.

Map the remote admin group to the local group in this order -+ aln | =

\_ Name Comment

No data

In our example we added group dhcp-admin by selecting it in Admin Group Selector.




Admin Group Selector

BB All Admin Groups

B3 Active Directory Sites
B3 Apple Mac OS Devices
Conflicts

B3 Discovered Switches/Ri
B3 Gaming Console Devict
B3 Microsoft Windows Dev
B3 Router and Wireless Ac
B3 Smart Folder

B3 Smart Folder1

B3 Smartphone, PDA, Tabl
Unmanaged

(%)
m Filter On Show Filter e
«
Find | Go
Name « Superuser Comment Site
admin-group Yes
cloud-api-only No Admins allowe...
dhcp-admin No
saml-group No Admins allowe...
splunk-reporting-gr No

Once selected the group appears in the Map the remote admin group to the local group in

this order section:

Map the remote admin group to the local group in this order

D Name Comment

[l dhcp-admin

+ L e

You can also define a default admin group to which NIOS assigns remote users with no admin
groups listed. In order to select a default admin group, click Select next to Assign user to this
group if remote admin group cannot be found.

In our example we selected admin-group from Admin Group Selector:

Assign user to this group if remote admin group cannot be found admin-group Select

Test the configuration

To verify if the remote authentication via RADIUS Server is working, login using the username
and password that is in the users file on the RADIUS Server.

In our example the username is user1 with password test.

Once logged in, go to the user profile:




Q, Search  user1

Profile...
Open a Support case

Logout

Once you click on Profile under the active username, the User Profile window pops up.

Maximum Widgets perl 10
Dashboard

Time Zone Auto-detect time zone | Y

Cancel Save & Close

The User Profile window shows the user to be of type Remote along with its group
membership. This verifies the user is authenticated remotely via RADIUS Server.

Users that are authenticated against the local database are of type Local.

User Profile B
(2]
Name usert Last Login L
2020-12-30 10:50:55 PST
Type Remote
Group admin-group
Email Address I @‘
Table Size Igo ‘
Default Dashboard Tasks v
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