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This deployment guide will show you how to use the NetMRI policy feature to analyze the discovered
intermediary device (ie routers, switches, firewalls, etc) configurations for any policy violations like PCI
(payment card industry), DISA STIG (Defense Information Systems Agency Security Technical Information
Guides), and CVE/PSIRT (Common Vulnerabilities and Exposures/Product Security Incident Response Team)
violations. In addition, this deployment guide will show how to configure NetMRI to auto remediate any
misconfigurations and provide life cycle management information on the discovered devices.

The NetMRI Policy Design Center provides you with the ability to test the configuration of devices in your
network against a specific set of rules and identify where the device does not comply with those rules. Rules are the
individual tests and are grouped into a set called a Policy. Policies are deployed to analyze one or more Device Groups
in the NetMRI system (see the topic “Introducing Device Groups” in the Infoblox NetMRI Administrator Guide, Part 3
Device and Network Exploration, Devices & Interfaces for more information on Device Groups.)

Rules are written in one of three forms: A Simple Rule looks for configuration statements that are required to
be present and/or are required to be absent in the device’s configuration. A Rule Logic Builder rule combines several
tests and combines their evaluation with logical operators like AND, OR, NOT, etc. These two rule types are stored
internally as XML documents, so the third way to write rules is directly in XML. Consult the Infoblox NetMRI
Administrator Guide, Part 5 Network Compliance for more details.

The NetMRI appliance must be configured to discover the required devices.

e The discovered devices have been placed into the default device groups or user-created
device groups.

Mail server settings are configured.

The NetMRI appliance must have a backup of the discovered devices’ configuration files.
In the deployment sections, lab devices are used as examples to illustrate the features

If you have an enterprise network where credit card information traffic flows through it, then you must adhere to a
version of the PCI DSS standards. NetMRI has built-in policies for PCI DSS compliance. The following
instructions show you how to implement PCI policies. The predefined policies are examples built mainly for Cisco
and Juniper. For other vendors you may need to create additional rules following the given examples.

1. Navigate to Config Management — Policy Design Center - Policies - PCI DSS 3.0 IOS/NX-OS.

[ﬂ!_umt_)laj *  Dashboard  Network Analysis | Netwark Explorer T — Q9

Config Archive  Config Search  Job Management [N TSVI oo

Summary | Aules | Policies | Policy Deployment

Add Delete Copy Impot Export Frint
T 7] 7 olicy Name Rules in this Policy

Short Name:
PCI30 3 PCI 30 KOBMNXOf

4 PCI30 108 BOOT

Author:
Infobiox, inc. @ PCI 30108 COP &

Description: il PCI30MNX-OS COP Ser
This poiicy is provided o the user as
is, and is meant as a general
interpretaton of the PCI DS.

Read Only

=
] DisA 8, 11 ST
] DISA v8. 1 STIG it
ZINSA 116108
] Disa v, 1

Device Filter for Policy
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2. Make sure the PCI 3.0 policy is highlighted. Click on the Copy button to copy this default policy to a
user created policy. Fill out the Policy Name, Short Name (max Short Name length is 12 characters),
and Author. Click Save.

Policy Name: PCI Policy

II

Short Name: PCT Policy
TME

This policy checks to see if the Cisco recommended I0S for routers and switches is
loaded per the requirements of IAVA 2009-A-0022.

This policy is provided to the user as is, and is meant as a general interpretation of

the IAVA framework. The function of this policy is to provide the user with a starting
point from which a2 more detailed and specific compliance effort can be created. You

=

3. Highlight the newly created policy called PCI Policy.

INFODIOX 3= Dasnboard  Motwark Ansiysi  Hotwork Expiorer [NETTRERERIl Ropons QB e

Add Delete Copy Import Export Print Default Status.
Pati tare: e i this Poticy

[ | mame Savertty

v 2000 w02 R [ I ‘

5] vk 200840026 PCIDSS 3.0 # PCI 30 IDS/NX-05 Two Facior duhentication orar

g:::,;:‘ i P B PCI30 108 BOOTP Sewver dable srior

R by Thomas Lee

] 0147, 1.9 Cisea Inrastuctu Router E2§ 07 20.08.000 feros. bt

SJoimav7, 1.9 Cisco Inmaszucture Saen v o IS | PCI 30108 Conaote Exes 15 Minus Timeou: arrar

= poiicy Is p 10 tho user e

g::z":::::w:’:“‘m i, and ia meant as & general 4 PC130 108 Conscle Local or AR Login eror

] DISA 47, 1.9 Ciseo Parimetos Roter inierpretation of the PCI DS =

01587, 1.9 Cinco Parmetse Swich K208 B0 (0N Coebil B een:

Z]0i5A vB. 11 BTIG Frawal Edn Plcy Properties | Pei 30 108 Timestamps Lopgirg error

0158 vb. 11 STIG inkastrsciurs Layor 2 Swich - AR TR it

TI0ISA vB. 111 STIG inbmstnuciurn Layor 3 Swich | Device Filter for Policy 3

E 018A vE. 111 STIG inkastnsiure Rouier Adg a fier PGI 30100 Diastls NTP waming

s rie 08 3 PCI 30108 PAD Service i

%msnua 111 STIG Meowo Devices T o

7] PCI 088 20108

5 0 e . v  PC1 30 10S/NX.0S 1P Seuree Routs s

Trcioss 12108 3 PCI20 IDSMX-O% VT Access Class Inbound errar

oA ve, 11 STIG Panmessr La Swnzh . PCI30 108 VTY Trarsper Ingus 55H vr

0154 vB. 11 STIG Pevimatsr Routar

st S PCIID 108 VTY AM Login error

| et 20 1081008 s e e

# PCI3.0108 SNMP vi and v2 obsciase aror
3 PCi 30 108/MX-0S SNMP v and v2 cbealein rrar
(] PC 3.0 108 Wi Password Largin 7 charactars policy oo
S PG13.0 108 Min Password Lorgth 7 charnciees orror
3 PGI3.0 106 Password must contan RGN and aphatets characiers. errar
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4. Click on the Edit button on the lower right corner of the screen to edit this policy and the following
screen appears:

Select Rules
Please select the rules you would like to add
Search...

PCI 3.0 105 BOOTP Server disable

PCI 3.0 105 CDP Service

PCI 3.0 105 Console Exec 15 Minute Timeout
PCl 3.0 105 Console Local or AAA Login

PCI 3.0 105 Disable MOP

PCI 3.0 105 Disable NTP

PCI 3.0 105 Enable Secret

PCIl 3.0 105 Finger Service (11.2-)

PCI 3.0 105 Finger Service (11.3-12.0)

PCIl 3.0 105 Finger Service (12.1+)

PCI 3.0 105 HTTP Server

PCI 3.0 105 Identd Service

PCl 3.0 105 Min Password Length 7 characters

JEEEEEEEEEEEEE

PCl 3.0 105 Min Password Lenath 7 characters policy

Cancel H Clear All

5. Select the rules that you want to add or not by clicking on the check box. Click Save. Note: To
familiarize yourself with this feature, you can choose any number of the rules below for your Cisco
IOS devices:

a. PCI3.010S BOOTP Server disable

b. PCI 3.0 IOS CDP Service

c. PCI3.010S HTTP Server

d. PCI 3.0 I0S Min Password Length 7 characters

If you have Cisco NX-OS devices, you can choose any number of the rules below:
a. PCI 3.0 IOS/NX-OS SNMP v1 and v2 obsolete
b. PCI 3.0 NX-OS CDP Service
c. PCI 3.0 NX-OS Disable NTP
d. PCI 3.0 NX-OS HTTP Server
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6. Click on the Policy Deployment tab to deploy the policy to the chosen device group. Notice the
LabCore device group is selected. The LabCore device group is a user-defined device group and is
used as an example. The Save button will be ungrayed when a change is detected. Click Save if
needed.

hln_l;lx';:- Doshboord  Network Analysis  Network Explorer [T TT Rl Reports 2 B @

ConfigArmhive  Config Search  Job Management  IESTE ITPUTZETHS

Summary | Ruies | Palices | Policy Deployment

] olicy: PCI Pol e

Search, Description: This policy 18 provided 10 Ihe user 85 i, and 5 mn:almnm InlsmmanmoémPCI Dssaolramewom rnalmwnnolm\l paiicy 1s 1o provide the Lser with a starting point from which @ mone detailed
icy without i

created. 1hat it does or does not apgly to your specific needs. For further reference to mare
] 1A 2008-A-0022 detailed PCI compfiance requirements, Dlem check PCI ummmwn found at: Mps:fww. pduwn:y;undarus oyl
5] 1 200940026 Deviea Filter:
(=] Advisores

[E] DISA ¥7. 1.9 JUNDS

1] DISA v7, r1.9 Cisoo Infrastructure Router
[ 01SA 7. £1.9 Cisca Intrasinuctute Sweich
(] DISA 7, r1.0 Cisco L2 Switch ['searen |
[E]DISA 47, 1.9 Cisoo Perimeter Routsr

Name s
[E] DISA w7, 1.9 Cisco Parimeer Swich
E10ISA 48, 111 STIG Firawal ) Al Devican:
[E] DiSA v8, 11 STIG Infrastructurs Layer 2 Switch [7] Apo Servers 16
] DISA v8. 111 STIG Infrastnscture Layor 3 Switch [7] App Servess wio SNMP i
[E]0ISA v8, 111 STIG Infrastnuchre Router [F] 17 Services %
Elnsattcios 2] 17 Services wio SNMP
[E]01SA w8, r11 STIG Network Devices 9] LabCore 5
] PeiDss20108 S =
HPcioss 3.0108Mx-0S B X
Ereibss 12108 - her Lo el :
E]DISA ¥8, r11 STIG Perimater L3 Swich N il Mosmpnrte:
[Z] DISA 48, 111 STIG Perimeter Router [Z] Network Pending 5
] 5485 108 ] Wetwork wio SNMP =
[1] wios "
[] Optimizers. ]
7] Routing 1
[F] Security 3
7] Security Control 0
£ Swieching 19
= 150
7 vides :
] vz o
] wireless g
2] workstations 0
7] Workstations w/o SNMP 2

| Disable All  Enable &l

Sy Palcy [l Covics Bissis.

7. Navigate to Network Analysis — Policy Compliance. By default, all deployed policies will be displayed
for the selected device group. The status on the Policy Compliance screen will be ‘Deployed’ after
initially deploying a policy and the status will only update when analysis is complete. It may take a few
minutes before the newly created policy returns data.

Infoblox 2+ psshbesra Hotwork Explorsr  Gonfig Managoment  Reparts CREE - - ]
Py e, ‘Select Device Group B0
Search...

— A4 Dovicos (421)
[ App Sarvars (16}
5 17 Services (4)

ADV
coro6506 08001 o] a a B L] ] ] o] = (3 namE owLY (137)
imo-356048-02325m 1084011 =] [ ] 2] 7] 7] B B g Notwark Managemant (3}

Notwork Pending (5)

ne-3TS0ABpA2Em 1060012 ] -] -] ] i} %] ] ] 5 Hetwork wio e an
paradim 108003 =@ ] ] 1] ] 1] ] [} ] a (3 wos 3
cI37SDan-paich m ELELED B 2] 2] = 2] x| 2} 2] B g nsiaiing
comp3750 = = ] -] <] -] 2 ] a £ switching (19)
secev-c2si0im -] -] -] ] ] ] ] -] 7] a £ urewawn 150y
e = @ ] ] ] @ = o @ f Freeemmesane
s1ack2 9cma com = =] = [~ ] ] 2] B =
tostswach =] = [ | -] ] ] B = ] a
stk ] a @ 7] L] ] ] B ]
cacoptrd-ae a B ] 7] B ] =
47331 kkpe b com 10.60.192 250 =] B B = = = B ] =] | %]
caco-pacr-28 STERTE a [ | ] -] ] [} (]
I 4 | Page Tofl| ¥ ¥l | Displaying1-140of 14
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8. Click on the Policies drop down menu to select the PCI Policy.

135604652325
1m-3TS0-48-pde1:Z2
pérndkm
GITSI-var-patEn M

105024
106014252

10,60 18,237

10,60 30 83

14 4 |Pwe  Toftl b bl Dplaying 114014
=

SESNENEEENEEEEE]

| DISA-JUNOS | DSACIRVIFIS

DSA-CISVTFS ! DSA-CLISWL.S

DEACPRVIFY | DSACPEVIFD |

| DISA 7, 1.9 Cisco Infrastnuctice Switch

] DISA w8, 11 STIG Netwark Devices

L
Select Device Group
Search...
~ G Al Dovicos (421)
3 Ap Sorvera (16)

pet 3]
7
DISA v7, r1.9 JUNOS

DISA 7, 11,9 Cisca Infrasinuctuns Rowter

DISA 7 r1.9 Cisco L2 Stch
DISA 7, r1.9 Cisco Perimeter Router i

DISA w7, r1.9 Ciscos Peimeter Switch

DISA v8, ri1 STIG Infrastructure Layer 3 Switch
DISA v, 111 STIG Infrastructure Router
NS4 1,1c 105

POLOSS 12105
PCLOSS 20105
FCLDES 1.0 I0S/MC05

VST
httne:1110.60.18.961

‘analusieTTi

T
/17-04-05& T

9. The following should appear.

Poly: FCI Poiicy ) § B
Thie policy s provided 'o the user 2 . and i meant se 3 genaral

[} You should use this policy wihout
care-G508 105001 [«] [ ]
ra-3560-48p3325m 1050011 [ ] [%]
UeITSOABPAN-ZZM 1060012 [ %] [ %]
ATSAaN-patch 1050031 [ <] [ ]
comparso 1050334 [<] ]
v p— 1080305 <] a
e 108030253 [ ] <]
SKO13-ke 108030254 [ %]
csnopdea 34 105013631 [~ ] [ %]
pAr3.31 Kipeplats com 1080182250 [ <] a8
ca00-part-22 10.80.182.250 <]

i
M4 (mge Vor1l b bl | Displayegi-t1af 31

5

EENSEEEOENES
ENNESEER

P0G 1R

[ NAME ONLY (137)

3 Network Management (3}
[ Wotwork Pening (5)

[ Netwark wio SNMP (17)

(3 wios (34)

[ Routing (12)

(3 security @

[ Switching (18}

(3 uNKNOWN (150)

3 Workstations wio SNMP (32)

Infoblox Deployment Guide - NetMRI Policy Deployment Guide (September 2020)



10. You can move the mouse over to any of the colored boxes to get detailed information of the policy
analysis or you can click on any of the boxes to get more detail in a new window.. Here is a
legend of the various colored boxes:

a. Red X: Error

b. Blue X: Info

c. Yellow X: Warning
d. Green v: Pass

11. To run a report navigate to Reports - Report Gallery and move the mouse pointer over the
Policy Compliance Summary report.

ol ey Policy Compliance - Policy Violations By Rule PSIRT Report - Updated - Rules by Policy
< Summary Report will generate a list of all
. This report provides an overview " 2 Policies and Rules with the .
of the policy compliance status latest status. Ordered by device
S for all policies and the network name, policy name, rule name
=l devices against which they are
. deployed.

Run, Schedule

12. Click on the ‘Run’ link. Select the device group and then click on the ‘Next’ button.

Policy Compliance Summary Report

Step 1 of 2: Select Time Variables and Device Groups

Date: 10/20/2020 |3
Period: Daily >

[ Device Groups ” Devices .
Search...

— g All Devices (83)
[ aazhar (14)
= U5 All Cisco Gear (44)
[ Ciseo_Switch_Demo (6)
[E PGracia (0)
[ sif (8)
[ siri23 (8)
@ App Servers (8)
[E App Servers wio SNMP (2)
[l Basie Routers Only (10)
[ Branch Switches (8)
[ Building708 (15)
[ cisco APs (0)
- j Cisco JOS (25}
[ cloud {0)
@ Company 1 (0)
[ End of Support Devices (11)
[ Firewall (6)
|=|| 1l switches (6)

MNext = ][Ca'lnel
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13. Select the policies that you want to run by highlighting the selected policy and clicking on the right
arrow. Click on the ‘Run’ button.

Policy Compliance Summary Report

Step 2 of 2: Select Policies

Policies Selected Policies Olear

DISA VT, r1.9 JUNOS

DISA v8, r20 STIG Firewall

DISA vB, r20 STIG Infrastructure Layer 2 Switch
DISA vE, r20 STIG Network Devices

DISAvE, r21 STIG Infrastructure Layer 3 Switch
DISA v8, r21 STIG Infrastructure Router

DISA vE, r23 STIG Perimeter L3 Switch

DISA v8, r23 STIG Perimeter Router

DTS Operations Policy

@ DTS PCI Security Policy

DTS Sample Rules

enable

DTS PCI Security Policy

External Logging

(tX

Global Policy

Grego

HoR 105 Blocked End Host
Hestname policy bdb

1AVA 2003-A-0022

1AVA 2009-A-0026

IB_10127 High CVE-2018-5743
IB_10472 High CVE-2018-10239
IB_10531 Low CVE-2019-6469
|B_10622 High CVE-2019-11477
IB_10622 Med CVE-2013-11478

[-:Prwious][ Run ][ Cancel ]

14. The report will show on the screen. At the upper left of the screen, you can choose to download the
report in PDF, Excel, or MS Word format in addition to printing the report.
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[ X ) Policy Compliance Summary
& demo-netmri.infoblox.com/WebViewer/frameset?_ format=html&_document=/var/local/netmri/reports/repDoc7730.rptdocumentapFile=PolicyC...

E3=

Showing page 1 of 1 dld pv omml:l |

Policy Compliance Summary |I'If0b|OX %2

Date Range: 2020-10-20 00:00:00 to 2020-10-20 23:59:59 ’
Device Groups: Cisco 10S NEXT LEVEL NETWORKING
Devices:

Policy Compliance By Device Policy Compliance By Rule

Pass: 100.00% Info: 0.00% Pass: 100.00% Info: 0.00%
Error 0.00% Error: 0.00%
Waming: 0.00% Warning: 0.00%
Unknown: 0.00% Unknown: 0,00%

Name Overall Number of Devices
Status
DTS PCI Security Policy
pass[] 4
Compliance By Policy
Name IP Address Vendor Model Status Passed Error Warning Info Skipped Unknown
DTS PCI Security Policy
sw-c-01 172.16.20.5 Cisco catalyst2924XLv pass 16 0 0 0 3 0
sw-c-02 172.16.20.6 Cisco catalyst2924XLv pass 16 0 0 0 3 0
SW-C- 172.16.40.3 Cisco catalyst285024G pass 17 0 0 0 2 0
03.infoblox.com
sw-c-04 172.16.40.44 Cisco catalyst295024G pass 17 0 0 0 2 0

15. Click on the schedule button under the Polcy Comp[lance Summary report to schedule the report.
Select the device group. Click Next.
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Policy Compliance Summary Report

Step 1 of 4: Select Time Variables and Device Groups

Date

Period: Daily —

[ Device Groups H Devices

Search...
— Al Devices (89)
[ aazhar (14)
~ U All Cisco Gear (44)
@ Cisco_Switch_Demo (6)
[ PGracia (0)
(3 sif(8)
(] stf123 (8)
@ App Servers (8)
[ App Servers wio SNMP (2)
(] Basic Routers Only (10)
[T] Branch Switches (8)
[ Building708 (15)
[ Cisco APs (0)
il Cisco I0S (25)
[ Cloud {0)
@ Company 1 (0)
[ End of Support Devices (11)
[ Firewall (6)
[ f switches (6)

Next = ][Ca’mel
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16. Select the policies that you want to run by highlighting the selected policy and clicking on the right
arrow. Click on the ‘Next’ button.
Policy Compliance Summary Report

Step 2 of 4: Select Policies

Policies

Selected Policies Oear

DISAVT, r1.9 JUNOS : -
DTS PCI Security Policy

DISAvE, r20 STIG Firewall

DISA vE, r20 STIG Infrastructure Layer 2 Switch
DISAvE, r20 STIG Network Devices

DISA vE, r21 STIG Infrastructure Layer 3 Switch
DISAvE, r21 STIG Infrastructure Router

DISA vE, r23 STIG Perimeter L3 Switch
DISAvE, r23 STIG Perimeter Router

DTS Operations Policy

@ DTS PCI Security Policy

DTS Sample Rules

enable

External Logging

Global Policy

Grego

HoR 105 Blocked End Host

Hostname policy bdb

1AVA 2008-A-0022

1AVA 2009-A-0026

IB_10127 High CVE-2018-5743

IB_10472 High CVE-2018-10239

IB_10531 Low CVE-2018-6469

IB_10622 High CVE-2019-11477

IB_10622 Med CVE-2015-11478 r

00

[(Pfevinus][ Next > ][ Cancel ]

17. Enter the email address of the destination of this report. Click Next.

Policy Compliance Summary Report

Step 3 of 4: Select Report Scheduling

Report Name: | Policy Compliance Summary

To Emails:

To Users: (InfobloxTest InfobloxTest ()
Japan tokyo ()
MohammadTest MohammadTest ()
NETMRISPT-4456 NETMRISPT-4456 ()
Ahmad Abou Zaher (aabouzaher@infoblox.com)

Output Format: | pdf v
Recurrence Pattern: | Weekly ol
Execution Time: | 6:00 AM ol

| Sunday | Tuesday | Thursday ] Saturday
Monday [ wednesday [ Friday

<Plevinus][ Mext > ][ Cancel

18. Verify the settings of the scheduled report. If configurations are correct, click Schedule.
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Policy Compliance Summary Report [ <]

Step 4 of 4: Summary of Scheduled Report

Report Name:

Period:
Device Groups:

Policies:

To Emails:
To Users:
Schedule:

g
;

| <previous || Schedule || cancel |
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DISA-STIG Compliance

STIGs are nothing more than alternate configurations that make commonly used applications more secure. All
DoD IT assets must meet STIG compliance in some fashion before they are allowed to operate on DoD
networks. In the example below, we use a DISA STIG policy for layer 2 switches. The following instructions will
show you how to implement DISA STIGs compliance:

1. Navigate to Config Management — Policy Design Center - Policies — DISA v8,rll STIG Infrastructure
Layer 2 Switch.

!1_@195 ::' Dashboard  Network Analysis ~ Network Explorer Config Management 00 * a ‘

Config Archive  Config Search  Job Management IITETJHRLERTTH)

F0DISA 7, r1.9 Cisco Perimeter Router
SIDISAY7, r1.9 Cisco Penmeter Switch
SIDISAA, r11 STIG Firewsl

Imphementation Guide Version: 8
Release: 11 Date: 27 Jul 2012

View Policy Properties

4 DISAv8, 111 NET0812 - Two NTP servers are not used fo synchronize time.
@ DISA v8, r11 NETO813 - NTP messages are not authenticated.

add Delete Copy Import Bxport Print Default Status
Policy Name: Rules in this Policy
Search DISA v8, r11 STIG Infrastructure .
Layer 2 Switch ,.... l
T v T TU——
] AVA 2008-A-D026 Short Name: 4 DISA v, ri1 NET0230 - Network element ks not password protected emor
2 Avisories IL2ZSwBR11
= & DISA V8, r11 NETO433 - The devioe is not authenticated using an AAA server, emor
SJ0ISA VT, r1.9 JUNDS. Author:
08T, 19 Cscal i : o @ DISA VA, 111 NETO700 - Operating sysiem is not at a curranireleas lavel - Error
S DISA T, r1.8 Cisco Infrasiructure Switch 8l DISA w8, ri1 NETO600 - Passwonds are viewable when displaying the config
- Description: -
=] 0154 ¥7, r1.9 Cison L2 Switch Layer 2 Swilch Securlty Technical & | DISA 8, r11 NETOT40 - HTTP sesver i not disabled

e L il B Rear Only @ DISA S, 111 NETO820 - DNS sarvers must be defined for ciant resolver
TI0ISAVA, 11 STIG Infastncture Layer 3 Swich 3

B8 G 570 e i DISA v8, 111 NETUBS0 - SN actes is na resircied by P address.
TINSA 116105 mg?’“”""  DISA vB, 111 NETUBBE - Notwork slement must only allow SNMP read acoess

T 0ISA V8, r11 §TIG Network Devices
FPCIDSS 20108

1: (devicevendor = Ciscoy
2. {devicevendor = Juniper’

4 DISA v, r11 NET(981 - The OOBM interface not configured corractly.

2. Make sure the selected DISA STIG policy is highlighted. Click on the Copy button to copy this default
policy to a user created policy. Fill out the Policy Name, Short Name (Short Name is limited to 12
characters), and Author. Click Save.

Policy Name: STIG Policy 2=}

Short Name: STIG Policy |

e
Description:

Layer 2 Switch Security Technical Implementation Guide
Version: 8

Release: 11

Date: 27 Jul 2012

| Save Cancel |
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3. Highlight the newly created policy called STIG Policy.

Pl

Add Delete Copy Import Export Print Bolault Status
Soarch b ki

] 1AVA 2008 A 0022 3

] 1AVA 2000-A-0026 STIG Policy s DISA vB, 111 NETO230 - Network slamant s rol passwerd prolaciod e

T Acvisonon Author: & DISAVE, r11 NETD433 - The devics is not authenicaied using an AAA server amor

Eommosmon e [ e S

5] 0ISA v7, 1.9 Cinco Infrasiruciune Swiich Description: # DISA V8, r11 NET0600 - Passwords a1 viewsdle whan dapiaying e confg

3015447, 19 Daco L2 Swich Frieeomaton Guda /ursont8. | 8| DISA 18, 1 HETOTO-HTTP sorver ot dusbied

1§ i e b P 1O 274032 | ] o i METoR12: T TP e e i

£ DISA v, r11 STIG Firowall Ecit Policy Properfios  DISA VA, 111 NETOB13 - NTP messages are nol authoriicated.

] DISA w8, 111 STIG Infrastructore Layer 2 Switch
] 01SA v, r11 STIG Infrastructure Layer 3 Swch Device Filter for Policy
=] 0ISA Ve, ri1 STIG infrastructurs Router Fuer: 102

TINsa 11108

 DISA V8, 111 NETDB20 - DNS s0rvecs musst ba dafined for cient rosover,
3 DISA 8, ri1 NET0890 - SNMP access i not resiriceod by (P acdoss.

1 Savicavercrs Clace 3 DISA 8, r1 NET0854 - Natwork element must ondy ailow SNAP read access.

OIS, 1. ETICS b Dablons Z tdevicavendor = Juniper) 3 DISA VA, ri1 NET091 - The COBM infartace not configured comactly

I Pei 085 20108 4 i

] PCI 035 3.0 I0SNX.08 OISA 8, 11 NET1623 - Thors is no auihentcation mquired for console access

$IrCi086 12108 # DISA V8, ri1 NET1524 - Tho console port doos not fiment ater 10 minutos.

] DISA v, r11 STIG Porimater L3 Switch & DISA v, r11 NET1629 - The auxilary port is not dsabled - Eror

] DISA v, ri1 STIG Perimeter Router

= s 108 # DISAVE, (11 NET1845 - SSH session timecut s not 60 secards ofless - Enor

5] PCI Poicy © DISA v8, r11 NET1636 - MBNGQEmant connecons Must Mquvs Passwords.
# DISA V8, 11 NETOMO - Logn barmer s non-exstantof ot DOD saproved

# DISA VA, ri1 NET1637 - Managerment connections are not resticied.
S DISA V8. r11 NET1646 - SSH login atiempts valun Is oreater than 3 - Error
S DIBA VB, £1) NET1BAT - Tho natwark sierment fmus! net alow SSH Version 1

1133333331838 8333¢

3 DISA V8, ri1 NET1850 - An insacura version of SNMP 1s being used.

4. Click on the Edit button on the lower right corner of the screen to edit this policy and the following
screen appears:

Select Rules

E
R
4
2
8
H
1
£
g
g

DISA v8, r11 NET-VLAN-005 - VLAN 1 traffic traverses across unnecessary trunk - Error
DISA v8, r11 NET-VLAN-005 - VLAN 1 traffic traverses across unnecessary trunk - Info
DISA v8, r11 NET-VLAN-006 - The VLAN1 is being used for management traffic.

DISA v8, r11 NET-VLAN-007 - Ensure trunking is disabled on all access ports.

DISA v8, r11 NET-VLAN-008 - A dedicated VLAN is required for all trunk ports.

DISA v8, r11 NET-VLAN-009 - Access switchports are assigned to the native VLAN - Er...
DISA v8, r11 NET-VLAN-009 - Access switchports are assigned to the native VLAN - Info
DISA v8, r11 NET-VLAN-023 - NET-VLAN-023

DISA v8, r11 NET-VLAN-024- Upstream access not restricted for non-802.1x VLAN

DISA v8, r11 NETO162- AG ingress ACL is not configured to secure enclave.

O0O0REEEEEEE

DISA v8, ri1 NETO164 - AG router has a routing protocol to the enclave.

DISA vB8, r11 NETO166 - AG Network IP adresses are advertised in enclave
DISA v8, ri1 NETO167 - AG must adhere to PPS boundary 12 and 14 policies
DISA v8, r11 NET0190 - LAN addresses are not protected from the public.
DISA v8, ri1 NET0230 - Network element is not password protected

800

Cancel || ClearAll |

5. Select the rules that you want to add by clicking on the check box. Click Save Note: To familiarize
yourself with this feature, you can choose any number of the rules below for your Cisco I0S
devices:

a. DISA v8, r11 NET0230 Network element is not password protected

b. DISA v8, r11 NET0600-Passwords are viewable when displaying the config
c. DISA V8, r11 NET0710-The Cisco discovery protocol (CDP) is not disabled
d. DISA V8, r11 NET0740-HTTP server is not disabled
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Please select the rules you would like to add
DISA v8, r11 NET-VLAN-005 - VLAN 1 traffic traverses across unnecessary trunk - Error

DISA v8, r11 NET-VLAN-005 - VLAN 1 traffic traverses across unnecessary trunk - Info
DISA vB, r11 NET-VLAN-006 - The VLAN1 is being used for management traffic.
DISA v8, r11 NET-VLAN-007 - Ensure trunking is disabled on all access ports.

REEEE

DISA v8, r11 NET-VLAN-008 - A dedicated VLAN is required for all trunk ports.

DISA vB, r11 NET-VLAN-009 - Access switchports are assigned to the native VLAN - Er...
DISA v8, r11 NET-VLAN-009 - Access switchports are assigned to the native VLAN - Info
DISA v8, r11 NET-VLAN-023 - NET-VLAN-023

ogoo

DISA v8, r11 NET-VLAN-024- Upstream access not restricted for non-802.1x VLAN
DISA v8, r11 NET0162- AG ingress ACL is not configured to secure enclave.
DISA v8, r11 NET0164 - AG router has a routing protocol to the enclave.

000

€ OO

DISA vB, r11 NET0166 - AG Network IP adresses are advertised in enclave
DISA v8, ri1 NET0167 - AG must adhere to PPS boundary 12 and 14 policies
DISA v8, r11 NET0190 - LAN addresses are not protected from the public.

DISA v8, r11 NET0230 - Network is not d p d

Save |  Cancel || Clear Al

6. Click on the Policy Deployment tab to deploy the policy to the chosen device group. Notice the
LabCore device group is selected. The Save button will be ungrayed when a change is detected. Click
Save if needed.

TME-Lab FindIT Q| User: pamn Logoul

Policy: 5TIG Policy
Search Description: Layer 2 Switch Security Technical Impiementation Guide Version: 8 Releasa: 11 Date: 27 Jul 2012
2] 1AVA 200040022 Device Filter: Rule: 1.0r 2
] AVA 2009-4-0026 1: davicevendor = "Cieco')
] Advisories 2: (devicevendor = Juniper)

EIDISA v7. r1.9 JUNOS

E1DISA v7. r1.9 Cisoo Infrastructure Router
F]DISA v7. r1.9 Cisco Infrastructure Switch
] DISA v7. r1.9 Cisco L2 Swiich Search...
EJDISA 7, 1.9 Cisco Perimeter Router

Lo Count
ZDISA v7. 1.9 Cisco Perimeter Swich -
EIDISA v8. r11 STIG Firewsll S A Drvices
EIDISA v8. r11 STIG Inrasiruchura Layer 2 Switch 5] App Servers 17
ZIDISA vA. r1 STIG Infrasiructure Layer 3 Switch 7] App Servers w/o SNMP p
FIDISA v, r11 STIG Infrasiruciure Router IT Services 4
EINSA1.1c 108 IT Services wjo SNHP o
ZIDISA v8. 1 STIG Network Devices T iacre - =
Z]PCIDSs 20108 N TILY 137
£PCI DSS 30 I0SNX.0S s
EIPCIDSS 12108 Stk teretivel
ZJDISA vE. 111 STIG Purimetor L3 Switch L MAtwork Maraphmert 3
E]DISA v8, 11 STIG Parimator Roxiiar Mok Fergin s
Esans 108 1 Network w/o SNMP 17
JPCI Palicy 1 NS s
Optimizers o
Rauting 12
£ Security 3
Security Control 0
Switching 1
UNKNOWN 146

Disable All  Enable Al Save  Cancel

By Policy By Device Groups

7. After waiting 10 minutes or more for processing, navigate to Network Analysis - Policy Compliance.
By default, all deployed policies will be displayed for the selected device group.
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8. Click on the Policies drop down menu to select the STIG Policy.

’3;- Dashboard [l T TRUSNY Netwark Explorer Config Management  Reports ¥
Select Device Group
g |Seerch..
_____ — "W - Al Dovices (419)

“n

[hatmectitn An 18

9. The following should appear.

cora-6508 108001 [x] a [x] [x] a ] [ x] a <]
Imo-3660-48.p2325m  10.60.0.11 %] B [x] %] %] %]
tme-3750-48-pdr1 22 m 1060012 x| 1%} %] x| (x| a [x]
3750 ar-pach m 3060031 [x] [ x] B [x]
compaTse 1080830 [x] [x] a [ ] a x| %] B ]
#ack2 aomo com 10502059 <] [x] [x] (%] B %] B B
v sz @ @ @ o
—_— smozm @ a o o o o @
caco pArd-34 10.60.136.31 B a B = %]
4331 Kipiiabs. com 10.80.182 250 a [ ] [ X] a ] %] a
cscopAr1-2a $0.60,182.253 =] x| x| [ x| a [ x] [x] [x]

1of1| » »|  Displayingt-110f11

L28weRTY | ILISwERT1 ' IRoutBR1Y J A

core-6508 106001 [] [<] [+] [ %] [ x] [ DISA VS, r11 STIG Infrastructure Layer 2 Swich |
me8604BPHIM 1060011 [x] %] [x] a %] %] 1 DISAV8, 111 STIG Infrastructure Layer 3 Swtch ™
1Me-3750-48-p4r1-22.m 1060012 (% | B <] B [ | %] [ DISAv8, r11 STIG Infrastructure Router e
G{3750-vian-paich.m 1060031 ] ] %] a a8 | DISA V8, r11 STIG Perimeter L3 Switch
comp3 TS0 1060334 1] B8 X | DISA V8, r11 STIG Perimeter Router
o p—— 10003053 (%] [x] %] ] [%] ] 3 STty
test-switch 108030253 (] [ x] [~} (%] a 3 UNRGWH 1347)
SKO13ke 10.60.30.254 B B %] x| a e
coco-pari-a4 106013631 [x] %] ] ] %] %]
PAE3-31 Khpidabs.com 1060 162 250 ] [ <] ] %] a a
csco-pdri-29 10.60.192 253 % | %] B [ [ X]

{ |Page  1of1 » ¥l Displaying1-110f11

Select Device Group

Search...

= Il Devices (419
7 App Server

10. You can move the mouse over to any of the colored boxes to get detailed information of the policy
analysis or you can also click any of the boxes to get details in a new window. Here is a legend of
the various colored boxes:

a.

b.
c.
d

Red X: Error

Blue X: Info
Yellow X: Warning
Green v': Pass
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11. To run the Compliance Summary report, navigate to Reports — Report Gallery and move mouse

pointer to the Policy Compliance Summary.

Default Credentials
Report

This report s network devices.
found i be acoessbie using

15027002

‘This repart decuments
compliance wi ceriain natwork
apects ol he SO T002205 |

pal

‘This report documents
‘compkance with certain network
‘aspects of the Payment Card

vend delault crederisis during . standard, commony used & Inciesry Data Securty Seangand
‘2 spaiic ime penod. best pracices guidefires for Version 30,

Sarbanes-Ciiey, HIPAA and

GLEA comilance.

12. Click on the ‘Run’ button.

Polcy Compliance Detalls 2=

This repor provices 2 detaled
st of af policies and palicy
s, Bong wih e ceices
passing and falling, and the
‘specific reasors for polky
vidlabors.

Policy Compliance Summary Report

Step 1 of 2: Select Time Variables and Device Groups

Date: 04282007 |3

Period: Daily Izl
i Device Groups || Devices |

|search...

~ g Al Devices (416)
@ App Servers (16)
[ App Servers wio SNMP (0}
5‘ End of Support Devices ()
IT Services (4)
[ IT Services wio SNMP (0)

[ NAME ONLY (143

[ Network Low-Level (0)
@ Network Management (3}
[ Network Pending (5)
[ Network wia SNMP (15)
[ NIOS (35)

[Z Optimizers (0)

[ Routing {12)

[ Security (4)

[ Security Control (0)
[ Switching (18)

) UNKNOWN (138)

e,

Policy Compliance
Summary

‘This rapart provides an overview
ihe polcy complarce sizios
e and e network
devices agains! which they are
dapioged

PSIRT Report - Updated
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13. The report will show on the screen. At the upper left of the screen, you can choose to download the
report in PDF, Excel, or MS Word in addition to printing the report.

-

Showing page 1 of 1 Wi W ¥ ¥ Gotopage:

Policy Compliance Summary |n|:0b|0x o
>

Date Range: 2017-04-07 00:00:00 10 2017-04-07 23:59:59
m:ﬁ“’"”‘ LahCore CONTROL YOUR NETWORK

Policy Compliance By Device Policy Compliance By Rule

Enor. 32 7%

Ermor 70 00%

Info: 27.42%

Warning: 0.00% Waming: 057%

Unkriown: 11.44%
Unknown 21 00%

Pass 0.00% Pass 27 04%
Info: 0.00%

Overall Status

[Name Overall Number of Devices
Status

STIG Poiicy

[Compliance By Policy
[Name

IP Address Vendor Model Status Passed  Error Wamning Info Skipped  Unknown|

STIG Policy

¢a750van- 1060031  Cisco catalyst3TocStack [ error £ 55 1 38 7 0

patch.m

par2-n3km 1060013  Cisco unknown 21 5 0 38 ¥ 74

p4r3-31kipte  10.60.192.250 Cisco catalyst3TStack efror 40 59 1 38 7

labs.com

sedev-c2060m  10.60.14.252 Cisco calys206024 [ unknown 2 4 0 38 T 74

switchfB04b7  10.60.18.237 Cisco unknown 2 5 0 38 7 i

tme-3750-48-  1060.0.12  Cisco catalysTxStack [T error 43 56 1 38 7 0

péri-22.m

SKO13-ke 10.60.30.254 Cisco catalystiTostack B ermor 42 58 1 38 8

compd750 1080334 Cisco catalystanostack [ ermor a4 56 1 8 6 ]

14. Click on the schedule button under the Compliance Summary Report description. Select the
device group. Click Next.

PCI Report
Step 1 of 3: Select Time Variables and Device Groups

Period: Daily 25
| Device Groups || Devices |

Search...

— 55 All Devices (421)
[ App Servers (16)
@ App Servers wio SNMP (0)
[ IT Services (4)
[ IT Services wic SNMP (0)
& NAME ONLY (137)
& Network Low-Lavel (0)
@ Network Management (3)
Network Pending (5)
[ Netwerk wio SNMP (17)
& NIOS (34)
[ Optimizers (0}
Routing (12}
[ Security (3)
@ Security Gontrol (0}
[ Switching (18)
[ UNKNOWN (150)
[ Video {0}

| Next> ': Cancel
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15. Enter the email address of the destination of this report. Click Next.

Policy Compliance Summary Report

Step 3 of 4: Select Report Scheduling

Report Name: | Policy Compliance Summary
o |
To Emails: | management@xyzcorp.corm|

To Users: NetMRI Admin ()
dave signori ()
support support ()
tac tac ()
Thomas Lee (thomas|@infoblox.com)

Output Format: | pdf b
Recurrence Pattern:  Weekly n
Execution Time: | 6:00 AM %
] Sunday ] Tuesday 0 Thursday i Saturday
i) Monday il Wednesday | Friday

< Previous | Next> Cancel

16. Verify the settings of the scheduled report. If configurations are correct, click Schedule. At this time this
report will be run and sent out to the email address on the date below and the time below.

Policy Compliance Summary Report [x]
‘ Step 4 of 4: Summary of Scheduled Report

Report Name: | Policy Compliance Summary
Date:  04/07/2017
Period: | Daily
Device Groups: LabCore

Devices:
Policies: STIG Policy

To Emails:  management@xyzcorp.com
To Users:

Schedule:  Weekly - Monday at 06:00 AM

< Previous Schedule | Cancel |

NetMRI triggered jobs allow a script or template with predefined or custom variables to execute against a

device when a “triggering source event” occurs. Triggering sources consist of the following:
e Policy rule violations.

e Custom and standard Issues.
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Note: In order for the auto device remediation to work as quickly as possible, the device must be configured to
send syslog data to the NetMRI appliance. Otherwise, NetMRI will detect the change on the next change
detection interval. For example, in Cisco 10S, the configuration statement is ‘logging <IP address of syslog
server>’.

In this example, we create a triggered script to delete any instances of SNMP community name public or

private as a community string in any configuration of the devices. In this exercise, we're going to create a rule
to test for the presence of the SNMP community string and test it against a device along with a script to delete
the public and/or private SNMP community string.

1. Navigate to Config Management — Policy Design Center - Rules and look for the rule called 10S
SNMP Community Strings.

2. Here is that rule:

| Rule Name:

108 SNMP Community Strings
Short Name: |05-SNMP-001
Author: nfoblox, Inc.

Severity is error

Description:

If using SNMP, do not use default
community strings. References:
NSA; SANS 5.7.2, 5.7.3 This ru...
Remediation:

Do not use default well-known
community strings for SNMP.

View Rule Properties
Read Cnly

Device Filter for Rule:
Rule: 1and 2 and 3

| 1: (devicevendor matches 'Cisco')

2: {devicesysdescr contains "IOS")
3: devicetype in (Router, Switch-
Router, Switch

Used in these policies:
NSA 1.1c 108
SANS 105

Rule Logic Builder
Enforce This Rule: | if (1) then 2

=1 Config File Match
Must Contain AT LEAST ONE of These Lines

" snmp-server

= 2 Config File Match

May Not Contain Any of These Lines

“snmp-server community tpubl1c|pr1vate]

Now, we’re going to create a policy using that rule and test it against the devices. At this point, the rule should

pass.

1.

the I0S SNMP Community String rule.

Navigate to Config Management — Policy Design Center — Policies and create a policy that uses
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20



2. Click on the ‘Add’ button and you should see the following screen:

3. Enter the Policy Name, Short Name, Author, and description. Click ‘Save’ afterwards.

Policy Name:
fottans: sweome

Description:

Searcn. SNMP puic

] vh 200040022 Short Name:

1avh 2009-4-0026 SNMP pudic

) Adviscriss

o7, 1.8 uwos shor:

[ e ————

I DiBA T, o Polcy to tast for the SNMP
VLo oy

E]DISA 7. 11 8 Cisco L2 Swich ity

] 01SA 7, 1.8 Cisco Perimetsr Router
] DISA V7, 1.8 Cincn Perimeter Suitch Eda Polcy Properiies
] DiSA V8. 111 STIG Firewal

Z10ISA 8. 111 STIG Infrastuciune Layss 2SWIh | Dayic Filter for Policy
Z]0ISA VB 111 STIG Intastrusture Layes SSwheh | Agd g fitar

] DISA uB. 111 STIG infastnuciure Roior

HnsA11ci08

Z]DISA vE, 111 STIG Netwan: Davioss

Flpcipss 20108

Z]PCI DSS 3.0 0ENX-0S.

Hrcioss 12108

] 0S4 vB. 111 STIG Panmetnr L3 Swicn

Z]0ISA v&. 111 STIG Porimoter Rousar

ZsANs 105

HPe Potey

] STIG Poley

Testboiy || e |
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5. Click on the Edit button in the lower right corner of the screen. A small screen will appear.

Select Rules
Please select the rules you would like to add

D Cisco IPSec IKE Vulnerability (P1X)

I:l Cisco IPSec IKE Vulnerability (Router and Switches)

Cisco IPSec IKE Vulnerability (VPM)

DISA w7, r1.9 AAA Methed list is not applied or implemented
DISA wT, r1.9 An Infinite Lifetime key has not been implemented
DISA w7, r1.9 An insecure version of SNMP is being used

DISA wT, r1.9 Authentication traffic does not use loopback

DISA v7, r1.9 BSD commands are not disabled

DISA w7, r1.9 Configuration auto-loading must be disabled

DISA w7, r1.9 Console port is not configured to timeout-10 min
DISA Y, r1.9 Device must log severty levels O through 6

DISA w7, r1.9 Devices are not password protected for out-of-band
DISA Y, r1.89 DHCP service is not dizabled on premise

DISA v7, r1.9 DNS servers must be defined for client resolver

OO0O0000083O0O0003

DISA w7, r1.9 Emergency account privilege level is not set

Save ] [ Cancel ] [ Clear All

6. Scroll down and click on the IOS SNMP Community Strings rule and then click Save.

Please select the rules you would like to add
[F1| 105 Single Helper Address
105 Single Loopback Interface
105 SNMP Community Strings
105 SNMP Hosts

105 SNMP Loopback Scurce
105 SNMP RW Communities
105 SNTP Client

105 SNTP Server

105 35H Retries

105 55H Timeout

105 TCP Keepalives In

105 TCP Keepalives Out

105 TCP Small-Servers (11.2-)

105 TCP Small-Servers (11.3+)

00000000000 00

105 TCP SYN Wait

Save ][ Cancel ][ Clear All
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7. The following screen appears:

4dd Delete Copy Import Export Print

T P i<y Waime: Rules Policy
Boarh. SNMP public: nthia
5 A 2008-A-0022 Shon Name:
5] A 2008-A. 0026 SNMP pablic #1085 SNMP Community Strings e
B Aavisores
Author:
I DISAVT. 11 B JUNOS TME.
S DISA 7, 11.8 Cisco Infrassrucure Router
0184 7, 11 & Gasen Infrasmucure Suttch e ra S
I DISA v, 11 B Cisco L7 Swich Il o
string public
I DISA 7, 11 5 Cisco Parimeter Routor g3
I DISA v7, 118 Gisco Parimetes Swech Edil Policy Properie:
EI01SA w8, 111 STIG Firmwall
EJ01SA v8, 111 STIG Invasucrirs Layer 2 S92 | Davica Filtar for Policy
[EI0ISA VA, 111 STIG Infrastructurs Layer 3 Swiich  Add  fiter
I DISA v, 111 STIG Infrastnucture Rouer
EINsA1 12106
[ DISA V8, 111 STIG Noswork Dovices
EIPCI 0SS 20108
] Pei 0SS 3.0 1088008

FIPcioss 12108

I3 DISA v8, 111 STIG Perimetor L3 Swhoh
[ DISA v8, 111 STIG Perimeter Rouis
Eeansios

3 Pot Poicy

53576 Potcy

8. Test the policy against a device configuration. Click on the ‘Test Policy’ button on the lower right corner

of the previous screen. The following small screen appears.

Test Policy ]
| Test Against Existing Device || Test Against Attributes/Config File ] Test Against Ternplate |
i_Search...

= g Ml Devices (421)
5 App Servers (16)
3 App Servers wio SNMP (0)
(& IT Services (4)
T Services wic SNMP (0)
-2 NAME ONLY (1431
\_Search... E; | [ |

e e e e e
10.60.30.254 SKO13-kc Switch-Router Cisco catalyst37xxStack 15.0(2)SE6
10.60.136.31 csC0-p4ri-34 Switch-Router  Cisco catalyst3560v248ps 12 2(50)SES
10.60.192.250 p4r3-31 kkptj-labs.com Switch Cisco catalyst37xxStack 12.2(55)SE3
10.60.192.253 csco-pdr1-29 Switch-Router  Cisco catalyst37xxStack 12.2(53)SE2

[4 4 |Page 20f2| ¥ PFl | Displaying 11- 14 of 14
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9. For this example, we selected the device group ‘LabCore’ and then the switch with the IP address
of 10.60.30.254. Click on the ‘Test’ button. The following screen will appear:

Configuration Policy Test Results |
Infoblox "z 0 v
| CONTROL YOUR NETWORK 2017-04-17 18:02:41

Policy SNMP public
Policy to test for the SNMP community string public

Pass :

Policy Summary: I
Pass 1 (100.00%)
Fail 0 (0.00%) |
Error 0 (0.00%)
Warning 0 (0.00%) |
Info 0 (0.00%) l
Skip 0 (0.00%) |
Unknown 0 (0.00%)
Checked 1 (100.00%) |

Rules Summary:

| 108 SNMP Community Strings:10S-SNMP-001 [ Pass

Device SKO13-kc

IP: 10.60.30.254

Model: catalyst37xxStack
Version: 15.0(2)SE6

Last Check: 2017-04-17 18:00:14

Rule 108 SNMP Community Strings

If using SNMP, do not use default community strings. References: NSA; SANS 5.7.2, 5.7.3 This rule is provided to the user as is, and is meant
as a general interpretation of the NSA 1.1c and SANS frameworks. The function of this rule is to provide the user with a starting point from
which a more detailed and specific compliance effort can be created. You should use this rule without modification only after you have
reviewed it and determined that it does or does not apply to your specific needs

Filter

and 2 and 3
icevendor mati

hes 'Cisco’)
ins '108°)
+ Switch-Router, Switch)

¢
(devicesysdescr ©
31 devicetype in (fo

H Pass

Do not use default well-known community strings for SEMP.

Logic:

Running config file contains some:
“snmp-server

Running config file does not ©
“snmp-server community (publ

tain an
ic|private) |

10. We want to be sure that the policy passes on this device before deploying.

11. Highlight and deploy the SNMP public private policy against the LabCore device group, by checking
the box next to the LabCore device group in the Policy Deployment tab, and click Save.

Network Explorer

Metwork Analysis

L - T T el Pelicy Design Canter

Summary | Rules | Polices | Policy Deplayment

I P oiicy; SNWP public §
Description: Policy 10
Device Filter:

the SNMP cammunity string public of privala

DISAVT. 1.8 JUNOS
DISA V7. 1.8 Gisco Infrasiniciur Router

Count

Al Davicos
Aap Sorvers 1
Aop Servers wio SHMP 0
IT Services 4
IT Services w/a SNMP o
7] LabCore 3 0
Y R : . i Ll i 5 i —
Network Low-Leve 0
Nebwork Management 3
Netwark Pending 5
Network wjo SNMP 17
NIDS kL]
Optmizers 0
Rauting 2
Security 4
Security Control o
Switching 15
uNENOWNS 141

Disable Al Eroble Al Save  Cancel

By Policy | By Device Groups
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12. Wait for your deployed policy to pass for all devices in the LabCore device group.

INFOBLOX,_§

!!'I_fﬁo_ﬂlﬂ’-; Dashboard [THINS LW  \owork Explorer  Config Managemant | Reports

Policy: SNMP public privata
Description: Policy 1o test for the SNMP community string public of private

snmp
core-6506 106001
me.3560-43pA325 M 1060011 ]
tme-3750-48-p411-22.m 10600 12 %]
cj3750-vian-patch m 10.60.0.31
comp37S0 1060334

stack? acma com 10803083
test-awitch 10,60 30 253 a
SKO13:ke 10.60.30 264
csco-par3-34 10,60 136,31
p4r3-31 kikpt}labs.com 1060192 250 %]
Gsc0-pdr!-28 10.60.192 253
I4 4 |Page  Tof1| b bl | Displaying1-110f11

13. Create a script to delete the SNMP public and/or private community strings. Navigate to Config
Management - Job Management — Scripts. Click on the ‘+’ button to add a script.

||'|'0b|.'$' Dashboard  Natwark Analysis  Network Explorer [ PT T IEeRIN ooy A% e

Contig Archive  Contig Search [l ] Foloy Design Canter

Scripts | Ubrary | Config Templates | Lists | Scheduied Jobs | Triggered Jobs | Job History | Custom lssues

 acooms [008 [Lmte [ [osaty [opctetny | Uparacion [
ﬂ 2009 Extended DST Compliance ccs High admin admin 170313 18:15:18
ﬂ Ad Hoc Command Batch ccs High admin admin 2017-03-13 18:15:17
ﬂ Assign Part 1o VLAN Ped. High admin admin 2017-03-13 181529
£ Cotalys: 3750 Bad Siack Swich ces High admin admin 2017-03-13 16:15:48
£t Catalyst Port EnGisabiod ccs High admin admin 2017-0313 16:15:18
£  Exampie 1 - Cisco Sel User Pasewani oS High admin ndmin 2017-0313 16:15:18
ﬁ Exampie 1 - Cisco Set User Password (Per) Ped High admin admin 2017-03-1316:15:18
ﬂ [Exampée 2 - Multi-vendor Set User Password ccs High admin admin. 2017-03-13 16:15:19
£ Example 2 - Muli-Vendor Set User Password (Perd) Pur High admin ‘admin 20170313 18:45:49
f  Euampie 3 Caco Sel Exising Usar Passwond cos  Hen ademin o 2017.031318 1518
L Example 3 - Cisco Set Existing Uses Password (Per) Pet High admin admin 20170313 181548
L Examplo 4 - Cinoo Sel Duplex ces High admin admin. 2170313161520
i}  Exampio 4 - Cisco Set Dupiex Porl) Port High admin admin 2017.03-1316:15:20
1  Exampie 5 - Cisco Set Duplex Recux ccs High admin wdmin 2017.031316:15:20
ﬂ Exampie 5 - Ciaco Set Duplex Redux (Per) Ped High ndmin admin 2017-03-1316:1520
B Exampe o Cisca Sepon Fast ces  rgn aamin aamin 20170318 184520
L} Example o - Cisco Set pon Fast (Par) pe Hgh samin sdmin 2170313 181521
f§  Example 7- Cisco SetPort Fast Redux cos o adrmin i 2170313189521
L} Example 7 - Cisco Set Port Fast Redux (Pert) Port High admin admin 0170313181521
4} HTTP Sorver Running On Switch or Server ccs High admin admin 2017-03-13 16:95:30
£ Invali User Account lesus ccs High admin admin 2017-031316:15:21
£ 1084CL Arcnive s High aamin admin 2017-031316:15:22
i 4 Pge  Vof3| b ¥l | Displaying 1 - 220l 64 Undated at 2017-04-18 10:50:28
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14. Enter the name of the script, run level of high, description, and the script itself. When finished, click
on the ‘Save & Close’ button.

Add New Script

Tip: use the Regular Expression Test page to check trigger variable and trigger templates.
Name: Remove SNMP Community string public private 2=]
Run Level: | Highl |~

Category:

Description: removes SNMP public and/or private community strings

Language: CcCcs |

#Script-Description:

#  Remove the SNMP community string public

HERANBRERRERBBERHEBHRBRA BB BRI RE R
Action: Remove Logging Statement
Action-Commands:

Config t

no sNMp-Server community public

no SNME-SErVer community private

end
write mem

HERBEVREBBREB AR EAAHERAERAE B RIS R

|save i Close || save | Concel |

15. Navigate to Config Management --> Job Management --> Triggered Jobs and click the + sign in the
upper right-hand corner to add a Triggered Job.

Config Achive  Config Search [EUCE MU TSURNE  Poicy Design Center

% 105 ssH senngs [ 207 o — o Schaguls job 2015-12:10 164211 20151210 18 48
%6 isolsia Rogue DHCP Sever wn v 2ar — Rogus DHGP Servor Located (Deviess) n Sehagule Job 20170313 151538 713 1618
B Loowts Rogue DHCP Server Wan ves 2w . Rogue DHGP Server Detecsed (Devicns) n AvtoRun 2017:03.43 18154 2070513 18:18
£&  Provision Bare Matal Devies. sgh Yes 247 insue Bars Metal Device Found (Devices) Al Schatulo Joo 2017-00-13 181551 20170313 1848

 Page  1lof1| b bl | Dislaying1-4 04 Upsdated at 2017-04-18 10:46:15
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16. Select “Policy Rule” as the Trigger Source from the drop down and select the I0S SNMP Public
Private rule within the Policy Rule Selection box, and click Next.

Trigger Source: | Policy Rule [+
Policy Rule Selection Selected Policy Rule Information
Search...

Rule Name: ios snmp public private

U ... ...

10S Service Config
Rule Description:

108 S Se =Mumibs 12.0
Arvice Sequaricerfitmbare | *) If using SMMP. do not use default community strings. References: NSA; SANS 5.7.2, 5.7.2 This

|0S Single Helper Address rule is provided to the user as is, and is meant as a general interpretation of the NSA 1.1c and
SANS frameworks. The function of this rule is to provide the user with a starting point from
10S Single Loopback Interface which a more detsiled and specific compliance effort can be created. You should use this rule
without modification only after you have reviewed it and determined that it does or does not
108 SMMFP Commiunity Strings apply to your specific needs.
105 SMMP Hosts
Rule Filter:
10S SNMP Loopback Source
Rule: 1 and 2 and 3
ios snmp public private 1: {devicevendor matches 'Cisco'}
2: (devicesysdescr contains 'TOS")
10S SNMP RW Communities 3: devicetype in {Router, Switch-Router, Switch)

IS ANIE Cllant Rule Remediation Text:

10S SNTP Server Do not use default well-known community strings for SNMP.

 Next> || Cancel

17. Select the “LabCore” group and make sure that the “Active Time Window” indicates 24/7, and click
Next.

Device Groups: All Devices (421)
App Servers (16)
IT Services (4)
LabCore (11)
NAME ONLY (144)

Active Time Window: 24/7 w7

< Previous Mext > Cancel
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18. In the “Define Job” pane, you can add details like a custom name and a description. However, make
sure that the “Enabled” box is checked and that you have selected script created in step 2. Click
Next.

Job Name: @ Use Custom Mame:  Deleting SNMP Community strin| () Use Script Name Enabled: (V]

Job Description:  Deletes public and/or private SNMP community strings

| Scripts Templates Remove SNMP Community string public and private
Search...

oo ]
Provision Bare Metal Device No input required

Provision Metwork

Quarantine Device

Remove SNIMP Community string public and priva...
Reset Logging

Set Interface Description

Test (Perl)

<Previous || Mext> || cancel |

19. From the “Schedule Job Execution” pane, make sure that you select “Run Job Immediately” from
the “Trigger Action” drop down, and click Next.

Triggered Job Wizard
[75] Schedule Job Execution 7

Trigger Action: Run Job Immediately

<Previous || Next> Cancel
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20. Review the properties of the job and click Save.

Triggering Event

Type: Policy Rule

Rule Name: jos snmp public private
Rule Description:

If using SNMP, do not use default community strings. References: NSA; SANS 5.7.2, 5.7.3 This rule is provided to
the user as is, and is meant as a general interpretation of the NSA 1.1c and SANS frameworks, The function of this
rule is to provide the user with a starting point from which a more detailed and specific compliance effort can be
created. You should use this rule without modification only after you have reviewed it and determined that it does
or does not apply to your specific needs.

Rule Remediation Text:
Do not use default well-known community strings for SNMP.

Trigger Filter
T Time Window: 24/7

Device Groups:

LabCore
S — Triggered Job

== Job Enabled: on

€ %<

Save < Previous | Cancel

You will log into a device via telnet and issue a couple of commands to change the configuration. The steps
below would also cause a configuration backup to occur. NetMRI will not backup configurations if no changes
have occurred.

1.
2.

w

i

Open up a terminal window on your PC.

Telnet to a switch in the device group. In this example the switch is called SKO13-kc and the IP
address is 10.60.30.254.

The username is admin and the password is ‘infoblox’.

If necessary, go into enable mode by entering “enable” at the prompt. The enable password is
“infoblox”.

Type “config t” at the prompt to configure the device.

Enter the following command to add the SNMP public community string:

SKO13-kc(config)# snmp-server community public ro

Exit config mode and issue a “write mem” command.
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Leave the terminal session open, and issue a “term mon” command.

http

enable ction-a
g trap debugging
ging host 10.60.16.96

snmp-server community infoblox RO
'

'
line con @

ex timeocut 30 @
login local

transport preferred ssh
'

!
monitor i 1 source interface Gil/e/1 , Gil/@s25 - 26
monitor i 1 tination interface Gil/f@s2 , Gilses27
ntp

Enter configuration commands, one line End with CNTL/Z.
SKO13-kc{configl#snmp-server community public ro

SKO13 clconfi #exit

SKO13-kc#write mem

Building configuration...

[oK]

SKO13-kc#&term mon

SKO1 C

Apr 18 19:22:13.096 Configured from console by admin on vityl (
18.68.16.96)Connection reign host.

sc=1 h l:downl is

This will show you when NetMRI logs into the device and removes the SNMP statement. This should
occur about 15 minutes after the change.

Navigate to Config Management — Config Archive and look for your configuration change.

LU E gl Config Management LS - B

Infoblox

Canfig Archive

- Doy Config Archive
i : Select a Device Group Filter and Device from the list to
(5 17 sarvces ) the left

Sarvers (16)

3 NANE ONLY (148
5 Network Management (3)
) Network Pending (5
Network wio SNMP {15)
NIOS (38

I

Jelle

j Routing (12)

A Security (4)
-
Search e

e S Ocvics Name «

1060031

Compare Second Device



10. Select the switch that was modified. In our example that is SKO13-kc.

INfOblOX =+ Dsstbosrs  MetvorkAnalysia  Notwork Explorer  [EESTRREEER Rugorts QB e

Job Managemert  Fodcy Design

10.60.30.254 SKO13-kc | Claco  Last Checked: 2017-04-18 14;
s Bis B .

£ Curent  Running 2017-04-18 1357, 2017-04-1813:57... admin
ﬂ Current  Saved 2017-04-18 1357.... 2017-04-18 13:57.. admin
73] NAME ONLY (148) E &% Archived  Running HNT-04-18 1352, 201704181352 admin
[ Network Management (3) o Archived  Baved 01704181352, . 201704181352 admin
[ Network Panding (5) & Archived  Running 201704181223, 2017-04-1812:23. acmin
¢ Do gty B e i iehn
5 m:’::u] o Archived  Runming 201704181217, 20170418 12:47... admin
1 Security (4) f=3 Archived  Ssved HTD4-18 1247 2017-D4-1B1247- . admin
Search £ Archived  Running 2017-04-18 113316 2017-04-18 113315 admin
P Address m Devion Type -3 Archived  Saved 2017-04-18 11:3315 Z017-04-18 113315 admin
R jre— o] Archived  Running 2017-04-18 11:26:16 2017-04-1811:26:45 acmin
1080334 e Sl - 3 Archived  Saved 2017-0818 112815 2017.04-18 112615 admin
108001 corn-8508 Y - 3 Archived  Runing 20170417 2002 2017-04-1720:02.. admin
1080102385  cooopiri2 Pum— | = ] Achived  Saved 201704172002, Z017-0417 2002, . admin
1080 13831 it ‘Swich Routsr (39%) S - Archived  Running 20170417 1948, 2017-04-17 1849 thomas!
060102250  pard-O1igiblabacom Swich (%) S - 3 Archived  Saved 2017-04-17 1849.... 2017-0447 1948... thomas!
106030254 [— pos——— ] 2% Archived  Runeing 2017.04.17 1802, . 20170417 18:02. _ thomasi
10603053 o E——— permrmmm—— | R ] Archived  Saved 20170447 1802 2017-04-1718:02. . thomas!
105090253 Watbrich Py | 3 Archived  Running 20170417 ITSTL.. 2017-017 18:00... thomasl
MmN = . ) 0 & Archived  Saved 2017-0417 1757, 2017-04-17 18:00. thomas!
1080042 Ami-3750-48-p4r1-22.m Switch (99%) Y -3 Archived  Runcirg 207-04-17 174BL.. 20M7-D4-17 17:48.. thomasl

14 4 [Page Tloft| ¢ ki | Displaying1-13ef 11 14 4 |Page 1oz b b | Displaying 1 - 50of 86

(Compare Socond Device | " " | =
11. Select the configuration files to compare.
Config Management RSN A%l e

imnegement  Polioy Design Canier

10.60.30. 254 5KO13-ke | Clsco  Last Checked: 2017-04-18 14:00:29 et comng

Running Config Saved? Yes Files Archived: 86 Dates Back To: 2015-12-13 18:13:03
~ G5 All Davices {426) I 1
5 App Servars (1) B % Cuens  Running 2017-04-18 1357-.. 2017-04-1B1357:... admin
S - 3 Currere  Saved 2017.04-18 1357-.. 2017-04-181357... ndmin
T i 1T-0LIB 1352, 201700181352, admin
{73 Natwork Mansgement (3} IEJI - 3 Archived  Saved 2017-04-18 1352 2017-04-181382... admin
{3l Network Ponding (5) (i - ) Archived  Runining 2017-04-181223... Z017-04-1B1223... Bamin
%:m"”“”'m EANE - 3 Archived  Saved 2W17-04181223... 2017-04-18 1223, admin
7 Routing (12 (S - ] Archived  Runring 20070418 1Z17-.. 2017-04-1B 1217.... admin
17 Security (4) I - 3 Archived  Saved 17041812472, 2017-04-4B1247:... admin
Search... | =R - 3 Archived Runring 20170418 11:3315 2017.0816 113315 admin
,m_ mn-h'w- (I - ] Archived Saved 2017-04-18 11:33:15 2017-04-18 113315 admin
g T A= E g archwsd Ruing 2017.041811:26:15 2017.0418 112615 admin
1050234 F— Forrrownrsenel .. i ] Archived  Saved 20170418 11:2615 2017-0818 112615 admin
108004 core 8508 Swich-Rower (oa%) || TF Archived  Running 2017.04-1720:02-. 2017-04-17 20:02.... admin
R o e 10 utnronrpe) | B Achived Saveo NI IO0L. 0L G admin
10:60.13831 —— sukinoiergon), d B Archived  Running 20170417 18:48... 2017-04-17 1946... thomasi
1060992250 pAra-31 Kipilabe.com Switch B0%) B % Archived  Saved 20170417 1948, 2017-04-17 1949, thomas!
w.m::om Py Swachr Router (99%) [ - ] Arehives Runring 2017.0447 1802 2017-04-17 1802, . thomasi
0603053 siackz acme.com pr— R S L ) e
e Y ey | [ ] Archived  Running 2017.0417 1757, 2017-0417 180
i etABexs e Sukhroum ey |D S Acwea s 70417 1757, 70417 1800, omasl
— e ITOABpAIZZm  Swich{©9%) (] - ] Archived  Running 2017-0417 17:98-.. 2017-0417 17:18.... thomas!
4 4 Pege  1oft| ¢ k| Displayngl-11of11 il 4 page 10f2 ¥ Pl Displaying 1-500f 85
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12. Click on the ‘Compare’ button. Notice the change?

Comparing Configuration Files

Host Device: 10,60.30.254(SKO13-ke) Host Device: 10.60.30.254{SKO 13-ke) I
e File Status: Archived Saved B File Status: Archived Saved I
Last Modified: 2017-04-18 12:23:01 by admin Last Modified: 2017-04-18 13:52:09 by admin
Find: 0| view || action ~| | Ghanges:0 ﬂfﬂm Adeitions: 1 ﬂn| i
1 version 150 1 version 130 I
2 no service pad 2 noservice pad
3 service timestamps debug datctime mses 3 service timestamgs debug datetime msee
4 service timestamps log dsedme msee 4 vervice timestamps log dasetime msec
5 no service passwond-encryption 5 noserviee password-cncryption
Skipping to e 174 Stippiag o line 374
374 Ip sla enable reaction-alens 374 ipvia enable raction-aleres
375 lopeing trap debugging 75 logging trap debugging
376 logging host 10.60.16.96 376 logging host 10.60.16.96
am arr !
378  snmy-server community infoblox RO 378  snmp-verver communily infablox RO

379 | wnemp-scever community public RO

ar | 380 !
380 ! 381 !

381 linccon 0 382 linccon 0

382 lincviy04 383 linewy 08

383  cxec-iimeout 300 384  cxec-timeout 300

13. After this change occurred, you can navigate to Network Analysis — Policy Compliance to look for the
indication of a policy compliance issue. You may need to refresh the screen until the red ‘X’ appears.
This may take about 5 minutes.

|rf0_|;3|9_x;: Dashboard [T TRRUMENMMINY | twork Exploor  Config Management  Reports A
I Changes Policy Compliance Purformance Select Device Group » @
Search...
~ g Al Devices (426)
(G App Sarvers (16)
[ IT Services (4)

Search... Views v Fiters | Policies ~ ¥ S i LabGore (11)

i

|

Policy: SNMP pubiic private Batym 1o Poficy View
y for

s | I [ NAME ONLY (143)
e, - (T Network Managemant (3)
cor-6506 7] [ Network Pending (5)
tme-3560-48-p2r3-25.m -] [Tl Network wio SNMP (15)
mo-3750-48-pari-22.m 7] % :Mmm:s‘: "
3750vian-paich.m 7 ] % Saeurity (4)

750 (73 switching (18)

— 3 unHowN (143)
saci2 acme.com = - P e SR
toatswicn
SKO13-he %]
caco-pde3- 34 =
PAr3-31 Kipt-laba.com "
csco-pdet 28 10 60 182 253 (=]

{ [Page  Moft vl | Displaying1-110f 11

|18 2017 Infoblo, Inc. AN rights reserved. 2017-041813:56
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14. Click on the red X and you get an explanation of the violation.

(=] [ ] policy_status: compliance_results
A Not Secure https://10.60.16.96/webui/policy sta

S mpliance_res: Treport_typ y_device_for_rulesi
Infoblo : - Configuration Policy Analysis
CONTRGL YOUR NETWORK 2017-04-18 13:54:58
IP: 10.60.30.254

Model: catalyst37xxStack
Version: 16.0(2)SE6
Last Check: 2017-04-18 13:54:56

If using SNMP, do not use default community strings. References: NSA; SANS 5.7.2, 5.7.3 This rule is provided to the user as is,
and is meant as a general interpretation of the NSA 1.1c and SANS frameworks. The function of this rule is to provide the user
with a starting point from which a more detailed and specific compliance effort can be created. You should use this rule without
modification only after you have reviewed it and determined that it does or does not apply to your specific needs.

Filter:
Bule: 1 and 2 and 3
1t (devicevendor matches 'Cisco’)

(devicesysdescr contains 3
devicetype in (Router, Switch-Router, Switch)

Error

Message:

Line 379 matches expression '“snmp-server community (public |private )°. |

Remediation:

De not use default well-known community strings for SKMP. I

Logic:

Running config file contains some:
“snmp-server

Running config £ile does not contain any:
“snmp-server commonity (public |private )

15. The triggered jobs process may take a few minutes to revert your changes to that specific

device. Navigate to Network Analysis — Changes to view changes. Also, this change will trigger
a configuration backup.

InfobloX "3 pasnicars [NETRNERRN otwork Explorer | Config Managemant  Rsporta

Paformance

Vi e e P

e e e oo e

i 2017.0018138708 SHOIMks Cisoo  catahsciTucSiack  Swiichauier (B9%)  admin Syslog Canfy ‘Admin Runric
£ 20970418 135148 2 SHONke Cisco  catabystdPocStack  Switch-Rlouter (B9%) admin Syslog Corfig Admin Runrir|
B mvoeiezae SKOTMKE Chto  caaIToStcK  SwichRowc(sW) admin Sysiog Cartg dmin Runri
£ 2017041812165 3 25 SKO134C CiHoo  caalysaTxdSiack  Swiich-Router (89%) adenin Syslog,Coniig Admin Runnir]
| - T AT R 5 SKO134c Cisco  catalyse3TeStack  Switch-Router (89%) samin Sysiog,Corsg Aamin Runnir]
£F 20170416 112537 SKO134c Cisco  cmalysedfxeSiock  Swhch-Rouser (B%) dmin Syslog Confg Admin Runnir]
4 4 [Page  10ft Displaying 1- 6 of 6 Updated ot 2017-04-18 14:13.08
. Detected Change Most Changed Devices
&
5
4
3 10.60.30.2
2
1
T T T T T T 1
E 1 2 3 L 5 L 7
g
-4
Change Type: A X Viaw: Changed Devices >
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16. Click on the wheel of the latest change and select ‘View Saved Configuration Difference’. You see the
SNMP public community string command is removed per the policy and triggered job.

Comparing Configuration Files

18 13:52.00 by admin

2 e nervicn pad

|

Fine: B vew || actan - ‘Changss: 0
1
2
3

sarvies smetam dote datmime mee 3 mrvices cmesmps dtg dactmn mves
4 servioe dmestamps og dstccme mes
PR —————
Siipying tn fine 174
374 s ot eacton e

IH pping g debugping

T8 gying bow 10401696

anr ¥
T8 amp-serves commuely infobkes RO 378 snmp-scrver commsaity infoblon R0
379 | e sy e KO I am
80 150
a1 w1

17. You can see a record of the triggered job being run to fix the SNMP misconfiguration. Navigate to
Config Management — Job Management - Job History.

Dooooc—oor e

S, vons + Fiters | |
St PR e ]nh-dir ‘wl; Start Timw. l&dllnl I—Teul

Vv oK ] Duleg NP Comunty ovng Mrigonmd JoiFur Now sdmin i WITOLIBIITI0 AOMOSBINSTZ Toal o, Pending 8, 0K: 1, Evortl Other b

v oK 3 sdmn i BOGEIB12200  MOMENRRN  Tosk, Pending 0.0 1, ol Ot

Voo H wmin wimin BB 0MOHEILIRE okt Pending 00K 1, Evon Ot

v oK Ramevs EAP Cormieity s e i [gred obfFun o] Rorowm SAMP Commriy sing s s prvan wdmn admn BOMATHON0  OMOGTEB  Tokt, Ponding 0,06 1, Evor ) Ot

18. Click on the name of the latest job. The following screen appears:

Job Viewer

Start Time: 2017-04-18 13:57:00
Remove SNMP Community string public and private End Time: 2017-04-18 13:57:21

Job Count: 1 Status: v 0K

| m—

Job Details |
2017/04/28 ‘
i

| Deleting SNMP Community string [Triggered Job][Run Now] - Remove SNMP Community string public and private

Search., Views ~ Hiwsh‘

! Status | Start Time End Time P Addresa Device Name | Actions
v oK 2017-04-18 13:57:04 2017-04-18 13:57:21 106030268  SKO13ke

Page, 1/of1| » b | Displaying1-1of1

Cancel All Rerun Errors Reschedule Errors

Infoblox Deployment Guide - NetMRI Policy Deployment Guide (September 2020)



19. Click on the ‘OK’ link. The following screen appears:

(1) | 10.60.16.96/netmric

Job Details Viewer (IR RIS, 51013 ke (10,8090 250 [Prmon]

Job Detail ID: 4

Job ID: 4 Start Tima: 2017-04-18 13:57:04

Script: Remove SNMP Community string public and private End Time: 2017-04-18 13:57:21
Device: SKO13+ke ( ) Status: " OK

Sevip TSEIE Lo | Process Log | ClsiomLog | Session Log | :
Script: Remove SNMP Community string public and private L
13:57:04  Script-Filter
135705 " Filter matches

1. Action: 'Remove Logging it L2
13:57:08 Action-Commands

13:57:08 o/ Configt L
13:57:08
13:57:08

v’ nosnmp-server community public

v no snmp-sarver community private
13:57:08 o end

v

13:57:08 —

20. The screen above shows NetMRI logging in and running the script. You can click on the Script tab,
Status Log tab, Custom Log tab, Session Log tab, and Files tab to see the details of each.

Network vendors provide Security Advisory information with increasing cadence and complexity. Your team
needs to make sense of this data, determine which vulnerabilities impact your network’s security posture, and
take timely action to keep your network secure. For many, internal and external compliance requirements make
this challenge even more complex. EmpoweredAdvisor™ from Empowered Networks for NetMRI helps you
ensure your network is secure & compliant, with Always-On Analysis, Alerts & Advice, based on Security
Advisories.

After installation of the EmpoweredAdvisor, you can do the following to gather the PSIRT information on your
devices. In this example, we are using the LabCore device group and assigning the PSIRT policies to view any
device vulnerabilities, but you can assign the PSIRT policies to any or all of the device groups in your NetMRI.
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1. Navigate to Config Management — Policy Design Center. Make sure the left pane is viewing By
Device Groups.

mf_o_t}!n__x‘ﬁv Dashboard  Network Analysis  Network Explorer

Config Archive  Conig Search

Jab Management

Config Managerent  SLTEES

Summary | Rues | Poiices | Policy Deployment

Search
(3 App Servers [16)
[ App Servers wio SNMP (0]
(] End or Suppor Devices )
3 IT Sarvices (4)
[ IT Sarvices wio SNMP (0)
i LaCors (1)
[ NAME ONLY (147)
Matwsr Lew-Laval (0)
[ Network Managemant (3)
{3 Wotwark Pending (f)
[ Notwark wio NP (15}
(@ wos @51
[ Optimizers (o)
Routing (12)
Security (4)
Security Control (9)
Bwitching (18}

Workatations wio SNMP (33)

By Pulicy | By Device Groups

Davics Group: LabCors

Member Count: 11

Criterta: §Type In [*Switch",“Switch-Router*] and Svendor = “Cisco”

e
W=

S T

a0

all

PCI DSS 3.0 IDS/NX.0S
PCi Policy

PCiz0
PCIDSS 3.0

(71| PSIRT Crit csco-£4-20080810-snpu3 | CV1S58064720

PSIRT Gnit ciaco-80-20120326-pal

PSIRT High cisco-s2-20120328:ke.

V1246184366

PSIRT Cit ciaco-2a-20140805. opansst  CYI0T7540118

PSIRT Gt caco-sa-2017031Temp  GV3098274368

CVI66 1838831

PSIRT High cisco-5-20120328-6ma. . CVA 191823785

I)] PSIRT High csco-sa-20120026 dhe. . CV3702241038
[, PSIRT High ciaco-sa-20120036 0%

ips CVBOBEISAZD

[, PSIRT tigh cisco-s0-20120025-nat  CV3ST1247085
[ PSIRT tigh cisco-s-20130327-pt

V1811328901

Infoblo, Ine
Thomas Leo

PSIT Adviscry
PSIAT Adviscey
PSIRT Advisery
PSIRT Advisory
PSR Advisory
PSIRT Advisory
PSIAT Advisory
PSIRT Aduiscey
PSIRT Advisory
PSIAT Aduisery

2017.03.13 1552007
F017-04-08 180031
20170418 085722
2017-04-18 0857:28
20170418 085718
2017-04-18 085724
20170418 08 5758
0170418 085847
F017-04-18 0B66:29
2017-04-18 0B.58:18
2017-04-16 08:58:11
2017-04-18 0B 5923

Dabie All | EnsbleAl |

2. From the screen shot above, highlight the device group and then scroll down on the right pane to
the PSIRT section. Click on each PSIRT policy that you want to evaluate. Click Save when it becomes

ungrayed.

3. After about 10 minutes or more depending upon the size of the device group and/or number of
PSIRT policies enabled, navigate to Network Analysis — Issues to view Issues.

@ Erar 20170418 132610
@ Ecor 2017-04-18 12.08.32
@ Eroc 20170848 120822
@ Eroc 0170448120812
@ Eror 20170418 1208:83
@ Eror 20170419 0211:08
@ Eroc 2170818081108

@ Eror 20170448 081106

@ Erar 20170419 051611
M waming 2017.04.18 134810

M Warnng 2017.04.18 1338:82

¢ |pmoe 1lof2| b ¥

2017-04-18 13:44:38

@ Emor 0170415081108 B

Gizco Buftor Misses Hign

Intetace Congesiea

Displaying 1 - 15 af 25

Gurent

Intarfaces.
Canfigurations.
Configurations.
Canfigurations
Configurations

VLANS

Updated st 2017-04-19 13:55:17

T Sarvices (4)

" NAME ONLY (148)

"2l Notwork Managemont (3)
[l Network Panding 8)

[ Network wio SNMP (15)

3 wios sy

[l Routing (12)

[l Security (4)

[T Switching (18)

[T UNKNOWN (146)

{75 Workstations wic SNMP (34]
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4. Click on the Views pull-down menu and select PSIRT Violations. This will show only the
PSIRT violations.

Infoblox

Dashboard [T UT RN  Network Explarer Config Management  Reports aQ & (7]

[PETSEY Cranges  Policy Complisnce  Pesformance. Select Device Group B0

Search...
— g All Devices (427)
() App Servers (18)

[ NAME ONLY (145)

5 Netwerk Mansgement (3)
3 Wetwork Pending (5)
[ Network wio SNMP (15)
(3 Nios (38)

(3 Routing (12}

(7 security (4)

[ Switching (18]

[ UNKNOWN (145)
Workstations wio SNMP (34]

@ Eror 2017041613443 aco Down Cumemt  Interfaces “ [ o Manage views
@ Emor 2017041913260 Policy Vioiation: PSIRT High cisco-s3-20...  Curent 1 1 o o sandard view
@ Eror 2017-04-191208.32  WLAN Prigrity Current VLANS -] 0 [ (] e =
@ Emor  2017-04191208:22  VLAN Member Minimum Priority Currens VUANS F7] 0 o o
@ Eror  2017.04-19120842  Davica lssue Limi Excondas Curent Davicas 7 ] o 0
@ Eror  2017.04-19120653  Access For Wi PoriFast Disabied Curren: Intertaces & ] o o
o Error 2017-04-1908:11:06  Policy Vickation: PSIRT Crit cisco-53-201.. Curent Conrfigurations. 8 o a a
@ Emror 2017-04-1903:11:06  Policy Viclation: PSIRT Crit cisco-sa-200, Current Carfigurations 1 o o o
@ Eror  2017-04-1908:41:08  Policy Vielgtion: PSIAT Crit csco-52-201.,, Currant Corfigurations 10 ] o o
@ Eror  2017-04-190811:08  Policy Vigiaien: PSIRT Oril cisce-$9-201... Current Cofiguraiors 2 (] o 0
@ emor 2017041005641 YLAN Topokgy Changs Current VLANS 3 o o o
4 waming 2017-04-191348:10  Cisco Buffer Misses High Current Devicas. 1 o o a
A Waming 2017-04-19133842  |rteriace Congesied Current Interfaces 4 2 o a
Page 1 of2| b | | Displeying 1-150f25 Updated at 2017-04-19 13:55:17

5. After selecting the PSIRT view, you will see the following:

Infoblox

Search.

~ Al Devicos (427)
(5 App Sarvers (18]
(5 IT Services (4)

[l NAME ONLY (146]

[ Network Management (3)
[ Matwork Panding 5)

50 Metwork wis SKMP (15)

(3 wios am

[ Routing (12)

[ Security {4)

3 Switching (18)

= = — ) UNKNOWN (146)
M Ftnes s g T < (& Workstations wio SNWP {34)
e gy ey ey e r—

@ Evor 2010413091108 Policy Violation PSIRT Gt caco-s.200.., Gurent " 1 o o o
@ Eror  2017-041909:11:08  Poicy Violation: PSIRT Crt csco-5a-201 .. Gurmont Corfigurations 8 ] ] ] |
@ Eror  2017-04190911:08  Polioy Violatio: PSIRT Cnt osco-5a-201... Cumont Configurations 2 ] 0 [ |
@ Emor 20170419 001108 Viglation: P(RT Gt ciscersa201... Current Configuations. 10 0 0 [ |
@ cemor 2017-04-19 13:26:10 Aolgtion: PSIRT High cisco-3a-20... Curment Configurations. 1 1 o []

Page 1 ofl| » | | Displaying1-50f5 Updated af 2017-04-19 13:55:17
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6. Click on one of the links to view the affected devices.

i Policy Violation: PSIRT Crit cisco-sa-20120328-pal
* Showing details for LabCore group

-cnmpomm: Configurations
Error

Correctness: -2.0
. Stability: 0o
Last Seen:  2017-04-18 09:11:08

1n Device Group I i riteaied ¥y s Wiy
| searen ‘Search, Views = Fhom | gy - 05 07 M b B A O

T S e g g ) o ey N e S
il Routing (123 1 A5 m Swich (6%) 1060012 5 4 1 o o Vaw 20170418 03:11:.08 Same
(3 Switching (11 S Anenor (95%) s 4 1 ¢ 0 oy  ®I7e19031108 Sama
Swaeh (39%) 5 e 1 0 0 170419001106 om0
Swch Router (35%) s o 0 20170419 0811 08 Same
Swch Rowior (85%) s 1 0 0 170418081108 Same
Swich Routor (395%) s a ' 0 o 2170419001108 Samo
Swich Rousar (995%) ‘ ' o 2017.041808:11.08 Sorma
Swch (@) N ' o 0 e 170410094106 Sams

Page|  latt #i | Displaying 1- 8ot & Updaiad at 20170419 14:08.05

1 e W same Mceoct Wl suppresses
7. Click on one of the View links under the Details column.
!‘E“fomp!"% z: {:nﬂnul?::l:.::‘ll:.‘y;na\ys!;

jees
Lost Chack: 20170440 140721

8. Scroll down the screen if necessary to view the error details. This screen shows the title of the PSIRT,
filter used to choose the device to evaluate, the remediation link, and the logic for evaluating the
filtered device.

Rule PSIRT cloco-sa-20120328-pal Rule §

Cisca |0 Softwate Command Autherization Bypass
Filtar:

ale:
L (devicevesdor patchas “Ciscs'| |

Error

Remediation:

Cogic-

9. Copy and paste the remediation URL. In this case it is:
http://tools.cisco.com/security/center/content/CiscoSecurityBundle/cisco-sa-20120328-bundle

10. Here is the result of the URL.:
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http://tools.cisco.com/security/center/content/CiscoSecurityBundle/cisco-sa-20120328-bundle
http://tools.cisco.com/security/center/content/CiscoSecurityBundle/cisco-sa-20120328-bundle

Worldwide change] ~ Welcome, | Account | LogOut | MyCisco
alraln

cIsco Products & Services How to Buy Training & Events Partners.

Home / Cisco Security / Security Advisories

Cisco Security
Cisco Security Advisories

Vulnerabilities  Filter By Product

Quick Search . X F
Advanced Search %
3
o
H
ADVISORY IMPACT CVE LAST UPDATED VERSION
€ All v Most Recent v
’ Q Cisco IOVS‘)(R Software Cisco Discovery Protocol Format String  High CVE-2020-3118 202006t 20 11
Vulnerability
isco We Te lient for Wi DLL Hijacki
> G Cisco t?!)ex ‘eams Client for Windows jacking  High CVE-2020-3535 2020 0ct 07 10
Vulnerability
> G Cisco Ide:nmy Services Engine Authorization Bypass 0 Hgh CVE-2020-3467 2020 0ct 07 0
Vulnerabilty

Cisco Video Surveillance 8000 Series IP Cameras Cisca

} G Discovery Protocol Remote Code Execution and Denial of @ High CVE-2020-3544 2020 Oct 07 1.0
Service Vulnerability
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11. From this screen, you can find out details of the vulnerability and fix for the vulnerability.

12. In addition, you can run a Policy Compliance Summary report to show the number of devices in a
device group that have vulnerabilities. Navigate to Reports - Report Gallery. Move the mouse pointer

to the Policy Compliance Summary report.

5 Compliance

150 17002

s report docaments
complance wih certai nework
aspecs althe KOTTORA05 |

pCt
Teis report decumnts
complance wihcertain network.
‘2specs of the Payment Card
Industry Data Securdy Sianant
Versbn 34

13. Click on the ‘Next’ link.

Policy Compliance Summary Report

Step 1 of 2: Select Time Variables and Device Groups

Date: o04/28/2017 |5

Period: Daily e

; Device Groups | Devices |
| |

| Search...

— g All Devices (416)
@ App Servers (16)
[ App Servers wio SNMP (0)
[ End of Support Devices (0}
[ IT Services (4)
[ IT Services wio SNMP (0)

.7 LabCore (11)

& NAME ONLY (143)

[ Network Low-Level (0)
@ Network Management (3)
[ Network Pending (5)
[ Network wia SNMP (15)
[ NIoS (35)

[ Optimizers (0)

[ Routing (12)

[ Security (4)

[ Security Control (0)
[ switching (18)

(7] UNKNOWN (138)

| net> || cacel

Policy Conpiance Detalls =i

This report prvides  detaled
st o al poicies amd policy
Lt e diiket

‘speciic reasons for policy
iclafors.

Palicy Compance PSIRT Report - Updated

- Summary
This repor s n veriew
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14. Select the PSIRTs that were used in the screen shot in step 1 as an example

Policy Compliance Summary Report

Step 2 of 2: Select Policles

Policies

PCIDSS 1.2105

PCIDSS2.0105

PCI DES 3.0 IOSINX-0S

PCI Policy

PSIRT Crit cisco-sa-20080610-snmpv3

@ PSIRT Crit cisco-sa-20120328-pai

@ PSIRT Crit cisco-sa-20140605-0panssi

@ PSIRT Crit cisco-sa-20170317-cmp
PSIRT High cisco-sa-20120328-ike
PSIRT High cisco-sa-20120328-smartinstall
PSIRT High cisco-sa-20120926-dhcpvE
PSIRT High cisco-sa-20120926-i0s-ips
PSIRT High cisco-sa-20120926-nat
PSIRT High cisco-sa-20130327-pt

PSIRT High cisco-sa-20130327-smartinstall
PSIRT High cisco-sa-20130925-cce
PSIRT High cisco-sa-20130925-dhcp
PSIRT High cisco-sa-20130925-ipvEvfr
PSIRT High cisco-sa-20130925-nat
PSIRT High cisco-sa-20130925-ntp
PSIRT High cisco-sa-20130925-rsvp
PSIRT High cisco-sa-20130925-wedge
PSIRT High cisco-sa-20140326-ikev2
BSIRT Hinh riern.as. 2014030 ine. aclunn

@

Selected Policies Clear

PSIRT Crit cisco-s2-20080610-snmpv3
PSIRT Crit cisca-sa-20120328-pai
PSIRT Crit cisco-sa-20140605-openssi
PSIRT Crit cisco-sa-20 170317-cmp

1

@
L+

: < Previous | | Run | Cancel

15. Click on the ‘Run’ button. The following screen appears. At the upper left of the screen, you
can choose to download the report in PDF, Excel, or MS Word in addition to printing the report.

b =

Showing page 1 of 3

di 4 b P Goto page: a

Date Range: 2017-04-19 00.00:00 to 2017-04-19 23.59:58
Bevice Groups: LabCore
Devices:

Policy Compliance Summary

Infoblox "z

CONTROL YOUR NETWORK

Policy Compliance By Device

Enor 40.00%

Warming: 0.00%
Unknavwn: D 00%

Pass: 60.00%.

PSIRT Gl cisco-5a-20080610-snmpw3
ermor,

Policy Compliance By Rule

o 0.00%
Enor 11113
Waming: 0.00%

Pass B8.50%. Unknowen: 0 00%

PSIRT G clsco-sa-20120328-pa1

pass ] 3
PSIAT Cril cisco-s-20140605-openss!

emorf 2

pass ] g
PSIRT Cril cisco-sa-20170317-mp

emor [ 10

pass ] 1
PSIAT High c:8c0-59-20120326-Ke

eror[Fj 1

pessfg] 10
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16. You can have the report scheduled to be sent out via email. Highlight the PSIRT Report and click on

the schedule button.

I_nl_u_t.ﬂ_o_x'.g- Doshboard  Metwork Anslysis  Notwork Explorsr  Cantig Manogomont et I

[RPRTN schodusd Rapors  Report Manage:

Configuration
Managament Summary
This report pravides

of the petwork devicss
spacific group crtaria

meary.

e syaimm is maraging
canéguratene

Default Credentials
Report

Thin regors sty nesanes dovicos

PSIRT Report - Updated

A mport of onty waays saues

Example: Issues for today =

= test
Repar: af e confgurstion
changas that have taken place
i the st 34 hours. {nly shows
[ Tm————

per e
Thia g doeumans
COMDHANED WA ORI RO
B4p6023 01 INa Payman Card
Ingusiry Daa Securty Standant
Vermen 3.0

" bast practions guiteanes for
Sarbanes-Ciery, HIPAA 20t
GLBA complance.

F— = Network Heatth
e This s o § R
et bbbt e e
o vk duoon o 8 e o o vees v 8 -
L) B e -

Policy Compliance Details
This opon provces § Qeale
01 s and posey
PSS, 8100 W\ ha didces
passing and fadling, and tha
apecitc masan for peiicy
aatians.

Wetwark Histary

i FBpON provces & summAy
e antrs

Ak QVOr A PRI 1
peciad

Policy Compliance
Summary

Trea rapert privides an avordenw
af iha peiicy comphsnce siatas
tar o puicion urd the n

aizas SgRInat which thay ars
dapioye

Network Performance
Tres repon provites & summery
af kay pertormance mavics for
QDU oF NBw: COVICH GVOT 8
ssreci tirs periax

17. Select the device group. Click Schedule.

Policy Compliance Summary Report

Period: Daily bt
| Device Groups  Devices
Search...
— G Al Devices (427)
(7 App Servers (16)
7 App Servers wio SNMP (0)
7 End of Suppert Devices (0}
(3 1T Services {4)
5 IT Services wio SNMP (0)

NAME ONLY (146)
Notwork Low-Level (0)
Network Management (3)
Network Pending (5)
Notwork wio SNMP (15)
NIOS (35)

Optimizers (0)

Routing (12)

Security (4)

Socurity Control (0}
Switching (18)
UNKNOWN (146)

NN BN ENEN e el el BN R RN

Step 1 of 4: Select Time Variables and Device Groups
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18. Select the PSIRT policies and click Next.

Policy Compliance Summary Report

Policies

® |B_6112 Med CVE-2016-8131
JN Crit CVE-2013-6618 PSIRT Crit cisco-sa-20080610-snmpv3
JN High CVE-2014-3818 PSIRT Crit cisco-sa-20120328-pai
JN Med CVE-2013-7313 PSIRT Crit cisco-sa-20140605-openss|
NSA 1.1¢10S PSIRT Crit cisco-sa-20170317-cmp
PCIDSS 1.2 108 PSIRT High cisco-sa-20120328-ike
PCIDSS 2.0 108
PCI DSS 3.0 IOS/NX-08
PCI Policy
@ PSIRT Crit cisco-sa-20080610-snmpv3
% PSIRT Crit cisco-sa-20120328-pai
& PSIRT Crit cisco-sa-20140605-openss|
® PSIRT Crit cisco-sa-20170317-cmp
@ PSIRT High cisco-sa-20120328-ike
PSIRT High cisco-sa-20120328-smartinstall
PSIRT High cisco-sa-20120926-dhcpvE
PSIRT High cisco-sa-20120926-i0s-ips
PSIRT High cisco-sa-20120926-nat
PSIRT High cisco-sa-20130327-pt
PSIRT High cisco-sa-20130327-smartinstall
PSIRT High cisco-sa-20130925-cce
PSIRT High cisco-sa-20130925-dhep
PSIRT High cisco-sa-20130925-ipvevfr
PSIRT High cisco-sa-20130825-nat

Selected Policies Clear

(4] .0

<Previous || MNext> || Cancel

19. Enter the email address, output format, recurrence pattern, execution time, and day of week.
Click Next.

Policy Compliance Summary Report

Select Report Scheduling
Repert Name: Policy Compliance Summary
To Emails: \ p.com ‘
To Users: |NetMRI Admin ()
dave signori ()
psirt psirt ()
support support (}
e £
Output Format: | paf b
Recurrence Pattern:  Weekly %
Execution Time:  6:00 AM b
= Sunday ] Tuesday ElTh ursday ] Saturday
Monday [=l wednesday [ Friday
< Previous Net> || Cancel
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20. Verify the settings are correct. Click Schedule.

Policy Compliance Summary Report 8

Step 4 of 4: Summary of Scheduled Report

Report Name: | Policy Compliance Summary
Date: | 04/19/2017
Period: | Daily
Device Groups: LabCore

Davices:
Policies: PSIRT Crit cisco-sa- pv3,PSIRT Crit ci 120328-pai, PSIRT Crit cisco-
5a-20140605-0penss],PSIRT Crit cisco-sa-20170317-cmp,PSIRT High cisco-sa-20120328- ke

To Emails: = management@xyzcorp.com.
To Users:

Schedule:  Weekly - Monday at 06:00 AM

< Previous || Schedule ||  Cancel

Device Life Cycle Management

After installation of the Empowered Networks’ Empowered Advisor, you can do the following to gather the
Life Cycle information on your devices. In this example, we are using the LabCore device group.

1. Navigate to Network Explorer — Inventory. Select the device group and then select All Devices.

THELat INFOBLOX_INTERNAL = T
INfODIOX 3= oasnbosrs  Network anaiysis [ERSECTSSRNR  conig management  Reports Qs e

Seloct Device Group »l8

= Search..

= @Al Davicos (427)

e o o irsers 56
- T Services (4)
B et coee e st et 23
& Devico Componanta m‘m Name. Typa Vender  Model 75 NAME ONLY (145)
gz:x Pl meng1 cors 6508 SwichRoue (99%)  Chco  cawsbs g Matuors :,.:;.:‘.;.. @
10.60.0.11 tme-3560-48-p2r3-25.m Swiich-Router (19%)  Cisco  caldS60xdd (5 Network wio SKMP (15)
1 2 Imo-3750-48-p4r1-22m  Swiich (86%) Cisco  catalysi7wxSiack (3 Nios (35)
437 putchen Swich (s0%) Closo  catiysomicsinck % o
1060334 comp3T5D Swich-Rower (33%)  Cisco  camiys:3hoStack 55 Switching (18)
10803053 stack2 acme com SwichRouter (99%)  Cisco ca20ocStack (5 UNKNOWN (146)
T a— Swhodw 99)  Caco  cadioStack (5 Wortatations wio SHMP (34)
106030254 SKO134c Swrich-Router (99%) Cisco catalystdToSiack
1060136 31 csco-pard-34 Swiich-Router (99%) Cisco  calalyst3560v2480s
1050182250  p4r3-31.kikptj-abs com Swiich (86%) Cisco  catlysi3TxxSiack
10.60.192 25 csco-part-29 Switch-Routor (39%) Caco  catmlyst37xxStack
Virtual Devices +
Interfaces +
08s +
Modeis * Page tlofL| » | | Displaying 1 - 11 of 11 Updated at 2017-04-19 15:42:22
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2. Click on the Views drop down menu and select EoX Lifecycle Announcements view.

Infoblox

Summares

Topology

Discovery

Dashboard  Network Analysis [EURSLSPESIN  Config Management  Reparts

‘Switch Forl Management

— G A Dovicas (427)
All Deviess 3 App Servors (16)
PR = T Sarvices (4)
) Intastnucture Dovices
=5 ievica Gomganams | 3 NAME ONLY (145)
g;":x IEP":':: 106001 core- 8508 Swichfouter (8%)  Cieto  calS08 Manage viows gmm’:ﬂm
060011 imo 38604802328 m  SwichRloutor (86%)  Clco  catlSeddd 5 Motwork wio SHMP (15)
1080012 Ime-aTS0BpAA-22m  Switch (88%) Cisco camlysi3Tostack [ nios (35
106003 3TS0-vian-patch.m Switch (9%} Gisto camiys3Toinck g ::::;‘(‘f
1080338 campa750 SwichRouter (99%)  Cito  calalysiSTeStack 5 Swhching (19
10603053 sack2 acme.com SwichRouar (899%)  Cisco  cafhocStack [ UNKNOWN (148)
06007 tesnswicn SwhRouEr (%) Caco  cazmessik [ Wrkatations wio sHUP (34
0EN3026:  SKOIHR SwichRodter (99%)  Chco  catalystIhodtack
080163 caopiEM SwichRouer (99%)  Cico  catalysi3Se0v2ddps
1060192250 p4rd3tKkplblobscom  Swwh (99%) Gioo  caialysidTedSiack
1080162250 cecopd-Z8 ) Ceco
Virtual Devices +
Interfaces +
ose +
Models 4 [ |Page 1ot » b Dplaying1-110f11 Updated at 2017-04-19 15:42:22

3. Here are the results. In this device group, all of the devices are end-of-sale. The end-of-sale date is
listed along with the end-of-support date. This information will allow you to plan a budget to replace the

affected switches.

5] nhasructure Devices.
] Oevien Comporerts
=] Gonracted Ere Hoats

Virtual Devices

PH

1m0-3560-28-5213-25 M
tene-3750-48-p4r1-22.m
m80aM
0EaM
WEOM IS SKO1IKC

S3TS0vian-patch m
compaTsy

cacopASIA
50 pard31 kkpiflabs com

cacopéri-28

] 1 0yicos - Eox Lifscycls Announcamants
Devices. =

[ryme

Swencn-Router (99%)
Swikh (28%)
Swich (#9%)
‘Swich-Router (38%)
‘Swncn-Routr (39%)
SwichRouter (38%)
Swich (58%)
Swhch-Routor (39%)

14 4 IPage 1ofi| » i |Dplaying1-80f8

it [

FrREEI Y

B ]
catalys3TSiads
catalysA TS Gk
catalys3TxStack
cataiyss3 hocac
casyeI5a0RAEn
catalysYPrsiack
catalys)TenSnce

EOX_Status (Devices)

&nd ot Saie
o of Sate
End of Sale
En of Safe
£ of Sate
0l of Sae
End of Sale
End of Suie

iews v Fiters | A

Ry e ———

20161030
2018-10-30
2018-10-30
2018-10-%0
201810-30
160514
201610-30
201810-30

20211031
2021031
20211031
20251031
202103
2021053t
20211031
2021-10:31

5 UNKNOWN (145)
[ Workstatians wio SNMP (34)

Updated at 3017-04-18 154433

©2017 Inc. All rights. reserved

20170418 15:47
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4. You can run a report on the end-of-life devices. Navigate to Reports - Report Gallery - Asset — List
EoX Cisco Devices.

!‘Ilfpb!ojg Dastboard  NetworkAnalysis  Network Expiorer  Config Management  IEET A # @

LUCLTNTUN  schedulsd Reports  Raport Marager

Add Custom Report || Import Custom Report |

Asset Inventory (Chassis Inventory - Discovery Status — Example: 100/ Half — Life Cycle Management
— This reportlists the devices ‘This ropost provides a fsting of This raport provides detais on Interfaces This report shows the Ifs cycle

masting speciic group critaria physical components of cavices ST network ciscavery status == Shaws al the 100MbDs - | Sreackdete

found {0 bo.on the rtwork p Tound on tha rework during & inariaces runring in haif upiax

duing 8 spocic im perioe,  Fem————s  gecifc fima poriod. mode

Managed Devices
‘This raport sumimarizes and lists

Virtual Asset Inventory
‘This raport fists the virusl

VLAN Interface Summary . VRF Configuration
This report pravides a summary Summary

.E List EoX Cisco Devices

ha network evicas mansges > devices contexts and mer hosts s £ ofall VLANS found 1o be on the This rapor Bt Ehe VRIF v
by the system dusing @ spacifc ‘NaMRI fourd on the neswork: = netwark during a specific time Hhidling
time pariod. ding a spocic time pericd = pociod
Run, Scheduie, Eaz,
Expon, Davets
= Change & Config
. Daily Canfig Changes = Change Audit Summary Config Change Audit Ry Config Change Audit - Config Diff - Test
Details = T eporprvides s sunmay Details — Summary
Fleport a1 the configuraion hdbin p Offhochangesmscetosgoup M BN WEWE oo s the o W s rapor provides m summary
ianges thst have takon plece SRR NN O ‘changas made to @ graus of af the:cor na
1110 128t 24 hours. (Only shows ~—— spuci: time poriod neHOrk Covicas over 3 speciic Qraup of neMwork devicss over a
e Running coniguration) = simespariod 2 spectc tme period

test
Fiaport ad the configuration

s nopoet at have takan place
of tha natwork dovices mesting in e kast 24 hours. (Orly shiows
sechic group critara for which #he Running configuration)

tha system is managing

5. Click on the Run button in the screen above. Select the device group and then click on the Run button.

List EoX Cisco Devices Report <]

Date:  |p4/19/2017 ([

Period
| Device Groups || Devices |

iSear\:h...
— g Al Devices (427)
& App Servars (16)
App Servars wio SNMP (0)
[ End of Suppert Davices (0)
IT Sorvices (4)
T Sarvices wio SNMP (0)
LabCors (11)
[l NAME ONLY (146)
‘[ Network Low-Level (0)
[ Network Management (3)
[ Network Pending (5}
Notwork wio SNMP (15)
NIOS (35)
Optimizors (0)
[ Routing (12}
[l Security (4)
Security Control (0)
[ Switching (18)
[ UNKNOWN (146)
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6. The following screen appears.

List EoX Cisco Devices

g
Date Range: 2017-04-18 00:00:00 to 2017-04-19 23:56:58 I n fOb I ox *:‘u

Device Groups: LabCore CONTROL YOUR NETWORK

Saarch.., Views * Fiters | A o |
Mams odsl Typs Vendor | SNMP SysLocation | EOX_Statum |E«u_¢_n-¢ g, |
ime-3750-48-pdr1-22.m catalyst3TxxSiack Switch isco End of Sale 2016-10-30 2021-10-31

Mo IBE04BPHILE M CarISEONAB Suitch-Router  Cisco ErdofSaln 20164030 20214034

PAS3keplpiabacom  cataystiTucStack  Swiich Ciaco EndolSale 20181030 20211031

SKOt340 camiystiPoSinck  Switch-Router  Cisco ErdoiSals  2016-10-30  2021-1031

comp3Tsn catslysIToGtck  SwichRower Cisco  Lab ErdotSsls 20181090 20211031

caco-part-28 camiaIPoSmck  Swich-Router Cisca ErdofSale 20161030  2021-10-31

caTsovan-patch.m camlyIPosiack  Swich Ccisca Erdoisale  Z0161090 20211091

Cisco EndofSale 20180514  2021-0531

7. This report can also be scheduled and sent to an email address on a periodic basis. Highlight the
List EoX Cisco Devices report and click on the Schedule button.

oo o Al#l 0

LU scracued Reports  Repon Marager

Add Custom Report | | Import ustom Report |
Asset Inventory == Chassis Inventory — Discavery Status Example: 100/ Half b Life Cycle Management
2 Gevices = This report provides detais on Interfaces Tris report shows the Ife cyc
meging speciic group crbara ‘physical componants of cavices narwark ciscovery staus. ‘Shows o e 100Mbos of aach dmice
10w 10 be- o the nework = Tound o the network during & intartaces runring in hai dupiex
during s spociic maperiod.  ESS=—= specic iima peiod. "
List EoX Cisco Devices Managed Devices E Virtual Asset Tnventory VLAN Interface SUMmary g VRF Confiquration
~ Thismpodsummarzes andists T - - - = Thismport lists tha vitusl s o dos @ summary Summary
ovcss contaxts ard e hoats of a1 VLANS found 0 55 0a the R —
NN fourd on the Ratwork netwark during a specifc tima Hidsng
during  spacific time period
Daily Config Changes Change Audit Summary Config Change Audit Config Change Audit - Config Diff - Test
Detals This roport provides a summary . Details o Summary
‘Repor a1 the corfiguration wdbminan, s Offhechagesmadaipagoue e = Thia repor sts the contig - = This capnt provides a summary
‘hanges at have taken oiace of nerwark devices over mads ioa
17w tast 24 hours. (Ordy shows —— spectc time period. natwork Sovicas over 3 spectie toup of neSwr dovices vt a
e Running eonfguration) = s period pecte tira porod
est
Raport a8 the corfiguration
‘enanges Mat have laken place
= — e e in e fast 24 hours. (Oriy shows
spectic group crara for which the Runving configuration)
he sysiom is maraging
e
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8. Select the Device Group and click Next.

Step 1 of 3: Select Time Variables and Device Groups

i Device Groups : Devices !

| Search...

— g All Devices (427)
@ App Servers (16)
[ App Servers wio SNMP (0)
ﬁ‘ End of Support Devices ()
[ IT Services (4)
[ IT Services wio SNMP (0)
[Z NAME ONLY (146)
[ Network Low-Level (0)
@ Network Management (3)
[ Network Pending (5)
[ Network wio SNMP (15}
[ NIOS (35)
[Z) Optimizers (0)
[ Routing (12)
[ Security (4)
[ Security Control (0)
[@ switching (18)
(7] UNKNOWN (146)

| Next > Cancel

9. Type in the email address and select the recurrence pattern, execution time, and day. Click Next.

Report Name: List EoX Cisco Devices
To Emails: | management@xyzcorp.com

To Users: |NetMRI Admin ()
|dave signori ()

|psirt psirt ()
support support ()
lbnatnn e
Recurrence Pattern: | Weekly I~
Execution Time: | 6:00 AM >
(] Sunday El Tuesday (] Thursday = Saturday
Monday [ wednescay [l Friday

| <Previous || Mext> | Cancel
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10. Verify the settings are correct. Click Schedule.

Step 3 of 3: Summary of Scheduled Report

Report Name: | List EoX Cisco Devices
Date:  04/19/2017
Period: | Daily
Device Groups: LabCore

Devices:

To Emails:  management@xyzcorp.com
To Users:
Schedule:  Weekly - Monday at 06:00 AM

<Previous || Schedule || Cancel |
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