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Introduction

Cisco Firepower Management Center manages the following Cisco network security solutions:
e Firepower Next-Generation Firewall
e Firepower Next-Generation IPS
e ASAwith Firepower Services
e Firepower Threat Defense for ISR
e Advanced Malware Protection (AMP) for Networks

A_Cisco Firepower Management Center feature, Threat Intelligence Director, ingests third-party threat
feeds and correlates enriched observations from Cisco security solutions to detect and alert on security
incidents. By converting intelligence into actionable indicators of compromise, you can block or monitor
more threats, reduce the number of alerts you must review, and improve your overall security posture.

This deployment guide shows you how to upload the Infoblox BloxOne Threat Defense TIDE indicators into
Cisco Firewall Management Center.

Requirements
e Access to Infoblox Cloud Services Portal TIDE (Threat Intelligence Data Exchange).
e Cisco Firepower Management Center version 7.2.1 or above.
BloxOne TD Instructions
1. Logintothe csp.infoblox.com website to acquire a Service APl key to access the threat indicators.

2. Navigate to Administration — User Access.

infoblox. 2

Dashboard |

Manage &, Dashboards | Sec

Policies

Reports
Rollup Summary

Research

Administration

License Entitlements

Tags

User Access

Credentials
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https://www.cisco.com/c/en/us/products/security/firesight-management-center/index.html?stickynav=1

3. Under Users tab, click on Create, this opens the Create User window. Input the following:

o Name: Input a name for this user.

o Type: Select Service in the dropdown menu.

o Auvailable User Groups: In this section, select the appropriate user group/s which will inherit the

permissions and roles to this service user. Click Save and Close.

Create User

“Name demo_service_user

Type Service

Email

AVAILABLE USER GROUPS » | SELECTED USERGROUPS iy
Ib-adi-aamin ]
ib-td-user X
ib-td-admin ®
ib-ddi-user ®
ib-trusted-partner [©)
act_admin ©]
4. Click onthe Service API Keys tab.
lnfObIOX Q Users  Roles  User Groups  Access Policies  Service APl Keys

Dashboard

Manage Enable Disable Delete

Policies

ID ~ NAME STATE

Reports

5. Click on Create. Type in a name, select the Service User you created earlier and select an expiration

date. Click Save and Close.

Create Service APl Key

*Name Key_for_demo

*Service User demo_service_user

Expires at 08/31/23 12:06 pm
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6. Copythe APl key and save it to a file. This will be your only time that you can do so.

APl Access Key Generated

Please copy this API Key as this is the only time you are able to view it.

7. You are now ready to create the URL to download the IOCs that you request. Navigate to
Research — Active Indicators.

infoblox. 2
Dashboard
Manage Filter Apply Filter Export v Generate API Request
Policies
Reports .
INDICATOR DATATYPE THREAT CLASS DETECTED DATA PROVIDER THREAT
Research Data Type
Dossier Selectall Clear hrebishtek.com HOST UncategorizedThreat 2023-07-17T11:23:00000Z  AISCOMM 80
Active Indicators Email
Resources Hash 122 beréviyb.com HOST UncategorizedThreat 2023-07-17T11:23:00000Z  AISCOMM 80
Threat Lab Host
Administration I3 8,3¢ nitutdra.com HOST UncategorizedThreat 2023-07-17T11:23:00000Z  AISCOMM 80
URL 139,1
guerdofest.com HOST UncategorizedThreat 2023-07-17T11:23:00000Z  AISCOMM 80
Threat Class/Property
Selectall Clear secretsdump.py HOST UncategorizedThreat 2023-07-17T11:23:00000Z  AISCOMM 80
» APT 546
» Bot ecorfan.org HOST UncategorizedThreat 2023-07-17T11:23:00000Z  AISCOMM 80
» CompromisedDomain
compromisedhost.cicar.network HOST CompromisedHost 2017-07-24T17:22:40.053Z  AISCOMM 100
» CompromisedHost
» Cryptocurrency fuanshizmo.com HOST UncategorizedThreat 2023-07-17T11:23:00000Z  AISCOMM 80

+ Show more

8. Clear all of the check marks and then check the items that you want and then click on Apply Filter.
For example, select URL.

infoblox. 2
Dashboard
Manage Filter “Apply Filter Export v Generate API Request
Policies
Report:
Sns INDICATOR DATATYPE THREAT CLASS DETECTED DATA PROVIDER THREAT
Research Data Type
iesshias selectall Clear Ihltps//imsagcntcspc/dgrm,’ URL UncategorizedThreat 2023-07-17T11:23:00.000Z  AISCOMM 80
Active Indicators Email (
Resources Hash 1 https://ecorfan.org/base/sj/docu URL UncategorizedThreat 2023-07-17T11:23:00.000Z  AISCOMM 80
ThreatLab Host 63.930)
Administration I3 28,367 https://nomoresense.com/check URL UncategorizedThreat 2023-07-17T11:23:00.000Z  AISCOMM 80
URL
https://berévjyb.com/dnsphp  URL UncategorizedThreat 2023-07-17T11:23:00.000Z  AISCOMM 80
Threat Class/Property
selectal https://snowboardspecs.com/nar URL UncategorizedThreat 2023-07-17T11:23:00.000Z  AISCOMM 80
» APT
) Bot . https://hrcbishtek.com/%7B5  URL UncategorizedThreat 2023-07-17T11:23:00.000Z  AISCOMM 80
» CompromisedDomain
https://www.meditimespharma. URL UncategorizedThreat 2023-07-17T11:23:00.000Z  AISCOMM 80
» CompromisedHost 5
» Cryptocurrency 7 https://corporacionhardsoft.com URL UncategorizedThreat 2023-07-17T11:23:00000Z  AISCOMM 80

+ Show more
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9. Click on Generate API Request. This button will show you the basis of the APl URL that you will
add to the sources in Cisco Firewall Management Center. The screenshot below is an example.

Generate API Request

curl -X GET -H "Authorization: Token token=<API_KEY>" "https://csp.infoblox.com/tide/api/data/threats?type=url"

10. Take the segment starting with HTTPS and do the following:

o https://<Service APl Key>@csp.infoblox.com/tide/api/data/state/threats?type=url&rlimit=<# of

10Cs>&data_format=STIX

o Intheline above in bold, you add the service APl key that was previously generated, the state

parameter which provides the IOCs that are currently active, the number of IOCs, and the data

format which is STIX.

Cisco Firepower Instructions

1. Logintothe Cisco Firewall Management Center.

[ Firewall Management Center

b Do Overview  Analysis  Policies ~ Devices  Objects Integration Deploy Q @ %* @ adminv
rview / Dashboards / Dashboarc

Summary Dashboard s dashieeca)

Provides a summary of activity on the appliance

Network X Threats Intrusion Events Status Geolocation QoS Show the Last 1 hour

&% SECURE

Reporting

Add Widgets

2. Click on Integration — Intelligence — Sources.

i Firewall Managemsr]} 9emer Oveniew  Analysis  Policies  Devices  Objects Integration Deploy O @ & @ adminv

\ite' SECURE

3. Click onthe ‘+’ button on the right side of the screen to add a source. Select delivery type of URL.
Add the URL that was created in step 9. Here is an example:

o https://<service api key>
@csp.infoblox.com/tide/api/data/threats/state?type=url&rlimit=100&data_format=stix

o This URL will access 100 URL IOCs and output them in STIX format.
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o Input the username of the api key.
o The password is the service api key.
o Input a name of the feed.

o Optionally, input a description.

o Input an update interval. This tells Firewall Management Center how often to query
csp.infoblox.com for updates.

o Click ‘Save'.

Add Source ® X

DELIVERY | TAXII URL Upload

TYPE STIX v

URL* | ‘oblox.com/tide/api/data/threats/state?type =url&rlimit=100&data_format={sfik
SSL Settings v

USERNAME | apikey

PASSWORD

®

NAME* | URL

DESCRIPTION | URL feed

ACTION
UPDATE EVERY (MINUTES) | 1440 D Never Update

TTL (DAYS) | 20

PUBLISH @)
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4. Refresh the Sources screen and click on the status for results of the download.

Firewall Management Center ;
| 9 Overview Analysis Policies Devices Objects Integration Depoy Q @ 3¢ @ adminv i
ntegration / Intelligence / Sources
Scinces Status Message  Operation completed successfully
LastUpdated 2 minutes ago
Q Next Update in 23 hours C| 1Souce
0 0 0 Total Indicators 100
Indicators Last Update
uR STIX URL " Consumed 100 @ Completed
arded o
Observables Last Update
Consumed
Unsupported
Invalid
Firewall Management Center 5 .
o 9 § Overview Analysis Policies Devices Objects Integration Deploy Q @ 3t @ adminv gl
Integratic < urces
Observables
Q C' 100 Gbservables
4 Type Value Indicators. Action Publish ¥ Updated At + Expires
URL isti; 1 © Monitor - « Nov 15, 2022 2:37 PM EST Feb 13, 2023 2:37 PM EST
URL po- i Dt i seuzt 1 © Moritor - - Nov 15, 2022 2:37 PM EST Feb 13, 2023 2:37 PM EST
URL 2 i i 1ds] 1 © Monitor - [ @ Nov 15, 2022 2:37 PM EST Feb 13,2023 2:37 PMEST
URL load.cofry.comiuwurapple.comfnz) 1 © Mornitor - -« Nov 15, 2022 2:37 PM EST Feb 13,2023 2:37 PMEST
URL i i g i i 1 © Monitor + « Nov 15, 2022 2:37 PM EST Feb 13,2023, 2:37 PMEST
URL Iaby b, 1 © Monitor - « Nov 15, 2022 237 PM EST Feb 13,2023 2:37 PMEST
URL Hoydsbank security-personal- devices.com/Login.php/ 1 © Monitor = « Nov 15, 2022 2:37 PM EST Feb 13,2023 2:37 PMEST
URL Jemi i el 1 © Monitor - « Nav 15, 2022 237 PM EST Feb 13,2023 2:37 PMEST
URL www.isupport.com-w3t.co/i/sing/HAQj/ 1 © Monitor - Nov 15, 2022 2:37 PM EST Feb 13, 2023 2:37 PM EST
URL ‘oneyog.comiwp-adminjusr/afer2/ 1 © Monitor -« Nov 15, 2022 2:37 PM EST Feb 13,2023 2:37 PMEST
URL i Pelie q i i 1 © Monitor ~ [ ¢ Nov 15, 2022 2:37 PM EST Feb 13, 2023 2:37 PM EST
URL servi inflogi 1%262497/ 1 © Monitor + « Nov 15, 2022 2:37 PM EST Feb 13,2023, 2:37 PMEST
URL ical-all i 1 © Monitor - « Nov 15, 2022 237 PM EST Feb 13,2023 2:37 PMEST
URL i i i 1762206628/ 1 © Monitor » [ ¢ Nov 16, 2022 2:37 PM EST Feb 13,2023 2:37 PM EST
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infOblox Infoblox unites networking and security to deliver unmatched performance and
protection. Trusted by Fortune 100 companies and emerging innovators, we
provide real-time visibility and control over who and what connects to your
network, so your organization runs faster and stops threats earlier.

Corporate Headquarters

2390 Mission College Blvd, Ste. 501
Santa Clara, CA 95054
+1.408.986.4000
www.infoblox.com
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