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INTRODUCTION

As organizations scale across hybrid and multi-cloud environments—spanning on-premises
data centers, public cloud platforms like AWS, Azure and Google Cloud , as well as private
cloud infrastructure—maintaining accurate and current asset visibility becomes more vital
than ever. A reliable and authoritative asset inventory plays a key role not only in streamlining
IT operations, but also in supporting governance, compliance and audit readiness.

Infoblox Universal Asset Insights™, a powerful product within the Infoblox Universal DDI™
Product Suite, automates the discovery and analysis of assets across major public clouds,
on-premises networks and third-party solutions, such as CrowdStrike and ServiceNow,
providing detailed and near-real-time visibility into network assets, giving organizations a
unified, accurate view of all their IT assets. Universal Asset Insights addresses the above
challenge by eliminating silos and data inconsistencies, offering a single source for unified
assets across environments.

CrowdStrike is a leading cybersecurity platform that provides endpoint detection and
response (EDR), threat intelligence and proactive threat hunting using the Falcon agent.
It continuously monitors and records endpoint activity, enabling rapid threat detection,
investigation and remediation with deep security insights.

Universal Asset Insights integrates with CrowdStrike in a hybrid, multi-cloud environment to
deliver the best of both platforms. This integration consolidates asset discovery into a unified
view, enriching asset data with near—real-time endpoint intelligence from CrowdStrike. As a
result, organizations gain comprehensive visibility across cloud, on-premises and security
domains—all through one centralized pane of glass.

CROWDSTRIKE INTEGRATION

Universal Asset Insights integrates seamlessly with CrowdStrike Falcon through a secure,
API-based connection, easily configured within the Infoblox Cloud Services Portal. This
integration enables Universal Asset Insights to retrieve near—real-time endpoint metadata
from CrowdStrike, enriching its unified asset inventory with valuable security context. By
integrating with CrowdStrike, Universal Asset Insights provides deeper visibility into endpoint
behavior and status across hybrid and multi-cloud environments, helping IT and security
teams make more informed operational decisions. The integration leverages CrowdStrike API
endpoints to retrieve device identifiers and detailed device metadata, including device names,
operating system types, IP addresses, MAC addresses and more as described in the Type of
Assets Discovered section below.

This data is further passed through a normalization and consolidation process—where it is
reconciled with asset data gathered from on-site environments, cloud platforms and other
sources, including ServiceNow.

Furthermore, the assets are unified and presented under asset inventory, visible within the
Assets Workspace under the Monitor section in the Infoblox Portal.

Type of Assets Discovered

Through its integration with CrowdStrike, Infoblox Universal Asset Insights discovers a wide
range of devices, primarily focused on workstations, servers and domain controllers (DNS).
This includes physical and virtual machines across on-premises infrastructure and public
cloud environments, such as Azure, AWS and Google Cloud. For each discovered device,

the integration shows a rich set of metadata, including device hostname, vendor, region, IP
address, management address, model, serial number, MAC address and operating system. It
also records discovery time stamps (first seen and last seen) and maintains a historical record
of IP address assignments with associated date ranges, offering valuable lifecycle insights.
Deeper security context is available when matching DNS and DHCP data, provided from
Infoblox Universal DDI. This includes identifying the DHCP fingerprint of a device, verifying its
DNS registration status and more.




DEPLOYMENT GUIDE: INFOBLOX UNIVERSAL ASSET INSIGHTS™

CROWDSTRIKE INTEGRATION

infoblox.

KEY CAPABILITIES

Rich Unified Asset Inventory

CrowdStrike provides rich endpoint-level intelligence that complements infrastructure asset
data. By integrating this data into the Universal Asset Insights platform, organizations can get
greater visibility of device health, status and ownership, bringing endpoint awareness into

the broader unified asset inventory where assets information is presented normalized and
presented together from different sources, such as public cloud platforms, on-premises data
centers and other third-party vendors, such as ServiceNow.

Cross-Validation of Assets Records

By correlating CrowdStrike telemetry with network and cloud assets, Infoblox Universal Asset
Insights enables security and operations teams to identify endpoints that are vulnerable,
non-compliant or operating outside of policy. This integration also helps uncover devices that
are present in the environment but may not have CrowdStrike agents installed or may not be
visible via other discovery sources, enabling security teams to take necessary actions.

With such rich data side by side in a single pane of glass, ITSM, SecOps and CloudOps teams
can collaborate more effectively, ensuring accurate ownership attribution, prioritizing high-risk
devices and improving the fidelity of compliance and vulnerability reports.

DISCOVERY JOB: PERMISSIONS REQUIRED AND CONFIGURATION ANALYSIS

PERMISSIONS REQUIRED FOR CROWDSTRIKE

Before configuring the discovery job, please ensure that you have appropriate access to
CrowdStrike. This includes having the Hosts Read permission, which is required for the
Infoblox Portal to successfully connect to CrowdStrike and retrieve device data. In addition
to the Hosts Read permission, valid API credentials (CLIENT_ID and CLIENT_SECRET)

are needed. These credentials are used to obtain an OAuth token, which is then used in
subseguent API calls to fetch device data and device details. Without the correct access, the
discovery job may fail to authenticate or retrieve data, leading to incomplete or inaccurate
asset visibility.

CONFIGURE CROWDSTRIKE DISCOVERY JOB IN INFOBLOX PORTAL
Configuring a discovery job to integrate Infoblox Universal Asset Insights with CrowdStrike
involves setting up a secure connection. This setup is done through the Infoblox Portal on the
Configure -> Networking -> Discovery -> Third Party page.

General

General Section

1. Log into the Infoblox Portal with an administrator account.
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2. Navigate to Configure -> Networking -> Discovery.

oo
oo
Monitor

o

Configure
Configure

~ Networking
IPAM/DHCP
IPAM Realms
DNS
Anycast
NTP

~

Discovery

3. Click on Third Party -> Create -> CrowdStrike.

oo Configure / Networking / Discovery

Monitor

o

Configure

On-Prem Cloud Third Party

Edit Enable Disable Delete

Crowdstrike

ServiceNow <

State: Change the discovery job state to Enabled (it is in Disabled state by default).
Name: Assign a name to the discovery job.

Description: This is optional. Write an appropriate description for this job.

N o o »

Credential: Click on Select and from the drop-down, click on New Credential.

Create Discovery Job State @ Enatied
Configuration - Crowdstrike

Credential Section

1. Provide the Credential Name and Credential Description.

2. Tags are optional. Click Next.

A News Credentis

Edit
CrowdStrike_Discovery_Job

infoblox.
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3. Under the THIRD-PARTY CREDENTIALS section, provide the Access key ID, Secret
Access key and click Next. A Temporary Session Token is not mandatory so you can leave
this blank.

Edit
CrowdStrike_Discovery_Job

Credential Summary Section
1. Review the credentials summary and click Save.

Note: This will return you to the General section, where you can select the credentials you just created. Select the
credentials and click Next.

Edit
CrowdStrike_Discovery_Job

Name

» General

Credential

Other Settings

1. TIMER SETTING -> Interval: Select Auto or create a schedule from the DISCOVERY
SCHEDULE section for a Manual interval.

Edit TIMERSETTING
Crowdstrike_Discovery_ob

© Gencrsi DiscovERY scHEDULE

3 Dther Settings

2. Click Next. Review the summary and click Save & Close.

Create Discovery Job

i ; General Inf
Configuration - Crowdstrike eneral Info

State Enabled
Name CrowdStrike Discovery Job
© General Description Discovery Job for CrowdStrike Integration
@ Other Settings
#= Summary Credential CrowdStrike Discovery Job Credentials

Other Settings
Interval Auto

Discovery Schedule 0@

infoblox.
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VIEW THE DISCOVERED DATA IN ASSET INVENTORY

Once the discovery job is created and sync is successful, follow these steps to view the
discovered data under Asset Inventory.

1. Click on Monitor, which will take you to the Assets Workspace by default.

2. Click on the ellipses and select Managed Assets.

= [me——
® Zombie Assets Unregistered Assets 1P Utilzation
357 39.4K 0% o
Rssets by Classiication 960 Tota Assts: Assets by Type A8 Tt Assess Rssets with Missing Recards

3. The Devices drop-down will open. Select All.

v Devices =

All
Devices
Network

Services

4, Click on the Filter button and select the Provider as CrowdStrike. Click Apply.

Monitor / Assets
Asset Inventory

Provider =  Crowdstrike x

5. This will display the Asset Inventory for CrowdStrike assets. You can enhance the view by
adding additional columns, like Model and Category, to gain deeper insights.

Asset Inventory

Provider = Crowdstrike

Hame Vendor Location Type 1P Address Last Seen Provider Model Category m w
Columns
FED-2LNWHQ3 Dell inc. Crowdstrike: unkn...  Workstation 172.20.144.1 1d+ Crawdstrike Latitude 5420 Devices
B Name
18-D096IT3 Dellinc. Crowdstrike: unkn...  Workstation 17225961 1 Crowdstrike Latitude 7430 Devices. 18 vendor
Location
1B-LQGIIPGATW  Applelnc. Crowdsteike: unkn...  Workstation 100,601 10+ Crowdstrike Mac15,11 Devices.
B P Address
1B-CO2FQIQYMD..  Appielnc. Crowdstrike: unkn... Workstation 1009516132 «1..  1dv Crawdstrike MxcBookProl6,1  Devices B st 5een
1B Provider
IB-RISIVKIOFS  Appielne Crowds Workstation 1012025132 +1..  1d+ Crowdstrike MacBookPro182  Devices
First Seen
DESKTOP-44ATIK  Dellinc. Crowdstrike: unkn...  Workstation 172.30.160.1 1a+ Crawdstrike Latitude 7440 Devices Location Type
& Model
IB-GOADPXSVC2  Applelnc Crowdstrike: unkn...  Workstation 10.120250.233 1d+ Crawdstrike Mac15,11 Devices MAC Address
Region
18-CO2G2326MO...  AppleInc. Crowdstrike: unkn...  Workstation 192.168.13 11 1d+ Crowdstrike MacBookProl6.1  Devices Cloud Account ID
18 Category
1B-BQYHDA4 DellInc. Crowdstrike: unkn... Workstation 17224961 1d+ Crawdstrike Laticude 7450 Devices Operating System
DHCP Fingerprint
TRV-1YXM114 DellInc. Crowdstrike: unkn...  Workstation 172241601 10+ Crowdstrike Latitude 7440 Devices gl
Classification
IG-HIXIOGIMIH  Applelne. Crowdsteike unkn...  Workstation 1921680102 +1..  1dv Crowdstrike MacBookProl81  Devices

6. Click on any individual asset in the Asset Inventory to view detailed information collected
during the discovery process.

infoblox.
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The Overview tab displays key asset attributes such as vendor name, region, IP and
management addresses, model and serial number, MAC address, operating system and
discovery details—including first seen and last seen time stamps—along with other metadata
retrieved from CrowdStrike.

The History tab provides a timeline of discovery events with each |IP address it was associated
with and the changes to it over time.

FED-2LNWHQ3 FED-2LNWHQ3
OnPrem Device OnPrem Device
Overview History Overview History
v
~ GENERAL DETAILS o
Vendor Region IP Address Date Range
Dell Ine. Unknown 17220.144.1 Apr 30, 2025, 20:30:32 -Apr
30,2025, 20:30:32
IP Address Management Address
172.20.144.1 192.168.50.24/32
Model Serial Number IP Address Date Range
Latitude 5420 2Inwhg3 172.20.144.1 Apr 9,2025, 12:30:14 -Apr
23,2025,00:30:14
MAC Address Operating System
00:15:5d:09:b2:d1 Windows Windows 11
DHCP Fingerprint Type IP Address Date Range
N/A Workstation 192.168.50.24 Apr 15,2025, 12:30:20 -Apr
23,2025, 00:30:14
Registration Status Provider
N/A Crowdstrike
Managed IP Address Date Range
True 192.168.50.244 Apr 11, 2025, 12:30:23 -Apr

23,2025, 00:30:14

~ DISCOVERY INFORMATION

Last Seen First Seen IP Address Date Range
192.168.50.244 Apr 30, 2025, 20:30:32 -Apr

Apr 30 2025, 08:30 pm Apr 09 2025, 12:30 pm G bipe an At

Source

Crowdstrike

This information helps you gain a deeper understanding of the asset’s characteristics and how
it has changed over time within your environment.

infoblox.
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