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Introduction

This deployment guide demonstrates how to incorporate TIDE feeds into a MISP instance.

Infoblox Threat Intelligence Data Exchange (TIDE) leverages highly accurate machine -readable threat
intelligence (MRTI) data to aggregate and selectively distribute data across a broad range of security
infrastructure. The threat intelligence team curates, normalizes, and refines the high-quality threat data to
minimize false positives. Our threat feeds begin with information gained from native investigations and
harvesting techniques. We then combine them with verified and observed data from trusted partners
including government agencies, academics, several premier Internet infrastructure providers, and law
enforcement. The result is a highly refined feed with a low historical false-positive rate.

The MISP threat sharing platform is a free and open-source software for gathering, sharing, storing and
correlating Indicators of Compromise of targeted attacks, threat intelligence, financial fraud information,
vulnerability information or counter-terrorism information.

Requirements
The following items are required to incorporate the Infoblox TIDE feeds into MISP:

e Access to an Infoblox BloxOne Threat Defense Advanced subscription

e Access toa MISP instance

Tested Hardware & Software
e MISP version 2.4.130 installed on an Ubuntu 18.04 Virtual Machine

Deployment Summary
1. Retrieve your BloxOne Threat Defense Advanced API key from the Cloud Services Portal.
2. Observe TIDE filters offered by Infoblox and retrieve API call.
3. Configure MISP to connect to the Infoblox Cloud Services Portal and download TIDE feeds.

4. Demonstrate functionality of MISP with TIDE.
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Deployment Instructions

CSP API Key Retrieval

You will need a BloxOne Threat Defense Advanced APl key to pull the TIDE feeds viathe REST API in MISP.
You can access this key through the Cloud Services Portal (CSP). APl keys are unique identifiers found in
many applications to both identify the application making the API calls and verify the application making
the calls has access to do so.

To access your APl key:

1. Logintothe CSP at https://csp.infoblox.com.

2. Upon logging in, hover over your username in the bottom-left corner and select User Profile.

User Profile
Infoblox TME Sign Out

User Agreeme...

Help

Recycle Bin

3. Navigate to the User API Keys tab. Click Create to create a new API Key.

User Preferences User APl Keys Motifications

Enable Disable Delete
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4. Inthe Create User API Key dialog box, input a Name and an expiration date for the API Key.

Create User APl Key

Example-Key

Expires at 01/09/2307:57 am

Cancel Save & Close

5. Click Save & Close to confirm the creation of the APl Key.

6. A dialog box containing the new API Key will be shown. Click Copy to copy your API key to your
clipboard. Paste it somewhere you can easily access and then copy from later, such as Notepad.

API Access Key Generated
Please copy this API Key as this is the only time you are able toview it

4, - 1

Close
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TIDE Feed Filters

Infoblox TIDE provides many filters to choose from depending on your needs. This section of the demo
shows you an overview of the filters and how to retrieve the appropriate API call to grab these feeds in

MISP based on the desired filters.

1. Inthe left side menu of the CSP, navigate to Research — Active Indicators.

infoblox. £

Dashboard

Manage X Dashboards | Security
Policies

Reports

CTIVITY

Indicators

Threat Lab

[_] IMPACTED DEVICES

0

Devices with Threat Activity

™ ENDPOINT THREAT ACTIVITY

800

0

BloxOne Endpoints with Threat Activity
ACTION TAKEN

0 0

Total Blocked Allowed/Logged

T} DNSFIREWALL ACTIVITY

0 0 0 0

Total Events 0% High

% THREAT ACTIVITY

0

Unique Threat Indicators

™ DATA EXFILTRATION INCIDENTS

600

0

Total Incidents
/L\ HIGH SEVERITY EVENTS NOT BLOCKED

0

High Threats not Blocked

2. Here you can see all active threat indicators based on Infoblox TIDE research. There are millions of
indicators, so let’s focus on incorporating only Host data types in the Phishing threat class.

a. Under DATA TYPE, click Clear to deselect each checkbox.

b. Select Host.

Data Type

Select all
Email
Hash

Host
IP
URL

Clear

(4)

(8,294)
(19,574,291)
(143,124)
(240,667)
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c. Under THREAT CLASS/PROPERTY, click Clear to deselect each checkbox.
d. Click Show more.

e. Select Phishing.

Threat Class/Property
Select all Clear
» APT (8,213)
» Bot (5)
» CompromisedDomain (2)
» CompromisedHost (9)
» Cryptocurrency (1,988)
» DNSTunnel (6)
» ExploitKit (1,070)
Threat Class/Property
» ICS (1)
Select all Clear » lllegalContent (11)
»
» APT (8,2 13) InternetInfrastructure(57,150)
» MaliciousNameserver (64)
» Bot (5) » MalwareC2 (10,972)
C icedH 9 » MalwareDownload (444,900)
[ 2
ompromisedHost (9) b Parked (2,466)
» Cryptocurrency (1,988) » Phishing (807,900)
» Policy (2,603,870)
+ Show more
» Proxy (5,059)

f. Click Apply Filter at the top. Now you will only see Host data types of the Phishing class

listed.

infoblox 2

Dashboard

Manage Filter Apply Filter Export - Generate APl Request

Policies

R t

eports INDICATOR DATATYPE

Research Data Type
Dossier Select all Clear | conﬁg—panel frge io HOST
Active Indicators Email (4)
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Click Generate API Request to view the APl request you will need to copy into MISP to grab this
data. The necessary request is highlighted in blue below. Copy and paste it somewhere you can
easily copy from later, such as Notepad. Click OK to close the popup.

Exp... = Generate APl Request

1Generate API Request r

informacyjnyportal.cal24... HOST Phishing Phishing_Generic 2020-09-047

Limitations

There are several limitations to note when importing feeds into MISP.

1.

Importing millions of records from TIDE into MISP can take a very long time, potentially hours or
even days on low end systems. It is highly recommended to use filters in your API calls, such as an
rlimit=100000 to reduce import time.

Importing multiple datatypes in the same feed can cause problems, including 400 errors returned
by MISP. It is highly recommended to import one datatype (host, url, ip, hash or email) at a time
within the same feed. If you want to use multiple datatypes, you can create multiple feeds in MISP
that return each datatype, or use the fields= parameter in the TIDE call to return only one domain
field from each datatype. This is due to the TIDE API returning different fields between datatypes.
For example, hashes and ips do not have a ‘domain’ field like URLs, emails and hosts do; or that URLs
contain an extra ‘url’ field for which the other types do not.

MISP has an easier time importing CSV over JSON. When using CSV, MISP parses the actual
domains/hosts better without the extra characters returned by JSON. To return CSV, use the
data_format=csv parameter in the TIDE call.
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MISP Configuration

This section shows how to connect MISP to the Infoblox TIDE feeds.

1. Navigate to Sync Actions — List Feeds.

172.0.0101

< C A Notsecure

Global Actions

Galaxies Input Filters

Home Event Actions

List Events Import Server Settings

Add Event EventS List Servers

REST client 2 3 4 5 | Search Feed Caches 12 13
List SightingDB Connections

List Attributes n Add SightingDB Connection

Search Attributes (] Published Creator org Owner ¢ List Communities
Event D translator

View Proposals RS ORGNAME ORGNAWE 1202

Events with proposals

View delegation requests % ORGMNAME ORGNAME 1201

Audit

Administration

Sync Actions

2. Click Add Feed in the left menu.

List Feeds

Feeds

Search Feed Caches

Add Feed Generate feed lookup caches or fetch feed data (enabled feeds only)

Import Feeds from JSON
Feed overlap analysis matrix

Export Feed settings

Default feeds Custom feeds ~ All feeds Enabled feeds

[ ld Enabled Caching Name Format Provider Org

1 % v CIRCL

OSINT
Feed

O misp CIRCL

The
Botvrij.eu
Data

2z x misp Botvrij.eu

Load default feed metadata Cache all feeds Cache freetext/CSV feeds Cache MISP feeds Fetch and store all feed data

Source URL

network https://www.circl.lu/doc/misp/feed-osint

network https://www.botvrij.eu/data/feed-osint
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3.

Input the parameters for the new feed.

List Fesds

Search Feed Caches

Import Feeds from JSON
Feed overlap snalysis matrix

Export Feed settings

Add MISP Feed

Add & neww MISP feed source

Enabled Caching enabled
a Lookup visible
Marme

B1TD-Fhishing
Pravider

Infablosx
Input Source

Metwork v
URL

lox. cormdide/apifdataithreats Ptype=hostlelass=phishing&period=30d
Source Format

Freetext Parsed Feed hd
Any headers to be passed with requests (for example: Authorization)

Authorization: Token =Y OUR AP| KEY HERE=

Add Basic Auth

Creator organisation

ORGHNAME ~
Target Event
Fixed Event ~

Target Event |D
Leave blank unless you want to reuse an existing event
Exclusion Regesx
Regex pattern, for example: "#https:#myfeedurli
0 auto Publish
O overide 1D Flag
O Delta herge

Distribution

All communities A
Default Tag

Mone v

Filter rules:

4.

Click Add when done.

Check Enabled and Caching enabled.
Name: Enter a recognizable name.
Provider: Enter a recognizable provider.

Input Source: Select Network as we are accessing
our source (the TIDE feeds) non-locally.

URL: URL of the TIDE feeds desired. You copied this

URL from the CSP in the TIDE Feed Filters section in

step 3. Copy that URL here, or as a reminder, input:
https://csp.infoblox.com/tide/api/da

ta/threats?type=host&class=phishingé&
period=30d

Note the appended &period=30d at the end. This limits
the dataset to the last 30 days, but you can omit it if you
want to use all data from all time. You can also append
&rlimit=100 if you wish to limit the dataset to the first
100 entries, for example. Setting a limit will significantly
shorten the time MISP will need to fetch this feed later.

Source Format: Select Freetext Parsed Feed.

Headers: This is where your API key is input. Enter
“Authorization: Token <YOUR API KEY>" into the
textarea. Do not include the <> symbols or quotes.

Creator Organization: Select a recognizable
organization. You can add new organizations to
MISP later.
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5.

a.

If the feed is not already, enable it.

Click the checkbox on the left of the newly created feed.

b. Select Enable selected.

C.

Select Enable caching for selected if you desire caching.

Administration

Input Filters

Audit

Feed added.

List Feeds

Search Feed Caches

Add Feed

Import Feeds from JSON
Feed overlap analysis matrix

Export Feed settings

Feeds

Generate feed lookup caches or fetch feed data (enabled feeds only)

Load default feed metadata Cache all feeds Cache freetext/CSV feeds Cache MISP feeds Fetch and store all feed data

« previous next »

{ Enable selected Disable selected ( Enable caching for selected  Disable caching for selected Default feeds  Custom feeds Allfeeds Enabled feeds
B Id Enabled Caching Name Format Provider Org Source URL Headers Target
|1 X v CIRCL misp CIRCL network  https:/Asww.circl.lufdoc/mispffeed-osint Feed not enabled
OSINT
Feed
]2 X v The misp Botvrij.eu network  https:/Asww.botvrij.eu/datafeed-osint Feed not enabled
Botvrij.eu
Data
v v B1TD- freetext  Infoblox ORGNAME network  https://csp.infoblox.comAide/api/datasthreats? Authorization: Fixed event 1201
Phishing type=host&class=phishing&period=30d Token xoc
Page 1 of 1, showing 3 records out of 3 total, starting on record 1, ending on 3
6. Fetch the feed.
a. Onthe right end of the feed row, click the icon to fetch all feed events.
Caching Actions
Not cached E2 Q[ W
Not cached II¥ QF 1O
Not cached IB Q ’ WO
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7. Verify the feed fetch was executed.

a. Inthe top bar, navigate to Administration — Jobs. Verify the fetch Completed.

Jobs

Purge job entries:

Completed All

20 21 next »

Defaut ~ Email  Cache

Id7T Date created Date modified Process ID Worker Job type Input Message Organisation Status Retries Progress

name

1216 2020-08-22 16:01:19  2020-08-22 16:21:42 07dee364e2381719cd3841375a57bb99 defauit fetch_feeds Feed: 6 Job SYSTEM Completed 0O ‘ Completed
done

MISP Events & Attributes with TIDE

Here is where we will add a new MISP event and attribute to demonstrate they are being checked against
our new TIDE feed.

1. Navigate to Home.

2. Add a new Event.

a. Click Add Event in the left menu.

Home Event Actions Galaxies Input Filters Global Actions

Sync Actions

Administration LUL)

List Events

Add Event

Import from...

Events

REST client

b. Give the event recognizable Event Info. This could be a name, description, or anything
otherwise distinguishable.

c. Click Submit when finished.
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List Events Add Event

Add Event
Import from...
REST clent Date Distribution @
2020-09-14 This community only A4
List Attribut .
et Aribtes Threat Level @ Analysis @
Search Attributes
High v Initial v
View Proposals Event Info

| el
Events with proposals < This is a recognizable des@
View delegation requests [ —

Extends Event

Export Event UUID or ID. Leave blank if not applicable
Automation
(
B

3. MISP will automatically open the new event for you. MISP events are populated with attributes,
such as domain names, IPs, indicators, etc. Add a new attribute to the event.

. + . .
a. Scroll down and click the Plus button - to add a new attribute. A popup will appear.

The event has been saved

View Cortelation Graph This is a recognizable description
Wiew Event History

Event ID 1202
Edit Event uuID 9999a412-e4e5-4a2faead-3c772995e690
Delete Event Creator org ORGNAME
Add Attribute Owner org ORGMNAME
Add Object Email admin@admin test

Add Atachment Tags

Fopulate fram..

Date 20200822
Entich Event

Threat Level High
Merge attributes fiom

Analysis Initial
Publish Event Distribution

This cammunity anly LK

Publish tho email)

Info This Is a recognizable description
Contaet Reporter
[ Published No

#httributes 0(0 Ohjest)
List Events First recorded change
Aad vt Last change 2020-0%-22 162207

Modification map :

Sightings 0 (0 - restrictzd to own organisation only, &

v +Eventoraph  =+Everttimeline 4+ Comelation raph  +FATTE&CK matre = Atiributes =D

Galaxies

« previous nexts view all

Wheleted kzDec SightingD Contexd e Y Filtering tool

Type Value Tags Galaxies Comment Correlate Related Events

Attribute warning: This event doesn't contain any attribute. Ii's strongly advised to populate the event with attributes (indicators, observables or information) to provide a meaningful event

« previous nexts view all
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b. Category: Select Network activity.

c. Type: Select domain.

d. Value: Enter “tv-powiat24.h2g.pl”. This is a known malicious domain in the TIDE feed.
e. Click Submit.

Add Attribute

Calegory O

Dist

i ity

ribution

Inherit event

Value

tw-powiat24 h2g.pl

Contextual Comment

For Intrusion Deteclion System
Batch Import
Disable Comelation

First seen date i
Last seen dale &

First seen time @

4. You will see the event ID of our new feed appears under Related Events for this attribute. Hover
over the ID to verify.

= W Deleted @ Context  "*Related Tags Y Filtering tool

x

i SightingDB

Scope toggle v

|2 Decay score

[] Date? org Category Type Value Tags Galaxies Comment Correlate elates Orgc: ORGNANME
Date: 2020-09-22
] 2020-09-22 Network activity d i v iat24.h2g.pl ] 2 1201
U etworkcaciivily domain - Tv-powialze-n2g.p Info: B1TD-Phishing feed

Correlating Value: tv-powiat24.h2g.pl

distri

nherit

S —————
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5. Click onthe ID to view the feed event info.

= E =» Scope toggle v W Deleted |2 Decay score i SightingDB @ Context ™" Related Tags 'Y Filtering tool
O Date t Qrg Category Type Value Tags Galaxies Comment Correlate Related Events
7] 2020-09-22 Network activity domain  tw-powiat24 h2g.pl

a. Shown is the feed event info.

B1TD-Phishing feed Related Events
e am .
wo e84 040 S0 a0 HESECre
Creaeory

'
Owner oy
Emal g e ¢ 1
s
Do '
T Lot )
-

ntiritos

Frstrscondsachangs 20

Last change 12008

Mot s

Sightings 0 (D)- restietzn 1o 0wn organisation oniy &

.

Galaxies

@12 ]

- [— Coneils elaedEwens Feudhine s —
(a-]= ] a 8 a
-]z ] a "
1= ] a o

Additional Resources

There are several ways to download MISP. Find instructions here.

MISP offers many optional modules for additional functionality. Find a summary of available modules and
their installation instructions here.

For all things MISP, find the detailed administrative user guide here.

For more information about Infoblox’s BloxOne Threat Defense, see the guide here.
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