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Introduction

Infoblox and Fortinet FortiGate: Securing your Network

From IoT to an always-on mobile workforce, organizations face increasingly complex IT infrastructures
that are more exposed to attacks than ever before. By combining Infoblox’s DNS security and protection
with Fortinet’'s Next Generation Firewall (NGFW), users can automate the security of their network.

The Outbound REST API integration framework from Infoblox provides a mechanism to create updates
for both IPAM data (networks, hosts, leases) and DNS threat data into additional ecosystem solutions.
Infoblox and FortiGate NGFW together enable security and incident response teams to leverage the
integration of firewalls and DNS security to enhance visibility, manage assets, ease compliance and
automate remediation. Thus, improving your security posture while maximizing your ROI in both
products.

Prerequisites

The following are prerequisites for the integration using Outbound API notifications:
1. Infoblox:

o NIOS 8.2 or higher.
o Security Ecosystem License.
o Outbound API integration templates.
o Pre-configured services: DNS, DHCP, Discovery, RPZ, Threat Analytics and ADP.
o NIOS API user with the following permissions (access via API only):
= All Network Views — RW.
= All Hosts — RW.
= All IPv4 Networks — RW.
= AllIPv6 Networks — RW.
= Al IPv4 Ranges — RW.
= Al IPv6 Ranges — RW.
= AllIPv4 DHCP Fixed Addresses/Reservations — RW.
= AllIPv6 DHCP Fixed Addresses/Reservations — RW.
2. FortiGate NGFW
o FortiGate v6.0.1 or higher.

Known Limitations

The current templates support DNS Firewall (RPZ), Threat Insight (DNS Tunneling), Advanced DNS
Protection, Network IPv4, Network IPv6, Range IPv4, Range IPv6, Host IPv4, Host IPv6, Fixed address
IPv4, Fixed address IPv6, lease, and discovery events only. If additional templates come out they will
be found on the community site.

Best Practices

Outbound API templates can be found on the Infoblox community site on the partners integration page.
After registering an account, you can subscribe to the relevant groups and forums. If additional
templates come out, they will be found on the community site.

For production systems, it is highly recommended to set the log level for an end-point to “Info” or
higher (“Warning”, “Error”).

Please refer to the Infoblox NIOS Administrator's Guide about other best practices, limitations and any



https://community.infoblox.com/
https://community.infoblox.com/t5/Partner-Integrations/ct-p/PartnerIntegrations

detailed information on how to develop notification templates. The NIOS Administrator's Guide can be
found through the Help panel in your Infoblox GUI, or on the Infoblox Support portal.

Configuration

Workflow
e Fortinet:
1. Add the user and user group with the appropriate permissions.
2. Add the required address groups.
3. Add the Firewall policies.
e Infoblox:
1. |Install the Security Ecosystem license if it was not installed.

2. Check that the necessary services and features are properly configured and enabled,
including DNS, DHCP,Threat Insight, RPZ and Discovery.

3. Create the required Extensible Attributes.

»

Download (or create your own) notification templates (Fortinet_Security.json,
Fortinet_Assets.json, Fortinet_Session.json) from the Infoblox community web-site.

5. Add templates.

6. Add a REST API Endpoint.
7. Add Notifications.

8

Emulate an event, check Rest APl debug log and/or verify changes on the grid.

Before you get Started

Download Templates from the Infoblox Community Web-Site

Outbound API templates are an essential part of the configuration. Templates fully control the
integration and steps required to execute the outbound notifications. Detailed information on how to
develop templates can be found in the NIOS Administrator’s guide.

Infoblox does not distribute any templates (out-of-the-box) with the NIOS releases. Templates are
available on the Infoblox community web-site. Templates for the Fortinet integration will be located in
the “Partners Integrations”. You can find other templates posted in the “API & Integration” forum.
Templates may require additional extensible attributes, parameters or WAPI credentials to be created
or defined. The required configuration should be provided with a template. Don’t forget to apply any
changes required by the template before testing a notification.

Table 1. Extensible Attributes

Extensible Attributes Description Type

Fortinet_Asset_Group Defines which address group in FortiGate String
NGFW to add/delete objects from.

Fortinet_Asset_Sync True/False: Defines if the network object is List
added/deleted from FortiGate NGFW. (true,false)

Fortinet_Asset_SyncedAt Provides the last time the network object was String
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added/modified on FortiGate NGFW.

Fortinet_Security_Group Defines which address group in FortiGate String
NGFW to add objects to, at the time of a
security incident.

Fortinet_Security_Sync True/False: Defines if the network object is List
added to FortiGate NGFW, at the time of a (true,false)
security incident.

Fortinet_Security_SyncedAt Provides the last time the network object was String
added/updated after a security event in the
FortiGate NGFW.

Editing Session Variables

The Fortinet_Session template uses a session variable to login to the FortiGate appliance. Session
variables can be entered through the grid GUI at “Grid” - “Ecosystem” - “Outbound Endpoint”
and then selecting the endpoint you created at “Edit” - “Session Management”.

Table 2. Session Variables

Session Variable Description
Token The token with which a user can make API calls to the FortiGate
appliance

Editing Instance Variables

Fortinet_Security template uses an instance variable to adjust the templates’ behavior. Instance
variables can be entered through the grid GUI at “Grid” - “Ecosystem” - “Notification” and then

selecting the notification you created at “Edit” - “Templates”.
Table 3. Instance Variables

Instance Variable Description

Fortinet_Security_Group Defines which address group in the FortiGate NGFW the network
object needs to be added to at the time of a security event

Supported Notification

A notification can be considered as a "link" between a template, an endpoint and an event. In the
notification properties, you define which event triggers the notification, which template is executed and
with which API endpoint NIOS will establish the connection to. The Fortinet templates support a subset
of available notifications (refer to the limitations chapter in this guide for more details). In order to
simplify the deployment, only create required notifications and use the relevant filters. It is highly
recommended to configure deduplication for RPZ events and exclude a feed that is automatically

populated by Threat Analytics.
Table 4. Supported Notifications

Notification Description

DNS RPZ DNS queries that are malicious or unwanted
DNS Tunneling Data exfiltration that occurs on the network
ADP DNS queries that are malicious or unwanted




DHCP Leases Lease events that occur on the network
Object Change Network IPv4 Added/Deleted IPv4 network objects.
Object Change Network IPv6 Added/Deleted network IPv6 objects.
Object Change Range IPv4 Added/Deleted Host IPv4 objects.

Object Change Range IPv6 Added/Deleted Host IPv6 objects.

Object Change Fixed Address IPv4 Added/Deleted fixed/reserved IPv4 objects.
Object Change Fixed Address IPv6 Added/Deleted fixed/reserved IPv6 objects.
Object Change Host Address IPv4 Added/Deleted Host IPv4 objects.

Object Change Host Address IPv6 Added/Deleted Host IPv6 objects.

Object Change Discovery Data Discovery events that occur on the network.

Infoblox Permissions

The Infoblox and Fortinet integration requires a few permissions for the integration to work. Navigate to
“Administration” - “Administrators” and add a “Roles”, “Permissions”, “Groups” and
“Admins” to include permissions that are required for the integrations. When creating a new group,
under the “Groups” tab, select the “API” interface under the “Allowed Interfaces” category.

Fortinet FortiGate Configuration

Adding API user (Permissions)
1. Navigate to “System” - “Admin Profiles”, the click Create New.

FortiGate VMé4 FGVMSV0000164180

& Dashboard > [ + createNew| # Edit @ Delete

XX Security Fabric >
Profile Name
i FortiView 5
rof_admin
+ Network prot_;
Iﬁ' System - super_admin

Administrators

Admin Profiles g

Firmware

Settings

2. Enter a name for the profile.



3. Add the “Read/Write”

permission for “Firewall” and click on “OK”.

="= FortiGate VM64 FGVM8V0000164180

@ Dashboard 5
A Security Fabric 5
s FortiView 5
“ Network 5
I £ System -

Administrators

Admin Profiles g

Firmware

Settings

HA

SNMP

Replacement Messages
FortiGuard

Advanced

Q

-

New Admin Profile

Name Infoblox API

Profile created for the Infablox

Comments
| 535255

Acceszs Permizsons

Access Control Permissions = SetAll~

Security Fabric (ZRANCN @ Read ¢ Read/Write
FortiView (ZRANCN @ Read ¢ Read/Write
User & Device (AN @ Read ¢ Read/Write

@ None @ Read W ALEEAL =y & Custom

[Firewall

-

Cancel

4. Navigate to “System” > “Administrators”, then click Create New, and select “REST API
Admin”.

=" = FortiGate VM64 FGVM8V0000164180

& Dashboard

NX Security Fabric
& FortiView

& Network

=+ Create New ~
Administrator
REST API Admin

ed Hosts Profile Type
0/24,::/0  super_admin Local

£ System

Administrators

Admin Profiles

Firmware

Settings
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5. Enter the details for the user, and select the previously created Admin Profile, and click on
OK.

FortiGate VM64 FGVMS8V0000164180

@ Dashboard

Nx Security Fabric
I FortiView

+ Network

£+ System

Administrators

Admin Profiles
Firmware

Settings

HA

SNMP

Replacement Messages

FortiGuard

-

New REST APl Admin

Username
Comments

L s0/255
Administrator Profile Infoblox API -

PKI Group D
CORS Allow Qrigin (O

Restrict login to trusted hosts

Trusted Hosts 172.0.0.0/0

L]

Cancel

6. A new API key is generated for this user. For the integration, this key is used as a Token for
authenticating the user. The Token is fed as a session Variable, as described Editing Session

Variables chapter.
FortiGate VM64
@ Dashboard
WX Secu rity Fabric
i FortiView
b Network
£+ System

Administrators

Admin Profiles
Firmware

Settings

Address Groups and Policies

FGVYMEV0000164180

@~ L~ : admin ~

- | NewR| NewAPI key x
Userng New APl key for infoblox | 0Qyn30wqgfNnbGpg/44tgdhopttN3lg
Comim &

Admin

This is the only place this key will be provided. Keep this
© information secure. The bearer of this API key will be

API kel o : !
granted all access privileges assigned to this account.

PKI G
CORS

Close

Dartri

The Infoblox and Fortinet integration requires address groups. In order to add the address groups:
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1. Navigate to “Policy & Objects” = “Addresses”, then click “Create New” and select
“Address”.

E : E FortiGate VM64 FGVMSV0000164180

@ Dashboard > + CreateNew~| & Edit [m Clone
NA Security Fabric » Address
b FortiView > Address Group i
+ Network 5 IPvé Address Template
& System :
l.!a Policy & Objects b & FIREWALL_AUTH_PORTAL_ADDRESS
IPv4 Policy T SSLVPN_TUNNEL_ADDR1
IPvé Policy = all
IPv4 DoS Policy I google-play
IPvé DoS Policy B none

Addresses W ;
& swscan.apple.com

2. Create a dummy address. You can use the below specified details as a reference and click

On “OK!,
E:E FortiGate VM&4 FGVMSV0000164180 @~ L~ ‘ admin ~
@ Dashhoard > = NewAddress
¥& Security Fabric > -
ra
Categor GG [Py Address
I FortiView > sory -
Name | dummy_address
“ Network >
Colar B  Change
£ System > g
Type | Subnet - |
I.!u Policy & Objects v
Subnet / IP Range | 1.1.1.1/32 |
IPv4 Policy
Interface | O any - |
IPvé Policy
Show in Address List O

IPv4 DaoS Policy
IPv6 DoS Policy

Static Route Configuration OB

07255

Comments | | P
Addresses g
Wildcard FQDN Tags
Addresses
© Add Tag Category
Internet Service Database -
[ R S N {
Q DK Cancel
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3. To create an address group, navigate to “Policy & Objects” = “Addresses”, then click
“Create New” and select “Address Group”.

= FortiGate VM64 FGVMBV00001641

-nw
@ Dashboard > o[ + createNew~| # Edit  Tm Clone ) Delete
N& Security Fabric > Address
i Fortiview > Address Group
+ Network 5 IPv6 Address Template Type
& System :

l % Policy & Objects v = FIREWALL_AUTH_PORTAL_ADDRESS Subnet

|Pv4 Policy I8 SSLVPN_TUNNEL_ADDR1 IP Range
IPv6 Policy = all Subnet
LT Pl & dummy_address Subnet
|Pwvé Dos Policy I google-play FQDN
Addresses & B none Subnet

4. Create a group on which you can set the allow policy. You can use the below specified
details as a reference, and click on “OK”.

=" = FortiGate VM64 FGVMSV0000164180 @~ L~ (@ admin~
umw
@ Dashhoard » = New Address Group
~& Security Fabric > =
Category IPv4 Group IRXEIgIs)
b FortiView > |
Group Name allow_group
& Network 5
Color =  Change
£+ System > g
Members = dummy_address x
|.5 Policy & Objects ~ +
IPv4 Policy Show in Address List ©
IPv6 Policy Static Route Configuration
|Pv4 DoS Policy Comments Address group with the allow
IPv6 DoS Policy policy ) 3525
Addresses W
Tags
Wildcard FQDN
Addresses © Add Tag Category
Internet Service Database -
[ R S B {
Q DK Cancel
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5. Similarly, create a group on which you can set the deny policy. You can use the below

@ Dashboard

N% Security Fabric

I FortiView

b Network

£+ System

I B Policy & Objects

IPv4 Policy
IPvé Policy
IPv4 DoS Policy
IPvé DoS Policy
Addresses

Wildcard FQDN
Addresses

Internet Service Database

Q

specified details as a reference, and click on “OK”.
=-= FortiGate VM64 FGVM8V0000164180

> 3 @~ 4~ xadm‘m'

¥ New Address Group
y -
X Category IPvé Group
8 Group Name | deny_group
, Color & Change
y Members & dummy_address x
-

Show in Address List O

Static Route Configuration

Comments Address group with the deny

policy

34/255

g

Tags
© Add Tag Category

OK Cancel

6. Similarly, create a dummy IPv6 address and 2 IPv6 groups, one for the allow policy and one

@ Dashboard

N Security Fabric

& FortiView

b Network

£ System

I % Policy & Objects

IPv4 Policy
IPvé Policy
IPv4 DoS Policy
IPvé DoS Policy
Wildcard FQDN Addresses
Internet Service Database
Services
Schedules

Virtual IPs
Q

+ CreateNew~ | 4" Edit [@ Clone W Delete | Search | Q |
Name Type Details
L2 update.microsoft.com FODMN update.microsoft.com

[E] Address Group €

S allow_group Address Group = dummy_address

TS deny_group Address Group & dummy_address

[5] 1Pvé Address €

3 sSLVPN_TUNNEL IPvé_ADDR1 |Pvé Subnet fdff:ffffz/120
3 =l |Pvé Subnet =/0

B dummy_address_ipvé IPvé Subnet 2001:db(:/128
& none 1Pvé Subnet /128

[E] 1Pvé Address Group @

S allow_group_ipvé |Pv& Address Group I3 dummy_address_ipvé
+ & deny _group_ipvé IPvé Address Group I3 dummy_address_ipvé
4 3

Infoblox Deployment Guide - Infoblox NIOS integration with Fortinet Fortigate Using Outbound Notifications — Nov 2018
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7. Navigate to “Policy & Objects” = “IPv4 Policy”, then click

="= FortiGate VM64 FGVMB8V0000164180

“Create New”.

@ Dashboard =+ Create New | # Edit
NA Security Fabric
Search
I FortiView
+ Network 1D Name Source

B Policy & Objects
1Pv4 Policy

0 Implicit...

IPvé Policy

|Pv4 DoS Policy

= all

8. Create a policy for the previously created allow group to allow all traffic as shown in the

image below.
= = = o 4 54490 o -
="= FortiGate VM64 FGVM8V0000164180 @~ LA~ @ admin~
@ Dashboard ~ New Policy
N% Security Fabric
M FortiView Name @ | Allow Policy |
+ Network Incoming Interface | M port1 bl |
# System QOutgoing Interface | M port10 - |
B Policy & Objects Source = allow_group x
IPv4 Policy *
. Destination = al %
IPvé Policy >
IPv4 DosS Policy Schedule | [© always -
IPv6 DoS Policy Service M ALL ®
Addresses *
Wildcard FQDN Addresses Action V@ leeIul @ DENY | = LEARN

Internet Service Database

— ook o

Services

o

Infoblox Deployment Guide - Infoblox NIOS integration with Fortinet Fortigate Using Outbound Notifications — Nov 2018
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9. Similarly, create a policy for the previously created deny group to deny all traffic as shown in
the image below.

== FortiGate VMé64 FGVM8V0000164180 @~ o~ @ admin-

@ Dashboard = New Palicy

N& Security Fabric

e FortiView Name € | Deny Policy |
& Network Incoming Interface | M port1 A |
£ System Outgoing Interface | ¥ port10 - |
¥ Policy & Objects Source S deny_group x
1Pv4 Policy *
. Destination = all x
IPvé Policy .
IPv4 DosS Pelicy Schedule | T always e
IPvé DaS Palicy Service M ALL ®
Addresses *
Wildcard FQDN Addresses Action " ACCEPT ZNala\@| = LEARN

Internet Service Database

a

10. Similarly, create the allow and deny policies for IPv6 by navigating to “Policy & Objects” >
“IPv6 Policy”, then clicking “Create New”.

Services

=-= FortiGate VM64 FGVMB8V0000164180 N

@b Dashboard | + CreateNew | # Edit @ Delete Q Policy Lookup
Nx Security Fabric
| Search ‘ Q | GG AY Yl By Sequence

i FortiView
& Network ID Name Source Destination Address Sc
& System [Z] ® port1— M port10 @
Sle T o 1 AllowPolicyPvé % allow group ipvé D all I
IPv4 Policy . B
2 Deny Policy IPv6 5 deny_group_ipvé B al I

| 1Pv6Policy .
IPv4 DoS Policy Implicit €

IPv6 DaS Palicy

Infoblox NIOS Configuration

Check if the Security Ecosystem License is Installed

Security Ecosystem License is a “Grid Wide” License. Grid wide licenses activate services on all
appliances in the same Grid.
In order to check if the license was installed navigate to “Grid” - “Licenses” - “Grid Wide”.

Infoblox Deployment Guide - Infoblox NIOS integration with Fortinet Fortigate Using Outbound Notifications — Nov 2018 13



|r|be|0x ;:v Dashboards Data Management Smart Folders Grid Administration

COHTFRR. YOUR RETYRORR

Grid Manager Upgrade HSM Group Device Support Ecos=ystem

Quick Filter | None v | Ed | Show Fitter

|h Feature « Expiration Limit Context Limit Valug
RRPZ 2020-06-30 16:53:58 POT ...
Security Ecosystem 2020-06-30 16:55:539 PDT ...

Add/Upload Templates

In order to upload/add templates:
1. Navigate to “Grid” > “Ecosystem” - “Templates”, and click “+” or “+ Add Template”.

Inroblox ::‘ Dashboards Data Management Smart Folders Gnd At q Search

CONTROL YOUR NETWORS

GridMansger  Upgrade e HSM Group  Device Support

Cisco ISE Endpoint  Outbound Endpoint  Notification

Templates %

Quick Filtsr | None > | m | Show Filter

-

]

Go P+ EIORS
" Name "Wendor Type Event Type Template Type
Fortinet Assets Fortinet DHCP Lease, D... Ewvent
Fortinet Security Fortinet DMNS RPZ, Anal... Ewent
Fertinet Session Fortinet Session Management

2. Click the “Select” button on the “Add template” window.

3. Click the “Select” button on the “Upload” window. The standard file selection dialog will
open.

4. Select the file and Click the “Upload” button on the “Upload” window.
5. Click the “Add” button and the template will be added/uploaded.

Infoblox Deployment Guide - Infoblox NIOS integration with Fortinet Fortigate Using Outbound Notifications — Nov 2018 14



Add Template

Filename: Fortinet_Assets json

Close

Select

Add

iew Resulis

6. If atemplate was previously uploaded, click “Yes” to overwrite the template.

Wamning

Do you want to continue ?

Mo

‘? . Template 'Fortinet Assets' already exists in the database and will be overwritten.

es

7. You can review the uploaded results in the syslog or by clicking the “View Results” button.

Syzlog Preview

| Timestamp Senver
2018-10-31 21=...  QutboundAPITe...
2018-10-31 21, QutboundAP|Te. ..
2018-10-31 21:...  OutboundAP(Te...
2018-10-31 21, QutboundAP|Te. ..
2018-10-31 21, OutboundAPITe. ..
2018-10-31 21-...  QutboundAP|Te...
2018-10-31 21, QutboundAPITe. ..
2018-10-31 21:...  OutboundAP(Te...
2018-10-31 21, QutboundAP|Te. ..
2018-10-31 21, OutboundAP|Te. ..
2018-10-31 21=...  QutboundAPITe...
2018-10-31 21, QutboundAP|Te. ..
2018-10-31 21:...  OutboundAP(Te...
2018-10-31 21, QutboundAP|Te. ..
2018-10-31 21, OutboundAPITe. ..
Close

Template validation events for grid master nios.poc.infoblox.local

Template name: Fortinet Assets
Filz: Fortinet_Assets json

User: admin

--------- — import completed ————

Template name: Fortinet Security
Filz: Fortinet_Security.json

User: admin

Template name: Fortinet Session
Filz: Fortinet_Session json

User: admin

(g
Go to Syslog Viewer @

Note: There is no difference between uploading session management and action templates.

Modifying Templates

NIOS provides the facility to modify the templates via the web-interface.

Infoblox Deployment Guide - Infoblox NIOS integration with Fortinet Fortigate Using Outbound Notifications — Nov 2018 15



1. Navigate to “Grid” = “Ecosystem” = “Templates”, and then click the gear icon next to the
template you want to modify.

InrOblox ::" Dashboards Data Management Smart Folders i q Search
CONTRIOL YOUR RETWORS

Gnd Manager Upgrade ICEnse: HSM Group Device Support

Cisco ISE Endpoint  Qutbound Endpoint  Motification :
Templates @

Quick Filter | None off | Show Filter

3

+ QS

Forfinet DHCP Lease. D... Ewvent
Forfinet DMS RPZ, Anal... Ewvent

Fortinet Session Management

2. Click the “Edit” button to open up the “Template” window.

Fortinet Assets (Template)

General e
Name* Fortinet Assets |

Type REST API
Vendor Type Fortinet

Event Type DOHCP Lesse, DB Change
DOHCP Fixed Address [Pwd,
DE Change OMS Host
Address [Pv4, DB Change
DHCP Fixed Address IPvE,
D& Change OME Host
Address IPvE, DB Change
DHCP Metwork IPv4, DB
Change DHCP Metwork IPvE,
DE Change OHCP Range
Pw4, DB Change DHCP
Range IPvE, DB Change
DOME Discovery Dats

Template Type Event

Comment Fortinet Asset Events

Cane=| Save & Close «

Infoblox Deployment Guide - Infoblox NIOS integration with Fortinet Fortigate Using Outbound Notifications — Nov 2018 16



3. Click on the Contents tab to view/edit the template.
General

-
‘nama": "Fortinat Assets”,
‘comment™ "Fortinet Asset Events”,
"wersion™ "4.0",
"type"™ "REST_EWENT",
‘event_type™ [
"LEASE",
"FIXED_ADDRESS_IFV4",
"HOST_ADDRESES_IPV4",
"FIXED_ADDRESS_|IPVE",
"HOST_ADDRESS_IPVE",
"NETWORK_IPV4",
"NETWORK_IPVE",
"RAMGE_IPV4",
"RAMGE_IPVE",
"DISCOVERY_DATA"

I
‘action_type™: "Fortinet Assets”,
"sontent_type™: "application/son”,
“vendor_jdentifier™. "Fortinet",
"quoting™: "XMLA",

'steps™ |

'name": "Debug Beginning”,
"operafion™: "MOP",
"body™: "HXC:DEBUGH{HHXC:DEBUGH{E- NS X C:DEBUG {1} ${XC: DEBUG {L- 3 {XC:DEBUG:
SNEHC:DEBUGH{PEHMC: DEBUG{R: IS C:DEBUG{RH I} S{XC: DEBUG{UTH"
b

{

'name": "Check_If_Discovery”, -

Cancal Save & Close »

The template editor is a simple interface for making changes to templates. It is recommended to only
use the template editor to make minor changes. You can also edit, cut and paste template snippets
from a text editor of your choice.

Note: You cannot delete a template if it is used by an endpoint or by a notification.

Add a Rest API Endpoint

A “REST API Endpoint” is basically a remote system which should receive changes based on a
notification and a configured template. A Grid, for example, can not only send natifications, it can also
receive the notifications from itself (e.g. for testing purposes).

In order to add REST API Endpoints:

Infoblox Deployment Guide - Infoblox NIOS integration with Fortinet Fortigate Using Outbound Notifications — Nov 2018

17



1. Navigate to “Grid” > “Ecosystem” - “Outbound Endpoints” and click “+” or “+ Add
REST API Endpoint” buttons. The “Add REST APl Endpoint Wizard” window will open.

||'I|:Db|0)( ::" Dashboards Data Management Smart Folders i Q\ Search
COHTRDL YOUR WETWORR

Grid Manager Upgrade Licenses HSM Group Device Support

L s L Outbound Endpoint Matification Templates

Qutbound Endpoint @

Quick Filtsr | None > m Show Filter

3

e RS

Add REST AP| Endpoint

Add DXL Endpaoint

2. The URI and Name for the appliance you are integrating with are required.

3. The URI should be the IP/FQDN of the appliance you are integrating with, with the correct
URI scheme.
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4. Specify “WAPI Integration Username” and “WAPI Integration Password” (NIOS
credentials).

Add REST API Endpoint Wizard > Step 1 of 3
URI* biips:1172.0.0,8 Test Connection a
HName* Fortinet FortiGate NGFW
Vendor Type

Auth Username

Auth Password |:| Clesr Password

Client Certificate Seleot | Clesr

WAF| Integration Username |forigate
WAFI Integration Password Clear Passwaord

Server Certificate () Use CA Certificate Validation (Recommended) [ CA Certificates
Validation # Enable Host Validation
® Do not use validation {(Not recommended for production environment)

Member Source outbound Selected Grid Master Candidate
API requests from * % Current Grid Master
Comment
[] Dissble
Cancel Previous Plesct Save & Close «

5. (Optional) For debug purposes only: Under “Session Management”, set “Log Level” to

“Debug”.
Add REST API Endpoint Wizard > Step 2 of 3

Timeout I:*.u—| [Seconds ¥ | a
Log Level | Debug T
Template Fortinet Session | Select Template Clear
Vendor Type Fortinet
Template Type Session Mansgemeant
Parameters
Mame alue Type
Tokan 02yn30wgfNnbGpgT44tgdhSpttN31g String
Cancel Previgus Mest Save & Close »
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6. The Token can be found when you create the Fortinet API user.

When possible, it is recommended to send notifications from a Grid Master Candidate instead of from
the Grid Master.

Adding Token
1. (NIOS 8.3 or later) Navigate to “Grid” 2> “Ecosystem 2 “Outbound Endpoint” and click
on the Fortinet FortiGate NGFW endpoint and click “Edit”.

2. (NIOS 8.3 or later) Navigate to the “Session Management” tab and add the “Token” to the
value fields.

Fortinet FortiGate NGFW (REST API Endpoint)

Basic
Timeout a0 Cacondzs T |
Log Lewvel | Debug ¥
E ible Template Fortinat Session Salect Tempiate Chear
Attributes Vendor Type Fortinet
Template Type ‘Session Management
Parameters
| Mame Value Type
Token D2yn30wgNnbGpgT44HgdhEptiN1g String
Cancal Sgve & Close -

Add a Notification
An endpoint and a template must be added before you can add a natification.
In order to add notifications:

Infoblox Deployment Guide - Infoblox NIOS integration with Fortinet Fortigate Using Outbound Notifications — Nov 2018 20



1. Navigate to “Grid” = “Ecosystem” = “Notification” and click “+” or “+ Add Notification
Rule” then the “Add Notification Wizard” window will open.

||'I|:Db|0x ::" Dashboards Data Management Smart Folders Ac Q\ Search
COHTROL YOUR RETWORR,

Grid Manager Upgrade icense: HSM Group Device Support

Cisco ISE Endpoint Quibound Endpoint

@

Quick Filter | Nons v | | show Fitter

Motification

4

Go to

||;- Name v Target Ackion Comment

Mo data

2. Specify the notification’s name and select an endpoint (Target), click “Next”.

Add Notification Wizard = Step 1 of 4
Mame * Motify_Security_RPZ_Eveni E
Target * Fortinet FortiGate MGFW | Select Endpoint
1 Notification rules will b= reset wihen you change the endpoint type. |
Target Type REST AFI
Vendor Type Fortinst
Comment Rule to add the sourcs [P ofthe EFZ Event o the
Fortigate NEEW
Dizable
Cance! Previous M Save & Close -
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3. Select an event type and define a filter. Note: For optimal performance, it is best practice to
make the filter as narrow as possible. Click “Next”.

I Add Motification Wizard > Step 2 of 4
Ultmay tske up o 3 minvte 1o apply the new roes. T i E
Event® [OHSRFZ bl
Match the following rule: Resat

~ - |
| Action Policy T | | equsls ¥ | | NXDOMAIN LA
+1 I+
Cancel Previous e Save & Close -
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4. (For Security related notifications only) Check “Enable event deduplication” and specify

relevant parameters. Click “Next”.
Add Motification Wizard > Step 3 of 4

(%
®

¥ Enable event deduplication
Log all dropped events due to deduplication

Select the fields to use for deduplication

Available Selected
RFZ Policy - Source IP £
RPZ Typ= Query Name
CQuery Type ]
Metwark
Matweork Wisw
4
b b

Lookback Intarval [Winutzs_ ¥ |

Cancel Previous Wext Save & Close -
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5. Select a relevant template and specify the template's parameters if any are required. Click
“Save & Close”.

Notify_Security_RPZ_Event (Notification)
Basic |
General y
Template * Fortinet Security | Select Template Clear
Rules
el Eae Vendor Type Fortinet
Template Type Ewvent
Parameters
Name \J‘nlue Type
Fortinet_Security_Group deny_group String
C_ancel Save & Close

6. Similarly add rules for other events as well.

|r|f0b|0)( o3 Ds Data Smart Folders Grid Administration
CONTRIOL TOUR RETWORK. >

Grid Manager Upgrade ' HSM Group Device Support Ecosystem

Cisco ISE Endpoint  Qutbound Endpoint Notification Templstes

Notification @

Quick Fiter| None ~| | | showFitter

Goto { Go )

|_ Name ~ Target Action Comment Disabled
|:| ﬂ Motify_Security RPZ_Event Fortinet Qutbound Template Rule to add the source |P of the RPZ event to Fortigate No
D 'ﬁ Motify_Security_ADP_Event Fortinet Outbound Template Rule to add the source |P of the ADP event to Fortigate No
D ﬁ Motify_Asset_Range |PvE_Event Fortinet Outbound Template Rule for IPvE ranges in the default network view No
D ﬁ Motify_Asset_Range |Pvd_Event Fortinet Outbound Template Rule for IPv4 ranges in the default network view No
D ﬁ Motify_aAsset_Network_|IPvE_Event Fortinet Outbound Template Rule for IPvE networks in the default network view No
O % Motify_sAsset_Network_|Pvd_Event Fortinet QOutbound Template Rule for IPv4 networks in the default network view Mo
O % Motify_ssset_Lease_Event Fortinet QOutbound Template Rule for DHCP leases in the default network view Mo
O £ Motify_Asset_Host_IPv6_Event Fortinet Outbound Template Rule for IPvE Host address with CIDR that matches 2001-:db8::/64 or 2001:db7 /64 Mo
D ﬁ Motify_Asset_Host_IPv4_Event Fortinet Outbound Template Rule for IPv4 Host address with CIDR that matches 172.0.0.0/24 or 10.10.10.0/24 No
D ﬁ Motify_Asset_Fixed_|IPv6_Event Fortinet Outbound Template Rule for IPvE fixed address with CIDR that matches 2001:dbf::/64 or 2001:db7::464 No
D ﬁ Motify_Asset_Fixed_|IPv4_Event Fortinet Outbound Template Rule for IPv4 fixed address with CIDR that matches 172.0.0.0/24 or 10.10.10.0/:24 No
D ﬁ Motify_Asset_Discovery Fortinet Outbsund Template Rule for addresses with CIDR that matches 172.0.0.0/24 No

Emulate an Event

(Optional) On the Infoblox grid, navigate to “Grid” = “Ecosystem” - “Outbound Endpoint”, select
“Fortinet”, click on the gear icon and select “Clear Debug Log”.
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InrOblox ":‘ Dashboards Data Management Smart Folders Administration
COHTROL FOUR METWORK b

Grid Manager Upgrade iCenses HSM Group Device Support

E Cisco ISE Endpoint Motification  Templates
Outbound Endpeoint &

Quick Filter | Mone w | off Show Filter

Go to Go

Fortinet Grid Master

View Debug Log R e R e e e e e s R s

Clear Debug Log

Address Object Management

The templates support IPv4/IPv6 Hosts, IPv4/IPv6 Fixed IP/Reservations, IPv4/IPv6 Networks,
IPv4/IPv6 Ranges, and DHCP lease events. This use case demonstrates how to manage IP addresses
on the FortiGate NGFW.
1. To create an IPv4 reservation, navigate to "Data Management" - "IPAM". Select an IPv4
network here (say 172.0.0.0/24).

2. Click the drop down next to the “+ Add” button under the toolbar and choose “IPv4
Reservation”.
!D"L%)L% :: Q, search  admin |-

‘Super Host Devices DHCP DNS File Distribution

Toolbar »
IPAM Home ®
172.0.0.0/24 & 1PviNetork # %  Goto DHCP View o add |- =
Network 4
Goto Go nunif::)iah"\' Toggle Basic View = Range 4
ERCOEROECOO0C0O0O00O0O00C0O00000000000000 O Unused i b
O00O00000000000000000000000000004d M Confiict Fixed Address b
OO00O00000000000000000000000000004d W Used P Reservation
OO00O00000000000000000000000000004d [0l  Pending
(| [0  Unmanaged ARecord
OO00O00000000000000000000000000004d [ Fixed Address [ Reservation
00000000000000000000000000000000 g os obeer i
0000000000000000000000000000000® 5 asen onsosce
AL Record
|2 172.00.0 - 172.0.0.255 E Device DRy T
Active Lease )
O  sslectsd IP Address i : HERL
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3. Click “Next”, then insert the IP “172.0.0.10” into the “IP Address” field.

Add IPv4 Reservation Wizard > Step 2 of §

Network?* 172.0.0.0/24 (255255 255.0) Select Network Clear

IP Address* [17200.10 | Next Available IP

Name | |

Comment

Disabled I

Cancel Previous Ng}gt S_chedube for lLa_tgr Save & Close ~

4. Click on “Next” till you reach the Extensible Attributes window. If the Extensible Attributes

have not already been inherited from the network, set them.
Add IPv4 Reservation Wizard > Step 7 of §

(et
_ _ -l ®
Extensible Attributes + | (7]
[ vl " Inheritance State  Requied
|:| Fortinet_Asset_Group allow_group Inherited ¥ | No
Network (172.0.0.0:24)
|:| Fortinet_Asset_Sync true Inherited ¥ No
Network (172.0.0.0/:24)
Cancel Pr&viuus _Next Schedule for Later | Save & Close -

5. Click “Save & Close”.
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6. Select the IP and refresh. The “Fortinet_Asset_SyncedAt” EA is now updated.

Inroblox ’:‘ Dazhboards Data Management Smart Folders Grid Administration
CONTRIOL YOUR RETWORK *

default w7 Super Host Devices DHCP DNS File Distribution

IPAM Home
172.0.0.0/24 < PvaNetwork # #r Goto DHCP View
IP Map
Go to Go ‘o L) L'B | u| IE . Toagle Basic \iew
ENEEOROOOECOOOO0O000O0O00oooooooon O unused
OoOooOoooooooooooooooooooooooooooo B Conflict
) B used
) [0 Pending
) O  Unmanaged
OoOooooooooooooooooooooooooooooo I Fixed Address / Reservation
) W ONSObject
00000000000000000000000000000008 5 owsotmoxsosce
| ;: 172.0.0.0 - 172.0.0.255 Ii‘ Device

Active Lease

O  setected 1P Address

O] pHcP Range

DD DHCP Exclusion Range
172.0.0.10 9‘, m Reserved Range
Type: IPv4 Reservation MAC Address:
Comment: Mame:
Lease State: DHCP

Fingerprint

l Related Objects Audit History

Fortinet_Asset_SyncedAt

1 % |Pv4 Reservation  2018-10-30T21:36:252

7. Inthe firewall, navigate to “Policy & Objects”. The “Infoblox_FixedAddress_172.0.0.10”
address reservation has been added to the “Address” list and the “allow_group” Address
Group. Refresh the page if necessary.

o5 FortiGate VM64 FGVMBV0000164180

@ Dashboard

* | + CreateNew~ | ¢ Edit W Clons | [ Delete | Search a
¥4 Security Fabric >
Name Type Details Comments
PN B ——
Address

+ Network >
& system N = FIREWALL_AUTH_PORTAL_ADDRESS Subnet 0.0.0.0/0
B Policy & Objects . & Infoblox_FixedAddress_172.0.0.10 Subnet 172.0.0.10/32 Added from Infoblox at 2018-10-30T21:36:25Z

1Pv4 Policy 0 SSLVPN_TUNNEL_ADDR1 IP Range 10.212.134.200 - 10.212.134.210

1Pv6 Policy Bal Subnet 0.0.0.0/0

1Pv4 DoS Policy = dummy_address Subnet 1.1.1.1/32

1Pv6 DoS Policy = google-play FQDN play.google.com

Wildcard FQDN Addresses

2 swscan.apple.com FQDN swscan.apple.com
Internet Service Database . .

& update.microsoft.com FQDN update.microsoft.com
Services

[E] Address Group @
Schedules
— = allow_group Address Group 5 dummy_address

irtua 'S
I Infoblox_FixedAddress_172.0.0.10

IP Pools

%= deny_group Address Group 2 dummy_address

8. Inthe Infoblox grid, delete the “172.0.0.10” reservation by selecting the reservation and
clicking the “reclaim” button. Wait about 10 seconds.
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9. On the Firewall, navigate to “Policy & Objects” and verify that the
“Infoblox_FixedAddress_172.0.0.10” entry has been removed from the “Address” list and
the “allow_group” Address Group. Refresh the page if necessary.
=-3 FortiGate VM64 FGVM8V0000164180

# Dashboard > || 4 CreateNew~ | ¢ Edit W Clone [ Delete | Search ‘ Q ‘
NA Security Fabric > T
Name Type Details
A :
Address
+ Netwark »
E FIREWALL_AUTH_PORTAL_ADDRESS Subnet 0.0.0.0/0
£ System
I.!s Policy & Objects . [ SSLVPN_TUNNEL_ADDR1 IP Range 10.212.134.200 - 10.212.134.210

IPv4 Policy Dl Subnet 0.0.0.0/0

IPvé Policy 2 dummy_address Subnet 1.1.1.1/32

IPv4 DoS Policy & google-play FQDN play.geogle.com

IPv6 Dos Policy & none Subnet 0.0.0.0/32

Wildcard FQDN Addresses

& update.microsoft.com FQDN update.microsoft.com
Services
% allow_group Address Group B dummy_address
Schedules
. = deny_group Address Group B dummy_address
Virtual IPs

DNS Security Event Remediation

This use case shows Infoblox DDI possibility to respond on any DNS Security events and request
FortiGate Firewall to add clients to the “deny_group”.
1. Simulate a security event by querying for a domain that is blocked by your RPZ.
LLILOE!.% 3 Dashboards

Smart Folders Grid Administration Q_ search admin  ~

IPAM DHCP File Distribution Threat Analytics
Toolbar »
'™ Zones Members Name Server Groups  Shared Record Groups [EGCELLLERR-NISWLLEEM  Blacklist Rulesets  DNS64 Grou ®
Response Policy Zones Home + bl |
local.rpz @ / % »
Quick Filter None &
v
v
Block Domain Name (No Such Domain)
2= Order Response
Policy Zones

a. Launch a command prompt and perform a nslookup request for “example.com”.
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Computer  Recycle Bin Microsoft Windows [Uersion 6.1.76801
i [Copyright <c> 2BB? Microsoft Corporation. All rights reserved.

C:\Windowsssysten32>ns lookup example.com 172.8.8.3
Serve

Address: 172.8.8.3
DHS request timed out.
timeout was 2 seconds.

Fortinet
templates C:sWindows \systen32>

e InKnown can’t find example.com: Non—existent domain

? 9

Google Fartinet
Chrome vApp Dels

2. Ensure the “Fortinet_Security_Sync” is set to “true” on the network or the IP address/host
record. If the “Fortinet_Security_Group” is not set, the value specified while assigning the

instance variable during the creation of notification rules is taken into account.
172.0.0.0/24 {IPv4 Network)

6
A Toggls Basic Mode &

General

Extensible Attributes +

Member
Assignment

Fortinet_Asset_Group allow_group Mo Parent Mo

IPv4 DHCP
Options Fortinet_Aszet_Syne trus Mo Parent Me
Discovery Fortinet_Security_Sync trus Mo Parent Mo

|l Fortinet_Security_Group  deny_group Mo Parent Mo
Discovery & = - E yaree

Exclusions

Discovery
Blackout

DHCP
Forwarding

B

IPv4 DDNS

B

IPv4
BOOTRIPXE Modify descendant actions for selected inheritable extensible attributes

A IPv4 DHCP
Thresholds

B

IPv4 Filters

B

IF-MAP

B

IPv4 IPAM
Utilization
Motification

-

Cancel Save & Close -

3. Inthe firewall, navigate to “Policy & Objects”. The “Infoblox_RPZ_172.0.0.1” host has
been added to the “Address” list and the “deny_group” Address Group. Refresh the page
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=-5 FortiGate VM64 F¢

& Dashboard = | # createnew~ | # Edt W C o Delet= | Search | Q |
¥ Security Fabric T
MName Type Details Comments
s gw= |
Address @
+ petwork
& Syt = FIREWALL_AUTH_PORTAL ADDRESS  Subnet 0.0.00/0
ystem
I B Policy & Objects & Infoblox_RPZ_172.0.0.1 Subnet 17200.1/32 Added from Infoblox at 2018-11-01T02:57:14Z for guerying example.com
\Pva Policy I8 5SLVPN_TUNNEL_ADDR1 1P Range 10.212.134.200 - 10.212.134.210
|Pvé Policy =al Subnet 0.0.0.0/0
1Pv4 Dos Policy = dummy_address Subnet 1111/32
IPvé Dos Palicy = google-play FQDN play.google com
‘Wildcard FQDMN Addresses = swscan.apple.com FQDMN swscan.apple.com

Internet Service Database

= update.microsoft.com FQDN update microsoftcom

Services 2] Address Group €

Schedul =

chedules = allow_group Address Group &= dummy_address
Virtual IP:

e % deny_group Address Group 2 dummy_address
IPPools = Infoblox_RPZ_172.00.1

4. Inthe Infoblox Grid, navigate to "Data Management" - "IPAM" - "172.0.0.1/24". Select
the IP “172.0.0.1” and refresh. The “Fortinet_Secutiy_SyncedAt” EA is now updated.

Irl I:Oblﬂx ;: Cazhboards Data Management

TR, PO RETHGRS

Super Hoel Devices DHCP DNE Fil2 Diskribulian

IPAM Home

1 TZ_G D mﬂ_ #° IPv4 Nehwork L Go to DHCP Wiew

smart Felders rid Adminlstration

Ga to Go

en don | BR[E] -
EEOEEDEO000000000000000000000000
0 o Y o o
N T O |
0 o Y o o
) 0 Y
0 o o o o
N T O | |
OO0000000000000000000000000000C0C0M

| - 172.000.0 - 172.0.0.255
172001 &
Typs Host MAC Addrass
Camment Name

Toggle BaEle Visw

Unusid

Confllct

Used

Panding

unmanaged

Flxed Addraze ! Reeervatlon
DOH 3 Object

Host Hot In DN SDHCP
Davica

Activa Lesss

Selactad IP Address

] oHer Range

[CJ[] oHer Excluzsion Rangs

[N meesrved Rangs

FEEEECOEED

winivm-1.poc.Infoblox.kacal

| st

Fartine_Security_SyncedAt
201E-11-01TOZET14Z

]  Mame Type
& WIRTVI-1.pac ntabiax lesal Host

Optionally, navigate to “Grid” = “Ecosystem” = “Outbound Endpoint”, select “Fortinet”, click on
the gear icon and select “View Debug Log”. Here you can see the debug log’s step-by-step execution

flow of the template
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[2018/10/30 22:24:55.858081] nios.poc.infoblox local (DEBUG
[2018/10/30 22:24:55.962585] nios.poc.infoblox local (DEBUG
[2018/10/30 22:24:55.962760] nios.poc.infoblox local (DEBUG
[2018/10/30 22:24:55.935699] nios.poc.infoblox local (DEBUG
[2018/10/30 22:24:55.992171] nios.poc.infoblox.local (DEBUG

"comment”: "Fortinet DNS Security Events”,

"content_type": "application/json”,

"headers": {},

"instance_variables™ {

"Fortinet_Asset_Group": "deny_group”

"hame": "Fortinet Security”,
"path” ™

"quoting™ "json”,
"steps” [

"body": [
{
"namespace” "XC",
"op™ "DEBUG",

"var1_name™ ",
"var1_namespace": "H"

"namespace”. "XC",

)
)
):
):
)

got: b100893f-64a4-4d0b-a25f-8ae7590fd54a, stored: None
Executing the template Fortinet Security

Event {u'event_type" 'RPZ' u'ip extattrs': {U'Fortinet_Asset_
Event fields with no value ['atc_hit_type', "atc_hit_values’, 'ip
Deserialized template in use: {
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