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Introduction

Cisco ACI (Application Centric Infrastructure) is Cisco’'s SDN (software-defined networking) solution for
data centers. This deployment guide illustrates how to configure Infoblox’s Network Insight to discover
Cisco ACI components and end hosts.

Overview

Cisco ACI - Infoblox Overview

@
Infoblox = alaln t@
CONTROL YOUR NETWORK c I s c o ) Tradltional

Changes
: i . Networking
Discovery
NetMRI / paloaltt Otr:?;nl\tljec;’t:;oﬂ(
NIOS

| Over 60 Vendors Supported |

g Discovery of SDN dfran]r, Software-
assets .
* Tenant/VRF clsco Defined
- Subnet ACI Networking

= Bridge Domain

« Fabric node

« APIC controller
- EPG

« Application profile
« End host

In addition to discovering various network devices and hosts in Network Insight, you can now discover
assets within Cisco ACl such as:

e Tenants and VRFs

e |Psubnets

e Bridge Domains

e Fabric Nodes

e APIC controller

e EPG

e Application profile (NetMRI only)

e Endhosts
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Requirements

The following items are required for Cisco ACI Integration in NIOS:

e Network Insight license.

e Infoblox Network Discovery Appliance.

e Infoblox NIOS 8.2.1 or later is required. NIOS 8.5.0 is the advised release
The following items are required for Cisco ACI Integration in NetMRI:

e NetMRllicense.

e Infoblox NetMRI Appliance.

e Infoblox NetMRI 7.2.1 or later is required. NetMRI 7.4 is the advised release

Deployment Instructions

Note: This deployment guide covers only Cisco ACI discovery deployment instructions. Please review the Network
Insight Deployment Guide or NIOS Administrator’s Guide for Network Insight configuration instructions. Please
review the NetMRI Administrator Guide for NetMRI configuration instructions.

Configure Cisco APIC information for Network Insight.
Note: Refer to the NIOS 8.2 Administrators Guide for Network View configuration.

1. Navigate to Grid — Grid Manager — Discovery. Click on the Discovery member.

Infoblox 3% Dashboards  DataManagement ~ SmartFolders  Grid  Administration QSearch admn v

HSMGroup  Device Support  Ecosystem

’; Infoblox u #* R

DHCP DNS TFTP HTTP (File Dist) FTP DFP NTP bloxTools Discovel ry Subscriber Collection

Quick Filter | None | ‘ [ Fiter on Show Filter
Group Results Group By
—
=z mLe Goto Go
[] Name Service Status  IPv4 Address  Comment t Site

[] & provet.com |DISCOVETySENiGE 172.19.18.114
V] probezcom |DISCOVERySENicE 172.19.18.113

2. Click on the Edit button on the Services screen. Click on the SDN/SD-WAN button. Select the Cisco
ACl entry and click on the Edit button. Note: Talk with your Cisco ACI administrator to get the IP
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address, username, and password. The Cisco ACI administrator can also provide a CA certificate from the

probe2.com (Member Discovery Properties Editor) a
Basic 0
«
General Member Role should be predefined as Probe or Consolidator-Probe to add SDN configurations.
Credentials
Seed -+ - | [
SDN/SD-WAN Add Cisco ACI Configuration =
*Fabric Name aci_new @|
*Addresses =+ |
[] Cisco APIC Addresses
D 172.19.0.220 -
w
*Protocol HTTP j
*Network View default ~1
*Username | admin I
*Password | -------- (D |
Comment | |
Cancel Save & Close =~

3. Enter the IP address of the Cisco APIC. Note: Multiple entries are supported for redundancy.

4. Select the Protocol which is either HTTP or HTTPS. If you decide to use HTTPS, you will need to
add a CA certificate.

5. Select the Network View.
6. Enter the Username for the APIC login.
7. Enter the Password for the APIC login.

8. Click onthe Save button and then the Save & Close button.

Configure Cisco APIC information for NetMRI.
Note: Refer tothe NetMRI Administrators Guide for Network View configuration.

1. Logintothe NetMRI GUI.
2. Click on the Settings wheel.

3. Goto Setup — Discovery Settings — APIC.
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4. Click on the ‘New’ button. Fill in the fields for: APIC controller address, protocol, network view,
username, and password.

Discovery Settings N
User Admin +
Ranges | StaticIPs | Device Hints | Seed Routers | APIC
Setup =
‘ . ' . ~
New | Edit | Delete | Import | Show Credentials = Discover Now s‘ & | Search... =] Settings Summary
=] Setup Wizard
APIC Controller Address:  10.40.19.10 Username: admin =] Scan Interfaces
Protocol: HTTP A Password: esessny | S Network viws
=] Collection and Groups
Network View: Tenant/VRF = Discovery Settings
=| Credential
Cancel | | Add&Discover| | Add | 3 refonas
L \ =] Device Support Bundles

5. Click on the ‘Add & Discover’ or ‘Add’ button.

Discovery Settings

Static IPs

Device Hints | Seed Routers

New | Edit | Delete | Import | Show Credentials | Discover Now

n‘ IP Address &

[]! 10.40.19.10

4 4 | Page 1of1| » »| Displaying1-10f1

Network View Protacol

TenantVRF

User Admin +

Setup -

~~
" K Search... =] Settings Summary

=] Setup Wizard

htto =] Scan Interfaces
=] Network Views
=] Collection and Groups
=] Credentials
=] Device Support Bundles
=] MIB Management
=] Syslog Forwarding
=] Port List
=] Device Collection Status
Z]NIOS IPAM Sync

Issue Analysis +
Notifications +

General Settings +

Database Settings +

© 2017 Infoblox, Inc. All rights reserved.

Viewing Discovered Data for Network Insight.

Below is a table showing the mappings of ACI specific components into IPAM objects.

ACI

Network Insight

Fabric Node (leaves and spine)

Device record under Devices tab

APIC Controller

Device record under Devices tab
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Tenant Tenant attribute for Networks and IP addresses under
IPAM tab

Bridge Domain Bridge Domain attribute for Networks and IP
addresses under IPAM tab

EPG EPG attribute for IP addresses under IPAM tab

After waiting about 15 minutes for the discovery to complete, you can now view your discovered devices.

1.

2.

3.

Navigate to Data Management— Devices. Change to the network view that was used to enter the
Cisco ACl details. For example, network view default was chosen.

Infoblox :z: Dashboards ~ DataManagement  SmartFolders ~ Grid  Administration QSearch admin v

IPAM VLANs Super Host Devices DHCP DNS File Distribution

; default  Network View [} ? 2
Quick Filter [ one v | EdFiteron Show Filter
L8 oo @
o= P Address Name Device Type Model Vendor Device Version  Chassis SN Location Description DiscoverNow ~ Managed site
| = 172.19.18.1 unknown Router
] 2008865 spine201 SDNElement  N9K-C9332C  Cisco ACI n9000-14.0(1h)  FDO22422UP8
B 172190220 apict SDN Controller ~ APIC-SERVER...  Cisco ACI 4.1(1) WZP232210FY
| = 2008864 leafto1 SDNElement ~ N9K-C93180Y...  Cisco ACI n9000-14.0(3d)  FDO23191VIW
m= 2008866 leaf102 SDNElement ~ N9K-C93180Y...  Cisco ACI n9000-14.0(3d)  FDO23191VHX

In the previous screen shot, you can now see the SDN Controller and 3 SDN elements; leaf01,
leaf02, and spine201.

You can drill down on the SDN Controller and SDN elements to gather information on interfaces,
networks, IP addresses, assets, and components. Below are screen shots of each for one of the leaf
nodes:
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2

Infoblox & Dashboards ~  DataManagement ~ SmartFolders ~ Grid  Administration QSearch admin v

e

IPAM VLANs Super Host Devices DHCP DNS File Distribution

= Devices Home i
q £ K

leaf101 (Cisco AC1 20.0.88.64)  pevice ¢ R

Interfaces  Networks P Addresses  Assels  Components

Quick anv‘m—v | EdFiteron Show Filter

28 Goto Go
A= Name IP Address VRF Name VRF Description  VRF RD MAC Address VLAN ID VLAN Name  Port Type Port Speed Admin Status ~ Operation Status ~ Trunk ¢
(] eth1/51.3 propVirtual Up off
B = 100 2008864 propVirtual Up off
B ethi/35 00:3A9C:8A5A03 25 Gbps Up Down on
| = tunnel1 tunnel Up Up off
B = ethi/21 00:3A9C8ABIFS 25 Gbps Up Down on
0= ethi/i8 00:3A9C8A59F2 25 Gbps Up Down on
| = ethi/7 00:3A9CBABIF1 25 Gbps Up Down on
| = pot 00:3A9C:8A5A40 100 qa_barem... propVirtual Up Down off
1000 qa_barem...
| = tunnelg tunnel Up Up off
B ethi/524 propVirtual Up off
B = ethi/t 00:3A9C:8A5U:EB 25 Gbps Up Down on
| = ethi/38 00:3A9C:8A5A06 25 Gbps Up Down on
| = ethi/6 00:3A9CBASUES 1000 qa_barem...  1000base-T 1 Gbps Up Up off
| = vian24 Multiple: qa_baremeal_... 00 00:22:BD:F8:19:FF propVirtual Up Up off
| = ethi/25 00:3A9C:8A59F9 25 Gbps Up Down on
»ME

Infoblox :E: Dashboards ~ DataManagement ~ SmartFolders  Grid  Administration QSearch admin v

IPAM VLANs Super Host Devices DHCP DNS File Distribution

% Devices Home ? 2
leaf101 (Cisco ACI 20.0.88.64) Device #* R
Interfaces  Networks [P Addresses  Assels  Components
Quick Filter [ yone ‘v ‘ Edriteron Show Filter
2B Goto Go

[] = Nework VRF Name VRF Description  VRF RD Comment Managed

= 151515024 qa_baremetal_... 00 No
| = 888888024 qa_baremelal_.. 00 No
o 17.17.17.0/24 qa_baremetal_... 0:0 No
m = 888,024 qa_baremetal .. 00 No
B 7.7.7.0124 qa_baremetal_... 00 No
| = 11111024 qa_baremetal_.. 00 No
| = 343434024 qa_baremetal_.. 00 No
O = 20.0.032/32

— 12.12.12.0/24 qa_baremetal_. 0:0 No
i 77.77.77.0/24 qa_baremetal_... 0:0 No
| = 141414024 qa_baremetal_.. 00 No
B 18.18.180/24  qa_baremetal_.. 00 No
[ = 2000027 No
B = 19.19.19.0/24  qa_baremetal_.. 00 No
| = 101010024 qa_baremetal_.. 00 No

s

 https://172.19.18.:119/ui/xINW_mFTDS-GNKAp1I6t_g/xINCO/t_gfbit
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Infoblox :g: Dashboards ~  Data Management ~ SmartFolders  Grid  Administration QSearch admin v

IPAM VLANs Super Host Devices DHCP DNS. File Distribution

= Devices Home
leaf101 (Cisco ACI 20.0.88.64) ~ Device 4* R

Interfaces Networks IP Addresses Assets Components

Quick Filter ‘Nm— v ‘ EDFiteron Show Filter
18 ] —
0= IP Address VRF Name VRF Description  VRF RD Interface Name ~ MAC Address VLA ID VLANName  Admin Status  Operation Status ~ Managed site
] 16.15.15.1 qa_baremetal._... 00 Vian21 00:22.BD:F8... Up Up No
| = 88.68.88.8 qa_baremetal._... 00 Vian21 00:22BD:F81... Up Up No
] 17474747 qa_baremetal._... 00 vian21 00:22BD:F8... Up Up No
| = 888.1 qa_baremetal_... 00 vian21 00:22BD:F8... Up Up No
| = 7774 qa_baremetal_... 00 vian21 00:22BD:F81... Up Up No
| = 1411111 qa_baremetal_... 00 vian24 00:22BD:F81... Up Up No
| = 34343434 qa_baremetal_... 00 vian21 00: Up Up No
| = 200032 101023 Up No
= 12121212 qa_baremetal_... 00 vian21 00:22BD:F81.. Up Up No
= 77.77.71.77 qa_baremetal_... 0:0 vian21 00:22:BD:F8:1... Up Up No
14.14.14.1 qa_baremetal.... 00 vian21 00:22BD:F81.. Up Up No
= 18.18.18.18 qa_baremetal_... 00 Vian21 00:22BD:F8: Up Up No
20.0.0.30 viang 00:22:BD:F8:1... Up Up No
| = 19.19.19.19 qa_baremetal_... 00 Vian21 00:22BD:F81... Up Up No
|} 10.10.10.10 qa_baremetal_... 0:0 vian21 Up Up No
g

Infoblox :i: Dashboards  DataManagement ~ SmartFolders  Grid  Administration QSearch admin v
IPAM  VLANs  SuperHost DNS File Distibution
&
= Devices Home 2 0
£ «

leaf101 (Cisco ACI 20.0.88.64)  Deviee ¢ R

Interfaces Networks IP Addresses Assets Components

Quick Filter | yone v | EQriteron Show Filter

t8 oo - )
B = Name Interface Name ~ VRF Name VRF Description  VRF RD IP Address Type Asset MAC Address VLAN ID VLAN Name  Admin Status  Operation Statu:
B spine201 elh1/49 2008865 SDNElement  AB:B4:56:B0:04:A5 Up Up

| = apict etht/ 17219.0220  SDNController  C4:F7:D5:F6:99:94 Up Up
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Infoblox :i: Dashboards  DataManagement ~ SmartFolders ~ Grid  Administration Q Search admin v

IPAM VLANs Super Host DHCP DNS File Distribution
% Devices Home 2 0
leat101 (Cisco ACI 20.0.88.64) bows # R L
Interfaces Networks IP Addresses Assets Components
Quick F\\Ier‘ None v | EDFiteron Show Filter
28 Goto Go
|: Name Description Class Serial Number Model
[ 48x10/25G 48x10/25G supervisor FDO23191VUW N9K-C93180YC-FX
[T REAR FANTRAY fan nfa NXA-FAN-30CFM-F
L PSU PSU power DCC2252716A NXA-PAC-500W-PE
[ PSU PSU power DCC225271S9 NXA-PAC-500W-PE
L 6x40/100G Switch 6x40/100G Sw... linecard FDO23191VJW N9K-C93180YC-FX
L REAR FANTRAY fan nfa NXA-FAN-30CFM-F
[ Nexus C93180YC-FX ch...  Nexus C93180.. chassis FDO23191VUW N9K-C93180YC-FX
L REAR FANTRAY fan nla NXA-FAN-30CFM-F
[ REAR FANTRAY fan nla NXA-FAN-30CFM-F

4. Navigate to Data Management — IPAM to view the discovered networks. Take note of the
networks with bridge domains and tenants.

Infoblox s Dashboards ~ DataManagement ~ SmartFolders  Grid  Administration QSearch admn v

VLANs Super Host Devices DHCP DNS File Distribution

'; default  Network View | ? 2
Quick Filter None o | Erreron Show Fiter Toggle flat view
+- -8 Goto| | Go
[ = Network~ Comment IPAM Utlization  DiscoverNow  Discovery Engine  Discovered ... Discovered VLA... Bridge Domain  Tenant VRFName  VRFDescri... VRFRD BGPAS
B = ¥ 888024 03% Network Insight ga_brdomain  ga_baremetal_... qa_barem. 00
B = ¥ 9.9.0024 03% Network Insight qa_br_domain 2 qa_baremetal_... qa_barem. 00
B = 9 10.10.10.024 03% Network Insight ga_brdomain  qa_baremetal_... qa_barem.. 00
| = oo 11.11.11.024 03% Network Insight qa_br_domain 2 qa_baremetal_... qa_barem.. 00
A = e 12.12.12.024 03% Network Insight qa_brdomain  ga_baremetal_... qa_barem. 00
B = 9 14.14.14.024 03% Network Insight ga_brdomain  qa_baremetal_... qa_barem. 00
A= o 15.15.15.024 03% Network Insight qa_br.domain  ga_baremetal_... qa_barem. 00
| = o 16.16.16.024 03% Network Insight qa_brdomain  qa_baremetal_... qa_barem.. 00
B = o 17.17.17.024 03% Network Insight qa_brdomain  qa_baremetal_... qa_barem. 00
A= e 18.18.18.024 03% Network Insight qa_brdomain  ga_baremetal_... qa_barem. 00
| = 9 19.19.19.024 03% Network Insight qa_brdomain  qa_baremetal_... qa_barem. 00
| = &9 20.0.0.027 ( s3% Network Insight
B = 9 34.34.34.024 03% Network Insight qa_brdomain  ga_baremetal_... qa_barem.. 00
| = o 77.77.77.024 03% Network Insight qa_brdomain  qa_baremetal_... qa_barem. 00
B = ¥y 83.88.88.024 03% Network Insight qa_brdomain  ga_baremetal_... qa_barem. 00
53
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Viewing Discovered Data for NetMRI.

1. Afterupgrading NetMRI to 7.2.1 and above, a device group called ACl is used to hold all of the Cisco

ACI components such as the APIC, leaves, and spine. Select the ACI device group from the Device
Group panel.

2. Navigate Network Explorer — Inventory — Devices — All Devices.

FULLNM FindIT User: admin Logout
s+ Dashboard  Network Analysis Config Management  Reports
nfolox - - T \ %o
WOVl Summaries  Topology Discovery  Swiich Port Management Select Device Group [»|@]
Cmwnes e
L3 7
— Al Devices (38)
Al Devices I ACI)
Devices = Y = -]
, e | P
Infrastructur Devicss - [ Network wio SNMP (§)
Device Components Network View | Device Nama | Type Vendor | Modsl [ Routing (19)
[E] Connected End Hosts 10404910  TenantVRF apict SDN Controlier (99%) Cisco  APIC-SERVERMi 3 swiching (1)
[E] Connected IP Phanes (75 UNKNOWN (3)
10401912  TenatVRE  LEAF1 SDN Element (99%) Cisco N9K-C9396PX
10401913  TenatVRE  LEAF2 SDN Element (99%) Cisco  N9K-C9396PX
10401914  TenantVRE  SPINE SDN Element (99%) Cisco  N9K-CS336PQ
Virtual Devices +
Interfaces +
0ss +
Models + |4 4 |page 1of1| b ¥l | Displaying1-4of4 Updated at 2017-09-28 15:48:30
® 2017 Infoblox, Inc. Al ights reserved. 2017-09-28 15:48
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3. Ifyouclick onthe IP address, you will get the device viewer for that IP address. You will then be
able to view the EPG, Bridge Domains, VLANs and interfaces.

LEAF1 | 10.40.19.12 (Physical Device) | Tenant/VRF

Type: SDN Element (99%) Vendor: Cisco
O/S Version: n8000-12.2(1n) Model: N9K-C9396PX

Up Time: 2d 08h 54m 33s SNMP Status: Enabled
Last Communication: 2017-09-28 15:45:17 MAC Address: 00:22:BD:F8:19:FF
Discovery Blackout: N/A Change Blackout: N/A

2

Network Analysis +
EPG
Device/Network Explorer 4+ |
Search... Views v Fiters | U o
ACI =
Applocton pol |58 |
commaon default VM-EPG [=] Bridge Domains
infra access default ‘
mgmt VM-Tenant-App-Profile VM-EPG
NetMRI-Tenant  dev-ap dev-epg-2
NetMRI-Tenant ~ dewv-ap dev-main-epg
NetMRI-Tenant  dev-ap netmri-epg
NI-Tenant NI-AP ni-main-epg
test NIOS-ANP Dol-2
test NIOS-ANP Dol-1
Interfaces +
Router +
Switch +
4 4 | Page  1of1| b Pl | Displaying1-9of 5 Updated at 2017-09-28 15:52:40 |  Settings & Status +

L@ 2017 Infoblox, Inc. All rights reserved.
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4.

If you click on the Network View, you will be able to see the VRFs.

Name: Tenant/VRF
Description:

Associated VRFs

Search...

Device Name . (R a0 1] VRF RD
LEAF1 black-hole oo
LEAF1 management 0:0
LEAF1 NetMRI-Tenant: NetMRI-VRF oo
LEAF1 comman:infoblox-PN 0:0
LEAF1 overlay-1 0:0
LEAF2 NetMRI-Tenant: NetMRI-VRF 0:0
LEAF2 NetMRI-Tenant:netmri-vri-2 oo

4 4 | Page 1efz| b Pl | Displaying 1- 10 of 17

Imported VRFs
Search...

Route Target . Device Name VRF Name

| Page 1ef1| ¢l | Nodatato display

Views - Fillers | Assion N e

Updated at 2017-09-28 15:50:23

Views~ Filters | SN oo

Updated at 2017-09-28 15:50:23

5. When clicking on Summaries — Network Views, you will be able to see details of the network view.

‘QANET-SA53 FULLNM FindIT

FEEPQLQ,X.‘ :: Dashboard  Network Analysis [UZU" 3=l Config Management  Reports

inventory CTUUNYISM Topology  Discovery  Switch Port Management

7

|

VRFs - common:Infoblox-PN

Routes
VRFII‘WKVI- VRF Description VRF RD Device Name |IP Address

commen:infoblox-PN ~ TenantVRFE 00 LEAF1 1040.19.12
LEAF2

| views v Fiters | JN N |
Subnets e EEE—
Network View
VLANs
TenantiVRE

Route Targets

commen:infoblox-PN ~ TenantVRFE 00 10.40.19.13 TenantVRF

HSRP/VRRP Groups
Pors

NIOS Grids

+ [+ + + + + o+

Network Views

Search. ‘ e} ‘

ila

View All VRFs
(deaul)iOS

black-hole

common:Infoblox-PN
management
NetMRI-Tenant NethRI-VRF
NetMRI-Tenant:netmri-yri-2

NI-TenantNI-VRF

wrf test!

4 4 |page  1of1| ¥ Kl |1-90f0 4 4 |page 1of1| b k| | Displaying1-20f2 Updated at 2017-09-28 15:57:54

® 2017 Infoblox, Inc. Al ights reserved.

User: admin Logout

Al #le
Select Device Group
| search...
— g All Devices (38)

(73 Network Management (1)
(7 Network wio SNMP (6}
[ Routing (19)

(7 Switching (16)

(3 UNKNOWN (3)

2017-09-28 16:00
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6. When clicking on Summaries — VRFs, you will be able to see the VRFs that are assigned to the

devices.
MQLJL%‘:: Dashboard ~ Network Analysis [T otz =L @l ConfigManagement  Reports Q | ol ‘ 7]

imventory NGl Topology Discovery  Switch Port Management Select Device Group @)
| search...
— g All Devices (38)
ACI (4)

T o m ] [ Network Management (1)
mineamitindiriy [ Network wio SNMP (6)
m VRF Network View 'VRF Description VRF RD Device Nama | IP Address Network View @ Routing (19)

[ Switching (16)
[ UNKNOWN (3)

7

|

VRFs - common:Tnfoblox-PN

Routes

Subnets

common:infoblox-PN  TenanU/VRF 00 LEAF1 10.40.19.12 TenantVRF

Route Targets

+
+
VLANs +
+
‘common:infoblox-PN  TenanU/VRF 00 LEAF2 10.40.19.13 TenantVRF
+

HSRP/VRRP Groups

Ports

+

NIOS Grids

+

Network Views +

Search a2

ﬁlﬁ
|

View All VRFs
(defautjOS
black-hole

common:Infoblox-PN
management
NetMRI-Tenant:NetMRI-VRF
NetMRI-Tenantnetmi-vri-2
NI-TenantNI-VRF

overtay-1
test i test!
[ 4 [Page,  1)oft| b bl [1-90f8 [4 4 |Page  1)cF1| b bl | Displaying 1-20f2 Updated at 2017-09-28 15:57:54

© 2017 Infoblox, Inc. Al rights reserved. 2017-09-28 16:00
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7. Navigating to Network Explorer — Discovery will show the discovery status, IP addresses,
interfaces, VRF names, and network views.
Fre [0 usr e Logous

Infoblox 4 Dashboard  Network Analysis [USCUSSULN  Config Management  Reports A B0
ettty
inveniory ~ Summaries  Topology AWM Swiich Port Managsment Select Device Group

Search...
~ Al Devices (38)

Search... ‘ Views = Fitters | Discover Next  Discover Now  License  Unmanage [ R e‘ I ACI(4)
Notwork M: (1

H|PAddress | Network View  |Name E |P |[R |8 |sc|c |cc|c |DB |CB |Type LastTimestamp | Last Action (5 Notwork Managomert 1

(5 Network wio SNMP (6)
W 10401994  TenantVRF SPINE G0 Q 820 A @ @ @ sONEement 20170928 160528 SNMP Collecton: Successfully collected data / Table: Vians £ Routing (19)
IP Address Interface VRFMame  Network View @sting (18)
200885 lod-lod defaulVNM  TenanlVRF £ UNKNOWN (3)
20015265 Jod-lot  #defaultfVNM  TenantVRF
200864 loi-lol  #defaultfVNM TenantVRF

200033 o707  #defaultfVNM  TenanlVRF
20003¢ o8-l  #defaulfVNM  TenaniVRF
200867  Iob-lof  #defaultfVNM  TenantVRF
2006404 lo0-lo0  #defaufVNM  TenantVRF
200035 lo3-lo  #defaul¥VNM  TenantVRF
20015266 lo2-lo?  #defaulVNM TenanlVRF
20016267 lof-lof  defaultfVNM  TenanlVRF

P 10401912 TenantvRE LEAF1 (] [ ] SDN Element 2017-09-26 16:05:28  SNMP Colleciion: Successfuly collected data / Table: Vians
L 4 v
b 10401913 TenantvRE LEAF2 [ ] [ ] SDN Element 2017-09-28 16:05:27  SNMP Colleciion: Successfully collected data / Table: Vians
@ L]
10401910 TenantVRE apict [ ] [ ] SDN Contr... 2017.09-28 16:04:12  Device Groups: Successfully assigned to device groups
@ @

U4 4 |pPage 1of1| kb Pl | Displaying1-4of4

Entire Network Totals
Network Devices: 34

Licensed Devices: 28 IP Addresses:

® 2017 Infoblox, Inc. All rights reserved. 2017-03-28 16:08

Troubleshooting - NIOS

1. Tryto pingthe IP address of the APIC. If successful, then go to the next step.
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2. Download a support bundle. Navigate to Grid — Grid Manager —Members.

Infoblox 3% Dashboards  DataManagement  SmartFolders  Grid  Administration QSearch admin v

[P Upgrade  Licenses  HSMGroup  DeviceSupport  Ecosystem

[ o Toolbar » 0
5 Infoblox = ¢ R «

+ Add o
[ Edt

Members  Services T Delete

DHCP DNS TFTP HTTP (File Dist) FTP DFP NTP bloxTools Discovery Subscriber Collection

¥Z Permissions

Quick Fiter [ yone I ‘ EDFiteron Show Fiter [ Replication Status View [ Extensible
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3. Click on the Discovery member which is probe2.com in this example. Navigate to Toolbar —
Download and click on Support Bundle.
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4. A compressed file will be created and can be downloaded to your Downloads directory. The file
name is supportBundle.tar.gz. Uncompress this file.

5. After uncompressing, change directory to the newly created subdirectory called SupportBundle.
Search for the compressed file called nm_discovery_support_bundle.tgz. Uncompress this file.

6. The subdirectory Augusta is now created in the subdirectory supportBundle. Change directory to
Augusta/snmp_logs. Open the latest dataEngine.log.<year>-<month>-<day> file. The

information related to Cisco ACI can be found by searching string 'AciObject’ or IP address of Cisco
APIC/LEAF. For example:

2017-08-01 16:11:47 [info] 13627 (worker14) 10.40.19.10/AciObject-3707429403927922829:
AciObject: collection completed

2017-08-01 16:11:47 [info] 13627 (worker14) 10.40.19.10/AciObject-3707429403927922829: Done
(663ms)

2017-08-01 16:20:24 [info] 22904 (worker01) 10.40.19.12/AciObject-4004721853816867796: ACI
request POST /api/aaalLogin.json failed: Request to ACl failed: 401 Unauthorized

(401: Username or password is incorrect - FAILED local authentication)

2017-08-01 16:20:24 [error] 22904 (worker01) 10.40.19.12/AciObject-4004721853816867796: Cannot
login to ACI controller 10.40.19.10: Request to AClI failed: 401 Unauthorized (401: Username or password
is incorrect - FAILED local authentication)

2017-08-01 16:22:25 [info] 23101 (worker13) 1.1.1.1/AciObject-6001678353361986687: ACI request
POST /api/aaalogin.json failed: Request to ACI failed: 500 Can't connect to 1.1.1.1:80 (Connection timed
out)

2017-08-01 16:22:25 [error] 23101 (worker13) 1.1.1.1/AciObject-6001678353361986687: AciObject:
Failed collection: Cannot login to ACI controller 1.1.1.1: Request to ACI failed: 500 Can't connect to
1.1.1.1:80 (Connection timed out)

Troubleshooting - NetMRI

1. Tryto pingthe IP address of the APIC from within NetMRI. If successful, then go to the next step.
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2. Navigate to any of the ACI devices in Network Explorer — Inventory — All Devices. Make sure the
AClI device group is highlighted.

Infoblox & oasnocars  watworkaraves IEEEEALEEEN  canigManagamen  apons NI

el Summares Topology Discovery  SwichPor Managemeni Select Device Group Do

T

R p—
= i
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3. Pick the device in question by clicking on the IP address to bring up the Device Viewer.
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4. Within the Device Viewer, navigate to Settings & Status — General Settings — Enable SNMP
debug.

Network Analysis +

Analysis : Enabled
Config Change : N/A

NetBIOS Scanning : Disabled
ARP Cache Refresh : Disabled

Device/Metwork Explorer  +

B ACI +
Config Collection : N/A Switch Port Mgmt : Enabled
Interfaces +
Modify Device Settings Router +
Switch +
MName: |EAF1
Settings & Status -
Management Network View: INelwuu‘lH hd =
A =S General Seitings
Type: | SDM Element j E Management Status
[E] User Audit Log
Configure SNMP collection status and debug parameters E Device Audit Log
SNMP Status: (@ Enabled | Disabled = Logs
[Z] Device Support

SNMP Debug: (@ Enabled | Disabled

If "Locked' or 'Unlocked' is selected for Config Change, this will override the Device Group
setting.

Config Change: (@) Group Defaut | Locked | Unlocked

To correct the reboot time for devices up longer than 497 days, enter the date and time of the
last device reboot (YYYY-mm-dd hh:mm:ss).

Reboot Time:

| Updatc

| © 2017 Infoblax, Inc. All rights reserved,

5. Click onthe Update button.
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6. Navigate to Settings— Database Settings— Send Support Bundle. Highlight all of the Data

Categories and click on the OK button.

Send Support Bundle e

Send Support Bundle

Technical data from the network database can be sent to the Infoblox technical
support web site as a Support Bundle, or can be downleaded for local review before
sending to Infoblox via e-mail. (CTRL+click to select multiple data categories.)
Transfer Mode: @) e, rigad To Ciient Workstation
Upload To Infoblox Support Website

Data Categories: Discovery Stats (required)
SNMPICLI Logs

Cenfig Logs

Firewall Services

Standard Logs

\isualization Legs

System Health Logs

OK

© 2017 Infoblax, Inc. Al rights reserved.

+
+
Issue Analysis +
Notifications +

+

General Settings

Database Settings -

[£] Database Statistics

[=] Archive Database

[£) Scheduled Archive

[=] Advanced Support Bundle

[=] Remate Canfig Archive
[=] Maintenance

[=] Data Retention

E Storage Management

7. Youcanthen either review the dataEngine. log file or submit a support bundle to Infoblox TAC

for further review.
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