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The Infoblox IPAM plugin for vRealize Automation 8.1 integrates IP address allocation and DNS record creation
into your Cloud Assembly deployments. The Plugin also lets you create On-demand networks which can be
used for IPAM and DNS functionality, making delivery/deployment of Enterprise IT applications completely
seamless. The plugin is available on the VMware Solution Exchange and uses extensibility actions to retrieve
IP data from the Infoblox grid as well as update the grid with host records and other data for deployed virtual
machines (VM) and networks.

The Following prerequisites need to be met as part of this document to use Infoblox Plugin for vRA 8:

e A VMware private cloud with vSphere suite. The environment used for this document consists of 2
ESXi 6.5 servers, with vCenter running as a virtual machine.

e Afully configured network setup in vCenter.

e Fully installed vRealize Suite Lifecycle Manager (LCM), VMware Identity Manager (IDM), and vRealize
Automation 8. It is recommended to use vRealize Easy Installer to deploy these in a few simple steps.
Refer to VMware documentation for further information.

e At least one Infoblox NIOS or vNIOS appliance that supports a minimum wapi version of 2.7.
e Infoblox grid configured for IPAM and DNS.

The following outline describes the basic steps needed to install, configure, and use the Infoblox IPAM plugin
for vRA 8.1.

Configure the Infoblox grid.

Install the Infoblox plugin in vRA 8.

Create templates and customization specs in vCenter.
Add resources in VRA Cloud Assembly

Create blueprints in VRA Cloud Assembly.

Create a deployment from a blueprint.

N o o bk~ owbd =

Delete the deployment.

This section covers the steps to set up your Infoblox grid prior to installing and using the Infoblox plugin for vRA
8.1. This will cover five steps: create a DNS zone, create a network, create a network container, create a cloud
API account, and add extensible attributes.

In order to automatically assign DNS records to new virtual machines created through vRA deployments, we
need to create an authoritative DNS zone to use for this. When we create a network, we will set this zone as
the default domain for its DHCP options.

1. Login to Infoblox Grid Manager.
2. Navigate to the Data Management -> DNS tab.

3. Click the + - Add dropdown, select -> Zone -> Authoritative Zone.
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Toolbar »

o= Add -

Host

wery Monitoring

Record

Shared Record

| G
Authoritative Zone Zone

Forward Zone Group

v v v v v 0w

Stub Zone Ruleset
DMNS View

DMNSE4 Synthesis Group
No = -

4. On Step 1 of the wizard, select Add an authoritative forward-mapping zone, click Next.

Add Authoritative Zone Wizard = Step 1 of 6

@ Add an authoritative forward-mapping zone
O Add an authoritative 1Pv4 reverse-mapping zone

O Add an authoritative IPvé reverse-mapping zone

Mext Schedule fer Later Save & Close -

Cancel | Previous
5. On Step 2, enter a name for the zone, such as infobloxguide.local. Click Next.

Add Authoritative Zone Wizard = Step 2 of 6

*Hame infobloxguide. local |
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6. On Step 3 of the wizard, select Use this set of name servers.

7. Click the + - dropdown and select Grid Primary.
Add Authoritative Zone Wizard = Step 3 of 6 E3 [fiforing

O Hone

Use this Hame Server Group Choose One

AD

@ Use this set of name servers ———

L |
7] Hame =« IPvd Address  IPvB Address  Type Stealth TSIG Grid Primary
i Grid Secondary
Mo data

External Primary

External Secondary

8. Click Select. If you have multiple members in the grid, select one from the popup window. If you have
only one member, it will be selected automatically.
9. Click Add.

Add Grid Primary [

Select Clear | gm.infobloxdemo.com

[] Steatth

Add Cancel

10. Click Save & Close.
11. In the warning bar at the top of Grid Manger, click Restart.

The configuration changes require a service restart to take effect. Click Restart to restart relevant services now or click Ignore to restart the services later. Restart View Changes lgnore

Infoblox :E: Dashboards Data Management Cloud Smart Folders Grid Administration

12. In the Restart Grid Services window, click Restart.
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Restart Grid Services

[i:]8
AD

Restart Grid Services ® Ifneeded
(C) Force service restart

A forced restart may be delayed if there are pending restarts for the same service.

Restart Method (@ Restart all Restart Groups
O Simuttanecusly for all members

O Sequentially for all members

Affected Members and Services View Pending Changes

To start polling, click the Poll Members icon above this table ..

Cancel Restart

Next, we will create a network in the Infoblox grid to use for allocating IP addresses to VMs deployed through
VRA 8.

1. Navigate to the Data Management -> IPAM tab.
2. Click the 'I' T Add dropdown, select -> Network -> IPv4.

Toolbar »
= Add -
Py Network (3
i IPvE Range I
Yiscovery En Host I

Fixed Addrese b
one

IPv4 Reservation
A Record
PTR Record

AdAA Record

TUmT

3. On Step 1 of the wizard, select Add Network -> Manually, and click Next.
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Add IPv4 Network Wizard > Step 1 of 7

(@ Add Network &«

@ Wanually

O Using a network template

() Add Network Container

Cancel | Pre

Mext Schedule for Later Save & Close -

4. Enterin your desired Netmask, such as 24.

5. Click the + to add a new network ID, such as 172.27.1.0.
6. Select the checkbox for Automatically Create Reverse-Mapping Zone.

Add IPv4 Network Wizard = Step 2 of 7 x|
-~ @
= &
*Netmask ! l 24 | 255.255.255.0
14 2 12 18 20 24 28 32
1 e I 0 G i v I O 0 8 e O 5 o 1
* Networks -
& @
[C] Metwork
72271.0 |
Comment |
Automatically Create Reverse-Mapping Zone
"]
Cancel Previous Neaxt Schedule for Later Save & Close -

7. Click Next.

8. On Step 3, click the + to add an Infoblox member to manage the network.
9. If you have multiple members in the grid, select one from the popup window. If you have only one
member, it will be selected automatically.
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Add IPv4 Network Wizard > Step 3 of 7 [ % |

@
Members L B «
[ name IPvd Address IPvE Address Comment
] gminfobloxds... 1722612
Cancel Previous Mext Schedule for Later Save & Close -
10. Click Next.
11. On Step 4, first set the default router for the network by clicking Override in the Routers box.
Add IPv4 Network Wizard = Step 4 of 7 B
~ 8
Lease Time Er &
| 12 | Hours : Override
Unlimited Lease Time
Inadvertently selecting the Unlimited Lease Time check box or using this
option incorrectly could cause a serious network outage in the future when
all available leazes are allocated
Inherited from Grid Infoblox
Routers f
= -..i:
P Address
W
Cancel Previous Mext Schedule for Later Save & Close -
12. Under IP Address, enter the default gateway for your network.
Routers
o | Inherit
] IPaAddress
il
| 17227.1.1) |
4

13. Scroll down and click Override in the Domain Name box.
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The plugin will not be able to read inherited options. The Domain Name option must be
overridden and set at the network and/or range levels; otherwise, updates from the plugin will

fail.

14. Enter the domain name from the zone you created earlier, for example infobloxguide.local.

15. Click Override in the DNS Servers box.
16. Enter the IP address of your Infoblox DNS server.

Domain Name i i
infobloxguide local Inherit
DNS Servers
= | Inherit
[ IpAddress
.
[ 722712

17. Click Save & Close.
18. In the warning bar at the top of Grid Manger, click Restart.
19. In the Restart Grid Services window, click Restart.

Restart Grid Services

&t
AD

Restart Grid Services @ If nesded
() Force service restart

A forced restart may be delayed if there are pending restarts for the same service.

Restart Method @ Restart all Restart Groups
() Simultaneously for all members

O Sequentialty for all members

Affected Members and Services View Pending Changes

gl

Cancel Restart

In this step, we will create a network container to hold networks created by vVRA deployments. When we create
on demand networks through vRA Cloud Assembly, smaller blocks of IP space will be allocated from this
container for subnets.

1. From the Data Management -> IPAM tab, click the + T Add dropdown, select -> Network -> IPv4.
2. On Step 1 of the wizard, select Add Network Container.
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Add IPwd Metwork Wizard = Step 1 of 7

() Addd Metweark
hanually

Uzing a netwark template

(@ Add Metwark Container

3. Click Next.
4. Enterin your desired Netmask, such as 16. Allow for a large block of address space as this will be
Subnetted later.
5. Click the + to add a new network ID, such as 172.30.0.0.
6. Click Save & Close.
7. Select the new Network Container and click Edit in the action menu.
8. In the edit window, open the IPv4 DHCP Options tab.
9. Using the Override buttons, set the Router, Domain Name, and DNS Server for this network block.
Routers
LS Inherit
[ P &ddress
[ 17230024
Domain Hame [nfobioxguide ocal | —
DHS Servers
S Inherit
[ 1P Address
Bl 1722812

10. Click Save & Close.

Any admin account with access to the cloud API can be used for the Infoblox plugin for vRA 8, including the
default admin account. As a best practice, an account with the least required privileges should be used. This
account will need Read/Write permissions for the network objects, DNS zones, and reverse DNS zones that will
be used. It will also need permission to Read the grid DHCP properties.
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This section will detail how to set up a cloud admin account and give permissions to the cloud-api-only admin
group for use with the vRA 8 Infoblox plugin.

Create Account
1. Navigate to the Administration -> Administrators tab.
2. Click the + to add a new admin user.

In the wizard, select Local for Authentication Type.
4. Enter a name and password for the admin account.

w

Add Administrator Wizard > Step 1 of 2

Authentication Type Local v
Credentials
*Login |W|
*Password |oooooooo |
*Confirm Password |oooooooo |

Password must contain at least 4 characters.

Email Address |

*Admin Group Select Clgar

5. Next to Admin Group, click Select.
6. Inthe Admin Group Selector window, click on the cloud-api-only group.

Admin Group Selector

Al Admin G
B o ShowFier

Active Directory Sites

B3 Apple Mac OS Device®  Find | Go

B2 Conflicts

B Discovered Switches/R Hame = Superuser Comment Site:
B2 Gaming Console Device admin-group Yes

K2 Microsoft Windows Dey

B Router and Wireless Ac i it

B2 Smartphone, PDA, Table zamil-group No Admins allowe...
Unmanaged

zplunk-reporting-g  No

7. Back in the Add Administrator Wizard, click Save & Close.

Set Permissions
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1. Navigate to the Administration -> Permissions tab.
2. In the Groups column, click on the cloud-api-only group.

Admins Groups Roles Permissions Authentication Policy SHMPv3 Users

+ - Create New Permission

Admins Show All Groups Show All Roles Show All
cloud-admin admin-group
cloud-api-onty
=amk-group

cloud-api-only Permissions

| 2| @l | . e |7 e =
ol | & & Quick Fitter =3 All Configured Permissions |~ || Al Permission Types =2
|:| Group/Role Permission Type Resource Resource Type Permission
Mo datz

3. Click on the + - dropdown and select Object Permissions.

cloud-api-only Permissions
- Flol LS

Global Permissions mission Type Re=source

Object Permissions

4. Click Select Object(s).

Create Object Permissions

(® Group Permission cloud-api-only ' ~ @
«
{_) Role Permizsion Choose One
Object Select Object(s)
Object Type
Resources in Selected Objects ReadMVrite Read-Onhy Deny
Mo data
W
Cancel Save & Close -~
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5. In the object filter, select IPv4 Network from the dropdown list.
6. Type the first octet of your network in the search bar.

7. Click on Search.

Object Selector

[172

Type V eguals

[] Include Extensible Attributes Values

[ name Type

|:| defauli172 25 1.0/24 IPv4 Network

D defaulti172 27 1.0/24 IPv4 Network
Cancel

Matched Property  Matched Value
Network View/... 172.26.1.0

Network View/... 172.27.1.0

8. Click on the network you created earlier, or select its checkbox and click Select.
9. In the Create Object Permissions window, select Read/Write next to the resource.
10. Select Read/Write for IPv4 Host Addresses, IPv4 DHCP Ranges, and IPv4 Fixed

Addresses/Reservations.

Create Object Permissions

(@ Group Permission cloud-api-only "-’

() Role Permission Choose One

Object default!172.27.1.0024 Select Object(s)
Object Type

Resource
default172.27.1.0/24

Re=curces in Selected Objects

Port Control

[Pv4 Host Addresses

IPw4 DHCP Ranges

IPv4 DHCP Fixed Addresses/Resery.

Cancel

Read\Write Read Only
® o

ReadWrite Read-Onhy

] ]

B =

]
O
=

~

Search

+ Reszet

IP Address /Data  Comment Site

v
Select
~ i
«

IPv4 Network

Deny

O

Deny

0 i R |

L4

Save & Close ~

«

Infoblox Deployment Guide - Infoblox IPAM Plugin for VMware vRA 8 (May 2020)



11. Click Save & Close.
12. Repeat steps 3 through 11 to add the same permissions for your network container. Use IPv4 Network

Container for the Type in the search filter.

Create Object Permissions ]
(@ Group Permission cloud-api-only V ~ 9
&
(O Role Permission Choose One
Object default"! 72.30.0.0/18 Select Object(s)
Object Type IPv& Network Container
Resource Read/\Write Read Onhy Deny
defautt/172.30.0.018 ® O o
Resources in Selected Objects Read/MWrite Read-Onhy Deny
Port Control [l ] [
IPv4 Host Addresses D |:|
IPv4 DHCP Ranges = [
IPv4 DHCP Fixed Addresses/Reserv... ] =

W

Cancel Save & Close -

13. Click on the + - dropdown and select Object Permissions.
14. Click Select Object(s).

15. In the object filter, select All Zones from the dropdown list.

16. Type the first part of your DNS zone name in the search bar.
17. Click on Search.

Object Selector

Type " || equals Reset
|:| Include Extensible Attributes Values
|:| Name Type Matched Property | Matched Value IP Address /Data | Comment Site

[F] defaultinfobloxdemo.com Forward-Mappi... DNSView/FQDN  infobloxdemo.c...

[C] Boefaultinfobloxguide.local Forward-Mappi... DNS View/FQDNM  infobloxguide.l...

18. If needed, drag to expand the Name column to view the entire name.
19. Click on the DNS zone you created earlier, or select its checkbox and click Select.
20. In the Create Object Permissions window, select Read/Write next to the resource.
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21

22.

23.
24.
25.
26.
27.

. Select Read/Write for Host, A Records, and PTR.

Create Object Permissions

(® Group Permission cloud-api-onty ||
() Role Permizsion Choose One
Object defaultfinfobloxguide.local Select Object{=)
Object Type Forward-Mapping Authoritative Zone
Rezource ReadMWrite Read Only Deny
default/infobloxguide local @ O O
Resources in Selected Objects Read/MWrite Read-Only Deny
Host ] [
& Records D |:|
AALA Records = [
Cancel

Click Save & Close.

Click on the + - dropdown and select Object Permissions.
Click Select Object(s).

In the object filter, select All Zones from the dropdown list.
Type the first octet of your network in the search bar.

Click on Search.

Save & Close -

Object Selector [ %]
~
| Search «
Type _"’l eguals All Zones Reset
[] Include Extensible Attributes Values
D Name Type Matched Property = Matched Value IP Address /Data ~ Comment Site
[F] default!1 26172 in-addrarpa IPvd4 Reverse-.. DNS View/FQDN  1.26.172.in-ad...
[ l defautt’1 27 172 in-addr.arpa IPv4 Reverse-...  DNS View/FQDN  1.27.172.in-ad...
- i
Cancel Select
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28. Click on the reverse lookup zone you created earlier.

29. In the Create Object Permissions window, select Read/Write next to the resource.

30. Select Read/Write for Host and PTR.

Create Object Permissions

(_) Role Permission Choose One
Object default!1 27 172 in-addr.arpa Select Object(s)
Object Type IPv4 Reverse-Mapping Authoritative Zone
Resource Read/Write Read Only Deny
default!! 27 172 in-addr.arpa O O
Resources in Selected Objects Read/Nrite Read-Only Deny
Haost [ [
CNANE [ ] [l
DONAME [ ] &
FTR ] [

31. Click Save & Close.

32. Click on the + - dropdown and select Global Permissions.

cloud-api-only Permissions
- 70l LS

Object Permizzions

mission Type

CP Permizsions

33. In the Permission Type dropdown, select DHCP Permissions.

~a@ B
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Manage Global Permissions

(® Group Permission cloud-api-onty IV-
() Role Permizsion Choose One
Permission Type { IPAM Permissions
Administration Permizsicns
Resources/Functions Threat Analytics Permissions inty D
. Cloud Permissions
All Network Views E
Named ACL Permissions
All IPv4 Networks DHCP Permizsions |:
DNS Permigzions
SRENG Moo File Distribution Permissions E
34. Select Read-Only for Grid DHCP Properties.
Manage Global Permissions
(@ Group Permission cloud-api-only "" I &
&«
() Role Permission Choose One
Permission Type DHCP Permissions V
Re=spurces/Functiocns Readrite Read-Onhy Deny
My
Grid DHCP Properties =l El
Al Network Views A = v
Cancel

Save & Clogse -

35. Click Save & Close.

The Infoblox plugin for vRA 8 uses the following extensible attributes (EA) in the Infoblox grid to hold metadata
for resources:

e Tenant ID (string)

e CMP Type (string)

e VMID (string)

e VM Name (string)

e VMware NIC index (integer)

e VMware resource ID (string)
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Many of these extensible attributes are added to the grid when you install the Cloud Network Automation (CNA)
licence. You will need to manually add VMware NIC index and VMware resource ID.

1. Navigate to the Administration -> Extensible Attributes tab in Grid Manager.

2. Click the + to add a new extensible attribute.
In the wizard, enter VMware NIC index for the name.
4. Select Integer in the Type dropdown.

w

Add Extensible Attribute Wizard = Step 1 of 2 %]
~ @
*Name |‘-f|'u'|ware MIC index | &«
Type Integer |‘-’
Value Limits Min | | Max | |
Comment
L
Cancel reviou Next Save & Close -
5. Click Save & Close.
6. Repeat the above steps using VMware resource ID for the name and String for the type.
7. Verify that all 6 extensible attributes listed above are present in your grid.
Extensible Attributes R
Quick Filter None v | B2 Fiter off Show Filter
+ | & 8
] Name ~ Type Comment Required Restricted to Objects
] cMP Type String No
[] TenantID String No Network View,|Pv4 Network,|Pv4 Rang...
[ vmip String No IPv4 Fixed/Reservation Address,IPvé ...
[ vM Name String No
] VvMware NIC index Integer No
[[] vMware resource ID String No
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The Infoblox IPAM plugin for vRA 8 is available to download on the VMware Solution Exchange,
https://marketplace.vmware.com. You will need a My VMware account to download the plugin. You can sign up
for a free account on the site.

1. On the Solution Exchange site, use the product search box to search for Infoblox.
2. In the search results locate the vRA Cloud Infoblox Plugin, newest version is 1.4.

vmware

VRA Cloud Infoblox Plugin 1.4

By: VMware Inc

Version: 1.4
PLUGIN

Note: The plugin is developed and published by VMware and works with both vRA 8 and vRA Cloud.

3. Follow links to download the plugin and save it to your computer.

To install the Infoblox IPAM plugin:

Login to vVRA and open the Cloud Assembly console.
Navigate to the Infrastructure tab.

In the left menu under Connections, select Integrations.
Click on Add Integration.

vm vRealize Automation - Cloud Assembly

Deployments Design Infrastructure Extensibility Marketplace

Pob=

&
Integrations (ziems)

Storage A
Volumes
@
Kubernetes (O embedded-VRO
Activity v
Status
REdests Identifier nttps://vra.infobloxdemo...
Events Log
<% Connections v

Cloud Accounts

Integrations OPEN

& Onboarding
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https://marketplace.vmware.com

5. For type, select IPAM.

Please select the type of integration to add:

= O

Active Cire ctory Ansible

vmware
tdy Whdwrare

6. Enter a Name for the integration.
7. Click Manage IPAM Providers.

& New Integration

Name * Infoblox

Description

IPAM Provider

Specify IPAM provider for integration. Add new if no providers are registered in Cloud Assembly

Provider * O‘ Search for IPAM providers.

£1 MANAGE IPAM PROVIDERS

8. Click Import Provider Package.

Manage IPAM Providers

’ 4] IMPORT PROWIDER PACKAGE |

] Mame Warsion

No IPAM providers found
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9. Select the Infoblox.zip file you downloaded earlier.

10. Click Open.
11. Once the file loads, click CLOSE.

Manage IPAM Providers X
[ 4] IMPORT PROVIDER PACKAGE ‘
_| MName Version Description Package Signature
"] =i Infoblox 11 Infoblox integration for vRA [©]
1 providers

CLOSE

12. Click in the Provider search bar.
13. Select Infoblox from the list.

IPAM Provider
Specify IPAM provider for integration. Add new if no providers are registered in Cloud Assembly

Provider * O‘ |’5'earch for IPAM providers.

Infoblox

Infoblox integration for vRA

CANCEL
Showing 1of 1results. Show all..

14. Enter the Username for the Cloud API User you created in NIOS.

15. Enter the Cloud API User’s Password.
16. Enter the resource URL or IP address of your NIOS server.
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Provider * O, = Infoblox

4 MANAGE IPAM PROVIDERS

Running environment embedded-ABX-onprem
Username * cloud-admin

Password * ssssnsne

Hostname * gm.infobloxdemo.com)|

17. Click Validate.

Hostname * gm.infobloxdemo.com)|
L]
[]  key T Value T
[]  Infoblox.IPAM DisableCertificateCheck False
|:J Infoblox IPAM WAPINersion 27
|:| Infoblox IPAMHTTPTimeout 30
[]  Infoblox.IPAM.LogApiCallsAsinfo False
m 1-40F 4

VALIDATE

18. If you get a popup regarding an untrusted certificate, click Accept to accept NIOS self-signed
certificate.

Untrusted Certificate Found

& Certificate thumbprint 8B4 A2 AEI99:4F 03 3E.0%F 214988 98 E8 63 B4 9CBE23
Common name gm.infobloxdemao.com
Issued by gm.infobloxdemao.com
Expires Mar 11, 2021, 7:46:49 AM

CANCEL ACCEPT

19. Wait for the validation to complete.
20. Once you see the “Credentials Validated Successfully”, click Add to finish installing the plugin.
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I @ Credentials validated successfully 2

21. The plugin will begin running the extensibility action Infoblox_GetIPRanges.
22. To monitor the progress, from the Infrastructure -> Integrations page, click OPEN on your new

integration.

Infrastructure Extensibility Marketplace

<
~ Integrations (zrems)

[ ADD INTEGRATION ]

O' embedded-VRO

Status s

Identifier https://vra.infobloxdemo.com:443

CPEN

23. View progress under Status.

DELETE

& Infoblox

Status

wows  |Nfoblox

Status -
Identifier

) Data collection completed 5 seconds ago. (@)

Name *

Description

IPAM Provider

Infoblox

Specify IPAM provider for integration. Add new if no providers are registered in ¢

Provider *

= Infoblox

Infoblox Deployment Guide - Infoblox IPAM Plugin for VMware vRA 8 (May 2020)



Prior to configuring resources and deploying blueprints using VRA and the Infoblox plugin, you will need at least
one virtual machine template and one VM customization specification in vCenter

Use your preferred method to create a VM template. For the template to work properly with vRA and the
Infoblox plugin, ensure:

e VMware tools are installed on the VM. OS customization will not work without this.
e Perlisinstalled on the VM. OS customization will not work without this.
e The network interface (NIC) for the VM is set to “Connect at Power On”.

The template used for this document uses CentOS 7 with a single NIC and open vm tools installed.

Customization Specifications are XML files that allow you to customize the configuration of guest operating
systems when deploying new VMs. This guide demonstrates creating a specification for Linux VMs. Steps for
Windows VMs will differ slightly but the same settings shown here should be applied.

1. Login to the vSphere Client.
2. From the Home menu, Navigate to Policies and Profiles.

Menu v

Policies and Profiles @} Home

s VM Customization Specifi... P Shortcuts

' WM Storage Policies

5 Host Profiles [ Hosts and Clusters
% Storage Policy Components B VMs and Ter‘nplates
£ storage

Metworking

| Content Libraries

[E]
[ Global Inventory Lists ctrl +alt +7

I [& Policies and Profiles I
& Auto Deploy

[® vReslize Operations

i Administration

£ Update Manager

Bl Tasks
)

Events

Tags & Custom Attributes

Q«

3. Click on New to create a Customization Specification.

Infoblox Deployment Guide - Infoblox IPAM Plugin for VMware vRA 8 (May 2020)

24



Policies and Profiles

VM Customization Specifications
i WM Sterage Policies -mg import.. | Edi
[= Heost Profiles

Mame b Gusst 05

&% storage Policy Components

4. In the wizard, enter a name for the customization specification.
5. Select Linux as the Target guest OS.
6. Click NEXT.

New VM Customization Specification

1 Name and target OS5 Name and target OS5

2 Computer hame Specify a unigue name for the WM custemization specification and select the OS of the
3 Time zone target WM.
4 Network

5 DS settings WM Customization Specification

& Reacly to complete Mame Infollox-Demo
Descrigtion
wCenter Server vosainfelloxdemo.com
Guest OS
Target guest &5 ) Windows ° Linse

Use custem SysPrep answer file

BJ Generate a new security identity (SID)

CANCEL NEXT

On the Computer name page, ensure Use the virtual machine name is selected.

7.
8. For Domain name, enter the domain you created earlier, for example: infobloxguide.local.
9.

Click NEXT.
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New VM Customization Specification

+ 1MNamz and target OS5 Computer name
Specify a computer name that will identity this virtual maching on a network.
3 Time zone
4 Network
5 DNS setlings

© Use the virtual machine name @
6 Ready to complete () Enter a name in the Clene/Deploy wizard

() Enter a name

Decmain name  infobloxguide.local

CANCEL BACK NEXT

10. On the Time zone page, select your Area and Location for the Time Zone. Click NEXT.

11. On the Network page, ensure “Use standard network settings for the guest operating system,
including enabling DHCP on all network interfaces” is selected.

12. Click NEXT.

New VM Customization Specification

+ 1MName and target 05 MNetwork

+ 2 Computer name Specify the network settings fer the virtual machine

+ 3 Time zone

4 Network ° Use standard network settings for the guest operating system, including enabling DHCP

5 DNS settings on all network interfaces

B:Ready tocomplaia ":_? Manuslly select custom settings

ADD

Description IPv4 Address IPvE Address

MICT Wse DHCP Mot used

CANCEL BACK NEXT

13. On the DNS settings page, enter an IP address for your Primary DNS server.
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14. Under DNS Search Paths, enter the local domain you created earlier and click ADD.
15. Click NEXT.

New VM Custcmization Specification

+ 1Name and target OS5 DNS seltings

+ 2 Computer name Specity the DMNS and demain information fer the virtual machine.

+ 3 Time zone
+ 4 Network DNS Servers

5 DNS settings Primary DMS server 1722712

6 Ready to complete

Secendary DNS server

Tertiary DNS server

DNS Search Paths

Enter DS search path

Infoblaxguide.local

Titems

CANCEL NEXT

16. On the final page, click FINISH.

New VM Customization Specification

+ 1MName and target OS5 Ready to complete

+ 2 Computer name Review your settings selections before finishing the wizard.

+ 3 Time zone

+ 4 Network
+ 5 DNS settings S Lingx
0S type Linux

Computer name . Use Virtual Machine name
Domain name infobloxguide local
Time zone US/Pacific
Hardware clock Set to UTC
Network type . Standard
Primary DNS server 722712
DNS search paths infobloxguide local

CANCEL

FINISH
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This section will detail the configuration of the minimal resources needed in vRealize Automation Cloud
Assembly to deploy VMs and networks using the Infoblox plugin. The tags assigned when creating some of
these resources are particularly important as they will inform the blueprint deployment which resources to use.
The configuration items and resources needed are:

e Cloud Zone

e Project

e Image Mapping
e Network Profiles

According to the in-application documentation, a Cloud Zone defines the compute resources that can be used
for provisioning virtual machines. Cloud Zones also allow you to define capabilities by adding tags that will be
matched when deploying blueprints.

Login to vRA and open Cloud Assembly.
Open the Infrastructure tab.

Navigate to Cloud Zones under Configure.
Click on NEW CLOUD ZONE.

Pob=

vm vRealize Automation - Cloud Assembly

Deployments Design Infrastructure Extensibility Marketplace
«
~ Cloud Zones (items)
i Configure v
[ NEW CLOUD ZONE | U TEST CONFIGURATION
Projects
Cloud Zones B poeecmE SR

5. On the Summary tab, select your Account / region from the dropdown.

Enter a name for the Cloud Zone.

7. Add two Capability tags such as infoblox-demo and infoblox2. The tags can have any name you
choose. You will add these same tags to other resources in later steps to differentiate between them in
your blueprints.

o
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Infoblox-Demo

Summary Compute Projects

A cloud zone defines a set of compute resources that can be used for provisioning.

Account / region ¥ Q [} vesa.infobloxdeme.com / Tacoma ()
Mame * Infobiox-Demo

Descripticn

Placement policy * DEFALULT

Falder Q, select folder

Capabilities

Capabhility tags are effectively applied to all compute resources in this cloud zone, but only in the context of this cloud zone.

Capakility tags infoblox-demo @

Erter capability tags

8. Click CREATE.

According to the in-application documentation, Projects are groups that control which users can utilize which
resources.

1. Click on Projects under Configure.
2. Click NEW PROJECT.
3. On the Summary tab, enter a name for your Project.

&«
~  New Project

& configure
summary Users Provisioning Kubernetes Provisioning
Projects ——
Cloud Zones Name * Infoblox-Demeo

Kubernetes Zones

Descripticn
Flavor Mappings
Image Mappings

Network Profiles
CREATE CAMNCEL

Storage Profiles

4. Open the Users tab.
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5. Click on ADD USERS.

New Project

summany Users Provisioning Kubernetes Provisioning

Deployment sharing () Depleyments are shared ketween all users in the project
User roles Specity the users and groups related 1o this project.
[ ACD USERS ADE USER GROUPS
|_| Mama Account

No us

6. Type the first few letters of your vRA username in the search box. Select your user.
7. Use the Assign role dropdown to select Administrator.

8. Click ADD.
Add Users %
Usars - ad ministrator ><-_:' @
Search users
Assign role

9. Open the Provisioning tab.

10. Click ADD CLOUD ZONE.

11. Select your Cloud zone from the list.
12. Click ADD.
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Add Cloud Zone X

Add a cloud zone that can be used by this project.

Cloud zone * O, Infoblox-Deme [3)

Provisicning priority Mon-negative (=] @

i Mumber of instances = @
Mernory Limit (GB) 4 @

Max memery (GB)

13. Add the same Tags you used for the Cloud Zone.

Summarny Users Prowisioning Kubernetes Provisioning

Cloud Zonhes

Specify the cloud zones that can be used when users provision deployments in this project. @

ACDCLOUD ZONE

] Mame Description Priority 1 Instances

[ (@ Infoblox-Deme 0 Unlimited

Resource Tags
Specify the tags to be applied to machines provisioned in this project.

infoblox-demao > @

Erter tags

14. Scroll down and enter ${resource.name}-${###} for the Custom Naming Template. This will be used
for VM DNS host names, using the name we give in the blueprint concatenated with a random 3 digit
number.
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Custom Maming
Specify the naming template to be used for machines provisioned in this project.

Template t{resource.name}-L{### T @

Reguest Timeout
If this project team is deploying blueprints that need more than 2 hours to provision, you can specify an extended period before the deployment fails.
If both the blueprint and the project include timeout values, the largest value takes precedence.

Timecout Example: 1d, Zh, 3m, 58s @

CREATE CANCEL

15. Click CREATE.

Image Mappings specify VM images that will be used when deploying from blueprints.

Click on Image Mappings under Configure.

Click NEW IMAGE MAPPING.

Enter a name.

Under Configuration, search for or select your Account / Region from the dropdown.

Select an Image which meets the requirements discussed in the Create Resources in vCenter section
of this document.

agbrwdN =

New Image Mapping

Define one or mary images or machine templates for a specific name. vou can also define images or machine templates for a specific region. ()

Image name * Infetlex-Damo

Configuration

Account / Regien Image Constraints Cleud Cenfiguration

Q, (7]} vesa.infobloxdeme.com / Tacoma ® Q. Centost ® Example: llicense:none:hard ADD -1+

CREATE CANCEL

6. Click CREATE.

According to the in-application documentation, a Network Profile defines networks and settings used when
provisioning VMs. As a step in creating the Network Profile, we will map an IP range designated in our Infoblox
grid to be used for our VM network. We will create two network profiles, one for an existing network and one for
creating on-demand networks.

Profile for Existing Network

1. Click on Network Profiles under Configure.
2. Click NEW NETWORK PROFILE.
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w

On the Summary tab, select your Account / region.
Enter a Name for the profile.

P

5. Add a capability tag matching the first one you used for the Project and Cloud Zone, for example

infoblox-demo.

New Network Profile

sSummary Metworks MNetwork Policies

A network profile defines a group of networks and network settings used when machines are provisioned.

Account / regicn ¥ ol _;' vesainfeklexdeme.com J/ Taccma ®
Mame * Infoklox-Demec

Description

Capabilities

Capahility tags listed here are matched to constraint tags in the blueprint.

Capakility tags infoblox-dema Enter capability tags

CREATE CANCEL

Open the Networks tab.

Click ADD NETWORK.

Select your Distributed Port Group.
Click OK.

©o~N®

Add Network

Filter...

M Name Account / Region Zone Ne twork Domain TIDR Support Public IP Default for Zone
[] v Network @ veea infobloxdemo.co WM Netwerk

m/ Tacoma
DPoriGreup @ ves infobloxdemo.ce DSwiteh

m / Tacoma

1m

10. Select your network and click MANAGE IP RANGES.

arigin

S Discovered

O Discovered

Tags

Znetwarks

EANGEL
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\ ADD NETWORK | T TAGS ‘ @ MAMAGE IP RANGES * REMDVE

Mame i Account f Region T Fone T Metwork Doemain

DRertGroup (1} vesainfcbloxdeme.com / Tacoma DSwitch

11. Click NEW IP RANGE.

Manage IP Ranges

Defines the set of IP addresses that can be reserved during provisioning.

[ MEW IF RANGE

|:I Mame Description MNetwork Provider

12. Select External for Source.
13. Next to Provider, search for the plugin integration you added earlier.
14. Next to Address Space, select default from the dropdown.

Add IPAM IP Range

Metwork * DPcrtGrous
Provider * O, = Infoblox (=
Address Space * default

15. Select the checkbox for the network you created earlier in your Infoblox grid.
16. Click ADD.
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O | Moe veseiption | SO0 | astess: | Do Catevay
[0 1722610424 1722611 172261254  Infobloxdeme.com

[0 17z2611472.261100 1722611 172261100

[J 172.261150-172.261.200 172261150 172.261.200  infebloxdeme.com
172.27.1.0/24 1722711 172271254  infobloxguide local

17. Close the Manage IP Ranges window.
18. Click CREATE.

New Network Profile

Summary Metworks Metwork Policies

DME DNS 5eareh
Servers Do mains
1722812

172.281.2

172.261.2

Metworks listed here are used when provisioning to existing, on-demand, or public networks. (@)

l ADD METWDRK | T TAGS | MAMAGE IP RAMNGES ® REMDVE

Mame Wy Account f Region T
DFortGroup (] wesainiobloxdemo.com / Tacoma
10

CREATE CAMNCEL

Profile for On-demand Networks

1. Click NEW NETWORK PROFILE.
On the Summary tab, select your Account / region.
Enter a Name for the profile.

pobn

infoblox2.

Zone

T Metwork Domain

DSwitch

Tags

range-type:nel

range-type:ran

range -ty peran

range -ty pe:nel

>

4 IP ranges

Add a capability tag matching the second one you used for the Project and Cloud Zone, for example
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Account / region J vesa.infobloxdemo.com / Tacoma

Name * Network- Demd

Description

Capabilities

Capability tags listed here are matched to constraint tags in the blueprint.

Capability tags infoblox2 Enter capability tags

5. Open the Network Policies tab.

6. For Isolation Policy, select Create an on-demand network from the dropdown.
7. Choose a Network domain (from your domains in vCenter).

8. For Source, select External.

9. Next to IP blocks, click ADD IP BLOCK.

Summary Networks Network Policies

Use these settings when creating outbound and private networks. (@)

Isolation policy Create an on-demand network ~

Network domain * O, Infoblox-Met

IP Address Management

Configure internal IPAM or select external IPAM IP blocks

Source ) internal @ External
IP blocks * ADD IP BLOCK
|:| Name Description IPAM Integration

10. For IPAM integration, select Infoblox.
11. For Address Space, select your network view, for example default.
12. Select the checkbox for the Network Container you created in the Infoblox grid.
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Add IPAM [P Block

X
IPAM integration * Q ~ Infoblox
Address space * default
Filter ®c
Name Description CIDR Domain Default Gateway DNS Servers DNS Search Domains Tags
172.20.0.0/16 172.30.0.0/16 infobloxguide local 17230.01 172.26.1.2

v R 11P blocks

i m

13. Click ADD.

14. For Subnet size, select a size from the dropdown. This size should create subnets that fit inside your
network container. For example if the network container is a /16, set the subnet size to /24. If the
subnet is not a smaller IP space than the network container, the deployment will fail.

Source ) internal @ External
1P blocks *
[J Name Description IPAM Integration Address Space
[0 1723000016 ~« Infoblox default
1 1IP blocks
Subnet size * /24 (~254 IP addresses) v~ @

SAVE CANCEL

15. Click CREATE.

Next, we will create two blueprints to utilize the Infoblox plugin for IPAM and DNS configuration on VMs and
allocate IP space for on-demand networks.

1. In vRA Cloud Assembly, open the Design tab.
2. Select Blueprints in the left menu.
3. Click on NEW.

Deployments Design Infrastructure Extensibility Marketplace

&«
Blueprints (ziems) 57
& Blueprints [

NEW [ T UPLOAD | ) SYNC REPOS |

@ Custom Resources Q, Filter... £

4. Enter a Name for the blueprint.

Infoblox Deployment Guide - Infoblox IPAM Plugin for VMware vRA 8 (May 2020)



5. Select your Project.

New Blueprint X
Mame * Infoklox-Demo

Descripticn

Project * O Infeklox-Demo )
Elueprint sharing in Service ° Share cnly with this project

Ercker

» Allcw an administrator 1o share with any

project in this crganization

CANCEL CREATE

6. Click CREATE.

Add Resources

To add resources to the blueprint, drag and drop them from the resource menu onto the canvas.

1. Locate the Network and Machine resources, under vSphere.
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O, search Resource Types

~ Cloud Agnostic
& Machine
=g Load Balancer
& Metwork
0 Security Group
= Volume
v Kubernetes
i Kes Cluster
@) KBS Namespace
v Vsphere

S Disk

v MNEX
=3 Load Balancer

@ Network

2. Drag and drop the Network resource onto the canvas.
3. Drag and drop the Machine resource onto the canvas. You may see a red warning message on the VM
resource; you can safely ignore this for now.

SO ELe 6|

@ Cloud_vSpher .

(_;‘ Cloud_vSpher.

4. Click the connection point on the Network resource and drag to connect it to the VM.
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@ Cloud_vSpher ..

Q Cloud_wSpher. - g

Configure Properties and Inputs

Properties and inputs for blueprint resources can be configured by adding YAML code or using Properties and
Input tabs in the blueprint editor. We will use some of each for this document.

1. Highlight the VM resource in the canvas.
2. Click on the Inputs tab on the right side of the blueprint window.

(—) (—) <2, @ Q IZFA » 7 Code Properties Inpulsg

Blueprint Inputs

NEW
[ Mame Title
No Bl

\@ Cloud_vepher. |
|

’; Cloud_vSpher.. :

Click NEW.

For Name, enter hostname.
For Title, enter hostname.
Set Type to string.

o0k w
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Create Blueprint Input X

Marme * hecstname
Title hosthame
Descriptich
Type

string v
Encrypted I:I

7. Scroll down and set a Default Value.
8. Click CREATE.

Default WValue host
Pattern
Enum L
Value
< >

CAMNCEL CREATE

9. Click on the Code tab.
10. Click between the quotes next to image:
11. Select or type the name of the Image Mapping you created earlier.
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) e Code Properties Inputs

1 formatversion: 1
2= inputs:
BT hostrname:

4 type: string
5 title: hostname
&} default: host

TToresourcesi
B Cloud_wSphere_Machine 1:

El type: Cloud.vSphere.Machine
1@ - [ s

i
12 AIFpmELE =

¥ totalMemoryMB: 1824

14 - netwarks:

15 - network: '$4{resource.Cloud_wSphere Network_1.3id}'
16 - Cloud _wiphere_Network_1:

17 twpe: Cloud.wiphere.Metwork
18 = properties:

19 networkType: existing

12. Create a new line below image.
13. Specify your Customization Specification by entering customizationSpec: <name-of-spec>. Use the
name of the Customization Specification you created in vCenter.

properties:

customizationSpec: Infoblox-Demo

totalMemorvMB: 1824

L el PR

14. Create a new line below customizationSpec.
15. Specify the VM name by entering name: ${input.hostname}. This uses the input you created earlier
to name the VM.

properties:
image: 'Infoblox-Demo'
ox-Dema
name: %{input.hostnamel:

16. Add a new line under - network.
17. Specify creation of a static IP by entering assignment: static.
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resources:
Cloud_vwSphere_Machine_1:
type: Cloud.wSphere.Machine
properties:
image: 'Infoblox-Demo’
customizationspec: Infoblox-Demo
name: ${input.hostname}
cpuCount: 1
totalHemoryMB: 1824
networks:
Cloud_vwsphere Network 1,id}!

18. Under the Network resource, add a new line under networkType.

19. Enter constraints:

20. Under constraints, enter - tag: <tag-name>. This should be the tag you used when creating the
Network Profile for an existing network.

19 - Clnud_uSpheré_Netwnrk_l:

28 tyvpe: Clnud.uSphere.HetwnrH
21~ properties:

22 CLET ek e s -.-. i'
Ao constraints:

e

Your completed blueprint should look similar to the screenshot below, substituting names where appropriate.

(~) (—) X @ Q Z?\h b Code Properties Inputs

1 formatVersion: 1
2+ inputs:

3 hostname:
a4 type: string
5 title: hostname
3 default: host
7T resources:
R4 Cloud_wSphere_Hachine 1:
g type: Cloud.wSphere.Hachine
la- properties:
11 image: 'Infoblox-Demo'
152 customizationSpec: Infoblox-Demo
13 name: ${input.hostname}
14 cpuounts 1
@ Cloud_vEphar_ 15 totalMemoryME: 1024

1B netwarks:
T3 - network: '${resource.Cloud_uSphere_Network_1.id}'
18 assignmnent: static
19 - Cloud_wvwSphere_Network_1:
20 type: Cloud.wSphere.Network
i properties:

';‘ Cloud_vSpher.. & e 22 netunrktype: existing

e = 23 - constraints:

infoblox-demo 24 - tag: infoblox-demo

21. Click CLOSE.

—

Follow instructions from the previous section to create another blueprint with a different name.

2. Add two virtual machine resources, and a network resource. Connect both VMs to the network
resource.

3. Add two inputs: hostname1 and hostname?2.

Infoblox Deployment Guide - Infoblox IPAM Plugin for VMware vRA 8 (May 2020)

43



4. Add a name: line to each VM. Use the appropriate input, ${input.hostname1} for VM 1 and

${input.hostname2} for VM 2.

Specify the image for each VM.

6. Add a customizationSpec: <name-of-spec> line for each VM. Use the name of the Customization
Specification you created in vCenter.

7. Add assignment: static to the networks section for each VM.

For the network resource, networkType, enter private.

9. Add a constraint tag section for the network, using the tag which matches your on-demand network
profile, for example infoblox2.

o

o

The completed blueprint should look similar to the one in the screenshots below,
substituting names where appropriate.

Network-Demo serrines  version misTory  AcTions «

« B S CCELQ O ¢

Q, Search Resource Types (%)

v Cloud Agnostic
S Machine
=3 Load Balancer
© Network
) Security Group

B Volume
= @ Cloud_vSpher_. ! @ Cloud_vSpher

v Kubernetes
M K85 Cluster { {

(@] K8S Namespace

& Cloud_vSpher.. ®
+ vSphere —

infoblox2

B Machine
3 Disk

R

Canvas section of blueprint.
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o Code Properties Inputs

F

formatVersion: 1

1

2= inputs:

3T hostnamel:

4 type: string

5 default: Hostl
& title: WM1-Name

¥ hostnamel:

8 type: string

9 default: Host2

18 title: WM2-Name

11 * resources:

12~ Cloud_vwSphere_Machine_1:

13 type: Cloud.vSphere.Machine
14 - properties:

15 image: Cent0s

iB cpuCount: 1

17 totalMemoryME: 1824

18 customizationSpec: Linux
19 name: '&{input.hostnamel}’
28 - networks:

21 - - network: '${resource.Cloud_vSphere_MWetwork_1.id}’
22 assignment: static
23T Cloud_vwSphere_Machine_2:

24 type: Cloud.vSphere.Machine
25" properties:

16 image: CentOs

27 cpuCount: 1

28 totalMemoryME: 1824

9 customizationSpec: Linux
38 name: '%{input.hostname?}’
3T networks:

F- - network: '%{resource.Cloud_vSphere_Metwork_1.id}’
33 assignment: static

34 Cloud vSphere Network_1:

35 type: Cloud.vSphere.Network
36~ properties;

37 networkType: private

3BT constraints:

39 | - tag: infoblox2

Code section of blueprint.

Prior to deploying your blueprint, you can use the Test feature in vRA Cloud Assembly to verify that your
blueprint is valid. To test, click the TEST button in the blueprint window.

Deploying a blueprint will create the associated resources. We can monitor the deployment and see actions
taken by the Infoblox plugin in both vRA and the NIOS Grid Manager.

Open the blueprint you want to deploy.

Click the DEPLOY button.

In step 1 of the deployment window, enter a Name for the deployment.
Select or search for a Blueprint Version.

PoON=
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Deploy Infoblox-Demo Deployment Type

Creale a new deployment

1 Deployment Type

Deployment Mame * Infeblox-Demc

2 Deployment Inputs
Blueprint Version * O, Current Draft (&)
Description

CANCEL NEXT

5. Click NEXT.
6. On step 2, enter hostnames or leave the default.
7. Click DEPLOY.

Deploy Infoblox-Demo Deployment Inputs

1 Geployment Type
PRy w hestname demo-host)

2 Deployment Inputs

CAMNCEL PREVIOUS DEPLOY

You can monitor the progress of your deployment on the Deployments tab in vRA Cloud Assembly.
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vm vRealize Automation - Cloud Assembly

Deployments Design Infrastructure Extensibility Marketplace
Create - In Pregress 2 /7 Tasks
&> Infoblox-Demo cancer | ©
Started a faw saconds ago.
No deseription Requestor administrator
Project Infotlox-Demo
Bluepgrint Infoklox-Deme L

Topology History

As part of the deployment process, the Infoblox plugin will run certain actions based on the type of request
submitted: Infoblox_AllocatelP, Infoblox_Update, and Infoblox_AllocatelPRange (for on-demand network
creation).

1. To view the details on these actions, navigate to the Extensibility tab in vRA Cloud Assembly.
2. Click on Action Runs under Activity.
3. Select All runs from the dropdown.

Ceployments Elueprints Infrastructure Extensibility Marketplace
&

7 Events Action Runs (ekems)
Vel

e « Filter.
= Subscriptions USER RUNS

[ Library v [ Status Action Project Version = 8 Allruns

User runs
Event Topics No action
Integration runs
Actions
Workflows
Activity v
Action Runs

Workflow Runs

4. To view details on any of the actions, click on them in the table.

“ Status Action Project Version Started By FaaS Provider Started On Duration

[ @ completed & Infebiex_Update Current Draft administrator D 04/15/20, 7:26 AM 52586Ms
[0 @ completed @ Infeblox_GetlPRanges Current Draft provisicning -LATexExOhleD46p9 & 04/15/20, 7:25 AM 28 736ms
[] & completed @ Infoblox_AllocatelP Current Draft administrator & 04/15/20, 7:23 AM 3s416ms
[ @ Completed @ Infoblox_GetlPRanges Current Draft provisicning-LATexExOhleDd6p9 & 04/15/20, 715 AM 25 988ms

5. You can view details of the inputs and outputs for the action which is useful in troubleshooting.
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[> 8a7480cb7179b9ac017172393bc6028¢ (@ crpees
Action started Infoblox_allocatelP Started on 04/15/20, 7:23 AM
Started by administrator Total duration 3s 416ms

Deployment duration 15 356ms

Faas providar On Prem Run duration 25 60MS
Detalls  Log  Trace
Runtime & python
Inputs t
"endpoint”: {

"id": "c5264B339383ccT55a1a8ER4T468a",
"endpointProperties”: |

"deId”: "onprem”,

"hostHame": "ou.infokloxdero.con”,

"properties™s "[{\"prop_key\":\"Infoblox. TPAM. DisableCertificateCheck”, Y "prop_valueh":\"False\ "}, (A "prop_key\":\"Infoblox. TPAM.APIType
A", Y "prop_valueh":N"WAPI\"}, {\"prop_key\":\"Infoblox. IPAM. WAPIVersion\", \"prop_value\":4"2.7\"}, (\"prop_key\":\"Infoblox.IPAM. HTTPTimeout

V7,4 mprop valueh":y 104731,

"providerId”: "e38iffbc-3cif-41bd-978c-097aT965299a",
"eertificate”: —-\ IMIIDEDCCADS gAWIBAG QI Ky De+HTSEQUIONpF £ XDE 2A NBrykhle 1GO0BAQUEADED
M DVQQGENTE 1UECBMK P LURB MUV s nl2 ¥ IGALUE LzxTphes
1122 OwHheHM: 083 QSWheH alt 50515 1UECEMEQZF ?
\nYTESMBAGATUBEXMTUI Vubn 12 Yk LMREWDwYIV GOK T6A10E 1 ‘BAMTEZ dbTrnLuZnd 169426V bhy S h2 lwggEL
101 1h3DOEBAQUARAT IBAQDYabLAL5btd Le EKU3FIHRE L2\ nySchix) yzeluddiRxres5vds land 16MT2 e ONESDsY 8 Laf 3¢ 21 e TDHO 0ZokeTk
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6. Click on the Log tab to view a sequential log of the action run.
Details Log Trace

eip

, name=

This screenshot shows a portion of the log from the Infoblox_AllocatelP action. It shows the creation of a host
record and allocation of an IP using the next available ip function.

This screenshot shows a portion of the log from the Infoblox_AllocatelPRange action. It shows the allocation of
IP space from the network container and use of DHCP options specified for the container.

7. Click CLOSE to go back to the list of actions.
8. Click on another action such as the Infoblox_Update to view details on how it updates the Infoblox Grid

with data on the VMs created.



9. Use the same process to deploy and view your other blueprint.

To view the DNS and IPAM data automatically added to the Infoblox grid using the vRA integration, login to Grid
Manager.

1. Navigate to the Data Management -> DNS -> Zones tab.
2. Click on the zone you created earlier to view it.

infobloxguide.local  auhortativeZone & & R

Records Subzones
Quick Fitter  Mone [~ | WGl Fitter On Showe Fiter  "s= Toogle flat view
0 = Hame = Type Data Record Source
B = S04, Record Serial 7 System
M2 ME grm infobloxdem
RMAKE pleaze_set_erms
Refrash 10800
Rietry 3600
Expire 2419200
Megative Caching TTL - 900
H = NS Record gm infobloxdemo com System
D = demao-host-0580 Hiozt 17227 1.2 Static
D = router & Record 17227141 Static

This screenshot shows the host record created for our new VM by the Infoblox_AllocatelP action.

3. To view extensible attributes added by the Infoblox_Update action, click the — action menu next to

the host record.
4. Select Extensible Attributes.

MS Record gin.infobloxdemo.com System
Host 172.27.1.2 Static
A Record 1722711 Static
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This screenshot shows the VMware specific attributes you created earlier, populated with data specific to the
newly deployed virtual machine.

5. To view IPAM data for the new VM, navigate to the Data Management -> IPAM tab.

6. Click on the network created earlier to view details.

172.27.1.0/24 2 Puanetwork @ [ Goto DHCP View

IP Map List
Quick Filter | Mone fal| | 6,8 Fitter On Shiowy Fitter
s | ; N AR -
|:| = IP Address - Marme MLAC Address DHCP Cliert Iden...  Status Type O
|:| = 1722740 Uszed IPrd Metwark
|:| = 1F2:274:4 rauterinfoklox... Usedd & Recard, PTR ..
| = 1r22rA2 demo-host-050... 8 00500565116 8c Uzed Hozt

This screenshot shows the IP which was allocated to the VM. It also contains the MAC address of the VM,
written to the grid with the Infoblox_Update action.

7. To view IPAM data for the on-demand network, navigate to the Data Management -> IPAM tab.

8. Click on your network container to open it.

9. Click on the new network, then click the _) to view details.
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10. Click on any of the used IPs to view details.
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This screenshot shows details of the newly created network, including IP use and details for VMs.

To view the new virtual machine and verify the IP and hostname were assigned, login to the vSphere client.
Navigate to Hosts and Clusters. Click on your new VM.
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This screenshot shows the IP address and hostname assigned to the VM in vCenter.

You can also login to your VMs using the web console and use network commands such as ip address show
to verify the IP address is assigned to your VM.

18:80:88 b
host lo
preferred 1ft forever

pfifo_fast state UP group default glen 1

H 5§ S
> global nopref ixroute ens192

inetb fe :
valid_I1ft f
[rootPdemo-host-B888 ~

This screenshot shows the output of the ip address show command on a CentOS VM. Note the configured IP
address allocated from Infoblox.

The Infoblox plugin for vRA 8 includes actions to deallocate IP addresses, IP ranges, and host records when
deployments are deleted. To delete the deployment, login to VRA.

1. Navigate to Cloud Assembly, Deployments tab.
2. Click on your deployment to open it.
3. From the ACTIONS dropdown, select Delete.
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4. Click SUBMIT.
5. Monitor progress of the Delete on the Deployments tab.
6. You can view plugin actions related to deployment deletion by navigating to the Extensibility tab.

Details Log Trace

[IHEO

[IHFO
[INFO
[INFO
[InFO

This screenshot shows the log from Infoblox_DeallocatelP action. The action has triggered deallocation of the
IP address and deletion of the host record.

To verify host records and IPAM data for the deployment have been removed from the Infoblox grid, login to
grid manager and navigate to appropriate Data tabs.

You can view this activity in Infoblox logs by navigating to Administration -> Logs -> Syslog or Audit Log.
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officially supported by Infoblox.

cloud providers.

creation.

The vRA 8 Infoblox IPAM plugin v1.4 is developed and maintained by VMware. The plugin is not
This document was tested in a vSphere 6.7 cloud environment, and not with Azure, AWS, or other

Plugin functionality is currently limited to IP address allocation, network creation, and DNS record

Demo Video: https://www.youtube.com/watch?v=u35vk81J8VE&feature=youtu.be

Infoblox NIOS 8.5 Documentation: https://docs.infoblox.com/display/nios85

VMware vRealize Automation Documentation: https://docs.vmware.com/en/vRealize-Automation/index.html
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