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The Infoblox WAPI is an interface based on REST (REpresentational State Transfer), also called a
RESTful web API. These are not dependent on any programming language.

It uses HTTP methods for operations and supports input and output in JSON and XML. It supports the
primary or most-commonly-used HTTP verbs: POST, GET, PUT, and DELETE. These correspond to
create, read, update, and delete (or CRUD) operations, respectively.

All API calls are encrypted using SSL/TLS and authenticated using HTTP basic authentication.

All WAPI requests consist of three parts: URL, Arguments and Data (body).
URL

The first part of the URL consists of the host IP address (or FQDN) to which all the calls will be directed. The
second part of the URL identifies the requests as a WAPI request and specifies the expected version of WAPI.

The URL syntax is <grid_IP>wapi/v<major.minor>, e.g. x.x.x.x/wapi/v2.4/.

If you need to use a patch release, you can specify it as vx.x.x (like v2.6.1).

The current version of the APl is 2.12.

The Infoblox WAPI has a versioning scheme that is independent of the NIOS versioning scheme. A current
WAPI version is backward compatible with WAPI releases that have the same major WAPI version or with
designated earlier major versions.

The last part of the URL identifies the resource, such as a network, on which the request operates.

Arguments

Query arguments (after “?’) can be used to specify general options and method specific options and data for
the request. All options start with the character _ (underscore).

The general options are _schema, _return_type, _return_fields and _method.

With version 2.11, _inheritance is introduced. If this option is set to True, fields which support inheritance, will
display data properly.

Data (Body)

Contains data that is dependent on the method. Only, PUT, and POST methods can have a Body on input. All
methods have Body on output.

Example
GET https:/[172.26.1 .2;/wapi/v2.9/.networkview?'_retu rn_type:xml-pretty&name:defauItI

! [ | !
Grid Master IP address Version Resource Arguments
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Every WAPI Object is referenced by a unique Object Reference. WAPI returns this reference when an object is

created, modified, deleted or read. This reference is used to identify the object for the same operations.

An object reference is a string with the following format, without spaces:

wapitype | refdata [ : name1 [{l nameN }... 1]

Example

networkview/ZG5zLmSldHdvemtfdmlldyQw:default

1

I
wapitype refdata

——

name

For more information, you can navigate to the WAPI| documentation available at https://<grid_|P>/wapidoc

® @ - Infoblox WAPI documentation

-

X

+

& > C A NotSecure | hitps://grid-master.lab.com/wapidoc/

::’ Infoblox WAPI 2.12 documentation »

Infoblox g
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Introduction

h X &
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The Infoblox WAPI is an interface based on REST (REpresentational State Transfer),
also called a RESTful web API. It uses HTTP methods for operations and supports

input and output in JSON and XML.

Notation
The following conventions are used to describe syntax for WAPI methods and
objects:
What Description
objref A reference to an object. This must be a reference returned from an
earlier call. For more information, see Object Reference.
WAPI Used as a generic start in an URL. In real calls, this needs to be
replaced with /wapi/v2.12 or similar syntax.
objtype The name of an object type, such as network.
field The name of a field, such as comment.
value The value of an item, such as a field. The value must be quoted
according to where it is used. For information, see Naming and
Values.
[thing] These brackets are used to signify an optional value.
alb The symbol | is used to indicate that either a or b can be used.
thing... ... is used at the end of an item to signify that it can be repeated
multiple times. Iltems must be separated in accordance with where
they are used, such as & in arguments.
{} These brackets are used to group information in descriptions.

Transport and Authentication
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You can also find more information in the Support Site under NIOS in the Tech Docs section.

NIOS Online PDF

Note: If your browser
does not properly
render the PDF, refresh
the browser.

NIOS 8.6 Documentation

NIOS 8.6 Documentation (includes Administrator, [
CLlI, and CSV Reference guides) HTML

Adobe
WAPI Documentation (RESTful API) Online version is

=
-3
S
=
3

available through
Grid Manager

NetMRI 7.4.5 NIOS 8.5.2 Device Support List [
HTML

NIOS 8.5 Documentation

=
-y
S
=
L3

NIOS 8.5 Documentation (includes Administrator, 7
CLlI, and CSV Reference guides) HTML

=
o
S
=
"o

WAPI Documentation (RESTful API) Online version is
available through
Grid Manager

=
=
S
=
t4

This section will cover the most common scenarios that you may encounter in your day-to-day activities while
working with the Infoblox grid.

Please note that this document will cover the most common use cases. It will not cover all the APIs
available. For any additional information, please refer to the official WAPI documentation.

e For each of the use cases, this document will cover the API call and corresponding cURL commands,
alongwith a sample output.

e The cURL commands used here can be used on Linux-based systems. For Windows-based systems,
the syntax may vary.
The Sample Codes section contains sample Python, Powershell, Java and C# code.
In the following WAPI Samples, the guide uses a base url referenced as <wapi_url>.
Replace it with https://<grid_master_ip>/wapi/<wapi_version> or
https://<grid_master_fqdn>/wapi/<wapi_version>. Example: https://x.x.x.x/wapi/v2.12 or
https://this.is.a.test.com/wapi/2.12
To get the latest version of WAPI supported by the Grid in your environment, refer to the Schema
section. This is also available as part of the documentation.
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In the sample cURL commands, replace the text in red with values specific to your environment.
By default, all the fields are not returned during a GET request. You can use the _return_fields
argument to get the desired data. You would have to explicitly mention the additional fields you require
with a _return_fields+=<requiredfield>

e You can set_return_as_object argument to 1. This will change the format of the JSON output to make
it easy to parse by 3rd party libraries. It is recommended to set this as it standardizes the JSON format
and is less error prone.

e Setthe _max_results option to 1 when you need to stop a search on the first match. This results in a
huge performance and speed improvement in large environments.

e When a search result yields a large number of results, you can use paging.

o To start a paging request, the initial search request must have _paging and _return_as_object
set to 1, and _max_results set to the desired page size.

o The returned results object will contain the next_page _id field and the result field set to the
first page of results. Note that the next_page_id field only contains URL-safe characters so it
can be used as is and no quotation characters are required for subsequent requests.

o To get the subsequent results, you can re-send GET requests to the original object and set
_page_id to the ID string returned in the previous page of results.

o For asample request, refer to Sample paging request
e When making POST, or PUT requests, it is easier to send the data as "application/json' in the body of
the message, since it lets you send complex data structures in the payload.
e Field and argument values must be quoted according to where they are used.

Examples:
o URL args, x-www-form-urlencoded:
Use %xx encoding for “%”, ”;", “/", "?", ", “@”, “&”, “=", “+”, “$”, ”,” and " ” (a space)
o JSON Data:
Use JSON quoting, as specified at http://json.org
o XML Data:

Use XML quoting (&amp; etc.) as needed for XML.
In the following examples, ‘+’ is encoded as %2B, .’ as %3A, ‘<’ as 3C, >’ as 3E
The following examples include a sample output for each API call. This data is only representative of
the test environment. “....” indicates that there are more records returned than mentioned.
By default, the output of POST, PUT, and DELETE contains the _ref of the concerned object.
PUT and DELETE operations require _ref of the object you are working with.

o In the following WAPI Samples, the text highlighted in green indicates an object reference
specific to the test environment. Please replace it with the object reference specific to your
environment. Example: In
{wapi_url}/record:host/ZG5zLmhvc3QKLI9kZWZhdWxOLmNvbS5pbmZvLmhvc3Qx:host.info.c
om/default

replace with {wapi_url}/<_ref>
o You can get the _ref by performing a GET operation.
If a field is of type BOOLEAN, do not quote the word. Example: "is_default":true
Some fields are associated with a corresponding boolean flag value that has the prefix use_. For
example, ftl is associated with the flag use_ttl. In an object, the value of this field will only take effect
when its use flag is true. Otherwise, the value will be inherited from a higher-level setting. With WAPI
2.12, you can get the inherited data by setting the _inheritance argument to true.
e While searching for network objects, you can filter the data using regular expressions. You would need
to specify the ~ modifier to indicate you are querying with a regular expression.
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o Asearch argument can use the following modifiers

Modifier Explanation

! Negates the condition
Makes string matching case insensitive
Regular expression search. Expressions are

unanchored
< Less than or equal
> Greater than or equal

o  Only one of the following can be specified at a time: greater than, less than, and regular
expressions.
o Depending on the attribute type, following are modifiers supported by extensible attributes:

= integer and date support !, < and >.

= All other types behave like strings and support !, ~and :.

e \When you need to update or create multiple records, you can store the data as fields in a CSV file and
import it at once. This will be faster in comparison with updating or creating each object with a
separate API call. The Import a CSV file section covers an example.

e The request object allows the control of WAPI through a single-entry point. The Multiple Object
Feature enables making multiple requests with one API call, thus simplifying an operation, and
reducing the number of API calls to be made. You can find a few samples in the Multiple Object Body
Feature using /request section.

WAPI uses HTTPS (HTTP over SSL/TLS) as the transport mechanism. You can access WAPIs using various
methods.

—

Applications that allow you to make REST calls, like Insomnia and POSTMAN

2. Any programming language or utility, like curl and python (by importing the requests module)
3. Any third-party application that you want to integrate with, that supports REST methods, like
ServiceNow and HP Operations Orchestrator.

The server certificate used for WAPI is the same certificate used by NIOS for the GUI.

WAPI supports only HTTP Basic Authentication. You can use the connection for issuing multiple requests. In
the case of multiple requests, authentication is handled by supplying the cookie (ibapauth) that was returned
after the initial authentication. The IBAPAUTH cookie is sent back by the server to avoid repeat authentication
requests. It is sent as an HTTPONLY, SECURE cookie.

Example: set-cookie:
ibapauth="ip=127.0.0.1,client=API,group=admin-group,ctime=1446631868,timeout=600,mtime=1446631868,su
=1,auth=LOCAL,user=admin,NIxMItsoxDNvBWKrfOMy+uxUMWS3guCB4yU"

This cookie can be invalidated by sending a POST request to /wapi/v2.12/logout

WAPI supports the same underlying authentication methods that NIOS supports for username and password.
This also applies to the cookie timeout which is the same value as the Grid Ul timeout. All WAPI users must
have permissions that grant them access to the API.
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You can login with any API call. This will set the cookie.

A sample API call (Get
host records) to save
the cookie generated to
a file called cookies.txt

| Mﬁ:: 4 API Call Sample Body
Operation Sample cURL Command
Sample Output

curl -k -u admin:infoblox -c cookies.txt -X GET

"https://grid-master/wapi/v2.12/record:host?_return_as_object=1"

{"result™

[{"_ref"

"record:host/ZG5zL mhvc3QkLIOkZWZhdWxOLmMmNvbS50ZXNOLmhvc3Qx:host1.test.com/default”,
"ipv4addrs":
{"_ref":

"record:host_ipv4addr/ZG5zLmhvec3RfYWRkemVzeyQuX2RIZmF1bHQuY29tLnRIc3QuaG9zdDE
uMTcyLjI2LjEuMjAwLg:172.26.1.200/host1.test.com/default”,
"configure_for_dhcp": false,
"host": "host1.test.com",
"ipvdaddr": "172.26.1.200"
1,
"name": "host1.test.com",
"view": "default"

2

{"_ref":
"record:host/ZG5zLmhvc3QKLISkZWZhdWx0LmNvbS5pbmZvLnByaW50ZXl:printer.info.com/def
ault”,

"ipv4addrs":

[{"_ref":
"record:host_ipv4addr/ZG5zLmhvc3RfYWRkecmVzcyQuX2RIZmF1bHQuY29tLmluZm8ucHJpbnR
Ici4xNjAUMjAuMS4xMDAu:160.20.1.100/printer.info.com/default”,

"configure_for_dhcp": false,
"host": "printer.info.com”,
"ipv4addr": "160.20.1.100"

1,

"name": "printer.info.com",

"view": "default”

hili

A sample API call (Get
zones) to show how to
use the generated
cookie from cookies.txt

curl -k -b cookies.txt -X GET "https://grid-master/wapi/v2.12/zone_auth? return_as object=1"

{"result";

[{"_ref": "zone_auth/ZG5zLnpvbmUKLI9kZWZhdWx0LmNvbS50ZXNO0:test.com/default”,
"fqdn"; "test.com",
"view": "default”

hili

Modify the session
timeout

<wapi_url>/grid/b25ILmNsdXNOZXIkMA:Inf [{"security_setting":

PUT oblox {"session_timeout": 60000}}

curl -k -b cookies.txt -H 'content-type: application/json' -X PUT
"https://grid-master/wapi/v2.12/grid/b25ILmNsdXNOZXIkMA:Infoblox?_return_as_object=1&_retu
rn_fields%2B=security setting" -d '{"security_setting":{"session_timeout": 60000}}'

{"result":
{"_ref": "grid/b25ILmNsdXNOZXIkMA:Infoblox",
"security_setting":
{ "admin_access_items": [],
"audit_log_rolling_enable": true,

"http_redirect_enable": false,
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"lcd_input_enable"; true,

"login_banner_enable": true,

"login_banner_text": "Disconnect NOW if you have not been expressly authorized to use
this system.",

"remote_console_access_enable"; false,

"security_access_enable"; false,

"security_access_remote_console_enable": true,

"session_timeout": 600000,

"ssh_perm_enable": true,

"support_access_enable": false,

"support_access_info": "Not enabled"

1

Invalidate a cookie

POST |<wapi_ur|>/|ogout |

curl -k -b cookies.txt -H 'content-type: application/json' -X POST

"https://grid-master/wapi/v2.12/logout”

The _schema argument returns the WAPI schema.

If a WAPI schema is requested without specifying the type of network object, an object with information about
requested version of the WAPI schema, list of supported objects in the requested version, and list of all
supported versions will be returned.

If you specify a network object while requesting WAPI schema, along with the above-mentioned information,
you will get a list of cloud restrictions, list of fields of the object, list of object restrictions, requested object type,
and actual requested version of the WAPI object schema.

Operation

REST

Method API Call

Sample cURL Command

Sample Output

Get the overall WAPI Schema (supported versions

GET |<wapi_url>/?_schema

curl -k -u admin:infoblox -X GET
"https://grid-master/wapi/v2.12/? _schema&_return_as_object=1"

{"result";
{"requested_version": "2.12",
"supported_objects":
['ad_auth_service",
"admingroup",
"adminrole",

and supported objects) "zone_delegated",

"zone_forward",
"zone_rp",
"zone_stub"

]

upported_versions":
[ll1 .Oll,ll1 .1","1 .2"’"1 .2.1"’ ll1 .3"’"1 .4l|7l|1 .4.1 ll,

"2.6""2.6.1""2.7","2.7.1","2.7.2","2.7.3","2.8","2.9","2.9.1","2.9.5"
1}

GET |<wapi_ur|>/record:host?_schema

Get schema of an object (record:host can be curl -k -u admin:infoblox -X GET
replaced with any other object) "https://grid-master/wapi/v2.12/record:host?_schema&_return_as_obj

ect=1"
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{"result":

{"cloud_additional_restrictions":
["function call"],

"fields":
[{"is_array": true,
"name": "aliases",
"standard_field": false,
"supports": "rwu",
"type": ["string"]

{"is_array": false,
"name": "allow_telnet",
"standard_field": false,
"supports": "rwu",
lltypell: [Ilboolll]

{"is_array": false,
"name": "zone",
"searchable_by": "=",
"standard_field": false,
"supports": "rs",

"type": ["Stl’lng"]

"restrictions": [],
"type": "record:host",
"version": "2.12"

1}
REST
o ; Method API Call Sample Body
peration Sample cURL Command
Sample Output
GET __[<wapi_url>/extensibleattributedef |

Get the definition of the Extensible
Attributes

curl -k -u admin:infoblox -X GET
"https://grid-master/wapi/v2.12/extensibleattributedef? return as object=1"

{"result":
(" _ref"
"extensibleattributedef/b25ILmV4dGVuc2libGVfY XR0cmlidXRIc19kZWYkLkJ1aW
xkaW5n:Building",
"default_value™: null,
"name"; "Building",
"type": "STRING"

{"_ref":
"extensibleattributedef/b25ILmV4dGVuc2libGVYXR0OcmlidXRIc19kZWYKLIJIcG9
lydGluZ1NpdGU:ReportingSite",
"default_value™: "site1",
"name": "ReportingSite",
Iltypell: IIENUMII

)

Create “Owner” Extensible Attribute of
type String

"name": "Owner",

POST |<wapi_url>/extensibleatiributedef

'type": "STRING"}
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curl -k -u admin:infoblox -H 'content-type: application/json’ -X POST
"https://grid-master/wapi/v2.12/extensibleattributedef?

| return_fields%2B=name,type&_ return_as_object=1" -d {"name":
"Owner","type": "STRING"}'

{"result";

{"_ref":
"extensibleattributedef/b25ILmV4dGVuc2libGVYXR0cmlidXRIlc19kZWYKLk93bm
Vy:Owner",

"default_value": null,
"name": "Owner",

Create a “Location” Extensible Attribute
of type list with possible values Santa
Clara, Tacoma, Bangalore, Mumbai

"type": "STRING"
}
{"name": "Location”,
"type": "ENUM",
"list_values": [{"value": "Santa
POST |<wapi_url>/extensibleatiributedef [Clara"},

("value": "Tacoma"},
("value": "Bangalore"},
{"value": "Mumbai"}]}

curl -k -u admin:infoblox -H 'content-type: application/json’ -X POST
"https://grid-master/wapi/v2.12/extensibleattributedef?

| return_fields%2B=name,type&_return_as_object=1" -d {"name":
"Location","type": "ENUM","list_values": [{"value": "Santa Clara"},{"value":
"Tacoma"},{"value": "Bangalore"},{"value": "Mumbai"}]}'

{"result":
{" ref"
"extensibleattributedef/b25ILmV4dGVuc2libGVYXR0OcmlidXRlc19kZWYKLkxvY 2
FOaW9u:Location",

"default_value": null,

"name": "Location",

lltypell: IIENUMII

b

Extensible Attributes Inheritance

If inheritance is enabled for an extensible attribute, the following fields are supported in the extensible attribute

value object:

Field

Description/Supported Values

value Value of the EA

inheritance_source

This is a read-only field. It is a reference to the object this EA is
inheriting from.

inheritance operation |INHERIT | DELETE | OVERRIDE

option delete ea REMOVE | RETAIN

descendants_action option_with_ea CONVERT | INHERIT | RETAIN

option_without_ea INHERIT | NOT_INHERIT

Please note that for extensible attributes inheritance to work correctly with Host Record object (record:host)
use_for_ea_inheritance should be set to true for one of its IP host addresses: IPv4 Host address object
(record:host_ipv4addr) or IPv6 Host address object (record:host_ipv6addr).
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Add an extensible
attribute with
inheritance

REST
o . Method API Call Sample Body
peration Sample cURL Command
Sample Output

{"extattrs":
{"Location":
{"descendants_action":

PUT <wapi_url>/record:host/ZG5zLmhvc3QkLIOkZWZhdWx0LmNv [{"option_with_ea™:

bS50ZXNOLmhvc3Qx:host1.test.com/default "RETAIN",

"option_without_ea":
"NOT_INHERIT"},
"value": "Santa Clara"}}}

curl -k -u admin:infoblox -H 'content-type: application/json’ -X PUT
"hitps://grid-master/wapi/v2.12/record:host/ZG5zLmhvec3QkLIOkZWZhdWxOLmNvbS50ZXNOLmhve3Q
x:host1.test.com/default?_return_fields%2B=extattrs&_return_as_object=1" -d {"extattrs":{"Location":
{"descendants_action": {"option_with_ea": "RETAIN","option_without_ea":"NOT_INHERIT"},"value":
'Santa Clara"}}}'

("result":
{"_ref":
"record:host/ZG5zL mhvc3QKLIOkZWZhdWx0LmMmNvbS50ZXNOLmhvc3Qx:host1.test.com/default”,
"extattrs":
{"Location": {"value": "Santa Clara"}
b
"ipvd4addrs":
[{"_ref":
'record:host_ipv4addr/ZG5zLmhvc3RFYWRkecmVzcyQuX2RIZmF1bHQuY29tLnRIc3QuaG9zdDEuUMTc
yLjlI2LjJEuMjAwLg:172.26.1.200/host1.test.com/default”,
"configure_for_dhcp": false,
"host": "host1.test.com",
"ipv4addr": "172.26.1.200"
1,
"name": "host1.test.com”,
"view": "default"

1

Zones

Zone type | Operation

REST

Method API Call Sample Body (for POST and PUT)

Sample cURL Command

Sample Output

GET |<wapi_url>/zone_auth

curl -k -u admin:infoblox -X GET
"https://grid-master/wapi/v2.12/zone_auth?_return_as_object=1"

Fetch  Iresult":

information | [{" ref": "zone_auth/ZG5zLnpvbmUKLIOkZWZhdWxOLmNvbS50ZXNO:test.com/default",

Authoritative .. won "
7 fqdn": "test.com"”,
One LU ", n "
view": "default
HE
POST |<wapi_url>/zone_auth {"fqdn": "info.com"}

o %
wiTdlt
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curl -k -u admin:infoblox -H 'content-type: application/json’ -X POST
'hitps://grid-master/wapi/v2.12/zone_auth?_return_fields%2B=fqdn&_return_as_object=1" -d
{"fqdn": "info.com"}'

"result":

{"_ref": "zone_auth/ZG5zLnpvbmUKLIOkZWZhdWx0LmNvbS5pbmZv:info.com/default",
"fqdn": "info.com",

"view": "default”

1}

POST |<wapi_url>/zone_auth

"fqdn": "10.10.10.in-addr.arpa ",
'zone format":"IPV4"}
curl -k -u admin:infoblox -H 'content-type: application/json' -X POST
"hitps://grid-master/wapi/v2.12/zone_auth?_return_fields%2B=fqdn&_return_as_object=1" -d
Create IPV4 [{"fqdn"; "10.10.10.in-addr.arpa","zone_format":"IPV4"}'

reverse  "result":

mapping | {"_ref":

zone 'zone_auth/ZG5zLnpvbmUKLI9kZWZhdWx0LmFycGEuaW4tYWRKkci4xMC4xMC4xMA:10.10

.10.0%2F24/default",
"fqdn": "10.10.10.0/24",
"view": "default”

}

<wapi_url>/zone_auth/ZG5zLnpvbm |, . . o we
PUT  |UKLI9KZWZhdWx0OLmNvbS5pbmzy:i [t 9d_Primary"[{’name"-"infoblox.localdom
nfo.com/default ain"}]}

curl -k -u admin:infoblox -H 'content-type: application/json' -X PUT
'hitps://grid-master/wapi/v2.12/zone_auth/ZG5zLnpvbmUKLIOKZWZhdWx0LmMNvbS5pbmZyv:i
nfo.com/default?_return_fields%2B=fqdn,grid_primary&_return_as_object=1" -d
{"grid_primary":[{"name":"infoblox.localdomain™"}]}’

Modify ("result":
{"_ref": "zone_auth/ZG5zLnpvbmUKLIOSkZWZhdWx0LmNvbS5pbmZv:info.com/default",
"fgdn"; "info.com",
"grid_primary":
[{"name": "infoblox.localdomain”,
"stealth": false
1,

"view": "default"

1

<wapi_url>/zone_auth/ZG5zLnpvbm
DELETE |UKLIOkZWZhdWx0LmNvbS5pbm2Zv:i
nfo.com/default

Delete  [curl -k -u admin:infoblox -H 'content-type: application/json' -X DELETE
"https://grid-master/wapi/v2.12/zone_auth/ZG5zLnpvbmUKLI9kZWZhdWxOLmNvbS5pbmZyv:i
nfo.com/default&?_return_as_object=1"

{"result": "zone_auth/ZG5zLnpvbmUKLI9kZWZhdWx0LmNvbS5pbmZv:info.com/default"}
GET |<Wapi_url>/zone_forward |

curl -k -u admin:infoblox -X GET

'https://grid-master/wapi/v2.12/zone forward? return as object=1"

("result":

Fetch | [{_ref"

information |'zone_forward/ZG5zLnpvbmUKLIOKZWZhdWx0LmMNvbS5mb3J3YXJkdGVzdA:forwardtest.co
m/default”,

"forward_to":
[{"address": "172.26.1.10",
"name": "host.forwardtest.com"

1,

Forward Zone
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"fgdn"; "forwardtest.com",
"view": "default"

hili

Create

{"fgdn":"infoblox.com",
POST |<wapi_url>/zone_forward "forward_to":[{"address";"10.10.10.11",
"name":"host.infoblox.com"}]}

curl -k -u admin:infoblox -H 'content-type: application/json’ -X POST
"https://grid-master/wapi/v2.12/zone_forward?_return_as_object=1" -d
{"fqdn":"infoblox.com","forward_to":[{"address":"10.10.10.11","name":"host.infoblox.com"}]}'

("result":
{"_ref":
'zone_forward/ZG5zLnpvbmUKLI9kZWZhdWx0LmNvbS5pbmZvYmxveA:infoblox.com/defaul
tll,
"forward_to":
[{"address": "10.10.10.11",
"name": "host.infoblox.com"
1,
"fqdn": "infoblox.com",
"view": "default"

}

Modify

<wapi_url>/zone_forward/ZG5zLnpv
PUT  |obmUKLI9kZWZhdWxOLmNvbS5pbmZ
vYmxveA:infoblox.com/default

curl -k -u admin:infoblox -H 'content-type: application/json’ -X PUT
"https://grid-master/wapi/v2.12/zone_forward/ZG5zLnpvbmUKLIOkZWZhdWx0LmNvbS5pbm
7vY mxveA:infoblox.com/default?_return_fields%2B=forwarding_servers&_return_as_object=
1" -d {"forwarding_servers": [{"name":"infoblox.localdomain"}]}’

("result";

{"_ref"

'zone_forward/ZG5zLnpvbmUKLIOkZWZhdWx0LmNvbS5pbmZvY mxveA:infoblox.com/defaul
t,

{"forwarding_servers":
[{"name":"infoblox.localdomain"}]}

"forward_to":

[{"address™: "10.10.10.11",
"name": "host.infoblox.com"

1,

"forwarding_servers":

[{"forward_to™ ],
"forwarders_only": false,
"name": "infoblox.localdomain”,
"use_override_forwarders": false

"f’qdn": "infoblox.com",
"view": "default"

Delete

1}
<wapi_url>/zone_forward/ZG5zLnpv
DELETE [bmUKLIOkZWZhdWx0LmNvbS5pbmZ
vYmxveA:infoblox.com/default
curl -k -u admin:infoblox -H 'content-type: application/json' -X DELETE
'hitps://grid-master/wapi/v2.12/zone_forward/ZG5zLnpvbmUKLIOkZWZhdWxOLmNvbS5pbm
ZvYmxveA:infoblox.com/default? return_as_object=1"

("result";
'zone_forward/ZG5zLnpvbmUKLI9kZWZhdWx0LmNvbS5pbmZvYmxveA:infoblox.com/defaul

9!
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Zone
Delegation

GET |<wapi_u rI>/zone_delegated |

curl -k -u admin:infoblox -X GET
'https://grid-master/wapi/v2.12/zone_delegated? return_as_object=1"

("result";

[{ll—refll:

Fetch 'zone_delegated/ZG5zLnpvbmUKLIOKZWZhdWx0LmNvbS5pbmZvLnRIc3Q:test.info.com/def

etc ault”,
information "delegate_to":
[{"address": "172.26.1.100",
"name": "host.test.info.com"
"fc;dn": "test.info.com",
"view": "default”
I}
{"fqdn":"demo.info.com",
POST |<wapi_url>/zone_delegated "delegate_to™:[{"address":"10.10.10.20",
"name":"host.demo.info.com"}]}
curl -k -u admin:infoblox -H 'content-type: application/json' -X POST
'hitps://grid-master/wapi/v2.12/zone_delegated?_return_fields%2B=fqdn,delegate_to&_retur
n_as_object=1" -d
{"fqdn":"demo.info.com","delegate to":[{"address":"10.10.10.20","name":"host.demo.info.com
Y
("result";

Create k" ref":
'zone_delegated/ZG5zLnpvbmUkKLIOkZWZhdWx0LmNvbS5pbmZvLmRIbW8:demo.info.com/
default”,

"delegate_to":
[{"address": "10.10.10.20",
"name"; "host.demo.info.com"

}]!

"fgdn"; "demo.info.com",

"view": "default”

)
<wapi_url>/zone_delegated/ZG5zLn
PUT  [pvbmUKLIOKZWZhdWx0LmNvbS5pb ["locked":true}
mZvLmRIbW8:demo.info.com/default
curl -k -u admin:infoblox -H 'content-type: application/json' -X PUT
"hitps://grid-master/wapi/v2.12/zone_delegated/ZG5zLnpvbmUkLIOkZWZhdWxOLmNvbS5pb
mZvLmRIbW8:demo.info.com/default?_return_fields=locked&_return_as_object=1" -d
Modify {"locked":true}'
"result":

{ll_refll:
'zone_delegated/ZG5zLnpvbmUKLIOkZWZhdWx0LmNvbS5pbmZvLmRIbW8:demo.info.com/
default”,

"locked": true

}

<wapi_url>/zone_delegated/ZG5zLn

DELETE [pvbmUKLIOkZWZhdWxOLmNvbS5pb

Delete mZvLmRIbW8:demo.info.com/default

curl -k -u admin:infoblox -H 'content-type: application/json' -X DELETE
'hitps://grid-master/wapi/v2.12/zone_delegated/ZG5zLnpvbmUkKLIOkZWZhdWxOLmNvbS5pb

mZvLmRIbW8:demo.info.com/default? return as object=1"
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"result":
'zone_delegated/ZG5zLnpvbmUKLIOkZWZhdWx0LmNvbS5pbmZvLmRIbW8:demo.info.com/
default"}

The most common record types

REST
Record o ; Method API Call Sample Body (for POST and PUT)
type peration Sample cURL Command
Sample Output

GET |<wapi url>/record:host |
curl -k -u admin:infoblox -X GET
"https://grid-master/wapi/v2.12/record:host? return_as_object=1"

{"result"™
[{"_ref"
"record:host/ZG5zL mhvc3QKLIOkZWZhdWxOLmMNvbS50ZXNOLmhvc3Qx:host1.test.com/defa
ult",
"ipv4addrs":

[{"_ref"
"record:host_ipv4addr/ZG5zLmhvec3RfYWRkecmVzcyQuX2RIZmF1bHQuY29tLnRIc3QuaG9zd
DEuMTcyLjl2LjEuMjAwLg:172.26.1.200/host1.test.com/default",

"configure_for_dhcp": false,
"host": "host1.test.com",
"ipvd4addr": "172.26.1.200"
1,
Fetch name "host1 ;'test.com",
information }V|ew: default
{I.l:;.efll:
"record:host/ZG5zL mhvc3QKLI9kZWZhdWxOLmNvbS5pbmZvLnByaW50ZXl:printer.info.com/
default",
"ipv4addrs":

HOST [{Il_ref":
"record:host_ipv4addr/ZG5zLmhvec3RfYWRkemVzecyQuX2RIZmF1bHQuY29tLmluZm8ucHJpb
NRIci4xNjAuMjAuMS4xMDAu:160.20.1.100/printer.info.com/default",

"configure_for_dhcp": false,
"host": "printer.info.com",
"ipv4addr": "160.20.1.100"
1,
"name": "printer.info.com",
"view": "default"
1
{"name":"host.info.com"”,
POST |<wapi_url>/record:host "ipv4addrs":
[{"ipv4addr":"10.10.10.20"}]}
curl -k -u admin:infoblox -H 'content-type: application/json’ -X POST
"https://grid-master/wapi/v2.12/record:host?_return_fields%2B=name,ipv4addrs& return_as_
object=1" -d '{"name":"host.info.com","ipv4addrs": [{"ipv4addr":"10.10.10.20"}]}'
Create  [rresult":
{Il_refll:
"record:host/ZG5zLmhvc3QKLI9kZWZhdWx0LmNvbS5pbmZvLmhve3Q:host.info.com/default”
"ipv4addrs":
[{"_ref"

"record:host_ipv4addr/ZG5zLmhvc3RfYWRkecmVzcyQuX2RIZmF1bHQuY29tLmluZm8uaG9z
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dC4xMC4xMC4xMC4yMC4:10.10.10.20/host.info.com/default”,

"configure_for_dhcp": false,

"host": "host.info.com",

"ipv4addr": "10.10.10.20"

}]!
"name": "host.info.com",
"view": "default"
1
<wapi_url>/record:host/ZG5zLmhvc3QkLI9
PUT  |kZWZhdWx0LmNvbS5pbmZvLmhve3Q:ho [{"name":"host1.info.com"}
st.info.com/default
curl -k -u admin:infoblox -H 'content-type: application/json' -X PUT
"https://grid-master/wapi/v2.12/record:host/ZG5zLmhvc3QkLI9kZWZhdWxOLmNvbS5pbmZvL
mhvc3Q:host.info.com/default?_return_fields%2B=name&_return_as_object=1" -d
'{"name":"host1.info.com"}’
{"result™
{Il_refll:
"record:host/ZG5zL mhvc3QKLI9kZWZhdWx0LmNvbS5pbmZvLmhvc3Qx:host1.info.com/defa
Modify ~ [ult",
"ipv4addrs":

[{"_ref"
"record:host_ipv4addr/ZG5zLmhve3RfYWRkemVzcyQuX2RIZmF1bHQuY29tLmluZm8uaG9z
dDEUMTAUMTAUMTAUMjAu:10.10.10.20/host1.info.com/default”,

"configure_for_dhcp": false,
"host": "host1.info.com",
"ipv4addr": "10.10.10.20"

1,

"name": "host1.info.com"”,

"view": "default"

}
<wapi_url>/record:host/ZG5zLmhvc3QkLI9
DELETE [kZWZhdWxOLmNvbS5pbmZvLmhvec3Qx:h
ost1.info.com/default
curl -k -u admin:infoblox -H 'content-type: application/json' -X DELETE
Delete  [|'https://grid-master/wapi/v2.12/record:host/ZG5zLmhvc3QkLIOkZWZhdWx0LmNvbS5pbmZvL
mhvc3Qx:host1.info.com/default? return as object=1"
{"result™
"record:host/ZG5zLmhvc3QKLI9kZWZhdWx0LmNvbS5pbmZvLmhve3Qx:host1.info.com/defa
ult"}
GET |<wapi url>/record:a |
curl -k -u admin:infoblox -X GET
"https://grid-master/wapi/v2.12/record:a?_return_as_object=1"
{"result":
Fetch [{"_ref".
information | record:a/ZG5zLmJpbmRfYSQuUX2RIZmF1bHQuY29tLmluZm8sdGVzdC50b3NOLDE3MidyNi
4xLjEwMA:host.test.info.com/default”,
A "ipv4addr": "172.26.1.100",
"name": "host.test.info.com",
"view": "default"
i)
. ) {"name":"server.info.com",
S POST |<wapi_url>/record:a "ipvdaddr"10.10.10.2")
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curl -k -u admin:infoblox -H 'content-type: application/json’ -X POST
"https://grid-master/wapi/v2.12/record:a?_return_fields%2B=name,ipv4addr&_return_as_obje
ct=1" -d {"name":"server.info.com","ipvd4addr":"10.10.10.2"}'

{"result™

{"_ref"
"record:a/ZG5zLmJpbmRfYSQuX2RIZmF1bHQuY29tLmluZm8sc2VydmVyLDEwLEwWLjEwL;I:
server.info.com/default",

"ipv4addr": "10.10.10.2",

"name": "server.info.com",

"view": "default"

b

Modify

<wapi_url>/record:a/ZG5zLmJpbmRfYSQu
PUT  |[X2RIZmF1bHQuY29tLmluZm8sc2VydmVy [{"name":"server1.info.com"}
LDEwLEwLJEwLjl:server.info.com/default

curl -k -u admin:infoblox -H 'content-type: application/json' -X PUT
"https://grid-master/wapi/v2.12/record:a/ZG5zLmJpbmRfY SQuX2RIZmF1bHQuY?29tLmluZm8
sc2VydmVyLDEwLEwLjEwL]|l:server.info.com/default?_return_fields%2B=name&_return_as_
object=1" -d '{"name":"server1.info.com"}'

{"result™

{"_ref"
"record:a/ZG5zLmJpbmRfYSQuX2RIZMF1bHQuY29tLmluZm8sc2VydmVyMSwxMC4xMC4x
MC4y:server1.info.com/default”,

"ipv4addr": "10.10.10.2",

"name": "server1.info.com",

"view": "default"

}}

Delete

<wapi_url>/record:a/ZG5zLmJpbmRfYSQu
X2RIZmF1bHQuY29tLmluZm8sc2VydmVy
MSwxMC4xMC4xMC4y:server1.info.com/d
efault

DELETE

curl -k -u admin:infoblox -H 'content-type: application/json' -X DELETE
"https://grid-master/wapi/v2.12/record:a/ZG5zLmJpbmRfY SQuX2RIZmF1bHQuY?29tLmluZm8
sc2VydmVyMSwxMC4xMC4xMC4y:server1.info.com/default?_return_as_object=1"

{"result":
"record:a/ZG5zLmJpbmRfYSQuX2RIZmF1bHQuY29tLmluZm8sc2VydmVyMSwxMC4xMC4x
MC4y:server1.info.com/default"}

Fetch
information

GET |<wapi_url>/record:aaaa |

curl -k -u admin:infoblox -X GET
"https://grid-master/wapi/v2.12/record:aaaa? return_as_object=1"

{"result™
[{"_ref"
"record:aaaa/ZG5zLmJpbmRfYWFhYSQuX2RIZmF1bHQuY29tLnRIc3QsaG9zdCxmZDYwO
MUONTpIMzFiOjo:host.test.com/default",
"ipv6addr": "fd60:e45:e31b::",
"name": "host.test.com",
"view": "default

hili

Create

{"name":"server.info.com",
"ipv6addr":"fd60:e32:f1b9::2"}

POST |<wapi_url>/record:aaaa

curl -k -u admin:infoblox -H 'content-type: application/json’ -X POST
"https://grid-master/wapi/v2.12/record:aaaa?_return_fields%2b=name,ipv6addr&_return_as_o
bject=1" -d '{"name":"server.info.com","ipv6addr":"fd60:€32:f1b9::2"}'

{"result"

{"_ref"
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"record:aaaa/ZG5zLmJpbmRfFYWFhYSQuX2RIZmF 1bHQuY29tL mluZm8sc2VydmVyLGZkNjA
6ZTMyOmYxYjk6Ojl:server.info.com/default”,

"ipv6addr": "fd60:e32:f1b9::2",

"name": "server.info.com",

"view": "default”

1

Modify

<wapi_url>/record:aaaa/ZG5zLmJpbmRfY
WFhYSQuUX2RIZmF1bHQuUY29tLmluZm8s
c2VydmVyLGZkNjA6ZTMyOmYxYjk6Qjl:s
erver.info.com/default

PUT {"name":"server1.info.com"}

curl -k -u admin:infoblox -H 'content-type: application/json' -X PUT
"https://grid-master/wapi/v2.12/record:aaaa/ZG5zLmJpbmRfYWFhYSQuX2RIZmF1bHQuY?29t
LmluZm8sc2VydmVyLGZkNjA6ZTMyOmYxYjk60Qjl:server.info.com/default?_return_fields%2B
=name& return_as object=1" -d {"name":"server1.info.com"}'

{"result";

{"_ref":
"record:aaaa/ZG5zLmJpbmRfFYWFhYSQuX2RIZmF1bHQuY29tLmluZm8sc2VydmVyMSxmZD
YwOmUzMjpmMWI50joy:server1.info.com/default”,

"ipv6addr"; "fd60:e32:f1b9::2",
"name": "server1.info.com",
"view": "default"

}

Delete

<wapi_url>/record:aaaa/record:aaaa/ZG5z
LmJpbmRfFYWFhYSQuX2RIZmF1bHQuY2
9tLmluZm8sc2VydmVyMSxmZDYwOmUz
MjpmMWI50joy:server1.info.com/default

DELETE

curl -k -u admin:infoblox -H 'content-type: application/json' -X DELETE
"https://grid-master/wapi/v2.12/record:aaaa/ZG5zLmJpbmRfYWFhYSQuX2RIZmF1bHQuY 29t
LmluZm8sc2VydmVyMSxmZDYwOmUzMjpmMWI50joy:server1.info.com/default?_return_as_
object=1"

{"result"
"record:aaaa/ZG5zLmJpbmRfFYWFhYSQuX2RIZmF1bHQuY29tLmluZm8sc2VydmVyMSxmZD
YwOmUzMjpmMWI50joy:server1.info.com/default"}

CNAME

Fetch
information

GET  |<wapi_url>/record:cname |

curl -k -u admin:infoblox -X GET
"https://grid-master/wapi/v2.12/record:cname? return as_object=1"

{"result™
[{"_ref"
"record:cname/ZG5zLmJpbmRfY25hbWUKLIOkZWZhdWx0LmMNvbS50ZXNOLnRIc3Q:test.test.
com/default”,
"canonical": "cnametest.com",
"name": "test.test.com",
"view": "default"

hiki

Create

{"name":"cnametest.demo.info.com",

POST b o : "
canonical":"demo.info.com"}

<wapi_url>/record:cname

curl -k -u admin:infoblox -H 'content-type: application/json’ -X POST
"https://grid-master/wapi/v2.12/record:cname?_return_fields%2B=name,canonical&_return_as

| object=1" -d '{"name":"cnametest.demo.info.com","canonical":"demo.info.com"}'

{"result™

{"_ref"
"record:cname/ZG5zLmJpbmRfY25hbWUKLI9kZWZhdWx0LmNvbS5pbmZvLmRIbW8uY25hb
WV0ZXNO:cnametest.demo.info.com/default",

"canonical": "demo.info.com",
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"name": "cnametest.demo.info.com",
"view": "default"
1
<wapi_url>/record:cname/ZG5zLmJpbmRf
PUT Y25hbWUKLI9kZWZhdWx0LmNvbS5pbmZ "name":"cname.demo.info.com "}
vLMRIbW8uY25hbWV0ZXNO:cnametest.d ’ ’ T
emo.info.com/default
curl -k -u admin:infoblox -H 'content-type: application/json' -X PUT
"https://grid-master/wapi/v2.12/record:cname/ZG5zLmJpbmRfY25hbWUKLIOkZWZhdWxOLmN
vbS5pbmZvLmRIbW8uY25hbWV0ZXNO:cnametest.demo.info.com/default?_return_fields%2B
Modi =name& return as object=1" -d '{"name":"cname.demo.info.com"}'
odify
{"result™

{"_ref"
"record:cname/ZG5zLmJpbmRfY25hbWUKLI9kZWZhdWx0LmNvbS5pbmZvLmRIbW8uY25hb
\WU:cname.demo.info.com/default",

"canonical": "demo.info.com",
"name": "cname.demo.info.com",
"view": "default”
1
<wapi_url>/record:cname/ZG5zLmJpbmRf
DELETE Y25hbWUKLI9kZWZhdWx0LmNvbS5pbmZ
vLmMRIbW8uY25hbWU:cname.demo.info.c
om/default
Delete curl -k -u admin:infoblox -H 'content-type: application/json' -X DELETE
"https://grid-master/wapi/v2.12/record:cname/ZG5zLmJpbmRfY25hbWUKLI9kZWZhdWxOLmN
vbS5pbmZvLmRIbW8uY25hbWU:cname.demo.info.com/default? return_as_object=1"
{"result":
"record:cname/ZG5zLmJpbmRfY25hbWUKLIOkZWZhdWx0LmNvbS5pbmZvLmRIbW8uY25hb
\WU:cname.demo.info.com/default"}
GET |<wapi url>/record:mx |
curl -k -u admin:infoblox -X GET
"https://grid-master/wapi/v2.12/record:mx? return_as object=1"
{"result™
[{"_ref"
) Fetch. "record:mx/ZG5zLmJpbmRfbXgkLI9kZWZhdWxOLmNvbS50ZXNOLm1haWwuaG9zdDEudGV
information zdC5jb20uMQ:mail.test.com/default”,
"mail_exchanger": "host1.test.com",
"name": "mail.test.com",
"preference": 1,
"view": "default"
1}
MX {"mail_exchanger":"exchange.info.co
POST |<wapi_url>/record:mx m",
"name":"mx.info.com","preference": 1}
curl -k -u admin:infoblox -H 'content-type: application/json’ -X POST
"https://grid-master/wapi/v2.12/record:mx?_return_fields%2B=mail_exchanger,name&_return_
as_object=1"-d
Create  [{"'mail_exchanger":"exchange.info.com","name";"mx.info.com","preference":1}'
{"result";

{"_ref":
"record:mx/ZG5zLmJpbmRfbXgkLI9kZWZhdWx0LmNvbS5pbmZvLm14LmV4Y2hhbmdILmluZ
MB8uY29tLjE:mx.info.com/default”,

"mail_exchanger": "exchange.info.com",
"name": "mx.info.com"”,
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"preference": 1,
"view": "default"

})

Modify

<wapi_url>/record:mx/ZG5zLmJpbmRfbXg
KLI9KZWZhdWx0LmNvbS5pbmZvLm14Lm
V4Y2hhbmdILmluZm8uY 29tLjE:mx.info.co
m/default

PUT {"name":"mail.info.com "}

curl -k -u admin:infoblox -H 'content-type: application/json' -X PUT
"https://grid-master/wapi/v2.12/record:mx/ZG5zLmJpbmRfbXgkLIOkZWZhdWx0LmNvbS5pbm
ZvLm14LmV4Y2hhbmdILmluZm8uY29tLjE:mx.info.com/default?_return_fields%2B=name&_r
eturn_as object=1" -d '{"name":"mail.info.com"}'

{"result™

{"_ref"
"record:mx/ZG5zLmJpbmRfbXgkLI9kZWZhdWxOLmNvbS5pbmZvLm1haWwuZXhjaGFuZ2Uu
aW5mby5jb20uMQ:mail.info.com/default”,

"mail_exchanger": "exchange.info.com",

"name": "mail.info.com",

"preference": 1,

"view": "default"

}

Delete

<wapi_url>/record:mx/ZG5zLmJpbmRfbXg
KLI9KZWZhdWx0LmNvbS5pbmZvLm1haW
wuZXhjaGFuZ2UuaW5mby5jb20uMQ:mail
.info.com/default

DELETE

curl -k -u admin:infoblox -H 'content-type: application/json' -X DELETE
"https://grid-master/wapi/v2.12/record:mx/ZG5zLmJpbmRfbXgkLIOkZWZhdWx0LmNvbS5pbm
ZvLm1haWwuZXhjaGFuZ2UuaW5mby5jb20uMQ:mail.info.com/default? return_as_object=1"

{"result";
"record:mx/ZG5zLmJpbmRfbXgkLI9kZWZhdWx0LmNvbS5pbmZvLm1haWwuzZXhjaGFuZ2Uu
aW5mby5jb20uMQ:mail.info.com/default"}

NS

Fetch
information

GET |<wapi_url>/record:ns |

curl -k -u admin:infoblox -X GET
"https://grid-master/wapi/v2.12/record:ns? return as object=1"

{"result";

[{"_ref":
"record:ns/ZG5zLmJpbmRfbnMkLIOkZWZhdWx0LmFycGEuaW4tYWRkci4xMjcuMC4wLi5jbH
\VzdGVy:cluster/0.0.127.in-addr.arpa/default",

"name": "0.0.127.in-addr.arpa",
"nameserver": "cluster",
"view": "default"

|3

{"_ref"
"record:ns/ZG5zLmJpbmRfbnMKLIOkZWZhdWx0LmFycGEuaXA2LjAuMC4wLjAuMC4wLjAuM
C4wLjAuMC4wLjAuMC4wWLjAuMC4WLJAUMCAWLAUMCAWL]AUMCAWL]AUMC4WLjAUMS4uY2
x1c3Ricg:cluster/1.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.ip6.arpa/default"

"name": "1.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.ip6.arpa",
"nameserver": "cluster",
"view": "default"

"record:ns/ZG5zLmJpbmRfbnMkLIOkZWZhdWx0LmNvbS5pbmZvLnRIc3QuaG9zdC50ZXNOL

mluZm8uY29t:host.test.info.com/test.info.com/default",
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"name": "test.info.com",
"nameserver": "host.test.info.com",
"view": "default"

1}

Create

"name":"info.com",
"nameserver":"infoblox.localdomain”,
"addresses":[{"address":"192.168.11.0

#i)

POST |[<wapi_url>/record:ns

curl -k -u admin:infoblox -H 'content-type: application/json’ -X POST
"https://grid-master/wapi/v2.12/record:ns?_return_fields%2B=name,nameserver,addresses&_r
eturn_as_object=1" -d

'{"name":"info.com","nameserver":"infoblox.localdomain","addresses":[{"address":"192.168.11.
Oll}]}l

{"result"™

{"_ref"
"record:ns/ZG5zLmJpbmRfbnMkLIOkZWZhdWx0LmNvbS5pbmZvLi5pbmZvYmxveC5sb2Nhb
GRvbWFpbg:infoblox.localdomain/info.com/default",

"addresses":

[{"address": "192.168.11.0",

"auto_create_ptr": true

1,

"name": "info.com",

"nameserver": "infoblox.localdomain",

"view": "default”

}}

Modify

<wapi_url>/record:ns/ZG5zLmJpbmRfbnM
KLI9kZWZhdWx0LmNvbS5pbmZvLi5pbmZ
vYmxveC5sb2NhbGRvbWFpbg:infoblox.lo
caldomain/info.com/default

PUT {"nameserver":"nios.info.com"}

curl -k -u admin:infoblox -H 'content-type: application/json' -X PUT
"https://grid-master/wapi/v2.12/record:ns/ZG5zLmJpbmRfbnMKLI9kZWZhdWxOLmNvbS5pbm
ZvLi5pbmZvYmxveC5sb2NhbGRvbWFpbg:infoblox.localdomain/info.com/default?_return_fiel
ds%2B=name,nameserver& return_as object=1" -d {"nameserver":"nios.info.com"}'

{"result";

{"_ref":
"record:ns/ZG5zLmJpbmRfbnMkLIOkZWZhdWx0LmNvbS5pbmZvLi5uaW9zLmluZm8uY29t:ni
os.info.com/info.com/default”,

"name": "info.com",
"nameserver": "nios.info.com",
"view": "default"

}

Delete

<wapi_url>/record:ns/ZG5zLmJpbmRfbnM
kLIOkZWZhdWx0LmMmNvbS5pbmZvLi5uaW9
zLmluZm8uY29t:nios.info.com/info.com/def
ault

DELETE

curl -k -u admin:infoblox -H 'content-type: application/json' -X DELETE
"https://grid-master/wapi/v2.12/record:ns/ZG5zLmJpbmRfbnMkLIOkZWZhdWxOLmNvbS5pbm
ZvLi5uaW9zLmluZm8uY29t:nios.info.com/info.com/default? return _as object=1"

{"result";
"record:ns/ZG5zLmJpbmRfbnMkLI9kZWZhdWx0LmNvbS5pbmZvLi5uaW9zLmluZm8uY29t:ni
0s.info.com/info.com/default"}

PTR

Fetch
information

GET |<wapi url>/record:ptr |

curl -k -u admin:infoblox -X GET
"https://grid-master/wapi/v2.12/record:ptr? return as object=1"
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{"result™
[{"_ref"
"record:ptr/ZG5zLmJpbmRfcHRyJC5fZGVmYXVsdC5hcnBhLmIuLWFKZHIUMTI3LjAuMC4xL
mxvY2FsaG9zdA:1.0.0.127.in-addr.arpa/default”,
"ptrdname"; "localhost",
"view": "default"
2
{"_ref":
"record:ptr/ZG5zLmJpbmRfcHRyJC5fZGVmYXVsdC5hcnBhLmlwNi4wLjAuMC4wLjAuMC4wL
AUMCA4wWLjAUMC4wLjAuMC4wWLjAUMC4WLjJAUMCAWLAUMCAWLjAUMC4WLjAUMC4wLjEuLm
xvY2FsaG9zdA:1.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.ip6.arpa/default",
"ptrdname": "localhost",
"view": "default"

"record:ptr/ZG5zLmJpbmRfcHRyJC5fZGVmYXVsdC5hcnBhLmluLWFkZHIuMTcyLjI2LjEUMTA
wLmhve3QudGVzdC5pbmZvLmNvbQ:100.1.26.172.in-addr.arpa/default”,

"ptrdname"; "host.test.info.com",

"view": "default”

hili

"name":"2.10.10.10.in-addr.arpa",
POST |<wapi_url>/record:ptr "ptrdname":"server1.info.com"”,
"ipv4addr":"10.10.10.2"}

curl -k -u admin:infoblox -H 'content-type: application/json' -X POST
"https://grid-master/wapi/v2.12/record:ptr?_return_fields%2B=name,ptrdname,ipv4addr&_retu
rn_as_object=1" -d {"name":"2.10.10.10.in-addr.arpa",
"ptrdname":"server1.info.com","ipv4addr":"10.10.10.2"}'

Create [('result™

{"_ref".
"record:ptr/ZG5zLmJpbmRfcHRyJC5fZGVmYXVsdC5hcnBhLmluLWFkZHIUMTAUMTAUMTAuU
Mi5zZXJ2ZXluaW5mby5jb20:2.10.10.10.in-addr.arpa/default",

"ipv4addr": "10.10.10.2",
"name"; "2.10.10.10.in-addr.arpa",
"ptrdname": "server1.info.com",
"view": "default"
1
<wapi_url>/record:ptr/ZG5zLmJpbmRfcHR
PUT yJC5fZGVmYXVsdC5hcnBhLmIuLWFkZHI "ptrdname™:"server.info.com"}
UMTAUMTAUMTAUMIi5zZXJ2ZXluaW5mby ) B
5jb20:2.10.10.10.in-addr.arpa/default
curl -k -u admin:infoblox -H 'content-type: application/json' -X PUT
"https://grid-master/wapi/v2.12/record:ptr/ZG5zLmJpbmRfcHRyJC5fZGVmYXVsdC5hcnBhLm
[ULWFkZHIUMTAUMTAUMTAUMIi5zZXJ2ZXluaW5mby5jb20:2.10.10.10.in-addr.arpa/default?_r
Modify  |eturn_fields%2B=ptrdname& return_as_object=1" -d '{"ptrdname":"server.info.com"}'
{"result";

{"_ref".
"record:ptr/ZG5zLmJpbmRfcHRyJC5fZGVmYXVsdC5hcnBhLmluLWFkZHIUMTAUMTAUMTAuU
Mi5zZXJ2ZXluaW5mby5jb20:2.10.10.10.in-addr.arpa/default",

"ptrdname": "server.info.com",
"view": "default”
1
<wapi_url>/record:ptr/ZG5zLmJpbmRfcHR
Delete | DELETE | ;05¢7GvmYXVsdC5henBhL miuLWFKZHI
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UMTAUMTAUMTAuUMI5zZXJ2ZXIuaW5mby
5jb20:2.10.10.10.in-addr.arpa/default

curl -k -u admin:infoblox -H 'content-type: application/json' -X DELETE
"https://grid-master/wapi/v2.12/record:ptr/ZG5zLmJpbmRfcHRyJC5fZGVmYXVsdC5hcnBhLm
[ULWFKZHIUMTAUMTAUMTAUMIi5zZXJ2ZXluaW5mby5jb20:2.10.10.10.in-addr.arpa/default?_r
eturn_as_object=1"

{"result"™
"record:ptr/ZG5zLmJpbmRfcHRyJC5fZGVmYXVsdC5hcnBhLmluLWFkZHIUMTAUMTAUMTAuU
Mi5zZXJ2ZXluaW5mby5jb20:2.10.10.10.in-addr.arpa/default"}

TXT

Fetch
information

GET |<wapi_u rI>/record:txt |

curl -k -u admin:infoblox -X GET
"https://grid-master/wapi/v2.12/record:txt? return_as_object=1"

{"result":
[{"_ref"
"record:txt/ZG5zLmJpbmRfdHhOJC5fZGVmY XVsdC5jb20udGVzdC5tYWisLiJUaGlzliAiY Sigl
m1haWwilCJzZXJ2ZXli:mail.test.com/default",
"name": "mail.test.com"”,
"text": "This a mail server",
"view": "default"

1}

Create

{"name":"server.info.com",

POST |<wapi_url>/record:txt text":"This a host server"}

curl -k -u admin:infoblox -H 'content-type: application/json’ -X POST
"https://grid-master/wapi/v2.12/record:txt?_return_fields%2B=name,text&_ return_as_object=1
" -d '{"name":"server.info.com","text":"This a host server"}'

{"result™

{"_ref"
"record:txt/ZG5zLmJpbmRfdHhOJC5fZGVmY XVsdC5jb20uaW5smby5zZXJ2ZXIullRoaXMilCJ
hliAiaG9zdClgInNIcnZlcil:server.info.com/default”,

"name": "server.info.com",

"text": "This a host server",

"view": "default"

1

Modify

<wapi_url>/record:txt/ZG5zLmJpbmRfdHh
0JC5fZGVmYXVsdC5jb20uaWsmby5zZXJ
2ZXlullRoaXMilCJhliAiaG9zdClgInNlicnZlci
I:server.info.com/default

PUT {"text":"This is a test server"}

curl -k -u admin:infoblox -H 'content-type: application/json' -X PUT
"https://grid-master/wapi/v2.12/record:txt/ZG5zLmJpbmRfdHh0JC5fZGVmY XVsdC5jb20uaW5s
mby5zZXJ2ZXIullRoaXMilCJhliAiaG9zdClgInNlIcnZlcil:server.info.com/default?_return_fields
%2B=text& return_as_object=1" -d '{"text":"This a test server"}’

{"result";

{"_ref":
"record:txt/ZG5zLmJpbmRfdHhOJC5fZGVmY XVsdC5jb20uaW5mby5zZXJ2ZXlullIRoaXMilCJ
hliAidGVzdClgInNIcnZicil:server.info.com/default”,

"name": "server.info.com",

"text": "This a test server",

"view": "default"

}

Delete

<wapi_url>/record:txt/ZG5zLmJpbmRfdHh
0JC5fZGVmYXVsdC5jb20uaWsmby5zZXJ
2ZXIullRoaXMilCJhliAiaG9zdClgInNIcnZlci
I:server.info.com/default

DELETE
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curl -k -u admin:infoblox -H 'content-type: application/json' -X DELETE
"https://grid-master/wapi/v2.12/record:txt/ZG5zLmJpbmRfdHh0JC5fZGVmY XVsdC5jb20uaW5s
mby5zZXJ2ZXIullRoaXMilCJhliAidGVzdClgInNIcnZicil:server.info.com/default?_return_as_ob
ject=1"

{"result";
"record:txt/ZG5zLmJpbmRfdHhOJC5fZGVmY XVsdC5jb20uaW5smby5zZXJ2ZXIullRoaXMilCJ
hliAidGVzdClgInNIcnZlcil:server.info.com/default"}

SRV

GET |<wapi_url>/record:srv |

curl -k -u admin:infoblox -X GET
"https://grid-master/wapi/v2.12/record:srv?_return_as_object=1"

{"result":
[{"_ref"
"record:srv/ZG5zLmJpbmRfc3J2JC5fZGVmYXVsdC5jb20udGVzdCIfdGNwLI9zc2gvMS8xMC

) Fetch. 8yMi90ZXNOLmMNvbQ:_ssh._tcp.test.com/default”,
information "name": "_ssh._tcp.test.com"”,
"port"; 22,
"priority": 1,
"target": "test.com"”,
"view": "default”,
"weight": 10
K
{"name": "_ssh._tcp.info.com",
"port"; 22,
POST |<wapi_url>/record:srv "priority": 10,
"target": "info.com",
"weight": 10}
curl -k -u admin:infoblox -H 'content-type: application/json’ -X POST
"https://grid-master/wapi/v2.12/record:srv?_return_fields%2B=name,target&_return_as_object
=1"-d {"name": "_ssh._tcp.info.com","port": 22,"priority": 10,"target": "info.com","weight": 10}’
{"result":
Create {" ref":
"record:srv/ZG5zLmJpbmRfc3J2JC5fZGVmY XVsdC5jb20uaW5mby9fdGNwLI9zc2gvMTAVMT
AvMjlvaW5mby5jb20:_ssh._tcp.info.com/default”,
"name": "_ssh._tcp.info.com",
"port"; 22,
"priority": 10,
"target": "info.com",
"view": "default",
"weight": 10
1
<wapi_url>/record:srv/ZG5zLmJpbmRfc3J
PUT 2JC5fZGVmYXVsdC5jb20uaW5mby9fdGN " priority": 20}
wLI19zc2gvMTAVMTAVMjlvaW5mby5jb20:_ '
ssh. tcp.info.com/default
curl -k -u admin:infoblox -H 'content-type: application/json' -X PUT
"https://grid-master/wapi/v2.12/record:srv/ZG5zLmJpbmRfc3J2JC5fZGVmYXVsdC5jb20uaW5s
Modify mby9fdGNwLI9zc2gvMTAVMTAVMjlvaW5mby5jb20:_ssh._tcp.info.com/default?_return_fields

%2B=priority& return as object=1" -d {"priority": 20}’

{"result":

{"_ref".
"record:srv/ZG5zLmJpbmRfc3J2JC5fZGVmY XVsdC5jb20uaW5mby9fdGNwLI9zc2gvMjAVMT
AvMjlvaW5mby5jb20:_ssh._tcp.info.com/default”,

"name": "_ssh._tcp.info.com",

"port": 22,
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"priority": 20,
"target": "info.com",
"view": "default",

"weight": 10
1

<wapi_url>/record:srv/ZG5zLmJpbmRfc3J
DELETE 2JC5fZGVmYXVsdC5jb20uaW5mby9fdGN

wLI19zc2gvMjAvMTAVMjlvaW5mby5jb20:_s
sh. tcp.info.com/default

curl -k -u admin:infoblox -H 'content-type: application/json' -X DELETE

Delete  ['https://grid-master/wapi/v2.12/record:srv/ZG5zLmJpbmRfc3J2JC5fZGVmYXVsdC5jb20uaW5s
mby9fdGNwLI9zc2gvMjAVMTAVMjlvaW5mby5jb20:_ssh._tcp.info.com/default?_return_as_obj
ect=1"

{"result"™
"record:srv/ZG5zLmJpbmRfc3J2JC5fZGVmY XVsdC5jb20uaW5mby9fdGNwLI9zc2gvMjAVMT
AvMjlvaW5mby5jb20: ssh. tcp.info.com/default™}

Retrieve all the records in a zone

The API function allrecords returns the following types of records within a particular zone:

record:a
record:aaaa
record:cname
record:dname
record:host
record:host_ipv4addr
record:host_ipv6addr
record:mx
record:naptr
record:ptr
record:srv
record:txt
record:unknown
sharedrecord:a
sharedrecord:aaaa
sharedrecord:mx
sharedrecord:srv

e sharedrecord:txt
For the other types of records, it returns “UNSUPPORTED”.

REST

Method API Call

Operation Sample cURL Command

Sample Output

GET |<wapi_urI>/aIIrecords’?zone:info.com

curl -k -u admin:infoblox -X GET
Retrieve all  |'https://grid-master/wapi/v2.12/allrecords?zone=info.com& return as_object=1"

recordsina |"result":

zone [{"_ref":
"allrecords/ZG5zLnpvbmVfc2VhecmNoX2luZGV4JGRucy5iaW5kX3NvY SQuX2RIZmF 1bHQuY 29tLmluZ
m8:",
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"comment": "Auto-created by Add Zone",
llnamell: llll,

"type": "UNSUPPORTED",

"view": "default",

"zone": "info.com"
2
{"_ref":
"allrecords/ZG5zLnpvbmVfc2VhecmNoX2luZGV4JGRucy5iaW5kX25zJC5fZGVmY XVsdC5jb20uaW5smby
4uaW5mb2Jsb3gubG9jYWxkb21haW4:",
"comment": "Auto-created by Add Zone",
"name": "",
"type": "UNSUPPORTED",
"view": "default",
"zone": "info.com"

2
{"_ref":
"allrecords/ZG5zLnpvbmVfc2VhcmNoX2luZGV4JGRucy50b3N0JC5fZGVmY XVsdC5jb20uaW5mby5ob3
NO:host",
"comment": ",
"name": "host",
"type": "record:host_ipv4addr",
"view": "default",

"zone": "info.com"

1

{"_ref":
"allrecords/ZG5zLnpvbmVfc2VhecmNoX2luZGV4JGRucy5iaW5kX2EKLIOkZWZhdWx0OLmNvbS5pbmZvL
HNIcnZIciwxMC4xMC4xMC4y:server",

"comment";: "",

"name": "server",

"type": "record:a",

"view": "default",

"zone": "info.com"

13

{"_ref":
"allrecords/ZG5zLnpvbmVfc2VhcmNoX2luZGV4JGRucy5iaW5kX2FhYWEKLIOkZWZhdWx0LmNvbS5pb
mZvLHNIcnZlcixmZDYwOmUzMjpmMWI50joy:server",

"comment": "",

"name": "server",

"type": "record:aaaa",

"view": "default",

"zone": "info.com"

|3

{"_ref":
"allrecords/ZG5zLnpvbmVfc2VhcmNoX2luZGV4JGRucy50b3N0JC5fZGVmY XVsdC5jb20uaW5mby50Z
XNO:test",
"comment": ",
"name": "test",
"type": "record:host_ipv4addr",
"view": "default",

"zone": "info.com"

1}

Retrieve non-system generated records

Records have a creator field. The possible values for this field are SYSTEM, STATIC and DYNAMIC. You
can either fetch STATIC and DYNAMIC records separately, or combine them in a Multiple Object Body
request as shown in the section Multiple Object Body Feature using /request
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Run a GET request on the records by passing creator as the parameter.

Operation

REST

Method API Call

Sample cURL Command

Sample Output

Retrieve
non-system
generated A

records

GET |<wapi_ur|>/record:a?creator:STATIC

curl -k -u admin:infoblox -X GET
"https://grid-master/wapi/v2.12/record:a?creator=STATIC&_return_fields%2B=creator&_return_as_object
=1 n

{"result":
[{"_ref"
"record:a/ZG5zLmJpbmRfYSQuX2RIZmF1bHQuY29tL mluZm8sc2VydmVyLDEwLJEwLEwL l:server.info.
com/default”,
"creator": "STATIC",
"ipvd4addr": "10.10.10.2",
"name": "server.info.com",
"view": "default"
2
{"_ref".
"record:a/ZG5zLmJpbmRfYSQuX2RIZmF1bHQuY29tLmRIbW8scHJpbnQsMTAUMTAUTAUMjE:print.dem
0.com/default”,
"creator": "STATIC",
"ipv4addr": "10.10.10.21",
"name": "print.demo.com"”,
"view": "default"

hiki

Retrieve
non-system
generated
records of all
types within
zone
demo001.com

GET |<wapi_urI>/aIIrecords?zone:demoOO1.com&creator:STATIC

curl -k -u admin:infoblox -X GET
"https://grid-master/wapi/v2.12/allrecords?zone=demo001.com&creator=STATIC&_return_fields%2B=cre
ator&_return_as_object=1"

{"result":

[{"_ref"
"allrecords/ZG5zLnpvbmVfc2VhcmNoX2luZGV4JGRucy50b3N0JC5fZGVmYXVsdC5jb20uZGVibzAwM
S50b3NOMDAX:host001",

"comment": ",

"name": "host001",

"type": "record:host_ipv4addr",

"view": "default",

"zone": "demo001.com"},

{"_ref":
"allrecords/ZG5zLnpvbmVfc2VhcmNoX2luZGV4JGRucy5iaW5kX2EKLI9kZWZhdWxOLmNvbS5kZW1vM
DAXLGhvc3QwMDIsMTAuUMC4wLjl:host002",

"comment": "",

"name": "host002",

"type": "record:a",

"view": "default",

"zone": "demo001.com"}]}
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Search for a record based on some criteria

Run a GET request on host/A records by passing required criteria as the parameter

Retrieve host by
object reference

REST
. Method API Call
Operation Sample cURL Command
Sample Output
GET <Wap/id_ufrl>/|trecord:host/ZG52Lmhv03QkLI9kZWZdex0LmvaSSOZXNOLthC3Qx:host1.test
.com/defau

curl -k -u admin:infoblox -X GET
"https://grid-master/wapi/v2.12/record:host/ZG5zLmhvc3QkLIOkZWZhdWxOLmNvbS50ZXNOLmhve3Qx:
host1.test.com/default? return _as object=1"
{"result":
{"_ref":
"record:host/ZG5zLmhvc3QKLIOkZWZhdWx0LmNvbS50ZXNOLmhvc3Qx:host1.test.com/default”,
"ipv4addrs":

{"_ref"
"record:host_ipv4addr/ZG5zLmhvc3RfYWRkecmVzeyQuX2RIZmF1bHQuY29tLnRIc3QuaG9zdDEuMTeyL
jlI2LjEuMjAwLg:172.26.1.200/host1.test.com/default",

"configure_for_dhcp": false,
"host": "host1.test.com",
"ipvdaddr": "172.26.1.200"
1,
"name": "host1.test.com”,
"view": "default"

1

Search host by
name

GET |<wapi_ur|>/record:host?name=host1.info.com

curl -k -u admin:infoblox -X GET
"https://grid-master/wapi/v2.12/record:host?name=host1.info.com&_return_as_object=1"
{"result":

[{"_ref"

"record:host/ZG5zL mhvc3QKLI9kZWZhdWxOLmNvbS5pbmZvLmhve3Qx:host1.info.com/default”,
"ipvd4addrs":

[{"_ref"
"record:host_ipv4addr/ZG5zLmhvc3RfYWRkecmVzcyQuX2RIZmF1bHQuY29tLmluZm8uaG9zdDEuUMTAuU
MTAUMTAUMjAu:10.10.10.20/host1.info.com/default",

"configure_for_dhcp": false,
"host": "host1.info.com",
"ipvd4addr": "10.10.10.20"

1,

"name": "host1.info.com",
"view": "default"

1}

Search host by
EA (Location is
set to Santa
Clara)

GET |<wapi_ur|>/record:host?_return_fields%2B:extattrs&*Location:=Santa%200|ara

curl -k -u admin:infoblox -X GET
"https://grid-master/wapi/v2.12/record:host?_return_fields%2B=extattrs&*Location%3A=Santa%20Clara
& return_as_object=1"

{"result":

[{"_ref"
"record:host/ZG5zLmhve3QKLI9kZWZhdWxOLmNvbS50ZXNOLmhvc3Qx:host1.test.com/default",
"extattrs":

{"Location":

{"value": "Santa Clara"}
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2
"ipv4addrs":

[{"_ref"
"record:host_ipv4addr/ZG5zLmhvc3RfYWRkemVzeyQuX2RIZmF1bHQuY29tLnRIc3QuaG9zdDEuMTeyL
jl2LjEuMjAwLg:172.26.1.200/host1.test.com/default”,

"configure_for_dhcp": false,
"host": "host1.test.com",
"ipv4addr": "172.26.1.200"

1,

"name": "host1.test.com”,
"view": "default"

ki

Search host by
IP address
range

GET |<wapi_ur|>/record:host?ipv4addr>:1 0.10.10.100&ipv4addr<=10.10.10.102

curl -k -u admin:infoblox -X GET
"https://grid-master/wapi/v2.12/record:host?ipv4addr>=10.10.10.100&ipv4addr<=10.10.10.102&_return_
as_object=1"

{"result":
[{"_ref"
"record:host/ZG5zLmhvc3QKLI9kZWZhdWxOLmNvbS5hY mMuaG9zdCOx:host-1.abc.com/default”,

"ipv4addrs":

[{"_ref":
"record:host_ipv4addr/ZG5zLmhvc3RfYWRkemVzcyQuX2RIZmF1bHQuY29tLmFiYy50b3NOLTEUMTAuU
MTAUMTAUMTAXLg:10.10.10.101/host-1.abc.com/default",

"configure_for_dhcp": false,
"host": "host-1.abc.com”,
"ipvd4addr": "10.10.10.101"}],
"name": "host-1.abc.com",
"view": "default" },
" ref";
"record:host/ZG5zL mhvc3QKLISkKZWZhdWxOLmMmNvbS5hYmMuaG9zdCO0y:host-2.abc.com/default”,

"ipvd4addrs":

[{"_ref":
"record:host_ipv4addr/ZG5zLmhvc3RfYWRkecmVzcyQuX2RIZmF1bHQuY29tLmFiYy50b3NOLTIuUMTAUM
TAUMTAUMTAYLQ:10.10.10.102/host-2.abc.com/default”,

"configure_for_dhcp": false,
"host": "host-2.abc.com”,
"ipvd4addr": "10.10.10.102" }],
"name": "host-2.abc.com"”,
"view": "default"},
{"_ref": "record:host/ZG5zLmhvc3QkLIOkZWZhdWx0Lm5IdC54eXoudGVzdA:test.xyz.net/default",
"ipv4addrs":

[{"_ref":
"record:host_ipv4addr/ZG5zLmhvc3RfYWRkecmVzcyQuX2RIZmF1bHQubmVOLNnh5ei50ZXNOLjEwWLEwWL
EwLjEwMC4:10.10.10.100/test.xyz.net/default",

"configure_for_dhcp": false,
"host": "test.xyz.net",
"ipv4addr": "10.10.10.100"}],
"name": "test.xyz.net",
"view": "default” }]}

Search host by
subnet

GET |<wapi_ur|>/record:host?network:10.10.10.0/24

curl -k -u admin:infoblox -X GET
"https://grid-master/wapi/v2.12/record:host?network=10.10.10.0/24& return _as_object=1"

{"result":
[{"_ref":
"record:host/ZG5zL mhvc3QKLIOkZWZhdWxO0LmNvbS5hY mMuaG9zdCOx:host-1.abc.com/default”,

Infoblox Deployment Guide - Infoblox REST API - February 2022




"ipv4addrs":
[{"_ref":
"record:host_ipv4addr/ZG5zLmhvc3RfYWRkecmVzeyQuX2RIZmF1bHQuUY29tL mFiYy50b3NOLTEUMTAuU
MTAUMTAUMTAXLg:10.10.10.101/host-1.abc.com/default",
"configure_for_dhcp": false,
"host": "host-1.abc.com”,
"ipv4addr": "10.10.10.101"}],

"name": "host-1.abc.com",

"view": "default" },

{"_ref": "record:host/ZG5zLmhvc3QkLIOkZWZhdWx0Lm5IdC54eXoudGVzdA:test.xyz.net/default",
"ipv4addrs":

[{"_ref":
"record:host_ipv4addr/ZG5zLmhvc3RfYWRkecmVzcyQuX2RIZmF1bHQubmVOLNnh5ei50ZXNOLjEwLEwL
EwLjEwMC4:10.10.10.100/test.xyz.net/default",

"configure_for_dhcp": false,
"host": "test.xyz.net",
"ipv4addr": "10.10.10.100"}],
"name": "test.xyz.net",
"view": "default" }]}

Get Arecord
using object
reference

<wapi_url>/record:a/ZG5zLmJpbmRfYSQuUX2RIZmF1bHQuY29tLmluZm8sc2VydmVyLDEwL]
GET . o .
EwLjEwL|l:server.info.com/default

curl -k -u admin:infoblox -X GET
"https://grid-master/wapi/v2.12/record:a/ZG5zLmJpbmRfY SQuX2RIZMF1bHQuY29tLmluZm8sc2VydmV
yLDEwLJEwLjEwL|l:server.info.com/default? return as object=1"

{"result":
{"_ref":
"record:a/ZG5zLmJpbmRfYSQuX2RIZmF1bHQuY29tL mluZm8sc2VydmVyLDEwWLJEwLEwL l:server.info.
com/default”,
"ipvd4addr": "10.10.10.2",
"name": "server.info.com",
"view": "default"

1

The third example uses the _return_fields+ to specify the Extensible Attribute (EA) as an extra attribute. Also,
prepend ' to the front of the EA name.

Search for network objects based on regular expressions

You can use regular expressions to search for most network objects.

The following example filters network objects based on a regular expression.

The first example lists all A records that contain info.com in their name. The second example lists all zones that

“

start with an “i

and contain “lo”. The regular expression for this will be %i.*lo.*$

Remember to specify the ~ modifier to indicate you are querying with a regular expression.

Operation

REST

Method API Call

Sample cURL Command
Sample Output

Search for A

records that contain

GET [<wapi_url>/record:a?name~=info.com&_return_fields=name
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name

info.com in the

curl -k -u admin:infoblox -X GET
"https://grid-master/wapi/v2.12/record:a?name~=info.com&_return_fields=name&_return_as_object=
1 "

{"result™

[{"_ref"
"record:a/ZG5zLmJpbmRfYSQuX2RIZmF 1bHQuUY29tLmluZm8sc2VydmVyLDEwLJEwWLjEwLjl:server.i
nfo.com/default",

"name": "server.info.com"

2

{"_ref".
"record:a/ZG5zLmJpbmRfYSQuX2RIZMF1bHQuY29tLmluZm8sdGVzdC50b3NOLDE3Mi4yNi4xLjEw
MA:host.test.info.com/default",

"name": "host.test.info.com"

hiki

that start with an

and contain “lo’

GET |<wapi_urI>/zone_auth?fqdn~="i.*Io.*$&_return_fie|ds=fqdn

curl -k -u admin:infoblox -X GET
"https://grid-master/wapi/v2.12/zone auth?fqdn~="i.*lo.*$& return fields=fqdn& return as object=1"

{"result":
[{"_ref": "zone_auth/ZG5zLnpvbmUkKLI9kZWZhdWx0LmNvbS5pbmZvYmxveA:infoblox.com/default”,

Search for zones "fqdn": "infoblox.com"

| %
' {"_ref":
"zone_auth/ZG5zLnpvbmUKLIOkZWZhdWx0LmNvbS5pbmZvem1ibG94:informblox.com/default”,
"fqdn"; "informblox.com"
2
{"_ref": "zone_auth/ZG5zLnpvbmUKLI9kZWZhdWx0LmNvbS5pbmdsbw:inglo.com/default",
"fqdn": "inglo.com"

hiki

Aliases for a host

REST

Method API Call Sample Body

Operation

Sample cURL Command

Sample Output

Get all the
aliases on a host

GET <wapi_url>/record:host?_return_fields%2B=aliases&name=print
er.info.com

curl -k -u admin:infoblox -X GET
"https://grid-master/wapi/v2.12/record:host?_return_fields%2B=aliases&name=printer.info.com&_return_
as object=1"

("result":
[{"_ref":
"record:host/ZG5zLmhvc3QkLIOkZWZhdWxO0LmNvbS5pbmZvLnByaW50ZXl:printer.info.com/default”,
"aliases":
['scanner.info.com"],
"ipv4addrs":

[{"_ref"
"record:host_ipv4addr/ZG5zLmhvc3RfFYWRkemVzcyQuX2RIZmF1bHQuY29tLmluZm8ucHJpbnRIci4xN;j
AUMjAUMS4xMDAuU:160.20.1.100/printer.info.com/default”,

"configure_for_dhcp": false,
"host": "printer.info.com”,
"ipvd4addr": "160.20.1.100"
1,
"name": "printer.info.com",
"view": "default"

1}
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{"name":"wapialias.info.com"”
. . :'ipv4addrs":
POST |<wapi_url>/record:host [{"ipv4addr":"172.26.1.2"],

"aliases": [
"remote","pointer"]}

curl -k -u admin:infoblox -H 'content-type: application/json' -X POST
"https://grid-master/wapi/v2.12/record:host?_return_fields%2B=aliases&_return_as_object=1" -d

{"name":"wapialias.info.com","ipv4addrs": [{"ipv4addr":"172.26.1.2"}],"aliases": [ "remote","pointer"]}'

Add a host with
aliases

("result":
{"_ref":
"record:host/ZG5zLmhve3QkLIOkZWZhdWxO0LmNvbS5pbmZvLndhcGlhbGlhcw:wapialias.info.com/defau

"aliases":

["'remote.info.com”,

"pointer.info.com"
1
"ipv4addrs":
[{"_ref"
"record:host_ipv4addr/ZG5zLmhvec3RfYWRkemVzcyQuX2RIZmF1bHQuY 29tLmluZm8ud2FwaWFsaWF
zL jE3MidyNidxLjlu:172.26.1.2/wapialias.info.com/default”,
"configure_for_dhcp": false,
"host": "wapialias.info.com",
"ipvd4addr": "172.26.1.2"

1,

"name": "wapialias.info.com",

"view": "default"

)

Modify aliases
on a host

<wapi_url>/record:host/ZG5zLmhvc3QkLIOkZWZhdWxOLmNvbS

PUT 5pbmZvLndhcGlhbGlhcw:wapialias.info.com/default

{"aliases": ["local"]}

curl -k -u admin:infoblox -H 'content-type: application/json' -X PUT
"https://grid-master/wapi/v2.12/record:host/ZG5zLmhvc3QKkLIOkZWZhdWx0LmNvbS5pbmZvLndhcGlhb
Glhcw:wapialias.info.com/default?_return_fields%2B=aliases& return_as_object=1" -d '{"aliases":
lllocalll]}l

("result":
{"_ref":
"record:host/ZG5zLmhve3QkLIOkZWZhdWxO0LmNvbS5pbmZvLndhcGlhbGlhcw:wapialias.info.com/defau
It",
"aliases":
["local.info.com"],
"ipv4addrs":
[{"_ref"
"record:host_ipv4addr/ZG5zLmhvc3RfYWRkemVzcyQuX2RIZmF1bHQuY 29tLmluZm8ud2FwaWFsaWF
L jE3MidyNidxLjlu:172.26.1.2/wapialias.info.com/default”,
"configure_for_dhcp": false,
"host": "wapialias.info.com",
"ipv4addr": "172.26.1.2"
1,
"name": "wapialias.info.com",
"view": "default"

}

Remove aliases
from a host

<wapi_url>/record:host/ZG5zLmhvc3QkLIOkZWZhdWxOLmNvbS

PUT {"aliases": [ ]}

5pbmZvLndhcGlhbGlhcw:wapialias.info.com/default
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curl -k -u admin:infoblox -H 'content-type: application/json' -X PUT
"https://grid-master/wapi/v2.12/record:host/ZG5zLmhvc3QkLIOkZWZhdWx0LmNvbS5pbmZvLndhcGlhb
Glhcw:wapialias.info.com/default?_return_fields%2B=aliases& return_as_object=1" -d '{"aliases": [ [}’
("result":
{"_ref":
"record:host/ZG5zLmhve3QkLIOkZWZhdWxOLmNvbS5pbmZvLndhcGlhbGlhcw:wapialias.info.com/defau
It",
"ipv4addrs":
[{"_ref":
"record:host_ipv4addr/ZG5zLmhvc3RfYWRkemVzcyQuX2RIZmF1bHQuY29tLmluZm8ud2FwaWFsaWF
Zl jE3Mi4yNidxLjlu:172.26.1.2/wapialias.info.com/default”,

"configure_for_dhcp": false,

"host": "wapialias.info.com",

"ipv4addr": "172.26.1.2"
1,
"name": "wapialias.info.com",
"view": "default"

18§
Change the IP address of a host
_ Mﬁfg g API Call Sample Body
Operation Sample cURL Command
Sample Output
PUT <wapi_url>/record:host/ZG5zLmhvc3QkLIOkZWZhdWxO0LmNvb {"ipv4addrs":
S50ZXNOLmhvec3Qx:host1.test.com/default {"ipv4addr"; "172.26.1.21"}]}
curl -k -u admin:infoblox -H 'content-type: application/json' -X PUT
"https://grid-master/wapi/v2.12/record:host/ZG5zLmhvc3QKLIkZWZhdWx0LmNvbS50ZXNOLmhvec3Qx:
host1.test.com/default?_return_fields%2B=ipv4addrs&_return_as_object=1" -d {"ipv4addrs":[{"ipv4addr":
'172.26.1.21"}}
("result":
{"_ref":
Change IP ‘repord:host/ZGSszhchQkLI9kZWZdexOLvabSSOZXNOLmhchQx:host1 test.com/default",
address of a | 'Ipv4addrs™:
host [{"_ref"

"record:host_ipv4addr/ZG5zLmhvc3RfYWRkemVzcyQuX2RIZmF1bHQuY29tLnRIc3QuaG9zdDEuMTcyL
jI2LjEuMjEu:172.26.1.21/host1.test.com/default",

"configure_for_dhcp": false,
"host": "host1.test.com”,
"ipv4addr": "172.26.1.21"
1
"name": "host1.test.com",
"view": "default"

i
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Add or remove IP addresses from a host

To add or remove |IP address from a host record without altering the original list, use ipv4addrs+ or ipv4addrs-

REST
o ’ Method API Call Sample Body
peration Sample cURL Command
Sample Output
i . {"ipv4addrs+":
PUT  S500 001 s nostt test comidetautt O livipvaadar "192.168.1.217,
' _ {"ipv4addr": "10.10.10.21"}]}

Add IP address
to a host record

curl -k -u admin:infoblox -H 'content-type: application/json' -X PUT
"https://grid-master/wapi/v2.12/record:host/ZG5zLmhvc3QKkLIOkZWZhdWxOLmNvbS50ZXNOLmhve3Qx:h
ost1.test.com/default?_return_fields%2B=ipv4addrs&_ return_as_object=1" -d
{"ipv4addrs+":[{"ipv4addr":"192.168.1.21"} {"ipv4addr":"10.10.10.21"}]}'

{"result":
{"_ref":
"record:host/ZG5zLmhvc3QKLIOkZWZhdWx0LmNvbS50ZXNOLmhvc3Qx:host1.test.com/default”,
"ipv4addrs":

[{"_ref":
"record:host_ipv4addr/ZG5zLmhvc3RFYWRkemVzcyQuX2RIZmF1bHQuY29tLnRIc3QuaG9zdDEUMTcyL
I2LjEuMjEu:172.26.1.21/host1.test.com/default”,

"configure_for_dhcp": false,
"host": "host1.test.com",
"ipvdaddr": "172.26.1.21"

2

{"_ref":
"record:host_ipv4addr/ZG5zLmhvc3RfYWRkemVzeyQuX2RIZmF1bHQuY29tLnRIc3QuaG9zdDEuMTkyL
[E20C4xLjlxLg:192.168.1.21/host1.test.com/default”,

"configure_for_dhcp": false,
"host": "host1.test.com",
"ipv4addr": "192.168.1.21"
b
{"_ref":
"record:host_ipv4addr/ZG5zLmhvc3RfYWRkecmVzcyQuX2RIZmF1bHQuY29tLnRIc3QuaG9zdDEUMTAuU
MTAUMTAUMjEu:10.10.10.21/host1.test.com/default”,
"configure_for_dhcp": false,
"host": "host1.test.com",
"ipv4addr": "10.10.10.21"

1,

"name": "host1.test.com",

"view": "default"

Remove IP
address from a
host record

}
pUT  [SWapi_uri>/record:hostiZG5zLmhve3QkLISKZWZhdWxOLmNvb E{,',f’;\:‘faddd;ﬁ; :
S50ZXNOLmhvc3Qx:host1.test.com/default "192.168.1.21")]}

curl -k -u admin:infoblox -H 'content-type: application/json’ -X PUT
"https://grid-master/wapi/v2.12/record:host/ZG5zLmhvc3QkLIOkZWZhdWxOLmNvbS50ZXNOLmhve3Qx:h
ost1.test.com/default?_return_fields%2B=ipv4addrs& return_as_object=1" -d
'{"ipv4addrs-":[{"ipv4addr":"192.168.1.21"}]}'

{"result":

{"_ref":
"record:host/ZG5zLmhvc3QKLI9kZWZhdWxOLmNvbS50ZXNOLmhvc3Qx:host1.test.com/default”,
"ipvd4addrs":

[{" ref"
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"record:host_ipv4addr/ZG5zLmhvc3RFYWRkemVzeyQuX2RIZmF1bHQuY29tLnRIc3QuaG9zdDEUMTcyL
I2LjEuMjEu:172.26.1.21/host1.test.com/default”,
"configure_for_dhcp": false,
"host": "host1.test.com",
"ipvd4addr": "172.26.1.21"
2
{"_ref":
"record:host_ipv4addr/ZG5zLmhvc3RfYWRkecmVzcyQuX2RIZmF1bHQuY29tLnRIc3QuaG9zdDEUMTAuU
MTAUMTAUM]EuU:10.10.10.21/host1.test.com/default",
"configure_for_dhcp": false,
"host": "host1.test.com",
"ipv4addr": "10.10.10.21"
1,
"name": "host1.test.com",
"view": "default"

}}

Add a host with the next available IP address from a network

Use the function next_available_ip by specifying it in the option _function. You can use it in the longhand form
or the shorthand form(func). The following example also covers the different forms func supports in shorthand.

Operation

REST

Method API Call Sample Body

Sample cURL Command
Sample Output

available IP
address from a
network

Add host with next {"result":

("name":"wapi.info.com"”,

"ipv4addrs":
[{"ipv4addr":{"_object_function":"next_available_ip",
POST |<wapi_url>/record:host ' _parameters":{"exclude":["10.10.10.1","10.10.10.2"]},
" result_field™:"ips",

'_object" : "network",

" object parameters":{"network":"10.10.10.0/24"}}}1}

curl -k -u admin:infoblox -H 'content-type: application/json' -X POST
"https://grid-master/wapi/v2.12/record:host?_return_fields%2B=name,ipv4addrs&_return_as_object=1"
-d
"{"name":"wapi.info.com","ipv4addrs":[{"ipv4addr":{"_object_function":"next_available_ip"," parameters"
{"exclude™["10.10.10.1","10.10.10.2"]},"_result_field":"ips","_object" :

"network"," object_parameters":{"network":"10.10.10.0/24"}}}]}'

{"_ref": "record:host/ZG5zLmhvc3QkLIOkZWZhdWx0LmNvbS5pbmZvLndhcGk:wapi.info.com/default”,
"ipv4addrs":

[{"_ref":
"record:host_ipv4addr/ZG5zLmhvc3RfYWRkecmVzecyQuX2RIZmF1bHQuY29tLmluZm8ud2FwaS4xMC4
XMC4xMC4zLg:10.10.10.3/wapi.info.com/default”,

"configure_for_dhcp": false,
"host": "wapi.info.com",
"ipv4addr": "10.10.10.3"

1,

"name": "wapi.info.com”,
"view": "default"

b

"name": "wapi.info.com",
POST [<wapi_url>/record:host "ipvd4addrs":[{"ipv4addr":
"func:nextavailableip:10.10.10.0/24"}]}
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curl -k -u admin:infoblox -H 'content-type: application/json’ -X POST
"https://grid-master/wapi/v2.12/record:host?_return_fields%2B=name,ipv4addrs&_return_as_object=1"
-d {"name": "wapi.info.com","ipv4addrs":[{"ipv4addr":"func:nextavailableip:10.10.10.0/24"}]}'

{"result™
{"_ref": "record:host/ZG5zLmhvc3QkLI9kZWZhdWxO0LmNvbS5pbmZvLndhcGk:wapi.info.com/default”,
"ipv4addrs":

[{"_ref"
"record:host_ipv4addr/ZG5zLmhvc3RfYWRkecmVzcyQuX2RIZmF1bHQuUY29tLmluZm8ud2FwaS4xMC4
XMC4xMC4xLg:10.10.10.10/wapi.info.com/default”,

"configure_for_dhcp": false,

"host": "wapi.info.com",

"ipv4addr": "10.10.10.10"

1,
"name"; "wapi.info.com",
"view": "default"

b

{"name":"wapi.info.com",

"ipv4addrs": [{"ipv4addr":
"func:nextavailableip:network/ZG5zLm5IdHdvemskMTkyLjE20C
UXLJAVMjQVMA:192.168.1.0/24/default"}]}

curl -k -u admin:infoblox -H 'content-type: application/json' -X POST
"https://grid-master/wapi/v2.12/record:host?_return_fields%2B=name,ipv4addrs& return_as_object=1"
-d
'{"name":"wapi.info.com","ipv4addrs":[{"ipv4addr":"func:nextavailableip:network/ZG5zLm5IdHdvcmskM
TkyLjE20CA4xLjAvMjQvMA:192.168.1.0/24/default "}]}'

{"result":
{"_ref": "record:host/ZG5zLmhvc3QkLIOkZWZhdWxO0LmNvbS5pbmZvLndhcGk:wapi.info.com/default”,
"ipv4addrs":

[{"_ref"
"record:host_ipv4addr/ZG5zLmhvec3RfYWRkecmVzecyQuX2RIZmF1bHQuY29tLmluZm8ud2FwaS4xOTI
uMTY4LjEuMS4:192.168.1.5/wapi.info.com/default”,

"configure_for_dhcp": false,
"host": "wapi.info.com",
"ipv4addr": "192.168.1.5"
1,
"name": "wapi.info.com”,
"view": "default"

b

POST <wapi_url>/record:host

"name": "wapi.info.com",
POST <wapi_url>/record:host ['ipv4addrs": [{"ipv4addr":
"func:nextavailableip:172.21.10.0/24 ,default"}]}

curl -k -u admin:infoblox -H 'content-type: application/json' -X POST
"https://grid-master/wapi/v2.12/record:host?_return_fields%2B=name,ipv4addrs& return_as_object=1"
-d {"name"; "wapi.info.com" "ipv4addrs": [{"ipv4addr":"func:nextavailableip:172.21.10.0/24 default"}]}’

{"result":
{"_ref": "record:host/ZG5zLmhvc3QkLIOkZWZhdWx0LmNvbS5pbmZvLndhcGk:wapi.info.com/default”,
"ipv4addrs":

[{"_ref"
"record:host_ipv4addr/ZG5zLmhvc3RfYWRkemVzcyQuX2RIZmF1bHQuY29tLmluZm8ud2FwaS4xNzlu
MJEuUMTAuUMS4:172.21.10.1/wapi.info.com/default”,

"configure_for_dhcp": false,
"host": "wapi.info.com",
"ipvdaddr": "172.21.10.1"

1,

"name": "wapi.info.com",
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"view": "default”

1}

"name": "wapi.info.com",
POST <wapi_url>/record:host ['ipv4addrs": [{"ipv4addr":
‘func:nextavailableip: 192.168.1.10-192.168.1.15"}]}

curl -k -u admin:infoblox -H 'content-type: application/json' -X POST
"https://grid-master/wapi/v2.12/record:host?_return_fields%2B=name,ipv4addrs&_ return_as_object=1"
-d {"name"; "wapi.info.com","ipvd4addrs": [{"ipv4addr":"func:nextavailableip:

)

192.168.1.10-192.168.1.15"]}

{"result"
{"_ref": "record:host/ZG5zLmhvc3QkLIOkZWZhdWxO0LmNvbS5pbmZvLndhcGk:wapi.info.com/default”,
"ipv4addrs":

[{"_ref":
"record:host_ipv4addr/ZG5zLmhvc3RfYWRkecmVzcyQuX2RIZmF1bHQuUY29tLmluZm8ud2FwaS4xOTI
UMTY4LjEuMTAuU:192.168.1.10/wapi.info.com/default",

"configure_for_dhcp": false,

"host": "wapi.info.com",

"ipv4addr": "192.168.1.10"

1,
"name": "wapi.info.com",
"view": "default"

b

("name":"wapi.info.com"”,

"ipv4addrs":[{"ipv4addr" : {"_object_function":"next_available_ip",
"_result_field":"ips",

POST |<wapi_url>/record:host '_object":"network",

'_object_parameters":{"*Region" : "EMEA"},

' _parameters":{"exclude":["10.0.0.1","10.0.0.2"]}},
'use_for_ea_inheritance":true}]}

Add host with next
available IP from

curl -k -u admin:infoblox -H 'content-type: application/json’ -X POST
"https://grid-master/wapi/v2.12/record:host?_return_fields%2B=name,ipv4addrs&_return_as_object=1"
-d
"{"name":"wapi.info.com","ipv4addrs":[{"ipv4addr":{"_object_function":"next_available_ip"," result_field":
"ips","_object":"network","_object_parameters":{"*Region" :

"EMEA"}," parameters":{"exclude":["10.0.0.1","10.0.0.2"]}},"use for ea inheritance":true}]}’

a network using a
complex search
(using Extensible
Attributes) and
inherit the EAs

{"result":
{"_ref": "record:host/ZG5zLmhvc3QkLIOkZWZhdWx0LmNvbS5pbmZvLndhcGk:wapi.info.com/default”,
"ipv4addrs":

[{"_ref"
"record:host_ipv4addr/ZG5zLmhvc3RfYWRkemVzcyQuX2RIZmF1bHQuY29tLmluZm8ud2FwaS4xMC4
wLjAuMy4:10.0.0.3/wapi.info.com/default",

"configure_for_dhcp": false,
"host": "wapi.info.com",
"ipv4addr": "10.0.0.3"

1,

"name": "wapi.info.com",
"view": "default"

1}

Similarly, you can create an A record or AAAA record with the next available IP address from a network.
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Add a host with a fixed address

_ MReEr?:d API Call Sample Body
Operation Sample cURL Command
Sample Output
"name":"host.info.com",
POST |wapi_url>/record:host [g')i\;/:/jgg:jsr".:" 172.26.1.20",
"mac":"aa:bb:cc:11:22:21"}]}
curl -k -u admin:infoblox -H 'content-type: application/json’ -X POST

'hitps://grid-master/wapi/v2.12/record:host?_return_fields%2B=name,ipv4addrs&_return_as_object=1"
-d {"name":"host.info.com","ipv4addrs":[{"ipv4addr":"172.26.1.20","mac":"aa:bb:cc:11:22:21"}]}'
"result":

{"_ref":

Add a host with a

fixed address {"_ref":

"configure_for_dhcp": true,
"host": "host.info.com"”,
"ipv4addr"; "172.26.1.20",
"mac"; "aa:bb:cc:11:22:21"
1,
"name": "host.info.com",
"view": "default"

"record:host/ZG5zLmhvc3QKLIOkZWZhdWx0LmNvbS5pbmZvLmhvc3Q:host.info.com/default”,
"ipv4addrs":

'record:host_ipv4addr/ZG5zLmhvc3RfYWRkecmVzcyQuX2RIZmF1bHQuY29tLmluZm8uaG9zdC4xNz|
uMjYuMS4yMC4:172.26.1.20/host.info.com/default”,

1}
Add Extensible Attributes to an object
_ M'i'ff: 4 API Call Sample Body
Operation Sample cURL Command
Sample Output
PUT <wapi_url>/record:host/Z.C.%5szhchQkLI9kZWZdexOLva {"e>.(tattrs":
bS5pbmZvLndhcGk:wapi.info.com/default {"Site": {"value": "East"}}}
curl -k -u admin:infoblox -H 'content-type: application/json’ -X PUT

("result";
{"_ref"

'hitps://grid-master/wapi/v2.12/record:host/ZG5zLmhvc3QkLIOkZWZhdWxOLmNvbS5pbmZvLndhcGk:
wapi.info.com/default?_return_fields%2B=extattrs&_return_as_object=1" -d '{"extattrs™:{"Site": {"value"
lEaStll}}}l

attribute {"Site": {"value": "East"}
}1
"ipvd4addrs":

[{"_ref":

"configure_for_dhcp": false,
"host": "wapi.info.com",
"ipv4addr": "10.0.0.3"

}]!

"name": "wapi.info.com",

'record:host/ZG5zLmhvec3QkLIOkZWZhdWx0LmNvbS5pbmZvLndhcGk:wapi.info.com/default”,
Add an extensible | "extattrs™

'record:host_ipv4addr/ZG5zLmhvc3RFYWRkecmVzcyQuX2RIZmF1bHQuY29tLmluZm8ud2FwaS4xMC
4wLjAuMy4:10.0.0.3/wapi.info.com/default",
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"view": "default”

)

TTL

By default, the TTL is inherited from the Grid.

To override the default settings, while modifying TTL at the zone level, specify the TTL value in the

soa_default_ttl fie

Id and also set the use_grid_zone_timer field to true. When this is set to false, the

soa_default_ttl value indicates the default ttl.While modifying at the record level, remember to set the use_ttl
flag to true. Otherwise, the value will be inherited from a higher-level setting.

Operation

REST
Method API Call Sample Body

Sample cURL Command
Sample Output

Fetch the default
grid-wide TTL
value

GET |<wapi url>/grid:dns? return fields%2B=default ttl |

curl -k -u admin:infoblox -X GET

'https://grid-master/wapi/v2.12/grid:dns? return fields%2B=default ttl& return as object=1"
("result":

[{"_ref": "grid:dns/ZG5zLmMNsdXN0ZXJfZG5zX3Byb3BlcnRpZXMKMA:Infoblox",
"default_ttl": 28800

I}

Fetch TTL for a
zone

GET <wapi_url>/zone_auth?fqdn=info.com&_return_fields%2B=use
grid zone timer,soa default til
curl -k -u admin:infoblox -X GET
'hitps://grid-master/wapi/v2.12/zone_auth?fqdn=info.com&_return_fields%2B=use_grid_zone_timer,so
a_default_ttI& return_as object=1"
("result":
[{"_ref": "zone_auth/ZG5zLnpvbmUKLIOkZWZhdWx0LmNvbS5pbmZv:info.com/default",
"fqdn": "info.com",
"soa_default_ttl": 28800,
"use_grid_zone_timer": false,
"view": "default"

il

Modify TTL for a
zone

PUT <wapi_url>/zone_auth/ZG5zLnpvbmUKLI9kZWZhdWxOLmNvb [{"use_grid_zone_timer":true,
S5pbmZv:info.com/default "soa default ttl":5000}
curl -k -u admin:infoblox -H 'content-type: application/json' -X PUT
"hitps://grid-master/wapi/v2.12/zone_auth/ZG5zLnpvbmUKLI9kZWZhdWx0LmNvbS5pbmZyv:info.com/d
efault?_return_fields%2B=use_grid_zone_timer,soa_default_ttl&_ return_as_object=1" -d
{"use grid zone timer":true,"soa default ttl":5000}'

("result":

{"_ref": "zone_auth/ZG5zLnpvbmUKLIOkZWZhdWx0LmNvbS5pbmZv:info.com/default",
"fqdn": "info.com",

"soa_default_ttl": 5000,

"use_grid_zone_timer": true,

"view": "default”

}

Modify TTL for a
record

<wapi_url>/record:txt/ZG5zLmJpbmRfdHh0JC5fZGVmYXVsd use._ttl": true

PUT [C5jb20udGVzdC5tYWisLiJUaGlzliAiYSIgimT1haWwilCJzZXJ2 s amnns ’
S ttl":3600}

7 Xli:mail.test.com/default

curl -k -u admin:infoblox -H 'content-type: application/json' -X PUT
'https://grid-master/wapi/v2.12/record:txt/ZG5zLmJpbmRfdHh0JC5{ZGVmY XVsdC5jb20udGVzdC5tY
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\WisLidUaGlzliAiYSIgim1haWwilCJzZXJ2ZXli:mail.test.com/default?_return_fields%2B=ttl&_return_as
| object=1" -d {"use_ttl": true,"ttl":3600}'

("result";

{"_ref":

"record:txt/ZG5zLmJpbmRfdHhOJC5fZGVmY XVsdC5jb20udGVzdC5tYWIsLiJUaGlzliAiY SIigim1haWwi
ICJzZXJ2ZXli:mail.test.com/default”,

"name": "mail.test.com",

"text": "This a mail server",

"ttl": 3600,

"view": "default"

}

Name Server Groups

Operation

REST
Method API Call Sample Body

Sample cURL Command
Sample Output

groups and its
members

Fetch name serverfregyt":

GET |<wapi_ur|>/nsgroup |

curl -k -u admin:infoblox -X GET
'hitps://grid-master/wapi/v2.12/nsgroup?_return_fields%2B=grid_primary,grid_secondaries&_return_a

s_object=1"

{" ref": "nsgroup/ZG5zLm5zX2dyb3VwJFRIc3Qy:demo",
"grid_primary":
[{"name": "infoblox.localdomain”,
"stealth": false}],
"name": "demo"

}

Create a name
server group

{"name":"test",

POST |<wapi_url>/nsgroup "grid_primary":[{"name":"info
blox.localdomain"}]}

curl -k -u admin:infoblox -H 'content-type: application/json’ -X POST
"https://grid-master/wapi/v2.12/nsgroup?_return_fields%2B=grid_primary&_return_as_object=1" -d
{"name":"test","grid_primary":[{"name":"infoblox.localdomain"}}'

("result":
{"_ref": "nsgroup/ZG5zLm5zX2dyb3VwJHRIc3Q:test",
"grid_primary":

[{"name": "infoblox.localdomain",
"stealth": false}],

"grid_secondaries": [],

"name": "test"

)

Add grid

secondaries to the
name server group

i . {"grid_secondaries":[{"name
PUT [kwapi_url>/nsgroup/ZG5zLm5zX2dyb3VwJHRIc3Q:test " Smembert Jocaldomain"}]}

curl -k -u admin:infoblox -H 'content-type: application/json' -X PUT
"https://grid-master/wapi/v2.12/nsgroup/ZG5zLm5zX2dyb3VwJHRIc3Q:test?_return_fields%2B=grid_p
rimary,grid_secondaries&_return_as_object=1" -d

{"grid_secondaries":[{"name":"member1.localdomain"}]}’

("result":
{" ref": "nsgroup/ZG5zLm5zX2dyb3VwJHRIc3Q:test",
"grid_primary":

[{"name": "infoblox.localdomain”,
"stealth": false

1.
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"grid_secondaries":
[{"enable_preferred_primaries": false,
"grid_replicate": true,
"lead": false,
"name": "member1.localdomain”,
"preferred_primaries": [],
"stealth": false

1,

"name": "test"

}

Zone Transfers

Zone transfers can

be enabled and configured at the grid, member or zone level. While configuring at the zone

level, in addition to the allow_tranfer flag, set the use_allow_transfer flag.

_ oo API Call Sample Body
Operation Sample cURL Command
Sample Output
{"allow_transfer":
PUT <wapi_url>/grid:dns/ZGSszNstNOZXJfZG5zXBByb3BIcnRp [{"_struct": "addressac",
7 XMKMA:Infoblox?_return_fields%2B=allow_transfer "address":"Any",
"permission":"ALLOW"}]}

Enable and specify
the zone transfer
settings at the grid
level

curl -k -u admin:infoblox -H 'content-type: application/json' -X PUT
"hitps://grid-master/wapi/v2.12/grid:dns/ZG5zLmNsdXN0ZXJfZG5zX3Byb3BlcnRpZXMKkMA:Infoblox?_|
return_fields%2B=allow_transfer&_return_as_object=1" -d '{"allow_transfer": [{ "_struct":
'addressac”,"address":"Any","permission":"ALLOW"}]}'

("result":
{"_ref": "grid:dns/ZG5zLmNsdXN0ZXJfZG5zX3Byb3BlcnRpZXMkMA:Infoblox",
"allow_transfer":
[{"_struct": "addressac",
"address": "Any",
"permission": "ALLOW"
i

Enable and specify
the zone transfer
settings at the
member level

{"allow_transfer":

[{"_struct": "addressac",
"address":"10.10.0.0/16",
"permission":"ALLOW"}]}

<wapi_url>/member:dns/ZG5zLm11bWJIcl9kbnNfcHJvcGVydG
PUT [lcyQx:member1.localdomain?_return_fields%2B=allow_transf
er

curl -k -u admin:infoblox -H 'content-type: application/json' -X PUT
'hitps://grid-master/wapi/v2.12/member:dns/ZG5zLm1IbWJIcI9kbnNfcHJvcGVydGlicyQx:member1.loc
aldomain?_return_fields%2B=allow_transfer&_return_as_object=1" -d '{"allow_transfer": [{ "_struct":
'addressac”,"address":"10.10.0.0/16","permission":"ALLOW"}}'

("result":
{"_ref": "member:dns/ZG5zLm1IbWJlcI9kbnNfcHJvcGVydGlicyQx:member1.localdomain®,
"allow_transfer":
[{"_struct": "addressac",
"address": "10.10.0.0/16",
"permission": "ALLOW"
1,
"host_name": "member1.localdomain”,
"ipvd4addr": "172.26.1.3"

}
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the zone transfer
settings at the
zone level

{"use_allow_transfer":true,
<wapi_url>/zone_auth/ZG5zLnpvbmUKLI9kZWZhdWxO0LmNvb ["allow_transfer":

PUT [S5kZW1v:demo.com/default? _return_fields%2B=allow_transfe|[{ "_struct": "addressac",

r "address":"192.168.0.1/24",
"permission":"ALLOW"}]}

curl -k -u admin:infoblox -H 'content-type: application/json’ -X PUT
'https://grid-master/wapi/v2.12/zone_auth/ZG5zLnpvbmUKLI9kZWZhdWxO0LmNvbS5kZW1v:demo.co
m/default?_return_fields%2B=allow_transfer&_return_as_object=1" -d

Enable and specify[{"use_allow_transfer":true,"allow_transfer": [{ "_struct":

'addressac","address":"192.168.0.0/24","permission":"ALLOW"}]}'
"result":
{"_ref": "zone_auth/ZG5zLnpvbmUKLIOKZWZhdWx0LmNvbS5kZW1v:demo.com/default",
"allow_transfer":
[{"_struct": "addressac”,
"address": "192.168.0.0/24",
"permission": "ALLOW"
}]’
"fgdn": "demo.com”,
"view": "default”

)

DNSSEC

DNSSEC can be enabled at the grid, member, view or zone level.

Operation

REST
Method API Call Sample Body

Sample cURL Command

Sample Output

the zone level

<wapi_url>/zone_auth/ZG5zLnpvbmUKLI9kZWZhdWxOL {"use_dnssec_key params":r
PUT  [mNvbS5kZW1v:demo.com/default?_retur_fields%2B=u [\, °°= —Key_p '
se_dnssec_key params

curl -k -u admin:infoblox -H 'content-type: application/json' -X PUT "https://grid-master/wapi/v2.12/
zone_auth/ZG5zLnpvbmUKLI9kZWZhdWxOLmNvbS5kZW1v:demo.com/default?_return_fields%2B

Enable DNSSEC at |=use dnssec key params& return as object=1"-d '{"use dnssec key params":true}

{"result":
{"_ref": "zone_auth/ZG5zLnpvbmUKLIOkZWZhdWx0LmNvbS5kZW1v:demo.com/default”,
"fgdn": "demo.com",
"use_dnssec_key_params": true,
"view": "default"

b

the zone level

<wapi_url>/zone_auth/ZG5zLnpvbmUKLI9kZWZhdWxOL {"use_dnssec_key_params”fal
PUT [mNvbS5kZW1v:demo.com/default?_return_fields%2B=u se} - — 7= )
se_dnssec_key params

curl -k -u admin:infoblox -H 'content-type: application/json' -X PUT "https://grid-master/wapi/v2.12/
zone_auth/ZG5zLnpvbmUKLI9kZWZhdWxO0LmNvbS5kZW1v:demo.com/default?_return_fields%2B

Disable DNSSEC at [cuse_dnssec_key paramsé&_ return_as object=1" -d {"use_dnssec_key params":false}'

{"result":

{" _ref": "zone_auth/ZG5zLnpvbmUKLIOkZWZhdWx0LmNvbS5kZW1v:demo.com/default",
"fgdn": "demo.com”,
"use_dnssec_key_params": false,
"view": "default”

b
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Sign the zone

<wapi_url>/zone_auth/ZG5zL.npvbmUKLI9kZWZhdWxO0L
POST [mNvbS5kZW1v:demo.com/default?_function=dnssec_op [{"operation":"SIGN"}
eration

curl -k -u admin:infoblox -H 'content-type: application/json' -X PUT "https://grid-master/wapi/v2.12/
zone_auth/ZG5zLnpvbmUKLI9kZWZhdWxO0LmNvbS5kZW1v:demo.com/default?_function=dnssec_
operation” -d {"operation":"SIGN"}'

Initiate the
DNSSEC
key
download

<wapi_url>/zone_auth/ZG5zLnpvbmUKLI9kZWZhdWxOL
POST [mNvbS5kZW1v:demo.com/default?_function=dnssec_ge [{"key_pair_type":"ZSK"}
t zone_keys

curl -k -u admin:infoblox -H 'content-type: application/json' -X PUT "https://grid-master/wapi/v2.12/
zone_auth/ZG5zLnpvbmUKLI9kZWZhdWx0LmNvbS5kZW1v:demo.com/default?_function=dnssec_
get_zone_keys" -d '{"key_pair_type":"ZSK"}'

{"token":
"eJytUMFOwzAMvedHtsvauqVdx220TEJCm7QhcbTaJB3R2iYkHIr5ehyQuHLhEMfx8/NznpTWzej1\
nWXCQdgrkr5KsFw7EUpqpt91gb4mddDw0Ox1E01KLROOLIwuJ2F3NQGZCFMpIEq4QS+XuxGmh
b874\nGecmMeiF cKXZQInmZVesSkhgKGgBEOC2ufmC4YslbkQv3aQpZApsqybM8ySGNVVSG1yP
szaDR2NTr\ndzRq1Rxe98+HbbPKCiigLnMOKPGdfoYLXvSMrjU+oRuxwjgKGcVZzVp/TeC2TSQoliz
nkDEnDexM\ne9Ypje7f1voxlcqgngRVZjrHas56D0/7mBa/DaNV0Uql7jbbly0eH3fxXYpARwdVdB7W
DPZGDyog\nWZR2dK3/ZtViHx3oWodmclfCD+2DsVPENox1yRdF36Jv\n",

"url™:
"https://grid-master/http_direct_file_io/req_id-DOWNLOAD-0313185231810852/zsk_key_pair.txt"
}

Get the
zone key|
(key pair
type can

be ZSK
or KSK)

Download
the zone
key

<url_from_the_previous_output>

Example:
https://x.x.x.x/http_direct_file_io/req_id-DOWNLOAD-031
3185231810852/zsk _key pair.txt

GET

curl -k -u admin:infoblox -H 'content-type: application/force-download'
"https://grid-master/http_direct_file_io/ req_id-DOWNLOAD-0313185231810852/zsk_key_pair.txt"
-0 "zsk_key pair.txt"

The content of the file looks similar to this:

Keytag: 61578

Size: 1024

demo.com. IN DNSKEY 256 3 8
AwEAAanEjBwnl/ftcaRD1R8NyXVhQwFFVzAxiFYUwanYKDJI3207eObhjb2FINOgO9y98Ln0kmIzS
peLtqYzye10Dxfm+Eg4YSAINNDunMM26yvSR/UgXakxH2Yain+rvXYIQB98QnuzWxNkJnmkPmst
gugfcCTLdvBHIECJS/C3XqcT

Private-key-format: v1.2

Algorithm: 8 (RSASHA256)

Modulus:

{0} _{aes} sAAAAOQO3Zti1bn6M/m4oXt8f3LUuyxdAjKjucwWVCL/Ow3oqirdHsimtiVLc1mLWR7eZ1TTCn
PfQDOW6BUSdmMUY384tk6hush/WjFrSpxwA2yPr1b2s0Lk5QkvK/bn/JHkO4nj2BJk4QWegKJJHTkU
hQzRlewr9Kj110XfzExgu+FzkLTxvp6wSrmkY5hs4FV6ylZPWGA3DStRWvOf/cZDqvDZNpZyfS/0W
4HarfTb1IUfLariT

PublicExponent: {0} {aes} EAAAADPzg/q9WRyzpo50uikbF6g=

PrivateExponent:

{0} {aes} sAAAAGT7ErDwDyxx4Xg171crlISdAxCMOOKbZmO8JGsXO6qo5eDNvdEfxp4E4DUIaiCM6
4aHmshvS6J1ILwWwHipTwkfdLyXTi7lasLDFHNWi8csJCMGQSD7sIPxp96Jy/d40GaVWgeVdEtBaD4
BK+2g8/285eqvkvv/JCG+EHbIUYYWUwHMUqpgw/2QmiCT1NQAKUb6UIlOr3IE7guOnGWJIx4s2u7
63UScbPtCfjOaRocAFcEaV

Prime1:

{0} _{aes} YAAAAI9bIOISOndVzocDRXWRBknU3qPBRY4wO2jlizybdxgmXuPaBAW9CFK+JviUd+8
6JSEH5IMWay0ONguohYK2d61tg7y/Rnx3pTMJcjNONrxzMOfRZFfJ7arb3ZEHN5pn7kA==

Prime2:

{0} {aes} YAAAACJERzXr9L/dNo9ZQld42jJmUKSMeBy3gC6Fr45W0iTJ6+PDawnknH1AIBDdbhkK

dFDMMuM11tHo44gYt5aLQPZIAg6 GVMjPLX6vQnu/MOPXkkgrNL85BtNIlyaZLkcR5Gg==
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Exponent1:

{0} _{aes} YAAAANmMPwbRhwdBAKLQZHRD2seAC3YpYcHTgS7t7kSq48AF1wtfOmXKpcGeYg0Q4
gAeTtJI4ELbBOB1ZLRFSDq7UKIY+LfrCnI3mZsrM1fKwTkgHwgIxuPwSjNJolAIJ5SxXDw==
Exponent2:

{0}_{aes} YAAAAFVZPm9Y3kOnAnSI/NIGC7kgPmjgAFHV6FVkITgiEdD30q8S3vDZ1GOvI51i8htJt
4D/wvc6RCqPOKRYFISzSAPIFObN/HZtNG9I8QtQU2x+k9zDIiEOS4IPqAFZy8ndgqzg==

Coefficient:

{0}_{aes} YAAAAQOSi/B+eJC8sD0esfl/718lp4x2t7UDWNQhOVWQEp/6a8una6PUHuzTPuin/n+Lrtak6
OFkx/xGLNAE7G8KHtHA34XBpDRMQ7L7Yw/3f\WbVhvS5DcBXPYNefxiUolb9EeQ==

Remove the
stored file
using the

token

POST |<wapi url>/fileop? function=downloadcomplete |{"token": "eJytUM..v\n"}

curl -k -u admin:infoblox -H 'content-type: application/json’ -X POST
"https://grid-master/wapi/v2.12/fileop?_function=downloadcomplete" -d '{"token" :
"eJytUMFOwzAMvedHtsvauqVdx220TEJCm7QhcbTaJB3R2iYkHIr5ehyQuHLhEMfx8/NznpTWzej1\
nWXCQdgrkr5KsFw7EUpqpt91gb4mddDw0Ox1E01KLROOLIwWuJ2F3ANQGZCFMpIEg4QS+XuxGmh
b874\nGcecmMeiFcKXZQInmZVesSkhgKGgBEOC2ufmC4YslbkQv3aQpZApsqybM8ySGNVVSG1yP
szaDR2NTr\ndzRq1Rxe98+HbbPKCiigLnMOkPGdfoYLXvSMrjU+oRuxwjqKGcVZzVp/TeC2TSQoliz
nkDEnDexM\ne9Ypje7f1voxlcqgngRVZjrHas56D0/7mBa/DaNV0oUql7jbbly0eH3fxXYpARwdVdB7W
DPZGDyog\nWZR2dK3/ZtViHx30WodmclfCD+2DsVPENox1yRdF36Jv\n"}

Export
trust
anchor
in DS
format

Initiate the
export

<wapi_url>/zone_auth/ZG5zLnpvbmUKLI9kZWZhdWxO0L
mNvbS5kZW1v:demo.com/default?_function=dnssec_ex
port&operation=EXPORT DS

POST

curl -k -u admin:infoblox -H 'content-type: application/json' -X PUT "https://grid-master/wapi/v2.12/
zone_auth/ZG5zLnpvbmUKLI9kZWZhdWxOLmNvbS5kZW1v:demo.com/default? _function=dnssec_
export&operation=EXPORT DS"

{"token":
"eJytUMFOwzAMvedHtsvauqVdx220TEJCm7QhcbTaJB3R2iYkHIr5ehyQuHLhEMfx8/NznpTWzej1\
nWXCQdgrkroKsFw7EUpqpt91gb4mddDw0Ox1E01KLROOLIWUuJ2F3NQGZCFMpIEg4QS+XuxGmh
b874\nGecmMeiF cKXZQInmZVesSkhgKGgBEOC2ufmC4YslbkQv3aQpZApsqybM8ySGNVVSG1yP
szaDR2NTr\ndzRq1Rxe98+HbbPKCiigLnMOkPGdfoYLXvSMrjU+oRuxwjqKGcVZzVp/TeC2TSQoliz
nkDEnDexM\ne9Ypje7f1voxlcqgngRVZjrHas56D0/7mBa/DaNV0Uql7jbbly0eH3fxXYpARwdVdB7W
DPZGDyog\nWZR2dK3/ZtViHx3o0WodmclfCD+2DsVPENox1yRdF36Jv\n",

"url™:
"https://grid-master/http_direct_file_io/req_id-DOWNLOAD-0502010716646241/ds_records.txt"
}

Download
the DS
records

<url_from_the_previous_output>

Example:
https://x.x.x.x/http_direct_file_io/req_id-DOWNLOAD-050
2010716646241/ds_records.txt

GET

curl -k -u admin:infoblox -H 'content-type: application/force-download'
"https://grid-master/http_direct_file_io/ req_id- DOWNLOAD-0502010716646241/ds_records.txt" -o
"ds records.txt"

The content of the file looks similar to this:

demo.com. IN DS 31006 8 1 EBFDBOB60D074F196E78ABAEF837451FD2027EE6
demo.com. IN DS 31006 8 2
7650608506F1037C278C3DB123F3799F089AC8FFFE58835970A8FD570A4C7C52
department.demo.com. IN DS 43081 8 1 008A09A1F7890B5256FA552316FBF806C72940E6
department.demo.com. IN DS 43081 8 2
CC7116368234A1C139C23A98545C35F280AE04AB672FA496A25CO9BEEBAB3C7CE

Remove the
stored file
using the

token

POST |<wapi url>/fileop? function=downloadcomplete |{"token": "eJytUM..v\n"}

curl -k -u admin:infoblox -H 'content-type: application/json' -X POST
"https://grid-master/wapi/v2.12/fileop?_function=downloadcomplete" -d '{"token" :
"eJytUMFOwzAMvedHtsvauqVdx220TEJCm7QhcbTadB3R2iYkHIr5ehyQuHLhEMfx8/NznpTWzej1\
nWXCQdgrkr5KsFw7EUpqgpt91gb4mddDw0Ox1E01KLRI0LIwuJ2F3NQGZCFMpIEq4QS+XuxGmh

b874\nGcmMeiF cKXZQInmZVesSkhgKGgBEOC2ufmC4YslbkQv3aQpZApsqybM8ySGNVVSG1yP
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szaDR2NTr\ndzRq1Rxe98+HbbPKCiigLnMOKPGdfoYLXvSMrjU+oRuxwjgKGcVZzVp/TeC2TSQoliz
nkDEnDexM\ne9Ypje7f1voxlcqgnqRVZjrHas56D0/7mBa/DaNV0Uql7jbbly0eH3fxXYpARwdVdB7W
DPZGDyog\nWZR2dK3/ZtViHx3o0WodmclfCD+2DsVPENox1yRdF36Jv\n"}'

Get a list of the zone
keys

<wapi_url>/zone_auth/ZG5zLnpvbmUKLI9kZWZhdWxOL
mNvbS5kZW1v:demo.com/default?_return_fields%2B=u
se_dnssec_key params,is_dnssec_enabled,dnssec_key
s

GET

curl -k -u admin:infoblox -X GET "https://grid-master/wapi/v2.12/
zone_auth/ZG5zLnpvbmUKLI9kZWZhdWx0LmNvbS5kZW1v:demo.com/default?_return_fields%2B
=use dnssec key params,is dnssec enabled,dnssec keys& return as object=1"

{"result":
{"_ref": "zone_auth/ZG5zLnpvbmUKLIOkZWZhdWx0LmNvbS5kZW1v:demo.com/default”,
"dnssec_keys":
[{"algorithm™": "8",

"next_event_date": 1584039064,

"public_key":
"AWEAADbOEINeOpPpO+SXWII8JY05tPL1WKqJV2GcoJgbUbiGa6dgD4NDpZ8taFax7cpSp3TKEUL
JiwXCoQ+tpPD8fOIJOOLRtGYNn99VYI1X8eNuQ+jH20JI66hnarmzx99YWowZNIQ4UsJiLe 1bo1+5Qt
OvsgN8mObLJHLgDnUBWga7BmNXsjVgXJD/QRHyfZdsSX5qgbrvnogzZTjFYe+wsA2mZXvv5MhOE
3qdCpOv3W4GkX//x3HaRU1R10zKImpQM6Rk4+EUjjNT9gGXt2EMGGZDNBgvhMbjzuBhuyu0GX
5zqVi5ZkN++MOYQQUQS5EFKgJPW70oFJJMtTYi4XmV7bwIZA/rM=",

"status": "ACTIVE",

"tag": 4654,

"type": "KSK"

13
{"algorithm™: "8",

"next_event_date": 1555095064,

"public_key":
"AwWEAAd2v3QOi88A/SDjY62yX33euAHSqdp+ORs98xRvI3GmYIi3zZVMGfbglgJdhQ8UVRICNBu+r
ECpZBzV//xgRh+WVoHAAPILGpuKuoqy7g82a9fenQPhAC1fP61pVJpl06bVEGVNS8GsARgMNf6LA
084Dri32tq4WLfJdoj+rd4wir",

"status": "PUBLISHED",

"tag": 49428,

"type": "ZSK"

12

{"algorithm": "8",

"next_event_date": 1555095064,

"public_key":
"AwEAAanEjBwnl/ftcaRD1R8NyXVhQwFFVzAxiFYUwanYKDJI3207eObhjb2FINOgO9y98Ln0kmIz
SpelLtqYzye10Dxm+Eg4YSAINNDunMM26yvSR/UgXakxH2Yain+rvXYIQB98QnuzWxNkJnmkPms
tgugfcCTLdvVBHIECJS/C3XqcT",

"status": "ACTIVE",

"tag": 61578,

"type": "ZSK"

1,

"fqdn": "demo.com",
"is_dnssec_enabled": true,
"use_dnssec_key_params": true,
"view": "default”

b

Response Policy Zones

DNS RPZs (Response Policy Zones), a technology developed by ISC (Internet System Consortium) for
allowing reputable sources to dynamically communicate domain name reputation so you can implement policy
controls for DNS lookups. You can configure RPZs and define RPZ rules to block DNS resolution for malicious
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or unauthorized domain names, or redirect clients to a walled garden by substituting responses. You can assign
actions to RPZ rules.

For example, abc.com can have an action of pass thru or substitute (domain) with the domain xyz.com. You
can also configure a Grid member to act as a lead secondary that receives RPZ updates from external
reputation sources and redistributes the updates to other Grid members.

. o API Call Sample Body
Operation Sample cURL Command
Sample Output
GET |<wapi_ur|>/zone_rp |

curl -k -u admin:infoblox -X GET

"https://grid-master/wapi/v2.12/zone_rp? return_fields%2B=rpz_policy& return_as_object=1"

{"result";
Fetch RPZs

[{"_ref": "zone_rp/ZG5zLnpvbmUKLI9kZWZhdWx0LmNvbS5nb29nbC53d3c:www.googl.com/default”,
"fqdn"; "www.googl.com",
"rpz_policy": "NXDOMAIN",
"view": "default"

hili

Create a RPZ

("fqdn": "inblox.com",
'rpz_policy": "SUBSTITUTE",
'rpz_severity": "WARNING",

'substitute_name": "infoblox.com"}

POST |<wapi_url>/zone_rp

curl -k -u admin:infoblox -H 'content-type: application/json' -X POST
"https://grid-master/wapi/v2.12/zone_rp?_return_fields%2B=fqdn,rpz_policy,rpz_severity,substitute_na

me&_return_as_object=1" -d '{"fqdn": "inblox.com","rpz_policy": "SUBSTITUTE","rpz_severity":
"WARNING","substitute_name": "infoblox.com"}'

{"result":
{"_ref": "zone_rp/ZG5zLnpvbmUKLIOkZWZhdWxOLmNvbS5pbmZvYmxvdw:inblox.com/default",
"fqdn": "inblox.com",
"rpz_policy": "SUBSTITUTE",
"rpz_severity": "WARNING",

"substitute_name": "infoblox.com"

1

Add a substitution
rule for DNS A
records

"name": "server.inblox.com",
POST |<wapi_url>/record:rpz:a "ipvd4addr":"1.1.1.156",
'rp_zone":"inblox.com"}

curl -k -u admin:infoblox -H 'content-type: application/json' -X POST
"https://grid-master/wapi/v2.12/record:rpz:a?_return_fields%2B=name,rp_zone&_ return_as_object=1"
-d '{"name":"server.inblox.com","ipv4addr":"1.1.1.156","rp _zone":"inblox.com"}'

{"result";

{"_ref".
"record:rpz:a/ZG5zLmJpbmRfYSQUX2RIZMF1bHQuY29tLmIuZm9ibGO3LHNIcnZIciwxLjEUMS4xXNTY:
server.inblox.com/default",

"ipvdaddr": "1.1.1.156",

"name": "server.inblox.com",

"rp_zone": "inblox.com",

"view": "default”

}
Add a substitution "name":
rule for DNS PTR| POST |<wapi_url>/record:rpz:ptr '135.10.10.10.in-addr.arpa.inblox.c
records om ",
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"ipv4addr":"10.10.10.135",
"'ptrdname”: "inblox.com",
'rp_zone":"inblox.com"}

curl -k -u admin:infoblox -H 'content-type: application/json’ -X POST
"https://grid-master/wapi/v2.12/record:rpz:ptr?_return_fields%2B=name,rp_zone&_ return_as_object=1
" -d {"name": "135.10.10.10.in-addr.arpa.inblox.com ","ipv4addr":"10.10.10.135","ptrdname":
Ilinblox.comll " LN H

,"rp_zone":"inblox.com"}'
{"result";

{"_ref":

"record:rpz:ptr/ZG5zLmJpbmRfcHRyJC5fZGVmY XVsdC5jb20uaWsmb2Jsb3cuY XJwY S5pbi1hZGRyL
EWLjEWLJEWL]EZNS5pbmZvYmxvdy5jb20:135.10.10.10.in-addr.arpa.inblox.com/default”,

"name": "135.10.10.10.in-addr.arpa.inblox.com",

"ptrdname": "inblox.com",

"rp_zone": "inblox.com",

"view": "default”

}

Add a substitution

"name":"1.1.1.6.inblox.com",
POST |<wapi_url>/record:rpz:a:ipaddress "ipv4addr":"2.2.2.6",
'rp_zone":"inblox.com"}

curl -k -u admin:infoblox -H 'content-type: application/json' -X POST
"https://grid-master/wapi/v2.12/record:rpz:a:ipaddress?_return_fields%2B=name,rp_zone&_return_as

object=1" -d {"name":"1.1.1.6.inblox.com","ipv4addr":"2.2.2.6","rp_zone":"inblox.com"}'

{"result";

Domain) Rule

rule for IP trigger | (" ref":
policy "record:rpz:a:ipaddress/ZG5zLmJpbmRfYSQuX2RIZmF1bHQuY29tLmluZm9ibG93LHJwei1pcC4xLjE
uMS42LjMyLDIuMidyLjY:1.1.1.6.inblox.com/default”,
"ipvdaddr": "2.2.2.6",
"name": "1.1.1.6.inblox.com",
"rp_zone": "inblox.com",
"view": "default”
1
"name":"test.inblox.com",
POST |<wapi_url>/record:rpz:cname ‘canonical™:"",
'rp_zone":"inblox.com"}
curl -k -u admin:infoblox -H 'content-type: application/json' -X POST
"https://grid-master/wapi/v2.12/record:rpz:cname?_return_fields%2B=name,rp_zone&_ return_as_obje
Add ct=1" -d {"name":"test.inblox.com","canonical":"","rp_zone":"inblox.com"}'
a Block -~ -
Domain Name {‘fesulljt :
(NoSuch  |{"_ref"

"record:rpz:cname/ZG5zLmJpbmRfY25hbWUKLIOkZWZhdWx0LmNvbS5pbmZvY mxvdy50ZXNO:test.i
nblox.com/default”,

"canonical™: ",

"name": "test.inblox.com",

"rp_zone": "inblox.com",
"view": "default”

}

Add a Block
Domain Name
(No Data) Rule

{"name":"demo.inblox.com",
POST [|<wapi_url>/record:rpz:cname 'canonical":"*",
'rp_zone":"inblox.com"}

curl -k -u admin:infoblox -H 'content-type: application/json' -X POST
"https://grid-master/wapi/v2.12/record:rpz:cname?_return_fields%2B=name,rp_zone&_return_as_obje

ct=1" -d {"name":"demo.inblox.com","canonical";"*","rp_zone":"inblox.com"}'
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{"result™

{"_ref"
"record:rpz:cname/ZG5zLmJpbmRfY25hbWUKLIOkZWZhdWx0LmNvbS5pbmZvY mxvdy5kZW1v:demo
.inblox.com/default",

"canonical": "*",

"name": "demo.inblox.com",

"rp_zone"; "inblox.com",

"view": "default"

}

Add a Passthru
Domain Name
Rule

{"name":"pass.inblox.com",
POST |<wapi_url>/record:rpz:cname 'canonical":"pass.inblox.com",
'rp_zone":"inblox.com"}

curl -k -u admin:infoblox -H 'content-type: application/json’ -X POST
"https://grid-master/wapi/v2.12/record:rpz:cname?_return_fields%2B=name,rp_zone&_return_as_obje
ct=1" -d {"name":"pass.inblox.com","canonical":"pass.inblox.com","rp_zone":"inblox.com"}'
{"result™

{"_ref":
"record:rpz:cname/ZG5zLmJpbmRfY25hbWUKLIOkZWZhdWxOLmNvbS5pbmZvYmxvdy5wYXNz:pass
.inblox.com/default",

"canonical": "pass.inblox.com",

"name": "pass.inblox.com",

"rp_zone": "inblox.com",

"view": "default"

})

Add a Substitute
Domain Name
Rule

{"name":"sub.inblox.com",
POST [|<wapi_url>/record:rpz:cname ‘canonical":"test",
'rp_zone":"inblox.com"}

curl -k -u admin:infoblox -H 'content-type: application/json’ -X POST
"https://grid-master/wapi/v2.12/record:rpz:cname?_return_fields%2B=name,rp_zone&_return_as_obje
ct=1" -d {"name":"sub.inblox.com","canonical":"test","rp_zone":"inblox.com"}'

{"result":
{"_ref"
"record:rpz:cname/ZG5zLmJpbmRfY25hbWUKLIOkZWZhdWxO0LmNvbS5pbmZvYmxvdy5zdWI:sub.inb
lox.com/default",

"canonical": "test",

"name": "sub.inblox.com",

"rp_zone": "inblox.com",

"view": "default"
}

Add a Block Client

IP Address (No

Such Domain)
Rule

{"name":"10.10.10.200.inblox.com"

POST |<wapi_url>/record:rpz:cname:clientipaddress h T
canonical™:"",

'rp_zone":"inblox.com"}

curl -k -u admin:infoblox -H 'content-type: application/json' -X POST
"https://grid-master/wapi/v2.12/record:rpz:cname:clientipaddress?_return_fields%2B=name,rp_zone&

return_as_object=1" -d '{"name":"10.10.10.200.inblox.com","canonical":"","rp_zone":"inblox.com"}'

{"result":

{"_ref":

"record:rpz:cname:clientipaddress/ZG5zL mJpbmRfY25hbWUKLI9kZWZhdWx0LmNvbS5pbmZvYmxvd
y5ycHotY2xpZW50LWIwLEwWLJEwWLJEwLjlwMC4zMg:10.10.10.200.inblox.com/default”,

"canonical": ",

"name": "10.10.10.200.inblox.com",

"rp_zone": "inblox.com",
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"view": "default”

}}

Add a Block Client
IP Address (No
Data) Rule

"name":"10.10.10.210.inblox.com"

POST |<wapi_url>/record:rpz:cname:clientipaddress " R
canonical":"*",

'rp_zone":"inblox.com"}

curl -k -u admin:infoblox -H 'content-type: application/json’ -X POST
"https://grid-master/wapi/v2.12/record:rpz:cname:clientipaddress?_return_fields%2B=name,rp_zone&

| return_as_object=1" -d '{"name":"10.10.10.210.inblox.com","canonical":"*","rp_zone":"inblox.com"}'

{"result"™

{"_ref"
"record:rpz:cname:clientipaddress/ZG5zLmJpbmRfY25hbWUKLIOkZWZhdWx0LmNvbS5pbmZvYmxvd
y5ycHotY2xpZW50LWIwLEwWLJEWLJEwWLjIxMC4zMg:10.10.10.210.inblox.com/default",

"canonical": "*",

"name": "10.10.10.210.inblox.com",

"rp_zone": "inblox.com",

"view": "default"

}

Add a Passthru
Client IP Address
Rule

{"name":"10.10.10.220.inblox.com"

POST |<wapi_url>/record:rpz:cname:clientipaddress ! o "
canonical":"rpz-passthru”,

'rp_zone":"inblox.com"}

curl -k -u admin:infoblox -H 'content-type: application/json' -X POST
"https://grid-master/wapi/v2.12/record:rpz:cname:clientipaddress?_return_fields%2B=name,rp_zone&
| return_as_object=1" -d
'{"name":"10.10.10.220.inblox.com","canonical":"rpz-passthru”,"rp_zone":"inblox.com"}'

{"result":

{"_ref"
"record:rpz:cname:clientipaddress/ZG5zLmJpbmRfY25hbWUKLIOkZWZhdWx0LmNvbS5pbmZvYmxvd
y5ycHotY2xpZW50LWIwLEwLEwWLJEwLjlyMC4zMg:10.10.10.220.inblox.com/default",

"canonical": "rpz-passthru”,
"name": "10.10.10.220.inblox.com",
"rp_zone": "inblox.com",

"view": "default"

}}

Add a Substitute
Domain Name
(Client IP
Address) Rule

{"name":"10.10.10.230.inblox.com"

POST |<wapi_url>/record:rpz:cname:clientipaddressdn h TR
canonical":"test",

'rp_zone":"inblox.com"}

curl -k -u admin:infoblox -H 'content-type: application/json' -X POST
"https://grid-master/wapi/v2.12/record:rpz:cname:clientipaddressdn?_return_fields%2B=name,rp_zone
& return_as_object=1" -d

'{"name":"10.10.10.230.inblox.com","canonical":"test","rp _zone":"inblox.com"}'

{"result":

{"_ref":
"record:rpz:cname:clientipaddressdn/ZG5zLmJpbmRfY25hbWUKLIOkZWZhdWx0LmNvbS5pbmZvYm
xvdy5ycHotY2xpZW50LWIwLjEwLjEwLEwLjlzZMC4zMg:10.10.10.230.inblox.com/default",
"canonical": "test",

"name": "10.10.10.230.inblox.com",

"rp_zone": "inblox.com",

"view": "default”
}
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Add a Block IP
IAddress (No Such
Domain) Rule

{"name":"5.5.5.10.inblox.com",
POST [|<wapi_url>/record:rpz:cname:ipaddress 'canonical™:"",

'rp_zone":"inblox.com"}

curl -k -u admin:infoblox -H 'content-type: application/json' -X POST
"https://grid-master/wapi/v2.12/record:rpz:cname:ipaddress?_return_fields%2B=name,rp_zone&_retur
n_as object=1" -d {"name":"5.5.5.10.inblox.com","canonical":"","rp_zone":"inblox.com"}'

{"result":

{"_ref".
"record:rpz:cname:ipaddress/ZG5zLmJpbmRfY25hbWUKLI9kZWZhdWx0OLmNvbS5pbmZvYmxvdy5yc
HotaXAuNS41LjUuMTAuMzI:5.5.5.10.inblox.com/default”,

"canonical": "",

"name": "5.5.5.10.inblox.com",

"rp_zone": "inblox.com",
"view": "default”

}}

Add a Block IP
Address (No
Data) Rule

"name":"5.5.5.25.inblox.com",
POST [|<wapi_url>/record:rpz:cname:ipaddress 'canonical":"*",

'rp_zone":"inblox.com"}

curl -k -u admin:infoblox -H 'content-type: application/json' -X POST
"https://grid-master/wapi/v2.12/record:rpz:cname:ipaddress?_return_fields%2B=name,rp_zone&_retur

n_as_object=1" -d {"name":"5.5.5.25.inblox.com","canonical":"*","rp_zone":"inblox.com"}'

{"result";

{"_ref":
"record:rpz:cname:ipaddress/ZG5zL mJpbmRfY25hbWUKLI9kZWZhdWxOLmMNvbS5pbmZvYmxvdy5yc
HotaXAuNS41LjUuMjUuMzl:5.5.5.25.inblox.com/default”,

"canonical": "*",

"name": "5.5.5.25.inblox.com",

"rp_zone": "inblox.com",

"view": "default”

1

Add a Passthru IP
Address Rule

"name":"5.5.5.100.inblox.com",
POST |<wapi_url>/record:rpz:cname:ipaddress 'canonical":"5.5.5.100",
'rp_zone":"inblox.com"}

curl -k -u admin:infoblox -H 'content-type: application/json' -X POST
"https://grid-master/wapi/v2.12/record:rpz:cname:ipaddress?_return_fields%2B=name,rp_zone&_retur
n as object=1" -d {"name":"5.5.5.100.inblox.com","canonical":"5.5.5.100","rp_zone":"inblox.com"}'

{"result";
{"_ref":
"record:rpz:cname:ipaddress/ZG5zL mJpbmRfY25hbWUKLIOkZWZhdWxOLmNvbS5pbmZvYmxvdy5yc
HotaXAuNS41LjUuMTAwWLjMy:5.5.5.100.inblox.com/default”,
"canonical"; "5.5.5.100",
"name": "5.5.5.100.inblox.com",

"rp_zone": "inblox.com",
"view": "default”

}

Add a Substitute
Domain Name (IP
Address) Rule

"name":"5.5.5.200.inblox.com",
POST |<wapi_url>/record:rpz:cname:ipaddressdn 'canonical":"test",
'rp_zone":"inblox.com"}

curl -k -u admin:infoblox -H 'content-type: application/json' -X POST
"https://grid-master/wapi/v2.12/record:rpz:cname:ipaddressdn?_return_fields%2B=name,rp_zone& ret|

urn_as_object=1" -d '{"name":"5.5.5.200.inblox.com","canonical":"test","rp_zone":"inblox.com"}'

{"result";
{"_ref":

"record:rpz:cname:ipaddressdn/ZG5zLmJpbmRfY25hbWUKLIOkZWZhdWx0LmNvbS5pbmZvYmxvdy5
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ycHotaXAuNS41LjUuMjAwLjMy:5.5.5.200.inblox.com/default”,
"canonical": "test",
"name": "5.5.5.200.inblox.com",

"rp_zone": "inblox.com",
"view": "default”

1

Fetch all objects
belonging to a
RPZ

GET |<wapi url>/allrpzrecords?zone=inblox.com |

curl -k -u admin:infoblox -X GET
"https://grid-master/wapi/v2.12/allrpzrecords?zone=inblox.com&_return_fields%2B=rpz_rule&_return_
as object=1"

{"result";

[{"_ref":
"allrpzrecords/ZG5zLnpvbmVfc2VhecmNoX2luZGV4JGRucy5iaW5kX2EKLI9kZWZhdWx0LmNvbS5pb
mZvYmxvdyxycHotaXAuMS4xLjEuNi4zMiwyLjluMi42:1.1.1.6",

"comment": ",

"name": "1.1.1.6",

"rpz_rule": "SubstitutelPv4AddressRecord",
"type": "record:rpz:a:ipaddress",

"view": "default",

"zone": "inblox.com"

2

{"_ref":
"allrpzrecords/ZG5zLnpvbmVfc2VhecmNoX2IuZGV4JGRucy5iaW5kX2NuYW1IJC5fZGVmY XVsdC5jb2
OuaW5mb2Jsb3cucnB6LWIwWLjUuNS41LjEwLjMy:5.5.5.10",

"comment": "",

"name": "5.5.5.10",

"rpz_rule": "BlockNxdomainlpaddr",

"type": "record:rpz:cname:ipaddress",

"view": "default",

"zone": "inblox.com"

2

{"_ref"
"allrpzrecords/ZG5zLnpvbmVfc2VhecmNoX2luZGV4JGRucy5iaW5kX2NuYW1IJC5fZGVmY XVsdC5jb2
OuaW5mb2Jsb3cucnB6LWIwWLjUuNS41Ljl1LjMy:5.5.5.25",

"comment": ",

"name": "5.5.5.25",

"rpz_rule": "BlockNoDatalpaddr",

"type": "record:rpz:cname:ipaddress",

"view": "default",

"zone": "inblox.com"
I
{"_ref"
"allrpzrecords/ZG5zLnpvbmVfc2VhecmNoX2luZGV4JGRucy5iaW5kX2NuYW11JC5fZGVmY XVsdC5jb2
OuaWsmb2Jsb3cucnB6LWIwWLjUuNS41LjJEwMC4zMg:5.5.5.100",
"comment": ",
"name": "5.5.5.100",
"rpz_rule": "Passthrulpaddr”,
"type": "record:rpz:cname:ipaddress",
"view": "default”,
"zone": "inblox.com"
2
{"_ref"
"allrpzrecords/ZG5zLnpvbmVfc2VhecmNoX2luZGV4JGRucy5iaW5kX2NuYW1IJC5fZGVmY XVsdC5jb2
OuaW5mb2Jsb3cucnB6LWIWLjUuNS41LjlwMC4zMg:5.5.5.200",
"comment": "",

"name": "5.5.5.200",
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"rpz_rule": "SubstitutelPAddressCname",

"type": "record:rpz:cname:ipaddressdn”,

"view": "default",

"zone": "inblox.com"

2

{"_ref":
"allrpzrecords/ZG5zLnpvbmVfc2VhecmNoX2luZGV4JGRucy5iaW5kX2NuYW1IJC5fZGVmY XVsdC5jb2
OuaW5mb2Jsb3cucnB6LWNsaWVudC1pcC4xMC4xMC4xMC4yMDAuUMzI:10.10.10.200",

"comment": "",

"name": "10.10.10.200",

"rpz_rule": "BlockNxdomainClientlpaddr”,

"type": "record:rpz:cname:clientipaddress”,

"view": "default",

"zone": "inblox.com"
2
{"_ref":
"allrpzrecords/ZG5zLnpvbmVfc2VhecmNoX2luZGV4JGRucy5iaW5kX2NuYW1IJC5fZGVmY XVsdC5jb2
OuaW5mb2Jsb3cucnB6LWNsaWVudC1pcC4xMC4xMC4xMC4yMTAuUMzI:10.10.10.210",

"comment": ",

"name": "10.10.10.210",

"rpz_rule": "BlockNoDataClientlpaddr",

"type": "record:rpz:cname:clientipaddress”,

"view": "default",

"zone": "inblox.com"

i

{"_ref":
"allrpzrecords/ZG5zLnpvbmVfc2VhecmNoX2IuZGV4JGRucy5iaW5kX2NuYW1IJC5fZGVmY XVsdC5jb2
OuaW5mb2Jsb3cucnB6LWNsaWVudC1pcC4xMC4xMC4xMC4yMjAuMzI:10.10.10.220",

"comment": ",

"name": "10.10.10.220",

"rpz_rule": "PassthruClientlpaddr”,

"type": "record:rpz:cname:clientipaddress”,

"view": "default",

"zone": "inblox.com"

2

{"_ref":
"allrpzrecords/ZG5zLnpvbmVfc2VhecmNoX2luZGV4JGRucy5iaW5kX2NuYW1IJC5fZGVmY XVsdC5jb2
OuaW5mb2Jsb3cucnB6LWNsaWVudC1pcC4xMC4xMC4xMC4yMzAuMzI:10.10.10.230",

"comment": ",

"name": "10.10.10.230",

"rpz_rule": "SubstituteClientIPAddressCname",

"type": "UNSUPPORTED",

"view": "default",

"zone": "inblox.com"

i

{"_ref"
"allrpzrecords/ZG5zLnpvbmVfc2VhecmNoX2luZGV4JGRucy5iaW5kX3B0ciQuX2RIZmF1bHQuY29tLmi
uZm9ibG93LmFycGEuaW4tYWRkci4xMC4xMC4xMC4xMzUuaW5mb2Jsb3cuY29t:135.10.10.10.in-a
ddr.arpa",

"comment": ",

"name": "135.10.10.10.in-addr.arpa",

"rpz_rule"; "SubstitutePTRRecord",

"type": "record:rpz:ptr",

"view": "default",

"zone": "inblox.com"

L
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{"_ref":
"allrpzrecords/ZG5zLnpvbmVfc2VhcmNoX2IuZGV4JGRucy5iaW5kX2NuYW1IJC5fZGVmY XVsdC5jb2
OuaWbsmb2Jsb3cuZGVtbw:demo",

"comment": "",

"name": "demo”,

"rpz_rule": "BlockNoDataDomain",

"type": "record:rpz:cname”,

"view": "default",

"zone": "inblox.com"

2

{"_ref"
"allrpzrecords/ZG5zLnpvbmVfc2VhecmNoX2luZGV4JGRucy5iaW5kX2NuYW1IJC5fZGVmY XVsdC5jb2
OuaWbsmb2Jsb3cucGFzcw:pass"”,

"comment": ",

"name": "pass”,

"rpz_rule": "SubstituteCName",

"type": "record:rpz:cname”,

"view": "default",

"zone": "inblox.com"
2
{"_ref"
"allrpzrecords/ZG5zLnpvbmVfc2VhecmNoX2luZGV4JGRucy5iaW5kX2EKLI9kZWZhdWxO0LmNvbS5pb
mMZvYmxvdyxzZXJ2ZXIsMS4xLjEuMTUZ2:server",
"comment": "",
"name": "server",
"rpz_rule": "SubstituteARecord",
"type": "record:rpz:a",
"view": "default",
"zone": "inblox.com"
I
{"_ref":
"allrpzrecords/ZG5zLnpvbmVfc2VhecmNoX2luZGV4JGRucy5iaW5kX2NuYW1IJC5fZGVmY XVsdC5jb2
OuaW5mb2Jsb3cuc3Vi:sub",
"comment": ",
"name": "sub",
"rpz_rule"; "SubstituteCName",
"type": "record:rpz:cname”,
"view": "default",
"zone": "inblox.com"
|3
{"_ref"
"allrpzrecords/ZG5zLnpvbmVfc2VhecmNoX2luZGV4JGRucy5iaW5kX2NuYW1IJC5fZGVmY XVsdC5jb2
OuaW5mb2Jsb3cudGVzdA:test",
"comment": ",
"name": "test",
"rpz_rule": "BlockNxdomainDomain",
"type": "record:rpz:cname”,
"view": "default",

"zone": "inblox.com"

1]
}
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DNS Traffic Control

REST API Call Sample Body (for POST and PUT)
Resource Operation Wethod
type P Sample cURL Command
Sample Output
GET |<wapi_url>/dtc:server
curl -k -u admin:infoblox -X GET
"https://grid-master/wapi/v2.12/dtc:server? return_as_object=1"
{"result"
[{"_ref": "dtc:server/ZG5zLmlkbnNfc2VydmVyJHNIcnZIcjE:server1",
"host": "1.1.1.25",
"name": "server1"
}1
. FetCh. {"_ref": "dtc:server/ZG5zLmlkbnNfc2VydmVyJGhvc3Q:host",
information "host": "10.10.10.20",
"name"; "host"
}1
{Il_refll:
DTC S "dtc:server/ZG5zLmlkbnNfc2VydmVyJFNFUIZFUIQURU1QTkFNRV8yMjEyNw:SERVER_TE
ervers MPNAME_22127",
"host": "example.com",
"name": "SERVER_TEMPNAME_22127"
1}
. . {"name": "test-server”,
POST |<wapi_url>/dtc:server host": "2.2.2 56"
curl -k -u admin:infoblox -H 'content-type: application/json' -X POST
"https://grid-master/wapi/v2.12/dtc:server?_return_fields%2B=name,host&_return_as_object=
1" -d {"name": "test-server","host": "2.2.2.56"}
Create
{"result";
{"_ref": "dtc:server/ZG5zLmlkbnNfc2VydmVyJHRIc3Qtc2VydmVy:test-server",
"host": "2.2.2.56",
"name": "test-server"
}
GET |<wapi_ur|>/dtc:poo| |
curl -k -u admin:infoblox -X GET
"https://grid-master/wapi/v2.12/dtc:pool? return as object=1"
{"result":
[{"_ref": "dtc:pool/ZG5zLmIkbnNfcGOvbCRwb29sMQ:pool1”,
Fetch "name": "pool1"
information 3,
{"_ref"
"dtc:pool/ZG5zLmlkbnNfcGO9vbCRQTO9MX1RFTVBOQU1FXzlyMTI3:POOL_TEMPNAME_2
2127",
DTC Pools "ame": "POOL_TEMPNAME_22127"
1}
"name": "test-pool",
"availability": "ALL",
"Ib_preferred_method":"GLOBAL_AVAILAB
Create POST [|<wapi_url>/dtc:pool ,l,LlTY. o
monitors":
["dtc:monitor:icmp/ZG5zLmlkbnNfbW9uaX
Rvcl9pY21wJGljbXA:icmp"],
'servers":
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[{"ratio": 4,

"server":

"dtc:server/ZG5zL mlkbnNfc2VydmVyJHRIc
3Qtc2VydmVy:test-server"}]}

curl -k -u admin:infoblox -H 'content-type: application/json' -X POST
"https://grid-master/wapi/v2.12/dtc:pool?_return_fields%2B=name,servers&_return_as_object
=1" -d '{"name": "test-pool","availability":
"ALL","Ib_preferred_method":"GLOBAL_AVAILABILITY","monitors":
["dtc:monitor:icmp/ZG5zLmIkbnNfbW9uaXRvcl9pY21wJGljbXA:icmp"],"servers": [{"ratio":
4,"server"; "dtc:server/ZG5zLmlkbnNfc2VydmVyJHRIc3Qtc2VydmVy:test-server"}]}

{"result™
{"_ref": "dtc:pool/ZG5zLmlIkbnNfcGOvbCROZXNOLXBvb2w:test-pool",
"name": "test-pool"
"servers":
[{"ratio": 4,
"server": "dtc:server/ZG5zLmlkbnNfc2VydmVyJHRIc3Qtc2VydmVy:test-server”
3

{"servers":
[{"ratio™: 4,

"server":
'dtc:server/ZG5zLmlkbnNfc2VydmVyJHRIc3
<wapi_url>/dtc:pool/ZG5zLmlkbnNfc [Qtc2VydmVy:test-server”
GOvbCROZXNOLXBvb2w:test-pool |},
{"ratio": 4,

"server":
'dtc:server/ZG5zL mlkbnNfc2VydmVyJHRIc3
Qtc2VydmVyMg:test-server2"}]}

PUT

Modify to add
another server,

curl -k -u admin:infoblox -H 'content-type: application/json’ -X PUT
"https://grid-master/wapi/v2.12/dtc:pool/ZG5zLmlikbnNfcGOvbCROZXNOLXBvb2w:test-pool?_r|
eturn_fields%2B=name,servers&_return_as_object=1" -d '{"servers": [{"ratio": 4,"server":
"dtc:server/ZG5zLmlkbnNfc2VydmVyJHRIc3Qtc2VydmVy:test-server” } {"ratio": 4,"server":
"dtc:server/ZG5zLmlkbnNfc2VydmVyJHRIc3Qtc2VydmVyMg:test-server2"}1}

{"result";
{"_ref": "dtc:pool/ZG5zLmikbnNfcGOvbCROZXNOLXBvb2w:test-pool",
"name": "test-pool”,
"servers":
[{"ratio": 4,
"server": "dtc:server/ZG5zLmlkbnNfc2VydmVyJHRIc3Qtc2VydmVy:test-server”
2
{"ratio": 4,
"server": "dtc:server/ZG5zLmlkbnNfc2VydmVyJHRIc3Qtc2VydmVyMg:test-server2"
1}

Modify the
ratio

{"servers":
[{"ratio": 20,

"server":
"dtc:server/ZG5zLmlkbnNfc2VydmVyJHRIc
<wapi_url>/dtc:pool/ZG5zLmlkbnNfc [3Qtc2VydmVy:test-server”
GOVbCROZXNOLXBvb2w:test-pool h

{"ratio™: 80,

"server":
"dtc:server/ZG5zLmlkbnNfc2VydmVyJHRIc
3Qtc2VydmVyMg:test-server2"}]}

PUT

curl -k -u admin:infoblox -H 'content-type: application/json’ -X PUT
"https://grid-master/wapi/v2.12/dtc:pool/ZG5zLmIkbnNfcGOvbCROZXNOLXBvb2w:test-pool?_r

eturn_fields%2B=name,servers& return_as object=1" -d '{"servers": [{"ratio": 20,"server":
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"dtc:server/ZG5zLmlkbnNfc2VydmVyJHRIc3Qtc2VydmVy:test-server” },{"ratio": 80,"server":
"dtc:server/ZG5zLmlkbnNfc2VydmVyJHRIc3Qtc2VydmVyMg:test-server2"}1}

{"result";
{"_ref": "dtc:pool/ZG5zLmikbnNfcGOvbCROZXNOLXBvb2w:test-pool",
"name": "test-pool",
"servers":
[{"ratio": 20,
"server": "dtc:server/ZG5zLmlkbnNfc2VydmVyJHRIc3Qtc2VydmVy:test-server”
2
{"ratio": 80,
"server": "dtc:server/ZG5zLmlkbnNfc2VydmVyJHRIc3Qtc2VydmVyMg:test-server2"
1}

DTC Load
Balanced
Domain
Name

GET  |kwapi url>/dtc:lbdn |

curl -k -u admin:infoblox -X GET
"https://grid-master/wapi/v2.12/dtc:lbdn? return as object=1"

Fetch {"result";
information | [{'_ref": ,
"dtc:Ibdn/ZG5zLmlkbnNfbGJkbiRMQKROX1RFTVBOQU1FXzlyMTI3:LBDN_TEMPNAME_22
127",
"name": "LBDN_TEMPNAME_22127"

K
{"auth_zones":
["zone_auth/ZG5zLnpvbmUKLIOKkZWZhdW
XOLMNvbS5kdGM:dtc.com/default"],
"Ib_method": "ROUND_ROBIN",

POST  |wapi_url>/dtc:Ibdn  name?: "test-lodn”, .

patterns": ["server.dtc.com"],
"pools":
[{"ratio": 4,
"pool":"dtc:pool/ZG5zLmlkbnNfcG9vbCR0Z
IXNOLXBvb2w:test-pool"}]}

curl -k -u admin:infoblox -H 'content-type: application/json' -X POST

"https://grid-master/wapi/v2.12/dtc:lbdn?_return_fields%2B=name,pools,auth_zones,patterns

& return_as_object=1" -d

Create '{"auth_zones":["zone_auth/ZG5zLnpvbmUkKLI9kZWZhdWxO0LmNvbS5kdGM:dtc.com/default"]

,"Ib_method": "ROUND_ROBIN","name": "test-lbdn","patterns": ["server.dtc.com"],"pools":
[{"ratio": 4,"pool":"dtc:pool/ZG5zL mikbnNfcG9vbCROZXNOLXBvb2w:test-pool"}]}'
{"result"
{"_ref": "dtc:Ibdn/ZG5zLmlkbnNfbGJkbiROZXNOLWxiZG4:test-Ibdn",
"auth_zones":

['zone_auth/ZG5zLnpvbmUKLIOkZWZhdWx0LmMmNvbS5kdGM:dtc.com/default"],
"name": "test-lbdn",

"patterns":

["server.dtc.com"],

"pools":

[{"pool": "dtc:pool/ZG5zLmIkbnNfcGOvbCROZXNOLXBvb2w:test-pool",

"ratio": 4

11
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Add a network or container

_ Mif:gd API Call Sample Body
Operation Sample cURL Command
Sample Output
POST _|<wapi_url>/network [{"network": "1.1.1.0/24"}

curl -k -u admin:infoblox -H 'content-type: application/json' -X POST
"https://grid-master/wapi/v2.12/network?_return_fields%2B=network&_ return_as_object=1" -d
"{"network": "1.1.1.0/24"}'

Add a network  [("result":

{"_ref": "network/ZG5zLm5IldHdvemskMS4xLjEuMC8yNC8w:1.1.1.0/24/default”,
"network™: "1.1.1.0/24",
"network_view": "default"

b

{"network"; "2.2.2.0/24",
"members":

[{"_struct": "dhcpmember",
"ipv4addr":"172.26.1.3"}]}

POST [<wapi_url>/network

curl -k -u admin:infoblox -H 'content-type: application/json’ -X POST
"https://grid-master/wapi/v2.12/network?_return_fields%2B=network,members&_return_as_object=
1" -d {"network": "2.2.2.0/24" ,"members":[{"_struct": "dhcpmember","ipv4addr":"172.26.1.3"}]}'

{"result":
Add a network and | {" ref": "network/ZG5zLm5ldHdvemskMi4yLjluMC8yNC8w:2.2.2.0/24/default",
assign to a member | "members™
[{"_struct": "dhcpmember",
"ipvdaddr": "172.26.1.3",
"ipv6addr": null,
"name": "member1.localdomain”
1,
"network": "2.2.2.0/24",
"network_view": "default"

b

{"network": "10.10.10.0/24",
"members";

POST [<wapi_url>/network [{"_struct": "dhcpmember",
"ipv4addr":"172.26.1.2"}],
"auto_create reversezone":true}

curl -k -u admin:infoblox -H 'content-type: application/json’ -X POST
"https://grid-master/wapi/v2.12/network?_return_fields%2B=network,members&_return_as_object=
Add a network and [1" -d '{"network": "10.10.10.0/24","members":[{"_struct":

automatically create |"dhcpmember","ipv4addr":"172.26.1.2"}],"auto_create_reversezone":true}'

the corresponding  [f"result":

reverse lookup zone | (" ref": "network/ZG5zLm5IdHdvemskMS4xLjEuMC8yNC8w:10.10.10.0/24/default",
"members";
[{"_struct": "dhcpmember",

"ipv4addr": "172.26.1.2",

"ipv6addr": null,

"name": "infoblox.localdomain"

}]’
"network": "10.10.10.0/24",
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"network_view": "default"

1}

Add a network with
DHCP options

{"network":"192.168.0.0/24",
"options™:
[{"name": "domain-name-servers",
"num"; 6,

"use_option": true,
"value": "192.168.0.2",
POST [<wapi_url>/network "vendor_class": "DHCP"},

{"name": "routers",

"num": 3,

"use_option": true,

"value": "192.168.0.1",

"vendor_class": "DHCP"}],
"use_options":true}

curl -k -u admin:infoblox -H 'content-type: application/json' -X POST
"https://grid-master/wapi/v2.12/network?_return_fields%2B=options&_return_as_object=1" -d
"{"network":"192.168.0.0/24","options":[{"name": "domain-name-servers","num": 6,"use_option":

true,"value": "192.168.0.2","vendor_class": "DHCP"},"name": "routers","num": 3,"use_option":
true,"value": "192.168.0.1","vendor_class": "DHCP"}],"use_options":true}'

{"_ref": "network/ZG5zLm5IdHdvemskMTkyLjE20S4wLjAvMjQvMA:192.168.0.0/24/default",
"network™: "192.168.0.0/24",
"network_view": "default",
"options":
[{"name": "dhcp-lease-time",
"num™: 51,
"use_option": false,
"value": "43200",
"vendor_class": "DHCP"},
{"name": "domain-name-servers",
"num": 6,
"use_option": true,
"value": "192.168.0.2",
"vendor_class": "DHCP"},
{"name": "routers",
"num": 3,
"use_option": true,
"value": "192.168.0.1",
"vendor_class": "DHCP"}

1}

Add a network from
next available
network

{"network":
"func:nextavailablenetwork:10.0.0.0/8,default,2
4",

POST [<wapi_url>/network "network_view":"default",

"extattrs":

{"Country":{"value":"UK"},
"Region":{"value":"EMEA"}}}

curl -k -u admin:infoblox -H 'content-type: application/json' -X POST
"https://grid-master/wapi/v2.12/network?_return_fields%2B=network,members,extattrs&_return_as_
object=1" -d '{"network": "func:nextavailablenetwork:10.0.0.0/8,default,24","network_view":
"default","extattrs": {"Country":{"value":"UK"},"Region":{"value":"EMEA"}}'

{"result":
{"_ref": "network/ZG5zLm5IdHdvemskMTAuMC4wLjAvMjQvMA:10.0.0.0/24/default",
"extattrs":

{"Country": {"value": "UK"},
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"Region": {"value": "EMEA"}
}

: embers": [],
"network": "10.0.0.0/24",
"network_view": "default"

i

The last example uses the function next_available _network by specifying it in the option _function, in the

shorthand form.

Search for a network

REST
. Metl?od API Call
Operation Sample cURL Command
Sample Output
GET |<wapi url>/network?network=172.21.10.0/24

Search for a network

curl -k -u admin:infoblox -X GET
"https://grid-master/wapi/v2.12/network?network=172.21.10.0/24& return as object=1"

{"result":
[{"_ref": "network/ZG5zLm5IdHdvemskMTeyLjIxLjEwLjAvMjQvMA:172.21.10.0/24/default",
"network™: "172.21.10.0/24",
"network_view": "default"

hili

Search for network(s)
that begins with a
certain value
(192.168)

GET |<wapi url>/network?network~=192.168

curl -k -u admin:infoblox -X GET
"https://grid-master/wapi/v2.12/network?network~=192.168&_return_as_object=1"

{"result";
[{"_ref": "network/ZG5zLm5IdHdvemskMTkyLjE20C4xLjAvMjQvMA:192.168.1.0/24/default",
"network": "192.168.1.0/24",
"network_view": "default"
%
{"_ref"
"network/ZG5zLm5IdHdvemskMTkyLjE20C4xMDEuUMC8yNC8w:192.168.101.0/24/default",
"network": "192.168.101.0/24",
"network_view": "default"

il

Search for network(s)
based on the
netmask (/27)

GET |<wapi url>/network?network~=.0/27

curl -k -u admin:infoblox -X GET
"https://grid-master/wapi/v2.12/network?network~=.0/27& return as object=1"

{"result":

[{"_ref": "network/ZG5zLm5IdHdvemskM TAUMTAUMTAwWLjAvMjcvMA:10.10.100.0/27/default”,
"network": "10.10.100.0/27",
"network_view": "default"

2

{"_ref": "network/ZG5zL m5ldHdvemskMS4xLjEuMC8yNy8x:1.1.1.0/27/demo",
"network": "1.1.1.0/27",

"network_view": "demo"

hili

Search by EA
(Networks in the HQ)

GET |<Wapi_urI>/network?_retu rn_fields%2B=extattrs&*Site:=HQ

curl -k -u admin:infoblox -X GET

ject=1"
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{"result":
[{"_ref": "network/ZG5zLm5IdHdvemskMTkyLjE20C4xLjAvMjQvMA:192.168.1.0/24/default",
"extattrs":
{"Building": {"value": "Remote"},
"Site": {"value": "HQ"}},
"network™: "192.168.1.0/24",
"network_view": "default"
13
{"_ref"
"network/ZG5zLm5IdHdvemskMTkyLjE20C4xMDAuUMC8yNC8w:192.168.100.0/24/default",
"extattrs™:
{"Building": {"value": "Main"},
"Site": {"value™: "HQ"}},
"network": "192.168.100.0/24",
"network_view": "default"

bl

Search by EA
(Networks in the HQ
but not in the Main
Building)

GET |<wapi_url>/network?_return_fieIdS%ZB:extattrs&*Site:=HQ
curl -k -u admin:infoblox -X GET

"https://grid-master/wapi/v2.12/network?_return_fields%2B=extattrs&*Site%3A=HQ&*Building!=Mai
n&_return_as_object=1"

{"result":
[{"_ref": "network/ZG5zLm5IdHdvemskMTkyLjE20C4xLjAvMjQvMA:192.168.1.0/24/default",
"extattrs":

{"Building": {"value": "Remote"},
"Site": {"value": "HQ"}},

"network™: "192.168.1.0/24",

"network_view": "default"

hili

Get next available subnet

Use the function next_available_network by specifying it in the option _function.

Operation

REST
Method API Call Sample Body

Sample cURL Command
Sample Output

a network in the

Create a network from the "Tpar?meters":
next available subnet from {"cidr":24}},

Region(EA) EMEA curl -k -u admin:infoblox -H 'content-type: application/json' -X POST

{"network":
{"_object_function":
"next_available_network",
" _result_field":"networks",
"_object":"network",
_object_parameters":

{"Region" : "EMEA"},

POST [wapi_url>/network

"network view":"default"}

'hitps://grid-master/wapi/v2.12/network?_return_fields%2B=network&_return_as_object=1"
-d

{"network":{"_object_function":"next_available_network"," result_field":"networks","_object":"n
etwork","_object_parameters":{"*Region" :

'EMEA"}," parameters":{"cidr":24}},"network_view":"default"}'

"result": {
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" ref":
"network/ZG5zLm5IdHdvemskMTkyLjE20C4wLjAvMjQvMA:192.168.0.0/24/default",
"network™: "192.168.0.0/24",

"network_view": "default"

}

Get next available address from a subnet

Use the function next_available_ip by specifying it in the option _function. For this operation you would need
the _ref of the subnet you want to query.

Operation

REST

Method API Call Sample Body

Sample cURL Command
Sample Output

address in a subnet

<wapi_url>/network/ZG5zLm5IdHdvemskMTcyLjIxLjEw
POST [LjAvMjQVvMA:172.21.10.0/24/default?_function=next_a ["num":1}
vailable ip

curl -k -u admin:infoblox -H 'content-type: application/json’ -X POST

Get the next available IP ['https://grid-master/wapi/v2.12/network/ZG5zLm5IdHdvemskMTcyLjIXLJEwWLjAVMjQVMA:172.2

1.10.0/24/default? function=next available ip& return as object=1"-d {"num":1}'

("result":

{llipsll:
["172.21.10.1"]

}

addresses in a subnet

<wapi_url>/network/ZG5zLm5ldHdvemskMTcyLjIxLjEw
POST [LJAvMjQVvMA:172.21.10.0/24/default?_function=next_a [{"num":5}
vailable ip

curl -k -u admin:infoblox -H 'content-type: application/json’ -X POST
'https://grid-master/wapi/v2.12/network/ZG5zLm5ldHdvemskMTeyLjIxLJEwLjAVMjQVMA:172.2
1.10.0/24/default? function=next available ip& return_as object=1" -d '{"num":5}'

Get the next 5 available IP (result":

{"ips":
["172.21.10.1",
"172.21.10.2",
"172.21.10.3",
"172.21.10.4",
"172.21.10.5"

1}

Reparent subnets while deleting network container

This example uses the remove_subnets argument available with the network container DELETE operation.
This will retain the networks within the container.

deleting network
container

REST
. Method API Call
Operation Sample cURL Command
Sample Output
DELETE <wapi_url>/networkcontainer/ZG5zLm5ldHdvemtfY29udGFpbmVyJDEwLjAuMC4w
Reparent subnets while LzgvMA:10.0.0.0/8/default?remove_subnets=false

curl -k -u admin:infoblox -H 'content-type: application/json' -X POST
"https://grid-master/wapi/v2.12/networkcontainer/ZG5zLm5IdHdvemtfY29udGFpbmVyJDEwLjAu

MC4wLzgvMA:10.0.0.0/8/default?remove_subnets=false& return_as_object=1"
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{"result":
"_ref":
"networkcontainer/ZG5zLmSldHdvemtfY29udGFpbmVyJDEwLjAuMC4wLzgvMA:10.0.0.0/8/defa

ult™y

Get all the addresses based on a search criteria

Operation

REST

Method API Call

Sample cURL Command

Sample Output

Get addresses in a
subnet

GET |<Wapi url>/ipv4address?network=10.10.10.0/24

curl -k -u admin:infoblox -X GET
"https://grid-master/wapi/v2.12/ipv4address?network=10.10.10.0/24& return as object=1"

{"result":

[{"_ref": "ipv4address/Li5SpcHY0X2FkZHJIcCAMKMTAUMTAUMTAuUM]UzLzA:10.10.10.1",
"ip_address"; "10.10.10.1",
"is_conflict"; false,
"mac_address": ",
"names": [,

"network™: "10.10.10.0/24",
"network_view": "default",
"objects": [],

"status": "UNUSED",
"types": [],

"usage": []

2

{"_ref": "ipv4address/Li5pcHYO0X2FkZHJIcBMKMTAUMTAUMTAuUMjUOLzA:10.10.10.2",
"ip_address": "10.10.10.2",
"is_conflict": false,
"mac_address": ",
"names": [],

"network™: "10.10.10.0/24",
"network_view": "default",
"objects": [],

"status": "UNUSED",
"types”: [],

"usage": []

12

{"_ref": "ipv4address/Li5pcHYOX2FkZHJIcCAMKMTAUMTAUMTAuUMjU1LzA:10.10.10.255",
"ip_address": "10.10.10.255",
"is_conflict"; false,
"mac_address": ",

"names": [,

"network™: "10.10.10.0/24",
"network_view": "default",
"objects": [],

"status": "USED",

"types": ['BROADCAST"],
"usage": []

hiki

Get addresses in a given
range (10.10.10.252 -
10.10.10.254)

GET |<Wapi_url>/ipv4address?ip_address>=10.10.10.252&&ip_address<=10.10.10.254

curl -k -u admin:infoblox -X GET
"https://grid-master/wapi/v2.12/ipv4address?ip_address%3E=10.10.10.252&ip_address%3C=10
.10.10.254& return_as_object=1"
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{"result":

[{"_ref": "ipv4address/Li5pcHY0X2FkZHJIcCBMKMTAUMTAUMTAuUM]jUyLzA:10.10.10.252",
"ip_address": "10.10.10.252",
"is_conflict"; false,
"mac_address": ",

"names": [],

"network™: "10.10.10.0/24",
"network_view": "default",
"objects": [],

"status": "UNUSED",
"types”: [],

"usage": []

13

{"_ref": "ipv4address/Li5pcHYO0X2FkZHJIcAMKMTAUMTAUMTAuUMjUzLzA:10.10.10.253",
"ip_address": "10.10.10.253",
"is_conflict"; false,
"mac_address": ",

"names": [],

"network™: "10.10.10.0/24",
"network_view": "default",
"objects": [],

"status": "UNUSED",

"types": [],

"usage": []

|3

{"_ref": "ipv4address/Li5pcHYOX2FkZHJIcAMKMTAUMTAUMTAUMjUOLZzA:10.10.10.254",
"ip_address": "10.10.10.254",
"is_conflict"; false,
"mac_address": ",

"names": [],

"network™: "10.10.10.0/24",
"network_view": "default",

network

"objects": [],

"status": "UNUSED",

"types": [],

"usage": []

Hl;
Zone associations on a network
. MZEI?Id API Call Sample Body
Operation Sample cURL Command
Sample Output
GET <wapi_l_JrI>/network/ZG52Lm5IdHdvcmskMTAu
MS4wLjAvVMTYVMA:10.1.0.0/16/default

curl -k -u admin:infoblox -X GET
"hitps://grid-master/wapi/v2.12/network/ZG5zL m5ldHdvemskMTAUMS4wLjAvVMTYVMA:10.1.0.
0/16/default?_return_fields%2B=zone_associations&_return_as_object=1"

List zone associations on a"result":

{"_ref": "network/ZG5zL m5ldHdvemskMTAUMS4wLjAvMTYVMA:10.1.0.0/16/default",
"network": "10.1.0.0/16",
"network_view": "default",
"zone_associations":
[{"fgdn": "info.com",
"is_default": true,
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"view": "default”

1}

a network

PUT <wapi_url>/network/ZG5zL m5ldHdvemskMTcyLjl {'zone_associations".

. ) . ) [{"fqdn™:
XLjEWLjAVMjQVMA:172.21.10.0/24/default "test.org","is_default"true}]}

curl -k -u admin:infoblox -H 'content-type: application/json’ -X PUT
'hitps://grid-master/wapi/v2.12/network/ZG5zLm5ldHdvemskMTeyLjIxLjEwLjAVMjQVMA:172.2
1.10.0/24/default?_return_fields%2B=zone_associations&_return_as_object=1" -d
{"zone_associations": [{"fqdn": "test.com","is_default":true}]}’

Add a zone association to "result":

{"_ref": "network/ZG5zLm5IdHdvemskMTcyLjIxLjEwLjAvMjQvMA:172.21.10.0/24/default",
"network™: "172.21.10.0/24",

"network_view": "default",

"zone_associations":

[{"fgdn": "test.com",
"is_default": true,
"view": "default"

I}

Add a fixed address

A fixed address is a specific IP address that a DHCP server always assigns when a lease request comes from
a particular MAC address of the client.

For example, if you have a printer in your network, you can reserve a particular IP address to be assigned to it

every time it is turned on.

Operation

REST
Method API Call Sample Body

Sample cURL Command
Sample Output

Add a fixed address

. ) {"ipv4addr":"192.168.1.100",
POST |<wapi_url>/fixedaddress “mac":"aa:bb:cc:11:22:21"

curl -k -u admin:infoblox -H 'content-type: application/json' -X POST
"https://grid-master/wapi/v2.12/fixedaddress?_return_fields%2B=ipv4addr,mac& return_as_o
bject=1" -d {"ipv4addr":"192.168.1.100","mac":"aa:bb:cc:11:22:21"}'

("result":

{ll_refll:
'fixedaddress/ZG5zLmZpeGVkX2FkZHJIc3MKMTkyLjE20C4xLjEwMC4wLi4:192.168.1.100/d
efault”,

"ipvd4addr": "192.168.1.100",
"mac": "aa:bb:cc:11:22:21",
"network_view": "default"

}}

Add a fixed address
reservation

. ) {"ipv4addr":"172.26.1.200",
POST |kwapi_url>/fixedaddress "mac":"00:00:00:00:00:00"}
curl -k -u admin:infoblox -H 'content-type: application/json' -X POST
'hitps://grid-master/wapi/v2.12/fixedaddress?_return_fields%2B=ipv4addr,mac&_return_as_o
bject=1" -d {"ipv4addr":"172.26.1.200","mac":"00:00:00:00:00:00"}'

"result":

{"_ref":
'fixedaddress/ZG5zLmZpeGVkX2FkZHJIc3MKkMTcyLjl2LjEuMjAwLjAuLg:172.26.1.200/default

"ipvdaddr": "172.26.1.200",
"mac": "00:00:00:00:00:00",
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"network_view": "default"

}}

Add a fixed address with
next available IP

{"ipv4addr":
POST |kwapi_url>/fixedaddress? i =ipv4 "func:nextavailableip:10.1.0.0/16

"mac":"ff.ff:ff.ff.ff.ff"}

curl -k -u admin:infoblox -H 'content-type: application/json’ -X POST

'hitps://grid-master/wapi/v2.12/fixedaddress?_return_fields%2B=ipv4addr,mac&_return_as_o

bject=1" -d '{"ipv4addr":"func:nextavailableip:10.1.0.0/16","mac":"ff:ff.ff.ff:ff.ff"}'

("result":

{"_ref"

'fixedaddress/ZG5zLmZpeGVkX2FkZHJIc3MKMTAUMS4wLjEuMC4u:10.1.0.1/default",
"ipv4addr": "10.1.0.1",

"mac": "ffff:ff:ff.ff.ff",

"network_view": "default"

1

Add an IPv6 fixed address

{"ipv6addr":"2001:0db8:85a3:00
: ) , 00:0000:8a2e:0370:7334",
POST |<wapi_url>/ipv6fixedaddress "duid":"00:02:00:01:02:03:04:05:
07:a0"}

curl -k -u admin:infoblox -H 'content-type: application/json' -X POST
"https://grid-master/wapi/v2.12/ipv6fixedaddress?_return_fields%2B=ipv6addr,duid& return_a
s_object=1" -d
{"ipv6addr":"2001:0db8:85a3:0000:0000:8a2e:0370:7334","duid":"00:02:00:01:02:03:04:05:07
:aoll}l

("result":

{ll_refll:
'ipv6fixedaddress/ZG5zLmZpeGVkX2FkZHJIc3MKkMTkyLjE20C4xLjEwMC4wLi4:2001:0db8:8
5a3:0000:0000:8a2¢:0370:7334/default",

"ipv4addr": "2001:0db8:85a3:0000:0000:8a2¢e:0370:7334",

"duid": "00:02:00:01:02:03:04:05:07:a0",

"network_view": "default"

}

Search for a fixed add

ress by MAC

The following example uses the _return_fields+ to add the mac address to the list of fields that are returned.

Operation

REST
Method API Call

Sample cURL Command
Sample Output

GET |<wapi url>/fixedaddress? return fields%2B=mac&mac=aa:bb:cc:11:22:21
curl -k -u admin:infoblox -X GET

'https://grid-master/wapi/v2.12/fixedaddress?_return_fields%2B=mac&mac=aa:bb:cc:11:22:2
1& return as object=1"

Search fixed address by
MAC

("result";

{" ref"
'fixedaddress/ZG5zLmZpeGVkX2FkZHJIc3MkMTkyLjE20C4xLjEwMC4wLi4:192.168.1.100/d
efault",

"ipv4addr": "192.168.1.100",

"mac": "aa:bb:cc:11:22:21",

"network_view": "default"

I}
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Complex search for a

fixed address by Microsoft Server

The following example uses the _return_fields+ to add the Microsoft Server to the list of fields that are returned.
Since the search field is a structure, we pass it in the body of a PUT call.

Operation

REST
Method API Call Sample Body

Sample cURL Command

Sample Output

Search for a fixed address
by Microsoft Server

{"ms_server":
{"_struct": "msdhcpserver”,
"ipv4addr": "192.168.4.21"}}

PUT <wapi_url>/fixedaddress?_method=GET&_retur
n_fields%2B=ipv4addr,mac,ms_server,name

curl -k -u admin:infoblox -X PUT
'hitps://grid-master/wapi/v2.12/fixedaddress?_method=GET&_return_fields%2B=ipv4addr,ma
c,ms_server,name&_return_as_object=1" -d '{"ms_server":{"_struct":
'msdhcpserver”,"ipvdaddr": "192.168.4.21"}}'
"result":

[{"_ref":
'fixedaddress/ZG5zLmZpe GVkX2FkZHJIcAMKMTkyLjE20C40LjMuMC4xNy4:192.168.4.3/Co
mpany%201",
"ipvd4addr": "192.168.4.3",
"mac™: "12:34:56:78:91:23",
"ms_server":

{"_struct": "msdhcpserver",

"ipvd4addr": "192.168.4.21"},

"name": "test",
"network_view": "Company 1"
3

{"_ref"

'fixedaddress/ZG5zLmZpeGVkX2FkZHJIc3MKMTkyLjE20C40LjguMC4xNy4:192.168.4.8/Co
mpany%201",

"ipvd4addr": "192.168.4.8",

"mac": "ca:fe:ca:fe:be:ef",

"ms_server":

{"_struct": "msdhcpserver”,

"ipv4addr": "192.168.4.21"},

"name": "awo666",

"network_view": "Company 1"
i
{"_ref":
'fixedaddress/ZG5zLmZpeGVkX2FkZHJIc3MKMTkyLjE20C40Ljg1LjAuMTcu:192.168.4.85/Co
mpany%201",
"ipvd4addr": "192.168.4.85",
"mac": "00:50:56:ba:01:ec",
"ms_server":
{"_struct": "msdhcpserver",

"ipvd4addr": "192.168.4.21"},
"name": "192.168.4.85",
"network_view": "Company 1"

I}
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Get information about an IP address

Operation

REST
Method API Call

Sample cURL Command

Sample Output

Query an IP address

GET |<wapi_ur|>/ipv4address?ip_address:10.10.10.10

curl -k -u admin:infoblox -X GET
'hitps://grid-master/wapi/v2.12/ipv4address?ip_address=10.10.10.10& return_as_object=1"

("result":
[{"_ref": "ipv4address/Li5SpcHY0X2FkZHJICAMKMTAUMTAUMTAUMTAVMA:10.10.10.10",
"ip_address": "10.10.10.10",
"is_conflict": false,

"mac_address": ",

"names": [],

"network™: "10.10.10.0/24",
"network_view": "default",
"objects": [,

"status": "UNUSED",

"types": [],

"usage": []

I}

Get unused IP addresses in a subnet

Operation

REST
Method API Call

Sample cURL Command
Sample Output

Query for unused IP
addresses in a subnet

GET kwapi_url>/ipv4address?network:10.10.10.0/24&status:UNUSED

curl -k -u admin:infoblox -X GET
'hitps://grid-master/wapi/v2.12/ipv4address?network=10.10.10.0/24 &status=UNUSED&_retur
n_as_object=1"
("result";
[{"_ref": "ipv4address/Li5pcHY0X2FkZHJIcCBMKMTAUMTAUMTAUMTcvMA:10.10.10.17",
"ip_address": "10.10.10.17",
"is_conflict": false,
"mac_address": "",
"names": [],
"network": "10.10.10.0/24",
"network_view": "default",
"objects": [],
"status": "UNUSED",
“types": [],
"usage": []
b
{" ref": "ipv4address/Li5pcHYOX2FkZHJIcAMKMTAUMTAUMTAUMTgvMA:10.10.10.108",
"ip_address": "10.10.10.108",
"is_conflict": false,
"mac_address": "",
"names": [],
"network™: "10.10.10.0/24",
"network_view": "default”,
"objects": [],
"status": "UNUSED",

“types™ ],
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"usage": []

2

Search for any object with an IP address

Operation

REST

Method API Call

Sample cURL Command
Sample Output

Search for objects by IP
address

GET |<wapi url>/ipv4address?status=USED&ip address=10.10.10.20
curl -k -u admin:infoblox -X GET
"https://grid-master/wapi/v2.12/ipv4address?status=USED&ip_address=10.10.10.20& return_
as_object=1"
"result":
[{"_ref": "ipvd4address/Li5pcHY0X2FkZHJIc3MKMTAUMTAUMTAUMjAVMA:10.10.10.20",
"ip_address": "10.10.10.20",
"is_conflict": false,
"mac_address": ",
"names": ["host1.info.com"],
"network™: "10.10.10.0/24",
"network_view": "default",
"objects":

["record:host/ZG5zLmhvc3QKLI9kZWZhdWx0LmNvbS5pbmZvLmhvc3Qx:host1.info.com/defa
ult"],

"status": "USED",

|ltypesll: [ llHOSTll ],

"usage": [ "DNS" ]
i)

Search for an IP address

Operation

REST

Method API Call

Sample cURL Command
Sample Output

Search an IP address

GET kwapi url>/search?address=172.26.1.100

curl -k -u admin:infoblox -X GET
'https://grid-master/wapi/v2.12/search?address=172.26.1.100& return as object=1"
("result";

[{"_ref":
'record:a/ZG5zLmJpbmRfYSQuX2RIZmF1bHQuUY29tLmluZm8sdGVzdC50b3NOLDE3Mi4yNi
UxLjEwMA:host.test.info.com/default",

"ipv4addr": "172.26.1.100",

"name": "host.test.info.com",

"view": "default"

3
{"_ref": "network/ZG5zLm5IdHdvemskMTcyLjI2LjEUMC8yNC8w:172.26.1.0/24/default",
"network": "172.26.1.0/24",

"network_view": "default"

I}
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Delete an IP address

REST
- Method API Call
Operation Sample cURL Command
Sample Output
DELETE <wapi_url>/ipv4address/Li5pcHY0X2FkZHJIc3MKMTAUMTAUMTAUMjAVMA:10.10.
10.20
Delete an IP curl -k -u admin:infoblox -H 'content-type: application/json’ -X DELETE

"https://grid-master/wapi/v2.12/ipv4address/LiSpcHY0X2FkZHJICAMKMTAUMTAUMTAUMjAVM
A:10.10.10.20& return_as_object=1"

{"result™:"ipv4address/Li5pcHY0X2FkZHJIc3MKMTAUMTAUMTAUMjAVMA:10.10.10.20"}

Network Views

DNS views provide the ability to serve one version of DNS data to one set of clients and another version to
another set of clients. With DNS views, the appliance can provide a different answer to the same query,
depending on the source of the query.

A network view is a single routing domain with its own networks and shared networks. A network view can
contain both IPv4 and IPv6 networks. All networks must belong to a network view.

For example, network views can be used in cloud environments to isolate each of the tenant to their own
respective view. This enables support of overlapping networks across different tenants, each in its own network
view, thus enabling multi-tenancy in cloud environments.

Operation

Method

REST API Call Sample Body

Sample cURL Command

Sample Output

Get all DNS views

GET |<wapi_u rI>/view |

curl -k -u admin:infoblox -X GET "https://grid-master/wapi/v2.12/view? return as object=1"

}

hiki

{"result"

[{"_ref": "view/ZG5zLnZpZXckLI9kZWZhdWx0:default/true",
"is_default": true,
"name": "default"

{:’_ref": "view/ZG5zLnZpZXcKkLjE:default.test/false",
"is_default": false,
"name": "default.test"

}1

{"_ref": "view/ZG5zLnZpZXckLjl:default.cloud/false",
"is_default": false,

"name": "default.cloud"”

Get authoritative zones
for a DNS view

GET |<wapi_ur|>/zone_auth?view=defauIt.test |

curl -k -u admin:infoblox -X GET
"https://grid-master/wapi/v2.12/zone_auth?view=default.test& return_as_object=1"

}

{"result":
[{"_ref": "zone_auth/ZG5zLnpvbmUkKLjEuY29tLmluZm8:info.com/default.test",
"fqdn"; "info.com",
"view": "default.test"
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{"_ref": "zone_auth/ZG5zLnpvbmUKLjEub3JnLnRIc3Q:test.org/default.test",
"fqdn": "test.org",
"view": "default.test"

M}

GET <wapi_url>/record:host?zone=info.com&view=default.test

curl -k -u admin:infoblox -X GET

"https://grid-master/wapi/v2.12/record:host?zone=info.com&view=default.test& return_as_object=
1 "

{"result":
[{"_ref": "record:host/ZG5zLmhvc3QkLjEuY29tLmluZm8uc2VydmVy:server.info.com/default.test”,
"ipv4addrs":

[{"_ref"
"record:host_ipv4addr/ZG5zLmhvec3RfYWRkecmVzcyQuMS5jb20uaWbsmby5zZXJ2ZXIUMTAUMTA
uMC4xMDAu:10.10.0.100/server.info.com/default.test",

"configure_for_dhcp": false,

"host": "server.info.com",

"ipv4addr": "10.10.0.100"

}]1
Get all records for a "name": "server.info.com",
zone in a DNS view | "view": "default.test"
2
{"_ref": "record:host/ZG5zLmhvc3QkLjEuY 29tLmluZm8ubWFpbGVy:mailer.info.com/default.test",
"ipv4addrs";
[{"_ref"

"record:host_ipv4addr/ZG5zLmhvc3RfYWRkecmVzcyQuMS5jb20uaWsmby5tYWIsZXIUMTAUMS4x
LjEwMC4:10.1.1.100/mailer.info.com/default.test",

"configure_for_dhcp": false,

"host": "mailer.info.com",

"ipv4addr": "10.1.1.100",

"mac": "aa:bb:cc:11:22:33"

1,

"name": "mailer.info.com",

"view": "default.test"

hili

GET |<Wapi_u rI>/networkview |

curl -k -u admin:infoblox -X GET
"https://grid-master/wapi/v2.12/networkview? return as object=1"

{"result":
[{"_ref": "networkview/ZG5zL m5IldHdvemtfdmlldyQw:default/true”,
"is_default": true,
"name": "default"
Get all network views | 1 )
{"_ref": "networkview/ZG5zLm5IdHdvemtfdmlldyQx:test/false”,
"is_default"; false,
"name": "test"
1
{"_ref": "networkview/ZG5zLm5ldHdvcmtfdmlldyQy:cloud/false",
"is_default"; false,
"name": "cloud"

1

POST |<Wapi_url>/networkview | "name": "demo"}

curl -k -u admin:infoblox -H 'content-type: application/json' -X POST
"https://grid-master/wapi/v2.12/networkview?_return_fields%2B=name&_return_as_object=1" -d
' llnamell: lldemoll}l

Create a network view
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{"result™
{"_ref": "networkview/ZG5zLm5ldHdvcmtfdmlldyQx:demo/false”,
"is_default": false,
"name": "demo"

1

Create an authoritative
zone within a network
view

{"fgdn": "infoblox.com",

POST "view": "default.test"}

<wapi_url>/zone_auth

curl -k -u admin:infoblox -H 'content-type: application/json' -X POST
"https://grid-master/wapi/v2.12/zone_auth?_return_fields%2B=fqdn,network_view&_return_as_obj

ect=1" -d {"fgdn": "infoblox.com","view": "default.test"}'

{"result":
{"_ref": "zone_auth/ZG5zLnpvbmUKLjEuY29tLmluZm9ibG94:infoblox.com/default.test",
"fqdn"; "infoblox.com",
"network_view": "test"
"view": "default.test"

i

Create a host record
within a network view

{"name":"host.infoblox.co
m",

"ipv4addrs":
[{"ipv4addr":"10.10.10.20
"},

"view": "default.test"}

POST <wapi_url>/record:host

curl -k -u admin:infoblox -H 'content-type: application/json' -X POST
"https://grid-master/wapi/v2.12/record:host?_return_fields%2B=name,network_view& return_as_o
bject=1" -d '{"name":"host.infoblox.com","ipv4addrs": [{"ipv4addr":"10.10.10.20"}],"view":
"default.test"}’

{"result":
{"_ref"

"record:host/ZG5zL mhvc3QKLEuY29tLmluZm9ibG94Lmhvc3Q:host.infoblox.com/default.test",
"ipv4addrs":

[{"_ref":
"record:host_ipv4addr/ZG5zLmhvc3RfYWRkecmVzcyQuMS5jb20uaWsmb2Jsb3guaG9zdC4xMC4x
MC4xMC4yMC4:10.10.10.20/host.infoblox.com/default.test",

"configure_for_dhcp": false,

"host": "host.infoblox.com”,

"ipv4addr": "10.10.10.20"

11,

"name": "host.infoblox.com",

"network_view": "test",

"view": "default.test"

i

Add a network within a
network view

{"network":
"192.168.1.0/24",
"network_view": "test"}

POST <wapi_url>/network

curl -k -u admin:infoblox -H 'content-type: application/json' -X POST
"https://grid-master/wapi/v2.12/network?_return_fields%2B=network&_return_as_object=1" -d
'{"network": "192.168.1.0/24","network view": "test"}'

{"result"

{"_ref": "network/ZG5zL m5ldHdvemskMTkyLjE20C4xLjAvMjQvMQ:192.168.1.0/24/test",
"network": "192.168.1.0/24",
"network_view": "test"

1
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This is only supported with WAPI version 2.10 onwards

Operation

REST
Method

API Call Sample Body

Sample cURL Command

Sample Output

Get VLAN View

GET  |<wapi_url>/vianview |

curl -k -u admin:infoblox -X GET "https://grid-master/wapi/v2.12/vlanview? return_as_object=1"

{"result":
[{"_ref": "vlanview/ZG5zLnZsYW5fdmlldyRkZWZhdWxOLjEuNDASNA:default/1/4094",
"end_vlan_id": 4094,
"name": "default",
"start_vlan_id": 1

1}

Add a VLAN view

{"start_vlan_id": 10,
POST [<wapi_url>/vlanview "end_vlan_id": 20,
"name": "test"}

curl -k -u admin:infoblox -H 'content-type: application/json' -X POST
"https://grid-master/wapi/v2.12/vlanview?_return_fields%2B=start_vlan_id,end_vlan_id,name&_return_
as_object=1" -d {"start_vlan_id": 10,"end_vlan_id": 20,"name": "test"}’

{"result":

{"_ref": "vlanview/ZG5zLnZsYW5fdmlldyROZXNOLEwLjlw:test/10/20",
"end_vlan_id": 20,
"name": "test",
"start_vlan_id": 10

1}

Add a VLAN range

{"start_vlan_id": 15,

"end_vlan_id": 20,

"name": "testrange”,

"vlan_view":
"vlanview/ZG5zLnZsYW5fdmlldyRO
ZXNOLjEwL jlw:test/10/20"}

POST |<wapi_url>/vlanrange

curl -k -u admin:infoblox -H 'content-type: application/json’ -X POST
"https://grid-master/wapi/v2.12/vlanrange?_return_fields%2B=start_vlan_id,end_vlan_id,name&_return

| as_object=1"-d {"start_vlan_id": 15,"end_vlan_id": 20, "name": "testrange","vlan_view":
"vlanview/ZG5zLnZsYW5fdmlldyROZXNOLEwLjlw:test/10/20"}

{"result";

{"_ref":
"'vlanrange/ZG5zLnZsYW5fcmFuZ2UkdGVzdC4xMC4yMC50ZXNOcmFuZ2UuMTUuMjA:test/testrange
15/20",

"end_vlan_id": 20,

"name": "testrange”,

"start_vlan_id": 15,

"vlan_view": {"_ref": "vlanview/ZG5zLnZsYW5fdmlldyROZXNOLjEwLjlw:test/10/20"}

}

Add a VLAN

{"id": 11,

"name": "testvlan”,

"parent":
"vlanview/ZG5zLnZsYW5fdmlldyRO
ZXNOLJEwLjlw:test/10/20",

POST |<wapi_url>/vlan

"reserved":true,
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"contact":"879220",
"department":"ng"}

curl -k -u admin:infoblox -H 'content-type: application/json' -X POST
"https://grid-master/wapi/v2.12/vlan?_return_fields%2B=id,name&_return_as_object=1" -d '{"id":
11,"name"; "testvlan”,"parent":
"vianview/ZG5zLnZsYW5fdmlldyROZXNOLjEwLjlw:test/10/20","reserved":true,"contact™:."879220","depa
rtment":"ng"}

{"result";

" ref":
"vlan/ZG5zLnZsYW4kLmNvbS5pbmZvYmxveC5kbnMudmxhbl92aWV3JHRIC3QUMTAUMjAUMTE:test/
testvlan/11",

"id": 11,

"name": "testvlan”,

"vlan_view": {"_ref": "vlanview/ZG5zLnZsYW5fdmlldyROZXNOLEwLjlw:test/10/20"}

}

Next available
VLAN

{"id":"func:nextavailablevlanid:vlanvi
ew/ZG5zLnZsYW5fdmlldyROZXNOL
IEwLjlw:test/10/20",

"name": "next-vlan",

"parent":
"vlanview/ZG5zLnZsYW5fdmlldyRO
ZXNOLJEwLjlw:test/10/20",
"reserved":true,

"contact":"879220",
"department":"ng"}

POST [<wapi_url>/vlan

curl -k -u admin:infoblox -H 'content-type: application/json' -X POST
"https://grid-master/wapi/v2.12/vlan?_return_fields%2B=id,name&_return_as_object=1" -d
{"id":"func:nextavailablevlanid:vlanview/ZG5zLnZsYW5fdmlldyROZXNOLjEwLjlw:test/10/20","name":
"next-vlan","parent":
"vlanview/ZG5zLnZsYW5fdmlldyROZXNOLEwLjlw:test/10/20","reserved":true,"contact":"879220","depa

rtment":"ng"}'

(" ref"
"vlan/ZG5zLnZsYW4kLmNvbS5pbmZvYmxveC5kbnMudmxhbl92aWV3JHRIc3QuMTAUMjAUMTA:test/
next-vian/10",

"id": 10,

"name": "next-vlan",

"parent": {" ref": "vlanview/ZG5zLnZsYW5fdmIldyROZXNOLEwL jlw:test/10/20"}}

Create a network
with a VLAN

{"network_view":"default",

"network™"61.0.0.0/24",

"vlans":

[{"vlan™
"vlan/ZG5zLnZsYW4kLmNvbS5pb
mZvYmxveC5kbnMudmxhbl92aWV
3JHRIcC3QUMTAUMjAUMTA:test/nex
t-vlan/10" }]}

POST |[<wapi_url>/network

curl -k -u admin:infoblox -H 'content-type: application/json’ -X POST
"https://grid-master/wapi/v2.12/network?_return_fields%2B=vlans&_return_as_object=1" -d
[{"network_view":"default","network":"61.0.0.0/24","vlans":
[{"vlan":"vlan/ZG5zLnZsYW4kLmNvbS5pbmZvYmxveC5kbnMudmxhbl92aWV3JHRIc3QUMTAuUMjAuM
[TA:test/next-vlan/10" }]}'

{"result":

{"_ref": "network/ZG5zLm5IdHdvemskNjEuUMC4wLjAvMjQvMA:61.0.0.0/24/default",
"network": "61.0.0.0/24",
"network_view": "default",

"vlans":
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[{"id": 10,

"name": "next-vlan",

"vlan":
"vlan/ZG5zLnZsYW4kLmNvbS5pbmZvYmxveC5kbnMudmxhbl92aWV3JHRIc3QuUMTAUMjAUMTA:test/
next-vlan/10"

}}}

Create network
with next available
VLAN

{"network_view":"default",
"network™:"62.0.0.0/24",
"vlans":
POST |<wapi_url>/network [{"vlan™
"func:nextavailablevlan:vlanview/ZG
5zLnZsYW5fdmlldyROZXNOLjEwL|l
w:test/10/20" }]}

curl -k -u admin:infoblox -H 'content-type: application/json’ -X POST
"https://grid-master/wapi/v2.12/network?_return_fields%2B=vlans&_return_as_object=1" -d
[{"network_view":"default","network":"62.0.0.0/24","vlans":
[{"vlan":"func:nextavailablevlan:vlanview/ZG5zLnZsYW5fdmlldyROZXNOLEwL jlw:test/10/20" }]}'

{"result";
{"_ref": "network/ZG5zL m5IdHdvemskNjEuMC4wLjAvMjQvMA:62.0.0.0/24/default",
"network": "62.0.0.0/24",
"network_view": "default",
"vlans":
[{"id™ 11,
"name": "testvlan",
"vlan":
"vlan/ZG5zLnZsYW4kLmNvbS5pbmZvYmxveC5kbnMudmxhbl92aWV3JHRIC3QUMTAUMjAUMTE:test/
testvian/11"

}}}

DHCP ranges

Operation

REST

Method API Call Sample Body

Sample cURL Command

Sample Output

Get DHCP ranges

GET |<wapi url>/range |

curl -k -u admin:infoblox -X GET "https://grid-master/wapi/v2.12/range?_return_as_object=1"

{"result":

[{"_ref":
"'range/ZG5zLmRoY3BfcmFuZ2UKMTkyLjE20C4xLjEwLZE5Mi4xNjguMS4xNS8vLzAv:192.168.1.10/1
92.168.1.15/default",

"end_addr": "192.168.1.15",
"network": "192.168.1.0/24",
"network_view": "default",

"start_addr": "192.168.1.10"

1}
{"start_addr": "10.10.10.20",
"end_addr": "10.10.10.100",
Addr:nISZCP POST |<wapi_url>/range "server_association_type":

"MEMBER",

"member":{" struct™
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"dhcpmember”,
"ipvd4addr" : "172.26.1.3"}}

curl -k -u admin:infoblox -H 'content-type: application/json' -X POST
"https://grid-master/wapi/v2.12/range?_return_fields%2B=start_addr,end_addr,member&_return_as_ob
ject=1" -d {"start_addr": "10.10.10.20","end_addr": "10.10.10.100","server_association_type":
"MEMBER","member™:{"_struct": "dhcpmember","ipv4addr" : "172.26.1.3"}}'

{"result":

{"_ref":
"'range/ZG5zLmRoY3BfcmFuZ2UKMTAUMTAUMTAUMjAVMTAUMTAUMTAUMTAwWLY8vMC8:10.10.10.2
0/10.10.10.100/default",

"end_addr": "10.10.10.100",
"member":
{"_struct": "dhcpmember",
"ipv4addr": "172.26.1.3",
"ipv6addr": null,
"name": "member1.localdomain”
|3
"network™: "10.10.10.0/24",
"network_view": "default",
"start_addr": "10.10.10.20"

})

Add a DHCP
range reserved
range

{"start_addr": "172.26.1.20",
"end_addr": "172.26.1.100"}

POST |<wapi_url>/range

curl -k -u admin:infoblox -H 'content-type: application/json' -X POST
"https://grid-master/wapi/v2.12/range?_return_fields%2B=start_addr,end_addr,member&_return_as_ob
ject=1" -d '{"start_addr": "172.26.1.20","end_addr": "172.26.1.100"}'

{"result";
{"_ref":
"range/ZG5zLmRoY3BfcmFuZ2UKMTcyLjl2LiEuMjAvMTcyLjl2LJEUMTAwWLY8VMC8:172.26.1.20/172.26.
1.100/default",

"end_addr": "172.26.1.100",

"network": "172.26.1.0/24",

"network_view": "default",

"start_addr": "172.26.1.20"

1

In the third scenario in the above example, if you do not assign a member, the range is created as “reserved”.

Search for a DHCP range by Extensible Attributes

Operation

REST

Method API Call

Sample cURL Command
Sample Output

Search ranges by
EA (ranges in
Bangalore)

GET |<wapi_urI>/range’?_return_fields%ZB=extattrs&*Country:=France

curl -k -u admin:infoblox -X GET

"https://grid-master/wapi/v2.12/range?_return_fields%2B=extattrs&*Location:=Bangalore& return_as
object=1"

{"result":

[{"_ref":
"range/ZG5zLmRoY3BfcmFuZ2UKMTAUMTAUMTAUMTUwLzEwWLJEwWLjEwWLjlwMC8vLzEv:10.10.10.1
50/10.10.10.200/test",

"end_addr": "10.10.10.200",

"extattrs": {"Location": {"value": "Bangalore"}},

"network": "10.10.10.0/24",
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"network_view": "test",
"start_addr": "10.10.10.150"

hiki

DHCP Leases

Operation

REST

Method API Call

Sample cURL Command

Sample Output

Get DHCP leases

GET |<wapi url>/lease

curl -k -u admin:infoblox -X GET "https://grid-master/wapi/v2.12/lease?_return_as_object=1"

{"result";

[{"_ref": "lease/ZG5zLmxIY XNIJDAVMTAUMTAUMC4yMDAvVMC8:10.10.10.200/test",
"address": "10.10.10.200",
"network_view": "test"

i

{"_ref": "lease/ZG5zLmxIYXNIJDAVMTAUMTAUMC4xOTUVMC8:192.168.1.100/default",
"address": "192.168.1.100",

"network_view": "default”

{"_ref": "lease/ZG5zLmxIYXNIJDAVMTAUMTAUMC4xOTEvMC8:10.10.10.191/default",
"address": "10.10.10.191",
"network_view": "default"

Get DHCP lease by
IP Address

)
GET <wapi_url>/lease?address=172.26.1.250& return_fields=binding_state,hardware,client_ho
stname, fingerprint& max_results=1

curl -k -u admin:infoblox -X GET
"https://grid-master/wapi/v2.12/lease?address=172.26.1.250& return_fields=binding_state,hardware,
client_hostname,fingerprint& max_results=1& return_as_object=1"

{"result";

[{"_ref": "lease/ZG5zLmxIYXNIJDQvMTcyLjE2LjlwMC4xMDEVMCB8:172.26.1.250/default1",
"binding_state": "ACTIVE",

"fingerprint": "Cisco/Linksys SPA series IP Phone",

"hardware": "16:55:a4:1b:98:¢c9"

ki

Get a DHCP lease
by hostname

GET <wapi_url>/lease?client_hostname~=demo& max_results=1&_return_fields=binding_state
,hardware,client_hostname,fingerprint

curl -k -u admin:infoblox -X GET
"https://grid-master/wapi/v2.12/lease?client_hostname~=demo&_max_results=1&_return_fields=bindi
ng_state,hardware,client_hostname,fingerprint& return_as_object=1"

{"result":

[{"_ref": "lease/ZG5zLmxIYXNIJC8xOTIUMTY4LjQuMy8wLzE3:192.168.4.3/Company%201",
"binding_state": "STATIC",

"client_hostname": "test",

"hardware": "12:34:56:78:91:23"

Get DHCP leases
by network

1}
GET <wapi_url>/lease?network=172.26.1.0/24& return_fields=binding_state,hardware,client_h
ostname, fingerprint,network

curl -k -u admin:infoblox -X GET
"https://grid-master/wapi/v2.12/lease?network=172.26.1.0/24&_return_fields=binding_state,hardware
,client_hostname,fingerprint,network& return_as_object=1"
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{"result™
[{"_ref": "lease/ZG5zLmxIYXNIJDQvMTcyLjE2LjlwMC4xMDEVMC8:172.26.1.250/default1",
"binding_state": "ACTIVE",
"fingerprint": "Cisco/Linksys SPA series |IP Phone",
"hardware": "16:55:a4:1b:98:¢c9",
"network™: "172.26.1.0/24"
I
{"_ref": "lease/ZG5zLmxIYXNIJC8XOTIUMTY4LjQuMy8wLzE3:172.26.1.3/Company%201",
"binding_state™: "STATIC",
"client_hostname": "test",
"hardware": "12:34:56:78:91:23",
"network™: "172.26.1.0/24"

hiki

For these operations, you would need the _ref of the grid.

Operation

REST

Method API Call

Sample cURL Command

Sample Output

Grid reference

GET |<wapi_url>/grid

curl -k -u admin:infoblox -X GET "https://grid-master/wapi/v2.12/grid"

{"result™

[{" ref": "grid/b25ILmNsdXNOZXIkMA:Infoblox"}]}

Grid Settings

REST
o ; Method API Call Sample Body
peration Sample cURL Command
Sample Output
{"snmp_setting":
{"queries_community_string":
"public”,
"queries_enable": true,
PUT <wapi_url>/grid/b25ILmNsdXNOZXIkMA:Info | "trap_receivers":
blox?_return_fields%2B=snmp_setting [{"address™: "1.1.1.1"}],
"traps_community_string":
"public”,
"traps_enable": true
1
curl -k -u admin:infoblox -X GET
Configure SNMP "https://grid-master/wapi/v2.12/grid/b25ILmNsdXNOZXIkMA:Infoblox?_return_fields%2B=sn

mp_setting&_return_as_object=1" -d '{"snmp_setting": {"queries_community_string":

"public”,"queries_enable": true, "trap_receivers": [{"address":
"1.1.1.1"}],"traps_community string": "public","traps_enable": true}}'

{"result":

{"_ref": "grid/b25ILmNsdXNOZXIkMA:Infoblox",

"snmp_setting":
{"engine_id": ["80:00:1E:63:05:00:50:56:81:4d:38:0a:c4:cd:0c"],
"queries_community_string": "public”,
"queries_enable": true,
"snmpv3_queries_enable": false,
"snmpv3_traps_enable": false,
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"syscontact": [],

"sysdescr": [],

"syslocation": [],

"sysname": [],

"trap_receivers": [{"address": "1.1.1.1"}],
"traps_community_string": "public",
"traps_enable": true

i

Configure NTP

{"ntp_setting":

<wapi_url>/grid/b25ILmNsdXNOZXIkMA:Info | {,Enable_ntp™ true,
ntp_servers":

b|OX?_retUrn_ﬁeldS‘J/OZB:ntp_setting [{"addreSS"'"10 224.0 10"}]
}

PUT

curl -k -u admin:infoblox -X GET
"https://grid-master/wapi/v2.12/grid/b25ILmNsdXNOZXIkMA:Infoblox?_return_fields%2B=ntp

| setting&_return_as_object=1" -d '{"ntp_setting": {"enable_ntp": true,"ntp_servers":
[{"address":"10.224.0.10"}]}}'

{"result":
{"_ref": "grid/b25ILmNsdXNOZXIkMA:Infoblox",
"ntp_setting":

{"enable_ntp": true,

"ntp_acl™

{"ac_list": [],
"acl_type": "NONE",
"service": "TIME"},

"ntp_keys": [1,
"ntp_kod": false,
"ntp_servers":

[{"address": "10.224.0.10",
"burst": true,
"enable_authentication": false,
"iburst": true,

"preferred": false}]}

Configure DNS Resolver
Setting

<wapi_url>/grid/b25ILmNsdXNOZXIkMA:Info {"dns_resolver_setting" :
PUT blox?_return_fields%2B=dns_resolver_settinf"resolvers":["192.168.8.52"]}

9
curl -k -u admin:infoblox -X GET
"https://grid-master/wapi/v2.12/grid/b25ILmNsdXNOZXIkMA:Infoblox?_return_fields%2B=dn

s_resolver_setting&_return_as_object=1" -d {"dns_resolver_setting" :
{"resolvers":["192.168.8.52"}}'
{"result":
{"_ref": "grid/b25ILmNsdXNOZXIkMA:Infoblox",
"dns_resolver_setting":

{"resolvers": ["192.168.8.52"],

"search_domains": []

}

}}

Grid DNS properties

The grid:dns object supports DNS service management and configuration such as time-to-live (TTL) settings,
zone transfers, queries, root name servers, dynamic updates, sort lists, Transaction Signatures (TSIG) for DNS

and others, all at the grid level.
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The service configurations of a grid are inherited by all members, zones, and networks unless you specifically
override them for selected members, zones, and networks. For this reason, it is recommended that you
configure services at the grid level before configuring member, zone and network services.

The Grid Member DNS (member:dns) object can be used to configure DNS properties for a Grid member,
including enabling or disabling DNS services and other DNS service related parameters. Remember to set the
corresponding use flag to true. The value of the field will only take effect when its use flag is true. Otherwise,
Grid service configurations are inherited by all members.

In the following examples, max_cached_lifetime indicates the maximum time (in seconds) a DNS response can
be stored in the hardware acceleration cache.

REST
o _ Method API Call Sample Body
peration Sample cURL Command
Sample Output
<wapi_url>/grid:dns?_return_fields%2B=ma
GET 2
X _cached_lifetime

Get grid DNS properties

curl -k -u admin:infoblox -X GET
"https://grid-master/wapi/v2.12/grid:dns?_return_fields%2B=max_cached_lifetime&_return_
as_object=1"

{"result":
[{"_ref": "grid:dns/ZG5zLmNsdXN0ZXJfZG5zX3Byb3BlcnRpZXMkMA:Infoblox",
"max_cached_lifetime": 86400

1}

Modify grid DNS properties
(max_cached_lifetime) at the
Grid level

<wapi_url>/grid:dns/ZG5zLmNsdXN0ZXJfZ
PUT G5zX3Byb3BlcnRpZXMkMA:Infoblox?_retur {"max_cached_lifetime":60000}
n fields%2B=max cached lifetime

curl -k -u admin:infoblox -H 'content-type: application/json’ -X PUT
"https://grid-master/wapi/v2.12/grid:dns/ZG5zLmNsdXN0ZXJfZG5zX3Byb3BlcnRpZXMkMA:
Infoblox?_return_fields%2B=max_cached_lifetime&_return_as_object=1" -d
'{"max_cached_lifetime":60000}'

{"result":
{"_ref": "grid:dns/ZG5zLmNsdXN0ZXJfZG5zX3Byb3BlcnRpZXMkMA:Infoblox",
"max_cached_lifetime": 60000

Get member DNS properties

1}
<wapi_url>/member:dns?_return_fields%2B
GET B e
=max_cached lifetime

curl -k -u admin:infoblox -X GET
"https://grid-master/wapi/v2.12/member:dns?_return_fields%2B=max_cached_lifetime&_ret
urn_as_object=1"

{"result":

[{"_ref": "member:dns/ZG5zLm1IbWJIcl9kbnNfcHJvcGVydGlicyQw:infoblox.localdomain”,
"host_name": "infoblox.localdomain",

"ipvdaddr": "172.26.1.2",

"max_cached_lifetime": 86400

12
{"_ref": "member:dns/ZG5zLm1IbWJlcI9kbnNfcHJvcGVydGlicyQx:member1.localdomain”,
"host_name": "member1.localdomain”,
"ipvd4addr": "172.26.1.3",
"max_cached_lifetime": 86400

H}
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Modify DNS properties
(max_cached_lifetime) at the
member level

<wapi_url>/member:dns/ZG5zLm1IbWJlclI9k "use_max_cached_lifetime":
bnNfcHJveGVydGlicyQx:member1.localdom — = - )
ain?_return_fields%2B=max_cached_lifetim frue, e

o = - - - 'max_cached_lifetime":80000}

PUT

curl -k -u admin:infoblox -H 'content-type: application/json' -X PUT
"https://grid-master/wapi/v2.12/member:dns/ZG5zLm11bWJIcI9kbnNfcHJvcGVydGlicyQx:me
mber1.localdomain?_return_fields%2B=max_cached_lifetime&_return_as_object=1" -d
'{"use max cached lifetime": true,"max_cached lifetime":80000}'

{"result":

[{"_ref": "member:dns/ZG5zLm11bWJIcl9kbnNfcHJvcGVydGllicyQx:member1.localdomain”,
"host_name": "member1.localdomain”,

"ipv4addr": "172.26.1.3",

"max_cached_lifetime": 80000

1}

Update DNS properties with
additional IP list

<wapi_url>/member:dns/ZG5zLm1IbWJlIclI9k "additional_ip_list"
PUT bnNfcHJveGVydGllcyQw:infoblox.localdomai ['32.32.32 3—2F.J,E ’
n? return fields%2B=additional ip list e

curl -k -u admin:infoblox -H 'content-type: application/json' -X PUT
"https://grid-master/wapi/v2.12/member:dns/ZG5zLm11bWJIcI9kbnNfcHJvcGVydGlicyQw:inf
oblox.localdomain?_return_fields%2B=additional_ip_list&_return_as_object=1" -d
'{"additional_ip list": ["32.32.32.32"]}'

{"result"

[{"_ref": "member:dns/ZG5zLm11bWJIcl9kbnNfcHJvcGVydGlicyQw:infoblox.localdomain”,
"host_name": "infoblox.localdomain”,

"ipvd4addr": "172.26.1.3",

"additional_ip_list": ["32.32.32.32"]

1}

Members

Operation

REST

Method API Call Sample Body

Sample cURL Command
Sample Output

Get members

GET |<wapi_ur|>/member |

curl -k -u admin:infoblox -X GET
"https://grid-master/wapi/v2.12/member?_return_as_object=1"
{"result":
[{"_ref": "member/b25ILnZpcnR1YWxfbm9kZSQw:infoblox.localdomain”,
"config_addr_type": "IPV4",
"host_name": "infoblox.localdomain”,
"platform": "VNIOS",
"service_type_configuration": "ALL_V4"
|3
{"_ref": "member/b25ILnZpcnR1YWxfbm9kZSQx:member1.localdomain”,
"config_addr_type": "IPV4",
"host_name": "member1.localdomain”,
"platform": "VNIOS",
"service_type_configuration": "ALL_V4"

1}

Get details of a member
based on its name

<wapi_url>/member?host_name=infoblox.loc
aldomain

curl -k -u admin:infoblox -X GET
"https://grid-master/wapi/v2.12/member?host_name=infoblox.localdomain&_return_as_obje
ct=1"

GET
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{"result":
[{"_ref": "member/b25ILnZpcnR1YWxfbm9kZSQw:infoblox.localdomain",
"config_addr_type": "IPV4",
"host_name": "infoblox.localdomain”,
"platform™: "VNIOS",
"service_type_configuration": "ALL_V4"
i)
i ?i =
GET ;wapl_url>/member. ipv4_address=172.26.1.
curl -k -u admin:infoblox -X GET
"https://grid-master/wapi/v2.12/member?ipv4_address=172.26.1.2& return_fields%2B=vip_
setting& return as object=1"
{"result":

[{"_ref": "member/b25ILnZpcnR1YWxfbm9kZSQw:infoblox.localdomain”,
"config_addr_type": "IPV4",

Get details of a member "host_name": "infoblox.localdomain”,
based on its IPv4 address | _Platiorm’:"VNIOS®,
"service_type_configuration": "ALL_V4",
"vip_setting":

{"address": "172.26.1.2",

"dscp": 0,

"gateway": "172.26.1.1",
"primary": true,

"subnet_mask": "255.255.255.0",
"use_dscp": false

I3

GET <_vvapi_urI>/member?_return_fields%2B=node
| info
curl -k -u admin:infoblox -X GET
"https://grid-master/wapi/v2.12/member?_return_fields%2B=node_info&_return_as_object=
1"
{"result":
[{"_ref": "member/b25ILnZpcnR1YWxfbm9kZSQw:infoblox.localdomain”,

"config_addr_type": "IPV4",

"host_name": "infoblox.localdomain”,

"node_info":

[{"ha_status": "NOT_CONFIGURED",

"hwid": "42017879A14D4EE9E59F6ABECOE8F729",

"hwmodel": "",
Get node information for all :hwplatfﬁ)rlr'n": "VMVYARE",
members hwtype 1 "IB-V815",

"lan2_physical_setting": {"auto_port_setting_enabled": true},
"lan_ha_port_setting":
{"ha_port_setting":

{"auto_port_setting_enabled": true,

"speed": "10"},

"lan_port_setting": {"auto_port_setting_enabled": true}

2
"mgmt_physical_setting": {"auto_port_setting_enabled": true},
"paid_nios": false,

"physical_oid": "0",
"service_status":
[{"description": "Running",
"service": "NODE_STATUS",
"status": "WORKING"
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}'

{"description": "2% - Primary drive usage is OK.",
"service": "DISK_USAGE",

"status": "WORKING"

}'

{"description": "172.26.1.2",

"service": "ENET_LAN",

"status": "WORKING"

}'

{"description": "7% - Database capacity usage is OK.",
"service": "DB_OBJECT",

"status": "WORKING"

2
{"service": "NTP_SYNC",
"status": "INACTIVE"

{"service": "VPN_CERT",

"status": "WORKING"

}]'

"v6_mgmt_network_setting":
{"auto_router_config_enabled": false,
"enabled": false

Get Service Status for all
members

<wapi_url>/member?_return_fields%2B=servi
GET
ce status

curl -k -u admin:infoblox -X GET
"https://grid-master/wapi/v2.12/member?_return_fields%2B=service_status&_return_as_obj
ect=1"

{"result":
[{"_ref": "member/b25ILnZpcnR1YWxfbm9kZSQw:infoblox.localdomain”,

"config_addr_type": "IPV4",

"host_name": "infoblox.localdomain",

"platform™: "VNIOS",

"service_status":

[{"description": "DHCP Service is working",

"service": "DHCP",

"status": "WORKING"

13

{"description": "DNS Service is working",
"service": "DNS",
"status": "WORKING"

13

{"description": "NTP Service is working",
"service": "NTP",
"status": "WORKING"

13

{"description": "Hard Disk: 0% - TFTP Service is inactive",
"service": "TFTP",
"status": "INACTIVE"

13

{"description": "Hard Disk: 0% - HTTP File Dist Service is inactive",
"service": "HTTP_FILE_DIST",
"status": "INACTIVE"

2
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{"description": "Hard Disk: 0% - FTP Service is inactive",
"service": "FTP",

"status": "INACTIVE"

2
{"description": "CPU: 100%, Memory: 0%, Hard Disk: 0%",
"service": "BLOXTOOLS",

"status": "INACTIVE"

2

{"description": "Captive Portal Service is inactive",
"service": "CAPTIVE_PORTAL",

"status": "INACTIVE"

}!
"service": "HSM",
"status": "UNKNOWN"
1,
"service_type_configuration": "ALL_V4"

12

Modify the name of a
member

PUT <wapi_url>/member/b25ILnZpcnR1YWxfbm9
kZSQw:infoblox.localdomain

curl -k -u admin:infoblox -H 'content-type: application/json' -X PUT
"https://grid-master/wapi/v2.12/member/b25ILnZpcnR1YWxfbm9kZSQw:infoblox.localdomai
n? return fields%2B=host name& return as object=1" -d '{"host name":"nios.test.com"}'
{"result™

{"_ref": "member/b25ILnZpcnR1YWxfbm9kZSQw:nios.test.com"”,

"config_addr_type": "IPV4",

"host_name": "nios.test.com”,

"platform™: "VNIOS",

"service_type_configuration": "ALL_V4"

{"host_name":"nios.test.com"}

1

Add static routes to a
member

{"static_routes":

puT  [SWapi_url>/member/b25ILnZpcnR1YWxfbm9 [{"address"-"10.10.10.0",

kZSQw:infoblox.localdomain :gateway“:"1 7%_'26'1 A
subnet_mask":

"255.255.255.0"}]}

curl -k -u admin:infoblox -H 'content-type: application/json' -X PUT
"https://grid-master/wapi/v2.12/member/b25ILnZpcnR1YWxfbm9kZSQw:infoblox.localdomai
n?_return_fields%2B=static_routes&_return_as_object=1" -d '{ "static_routes":[{"address":
"10.10.10.0","gateway": "172.26.1.1","subnet_mask": "255.255.255.0"}]}'

{"result":
{"_ref": "member/b25ILnZpcnR1YWxfbm9kZSQw:infoblox.localdomain",
"config_addr_type": "IPV4",
"host_name": "infoblox.localdomain”,
"platform™: "VNIOS",
"service_type_configuration": "ALL_V4",
"static_routes":
[{"address": "10.10.10.0",
"gateway": "172.26.1.1",
"subnet_mask": "255.255.255.0"
i

Delete static routes from a
member

PUT <wapi_url>/member/b25ILnZpcnR1YWxfbm9 ("static_routes": []}

kZSQw:infoblox.localdomain
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curl -k -u admin:infoblox -H 'content-type: application/json’ -X PUT
"https://grid-master/wapi/v2.12/member/b25ILnZpcnR1YWxfbm9kZSQw:infoblox.localdomai
n?_return_fields%2B=static_routes&_return_as_object=1" -d '{ "static_routes":[]}’

{"result":
{"_ref": "member/b25ILnZpcnR1YWxfbom9kZSQw:infoblox.localdomain",
"config_addr_type™: "IPV4",
"host_name": "infoblox.localdomain”,
"platform™: "VNIOS",
"service_type_configuration": "ALL_V4",
"static_routes": []

1

Enable DNS Service on a
member

<wapi_url>/member:dns/ZG5zLm1IbWJIcl9kb
PUT  |nNfcHJvcGVydGlicyQw:member1.localdomai [{"enable_dns":true}
n

curl -k -u admin:infoblox -H 'content-type: application/json' -X PUT
"https://grid-master/wapi/v2.12/member:dns/ZG5zLm11bWJIcI9kbnNfcHJvcGVydGlicyQw:m
ember1.localdomain? return _as object=1" -d {"enable dns":true}'

{"result": "member:dns/ZG5zLm11bWJIcl9kbnNfcHJvcGVydGlicyQw:member1.localdomain"}

Enable DHCP Service on a
member

<wapi_url>/member:dhcpproperties/ZG5zLm
PUT  |1IbWJIcl9kaGNwX3Byb3BlcnRpZXMkMQ:me [{"enable_dhcp":true}
mber1.localdomain

curl -k -u admin:infoblox -H 'content-type: application/json' -X PUT
"https://grid-master/wapi/v2.12/member:dhcpproperties/ZG5zLm11bWJIcI9kaGNwX3Byb3BI
cnRpZXMkMQ:member1.localdomain? return as object=1" -d {"enable dhcp":true}'

{"result":
"member:dhcpproperties/ZG5zLm11bWJIcl9kaGNwX3Byb3BlcnRpZXMkMQ:member1.local
domain"}

Add a member to the grid

{"config_addr_type": "IPV4",
"platform™: "VNIOS",
"host_name":"autojoin01.localdo
main",

POST [<wapi_url>/member "vip_setting":

{"subnet_mask": "255.255.255.0"

"address": "192.128.2.7".
"gateway":"192.128.2.1"}}

curl -k -u admin:infoblox -H 'content-type: application/json' -X POST
"https://grid-master/wapi/v2.12/member?_return_as_object=1" -d '{"config_addr_type":
"IPV4" "platform":

"VNIOS","host_name":"autojoin01.localdomain”,"vip_setting": {"subnet_mask": "255.255.25
5.0" "address": "192.128.2.7","gateway":"192.128.2.1"}}'

{"result": "member/b25ILnZpcnR1YWxfbm9kZSQx:autojoin01.localdomain™}

Add a HA member to the grid

{"config_addr_type": "IPV4",
"platform": "VNIOS",
"host_name":"member-ha.localdo
main",

"enable_ha":true,
"router_id":150,
"vip_setting":
{"subnet_mask":
"255.255.255.0",

"address": "192.128.2.100",
"gateway":"192.128.2.1"},
"node info":

POST [<wapi_url>/member
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[{"lan_ha_port_setting™:
{"ha_ip_address":"192.128.2.70",
"mgmt_lan":"192.128.2.80"}},
{"lan_ha_port_setting":
{"ha_ip_address":"192.128.2.71",
"mgmt lan":"192.128.2.81"}}1}

curl -k -u admin:infoblox -H 'content-type: application/json' -X POST
"https://grid-master/wapi/v2.12/member?_return_as_object=1" -d {"config_addr_type™:
"IPV4","platform":
"VNIOS","host_name":"member-ha.localdomain”,"enable_ha":true,"router_id":150,"vip_setti
ng": {"subnet_mask": "255.255.255.0","address":
"192.128.2.100","gateway":"192.128.2.1"},"node_info":[{"lan_ha_port_setting":{"ha_ip_addr
ess™"192.128.2.70","mgmt_lan":"192.128.2.80"}},{"lan_ha_port_setting":{"ha_ip_address":"
192.128.2.71","mgmt_lan™"192.128.2.81"}]}'

{"result": "member/b25LnW9vjR1ZUxfbm9aUlsx:member-ha.localdomain"}

Add a member with anycast
configuration

{"config_addr_type": "IPV4",
"platform™: "VNIOS",
"host_name":"member-anycast.lo
caldomain”,

"vip_setting":

{"subnet_mask":
"255.255.255.0",

"address": "192.128.2.100",
"gateway":"192.128.2.1"},
"additional_ip_list":
[{"anycast":true,
"enable_bgp":true,
"enable_ospf":true,
"interface":"LOOPBACK",
"ipv4_network_setting":
{"subnet_mask":
"255.255.255.255",

"address": "192.128.2.10",
"gateway":"192.128.2.1"}}],
"bgp_as":

[{"as":100,

"link_detect":true,

"neighbors":
[{"authentication_mode":"NONE",
"interface":"LAN_HA",
"neighbor_ip":"192.168.2.102",
"remote_as":102,
"enable_bfd":true}l}],
"ospf_list":

[{"area_id":"100",
"authentication_type":"NONE",
"auto_calc_cost_enabled":true,
"interface":"LAN_HA",
"is_ipv4":true}l}

curl -k -u admin:infoblox -H 'content-type: application/json' -X POST
"https://grid-master/wapi/v2.12/member?_return_as_object=1" -d '{"config_addr_type":
"IPV4" "platform": "VNIOS","host_name":"member-anycast.localdomain”,"vip_setting":
{"subnet_mask": "255.255.255.0","address":
"192.128.2.100","gateway™:"192.128.2.1"},"additional_ip_list":[{"anycast":true,"enable_bgp":t
rue,"enable_ospf":true,"interface":"LOOPBACK","ipv4_network_setting":{"subnet_mask":

POST [<wapi_url>/member
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"255.255.255.255" "address™:
"192.128.2.10","gateway":"192.128.2.1"}}],"bgp_as":[{"as":100,"link_detect":true,"neighbors"
:[{"authentication_mode":"NONE","interface":"LAN_HA","neighbor_ip":"192.168.2.102","rem
ote_as":102,"enable_bfd":true}]}],"ospf_list":[{"area_id":"100","authentication_type":"NONE",
"auto calc cost enabled":true,"interface":"LAN HA""is ipv4":true}]}

{"result": "member/b25ILnZpcnR1YWxfbm9kZSQz:member-anycast.localdomain"}

Initiate member join

{"grid_name":"Infoblox",
"master":"<grid master ip
address>",

"shared secret":"test"}

POST [<member_wapi_url>/grid?_function=join

curl -k -u admin:infoblox -H 'content-type: application/json' -X POST
"https://member-master/wapi/v2.12/grid?_function=join&_return_as_object=1" -d

'{"grid_name":"Infoblox", "master":"grid-master", "shared_secret":"test"}'

Clear DNS Cache

Operation

REST

Method API Call

Sample cURL Command

Sample Output

Get member DNS reference

GET |<wapi url>/member:dns

curl -k -u admin:infoblox -X GET
"https://grid-master/wapi/v2.12/member:dns?_return_as_object=1"

{"result":
[{"_ref": "member:dns/ZG5zLm1IbWJIcl9kbnNfcHJvcGVydGlicyQw:infoblox.localdomain”,
"host_name": "infoblox.localdomain",
"ipv4addr": "10.196.205.12"},
{"_ref":
"member:dns/ZG5zLm11bWJIcl9kbnNfcHJveGVydGllicyQx:infoblox_member1.localdomain”,
"host_name": "infoblox_member1.localdomain”,
"ipv4addr": "10.196.205.13"},
{"_ref":
"member:dns/ZG5zLm1IbWJIcl9kbnNfcHJveGVydGllicyQ2:infoblox-cpmember.localdomain”

i
LU [ H

"host_name": "infoblox-cpomember.localdomain”,
"ipvdaddr": "10.196.205.14"},
{"_ref":
"member:dns/ZG5zLm1IbWJIcl9kbnNfcHJvcGVydGllicyQ4:testingwapi.localdomain”,
"host_name": "testingwapi.localdomain”,
"ipvdaddr": "192.128.2.7"},
{"_ref": "member:dns/ZG5zLm1IbWJIcl9kbnNfcHJvcGVydGlicyQxMA:nios.test.com”,

"host_name": "nios.test.com",
"ipvd4addr": "10.196.205.100"

1}

Clear DNS cache of a
member

<wapi_url>/member:dns/ZG5zLm1IbWJIcI9kbnNfcHJvcGVydGlicyQx:infoblox_

POST member1.localdomain? function=clear dns cache

curl -k -u admin:infoblox -H 'content-type: application/json' -X POST
"https://grid-master/wapi/v2.12/member:dns/ZG5zLm11bWJIcl9kbnNfcHJvcGVydGlicyQx:inf
oblox_member1.localdomain?_function=clear_dns_cache"

i

Clear DNS cache of a
member for a specific DNS
view

<wapi_url>/member:dns/ZG5zLm11bWJIcl9kbnNfcHJvcGVydGlicyQx:infoblox_

POST member1.localdomain?_function=clear_dns_cache&view=Internal%20DNS

curl -k -u admin:infoblox -H 'content-type: application/json' -X POST
"https://grid-master/wapi/v2.12/member:dns/ZG5zLm11bWJIcI9kbnNfcHJvcGVydGlicyQx:inf

oblox_member1.localdomain?_function=clear_dns_cache&view=Internal%20DNS"
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{}

Clear DNS cache of a
member for a specific FQDN
and all the records within it

<wapi_url>/member:dns/ZG5zLm1lIbWJIcl9kbnNfcHJvcGVydGlicyQx:infoblox_
POST |member1.localdomain?_function=clear_dns_cache&domain=test.comé&clear_f
ull_tree=true

curl -k -u admin:infoblox -H 'content-type: application/json' -X POST
"https://grid-master/wapi/v2.12/member:dns/ZG5zLm11bWJIcI9kbnNfcHJvcGVydGlicyQx:inf
oblox_member1.localdomain?_function=clear_dns_cache&domain=test.com&clear_full_tre
e=true"

{}
Services
REST
Operation Method API Call Sample Body
Sample cURL Command
i i : ?
POST <wap|_LirI>/gr|d/b25ILmNsc_iXNOZXIkI\/IA.Infoblox._f {"service_option™: "ALL"}
unction=requestrestartservicestatus

Get grid service status

curl -k -u admin:infoblox -H 'content-type: application/json' -X POST
"https://grid-master/wapi/v2.12/grid/b25ILmNsdXNOZXIkMA:Infoblox?_function=requestr
estartservicestatus" -d '{"service_option": "ALL"}'

Restart the services

{"member_order" :
"SIMULTANEOUSLY",
"service_option": "ALL"}

<wapi_url>/grid/b25ILmNsdXNO0ZXIkMA:Infoblox?_f

POST T .
unction=restartservices

curl -k -u admin:infoblox -H 'content-type: application/json' -X POST
"https://grid-master/wapi/v2.12/grid/b25ILmNsdXNOZXIkMA:Infoblox?_function=
restartservices" -d '{"member_order" : "SIMULTANEOUSLY","service_option": "ALL"}'

Restart the services when no

restart action is required

{"member_order" :
"SIMULTANEOUSLY",
"restart_option":"FORCE
| RESTART",

"service option": "ALL"}

<wapi_url>/grid/b25ILmNsdXNOZXIKMA:Infoblox?_f

POST T !
unction=restartservices

curl -k -u admin:infoblox -H 'content-type: application/json’ -X POST
"https://grid-master/wapi/v2.12/grid/b25ILmNsd XN0ZXIkMA:Infoblox?_function=
restartservices" -d '{"member_order" :
"SIMULTANEOUSLY""restart_option":"FORCE_RESTART","service _option": "ALL"}'

Get the pending changes

GET <wapi_url>/grid:servicerestart:request:changedobje
ct

curl -k -u admin:infoblox -X GET
"https://grid-master/wapi/v2.12/grid:servicerestart:request:changedobject”

In the above examples, in the service_option you can replace ALL with DNS or DHCP

Discovery

Operation

REST

Method API Call Sample Body

Sample cURL Command

Sample Output

Get the pre-built discovery tasks

on the grid

GET |<wapi_u rI>/discoverytask |

curl -k -u admin:infoblox -X GET
"https://grid-master/wapi/v2.12/discoverytask? return as object=1"

{"result":

[{"_ref": "discoverytask/ZG5zLmRpc2NvdmVyeVO0YXNrJGN1cndlbnQ:current",
"discovery_task_oid": "current”,
"member_name": "infoblox.localdomain"},
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{"_ref": "discoverytask/ZG5zLmRpc2NvdmVyeV90YXNrJHNjaGVkdWxIZA:scheduled",
"discovery_task_oid": "scheduled",
"member_name": "infoblox.localdomain”

1}

Modify the scheduled discovery
task

'{"mode":"ICMP",
"network_view":"default",
"networks":
["network/ZG5zLm5IdHdvemskMTky
LiE20C4xMS4wLzI0LZzA:192.168.11
.0/24/default",
"'network/ZG5zLm5IdHdvemskMTcy
LjAuMC4wLzI0LZzA:172.0.0.0/24/def
ault",
"network/ZG5zLm5ldHdvemskMTAu
MTAUMTAWLjAVMjQvMA:10.10.100.
0/24/default"],

"ping_retries": 5,

"ping_timeout": 1500,
"scheduled_run":

{"frequency": "DAILY",
"hour_of_day": 6,
"minutes_past_hour": 0,

"repeat": "RECUR"

y

<wapi_url>/discoverytask/ZG5zLmRpc2N
PUT dmVyeV90YXNrJHNjaGVkdWxIZA:sche
duled

curl -k -u admin:infoblox -H 'content-type: application/json' -X PUT
"https://grid-master/wapi/v2.12/discoverytask/ZG5zLmRpc2NvdmVyeVI0YXNrJHNjaGVk
dWxIZA:scheduled" -d '{"mode":"ICMP","network_view":"default","networks":
["network/ZG5zLm5IdHdvemskMTkyLjE20C4xMS4wLzI0LzA:192.168.11.0/24/default",
"network/ZG5zLm5IdHdvemskMTcyLjAuMC4wLzI0LzA:172.0.0.0/24/default","network/ZG
5zLm5IdHdvemskM TAUMTAUMTAwWLjAVMjQvMA:10.10.100.0/24/default"],"ping_retries":
5,"ping_timeout": 1500,"scheduled_run"; {"frequency": "DAILY","hour_of_day":
6,"minutes_past_hour": 0,"repeat": "RECUR"}}'

discoverytask/ZG5zLmRpc2NvdmVyeVI0YXNrJHNjaGVkdWxIZA:scheduled

Modify the current discovery task|

'{"mode":"ICMP",
"network_view":"default",
"networks":
["network/ZG5zLm5ldHdvemskMTky
LiE20C4xMS4wLzI0LzA:192.168.11
.0/24/default",
<wapi_url>/discoverytask/ZG5zLmRpc2N ['network/ZG5zLm5IdHdvemskMTcy
dmVyeVI0YXNrJGN1cnJlbnQ:current  |LJAUMC4wLzIOLZzA:172.0.0.0/24/def
ault",
"network/ZG5zLm5IdHdvemskMTAu
MTAUMTAWLjAVMjQvMA:10.10.100.
0/24/default"],

"ping_retries": 5,

"ping_timeout": 1500}

PUT

curl -k -u admin:infoblox -H 'content-type: application/json' -X PUT
"https://grid-master/wapi/v2.12/discoverytask/ZG5zLmRpc2NvdmVyeVI0YXNrJGN1cndlb
nQ:current" -d '{"mode":"ICMP","network_view":"default","networks":
["network/ZG5zLm5IdHdvemskMTkyLjE20C4xMS4wLzI0LzA:192.168.11.0/24/default",
"network/ZG5zLm5IdHdvemskMTcyLjAuMC4wLzI0LzA:172.0.0.0/24/default","network/ZG
5zLm5IdHdvemskM TAUMTAUMTAwWLjAVMjQvMA:10.10.100.0/24/default"],"ping_retries":
5,"ping_timeout": 1500}’

discoverytask/ZG5zLmRpc2NvdmVyeVI0YXNrJGN1cndIbnQ:current
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Start the current discovery task

<wapi_url>/discoverytask/ZG5zLmRpc2
POST |NvdmVyeVI0YXNrJGN1cndlbnQ:currentf"action™:"START"}
?_function=network_discover_control

curl -k -u admin:infoblox -H 'content-type: application/json’ -X POST
"https://grid-master/wapi/v2.12/discoverytask/ZG5zLmRpc2NvdmVyeVI0YXNrJGN1cndlb
nQ:current?_function=network_discovery control" -d '{"action":"START"}'

Fetch the discovery task to get

GET <wapi_url>/discoverytask?_return_fields
%2B=status,state

curl -k -u admin:infoblox -X GET
"https://grid-master/wapi/v2.12/discoverytask?_return_as_object=1&_return_fields%2B=s
tatus,state"

{"result":
[{"_ref": "discoverytask/ZG5zLmRpc2NvdmVyeVI0YXNrJGN1cndlbnQ:current",
"discovery_task_oid": "current”,

"member_name": "infoblox.localdomain",
"state": "COMPLETE",

the state "status": "Current status: Ended\nDiscovery was started by administrator ‘admin‘\n\n
Discovered: 8\n Pending processing: 0\n Managed: 0\n Unmanaged: 8\n Conflicts: 0\n\n
Existing objects updated with discovery data: 0"},
{"_ref": "discoverytask/ZG5zLmRpc2NvdmVyeV90YXNrdJHNjaGVkdWxIZA:scheduled",
"discovery_task_oid": "scheduled",
"member_name": "infoblox.localdomain"”,
"state": "COMPLETE",
"status": "Current status: Ended\n\n Discovered: 0\n Pending processing: 0\n
Managed: O\n Unmanaged: 0\n Conflicts: 0\n\n Existing objects updated with discovery
data: 0"
}}
vDiscovery
MReEt?ch API Call Sample Body
Operation

Sample cURL Command

Sample Output

Get vDiscovery tasks

GET |<wapi_url>/vdiscoverytask

curl -k -u admin:infoblox -X GET
"https://grid-master/wapi/v2.12/vdiscoverytask? return_as_object=1"

{"result":

[{"_ref"
"vdiscoverytask/ZG5zLmNkaXNjb3ZlcnlfdGFzayRBenVyZSB2RGIzY292ZXJ5:Azure%20
vDiscovery",

"name": "Azure vDiscovery",
"state": "WARNING"

3

{"_ref"
"vdiscoverytask/ZG5zLmNkaXNjb3ZlcnlfdGFzayRBV1MgdkRpc2NvdmVyeQ:AWS%20vD
iscovery",

"name": "AWS vDiscovery",

"state": "WARNING"

1

{"_ref"
"vdiscoverytask/ZG5zLmNkaXNjb3ZlcnlfdGFzayRWTXdhcmUgdkRpc2NvdmVyeQ:VMwa
re%20vDiscovery",

"name": "VMware vDiscovery",

"state": "WARNING"
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i
{"_ref"
"vdiscoverytask/ZG5zLmNkaXNjb3ZlcnlfdGFzayRPcGVuc3RhY2sgdkRpc2NvdmVyeQ:O
penstack%20vDiscovery",

"name": "Openstack vDiscovery",

"state": "WARNING"

1}

Create a vDiscovery Task to
discover the AWS environment

'{"name": "ec2.eu-west-1",
"driver_type": "AWS",

"fqdn_or_ip™:
"ec2.eu-west-1.amazonaws.com",
"username": "test",

"password": "test",

"'member": "infoblox.localdomain”,
"port": 443,

"protocol": "HTTPS",
"auto_consolidate_cloud_ea": true,
"auto_consolidate_managed_tenant
" true,
"auto_consolidate_managed_vm":
true,

"merge_data": true,
"private_network_view": "default",
"private_network_view_mapping_po
licy": "DIRECT",
"public_network_view": "default",
"public_network_view_mapping_poli
cy": "DIRECT",

"update _metadata"; true,
'scheduled_run":

(" struct":"setting:schedule",
"frequency”: "HOURLY",

"repeat": "RECUR",
'minutes_past_hour": 1,

"disable": true}}’

curl -k -u admin:infoblox -H 'content-type: application/json’ -X POST
"https://grid-master/wapi/v2.12/vdiscoverytask?_return_fields=name,driver_type&_return_
as_object=1" -d {"name": "ec2.eu-west-1", "driver_type": "AWS", "fqdn_or_ip":
"ec2.eu-west-1.amazonaws.com", "username"; "test", "password": "test", "member":
"infoblox.localdomain”, "port": 443, "protocol": "HTTPS", "auto_consolidate_cloud_ea":
true, "auto_consolidate_managed_tenant": true, "auto_consolidate_managed_vm": true,
"merge_data": true, "private_network_view": "default”,
"private_network_view_mapping_policy": "DIRECT", "public_network_view": "default",
"public_network_view_mapping_policy": "DIRECT", "update_metadata": true,
"scheduled_run": {"_struct":"setting:schedule","frequency": "HOURLY", "repeat":
"RECUR", "minutes_past_hour": 1, "disable": true}}’

{"result™

{"_ref":
"vdiscoverytask/ZG5zLmNkaXNjb3ZlcnlfdGFzayRIYzluZXUtd2VzdCOx:ec2.eu-west-1",
"driver_type": "AWS",

"name": "ec2.eu-west-1"

b

POST |<wapi_url>/vdiscoverytask

Start a vDiscovery task

POST <wapi_url>/vdiscoverytask/ZG5zLmNka

XNjb3ZlcnlfdGFzayRIYzIuZXUtd2VzdCo [t action”"START?}
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x:ec2.eu-west-12_function=vdiscover _co
ntrol

curl -k -u admin:infoblox -H 'content-type: application/json' -X POST
"https://grid-master/wapi/v2.12/vdiscoverytask/ZG5zLmNkaXNjb3ZIcnlfdGFzayRIYzluZX
Utd2VzdCOx:ec2.eu-west-1?_function=vdiscovery_control" -d '{"action":"START"}'

Permissions

Operation

REST

Method API Call

Sample cURL Command

Sample Output

Get permissions

GET [|<wapi_url>/permission

curl -k -u admin:infoblox -X GET
"https://grid-master/wapi/v2.12/permission?_return_as_object=1"

{"result";
[{"_ref":
"permission/b25ILmhpZXJfcnVsZSQuY29tLmluZm9ibG94LmRucy56b251JC4uLiduY29tL
MIuZm9ibG94Lm9uZS5yb2xIJEROUYyBBZG1pbi4:DNS%20Admin/WRITE",
"permission": "WRITE",
"resource_type": "VIEW",
"role"; "DNS Admin"
I
{"_ref":
"permission/b25ILmhpZXJfcnVsZSQuY29tLmluZm9ibG94LmRucy56b251JC5zcmdfcm9v
dC4uLmNvbS5pbmZvYmxveC5vbmUucm9sZSRETIMgQWRtaW4u:DNS%20Admin/WR
ITE",

"permission": "WRITE",

"resource_type": "SHARED_ RECORD_GROUP",

"role"; "DNS Admin"

2

{"_ref".
"permission/b25ILmhpZXJfcnVsZSQuY29tLmluZm9ibG94LmRucy5uZXR3b3JrX3ZpZXd
fcGFyZW50JC8uLi5jb20uaWbsmb2Jsb3gub25ILndvbGUKR3JpZCBBZG1pbiSkbnMubXN
FYWRfc2I0ZXNfZGOtYWIu:Grid%20Admin/WRITE",

"permission"; "WRITE",

"resource_type": "MS_ADSITES_DOMAIN",

"role": "Grid Admin"

1}

Get permissions for a role
(DHCP Admin)

GET |<wapi url>/permission?role=DHCP%20Admin

curl -k -u admin:infoblox -X GET
"https://grid-master/wapi/v2.12/permission?role=DHCP%20Admin&_return_as_object=1

{"result";
[{"_ref":
"permission/b25ILmhpZXJfcnVsZSQuY29tLmluZm9ibG94LmRucy5uZXR3b3JrX3ZpZXd
fcGFyZW50JC8uLi5jb20uaW5smb2Jsb3gub25ILnJvbGUKREhDUCBBZG1pbi4:DHCP%?2
0Admin/WRITE",
"permission™: "WRITE",
"resource_type": "NETWORK_VIEW",
"role": "DHCP Admin"

3

{"_ref":

"permission/b25ILmhpZXJfcnVsZSQuY29tLmluZm9ibG94LmRucy5kaGNwX21hY19ma
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Wx0ZXJfcGFyZW50JDAuULi5jb20uaWsmb2Jsb3gub25ILndvbGUKREhDUCBBZG1pbi4:
DHCP%20Admin/WRITE",

"permission™: "WRITE",

"resource_type": "DHCP_MAC_FILTER",

"role": "DHCP Admin"

1

{"_ref":

"permission/b25ILmhpZXJfcnVsZSQuY 29tLmluZm9ibG94LmRucy5jbHVzdGVyX2RoY3
BfcHJvcGVydGlicyQwLi4uY29tL mluZm9ibG94L m9uZS5yb2xIJERIQ1AgQWRtaW4u:DH
CP%20Admin/WRITE",

"permission": "WRITE",

"resource_type": "GRID_DHCP_PROPERTIES",

"role": "DHCP Admin"

hiki

Get permissions for a group

GET |<wapi_urI>/permission?group=cloud-api-only

curl -k -u admin:infoblox -X GET
"https://grid-master/wapi/v2.12/permission?group=cloud-api-only"

{"result";
[{"_ref":
"permission/b25ILmhpZXJfcnVsZSQuY29tLmluZm9ibG94LmRucy5jbHVzdGVyX2RoY3
BfcHJvcGVydGlicyQwLi4uY29tLmluZm9ibG94Lm9uZS5hZG1pbl9ncm91cCQuY 2xvdW
QtYXBpLW9ubHku:cloud-api-only/WRITE",
"group": "cloud-api-only",
"permission": "WRITE",
"resource_type": "GRID_DHCP_PROPERTIES"
I
{"_ref"
"permission/b25ILmhpZXJfcnVsZSQuY29tLmluZm9ibG94LmRucy50ZW5hbnRfcGFyZW
50JGFsbC4uLmNvbS5pbmZvYmxveC5vbmUuYWRtaW5fZ3JvdXAKLMNsb3VKLWFwa
S1vbmx5Lg:cloud-api-only/WRITE",
"group": "cloud-api-only",
"permission": "WRITE",
"resource_type": "TENANT"
I
{"_ref"
"permission/b25ILmhpZXJfcnVsZSQuY29tLmluZm9ibG94LmRucy5uZXR3b3JrX3ZpZXd
fcGFyZW50JC8uLi5jb20uaW5mb2Jsb3gub25ILmFkbWIuX2dyb3VwJC5jbG91ZC1hcGkt
b25seS4:cloud-api-only/WRITE",
"group": "cloud-api-only",
"permission™: "WRITE",
"resource_type": "NETWORK_VIEW"
2
{"_ref":
"permission/b25ILmhpZXJfcnVsZSQuY29tLmluZm9ibG94LmRucy5jbHVzdGVyX2Ruc19
wem9wZXJ0aWVzJDAuLI5jb20uaWsmb2Jsb3gub25ILmFkbWIluX2dyb3VwJC5jbG91ZC
1hcGktb25seS4:cloud-api-only/WRITE",
"group": "cloud-api-only",
"permission™: "WRITE",
"resource_type": "GRID_DNS_PROPERTIES"

}}

Export a CSV file

When you initiate a CSV Export, you will get a URL that can be used to download the file directly, and a token
for the download session. After downloading the CSV file, remember to remove the stored file using the token.
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Operation

REST

Method API Call Sample Body

Sample cURL Command

Sample Output

Initiate a CSV export

POST |<wapi_ur|>/fiIeop’?_function=csv_export |{" object"; "record:host"}

curl -k -u admin:infoblox -H 'content-type: application/json' -X POST
'https://grid-master/wapi/v2.12/fileop? function=csv_export" -d '{" object": "record:host"}

("token":
"eJylUMFuwjAMvftH4ELbFNrCbkwd2qQJJJi0o9UmKbPUJIkSEPz9nEnbabcdY|jl+z89+ItK6O3p9\nB
g7 SmhD9RUbrwQmY SzKD7Ud7y6zR6cW70wHalLnZ41AO4EiRif6EXxkkEERTKCW8JcuRWcZvrmy
N8x\n0gRn4CrYiagomqouVpus4VCtlZxmFz8yWjP/I0YXHvJcNGVW1pnlyjyVUBGVFnGgUSPZ30tP
ULVo\nD+/71802XYiiIEPmMz5¢3ZgF chk+HKik0SJ8XZmrX/amJok0iK/XAuCublgc13Z53Hyf1nuhA/yqiN
ntirMOVVLHvH4sk/p8pcwWZUOJNLN2u3bFo9Pu/SvIMSJE3W6p2gYHEIPKmMCOKO3kOv/dtYZ9Mt
p3\nDsm4S8Sr90GsSdiGsT77AjVimUo=\n",

"url": "https://grid-master.2/http_direct_file_io/req_id-DOWNLOAD-1001/Hostrecords.csv"

}

Download the CSV
file

<url_from_the_previous_output>

Example:
https://x.x.x.x/http_direct_file_io/req_id-DOWNLOAD-10
01/Hostrecords.csv

GET

curl -k -u admin:infoblox -H 'content-type: application/force-download'
"https://grid-master/http_direct_file_io/req_id-DOWNLOAD-1001/Hostrecords.csv" -0
"Hostrecords.csv"

HHostrecords.csv file is saved in the present working directory#

Remove the stored
file using the token

POST |<wapi_urI>/fiIeop'?_function:downloadcomplete |{"token": "eJylUM..0="}

curl -k -u admin:infoblox -H 'content-type: application/json' -X POST
"https://grid-master/wapi/v2.12/fileop?_function=downloadcomplete" -d '{"token" :
"eJylUMFuwjAMvftH4ELbFNrCbkwd2qQJJJi0o9UmKbPUJIkSEPz9nEnbabcdYijl+z89+ItK6O3p9\nB
g7 SmhDI9RUbrwQmY SzKD7Ud7y6zR6cW70wHalLnZ41AO4EiRIf6EXKKkEERTKCW8JcuRWcZvrmy
N8x\n0gRn4CrYiagomqouVpus4VCtlZxmFz8yWjP/I0YXHvJcNGVW1pnlyjyVUBGVFnGgUSPZ30tP
ULVo\nD+/71802XYiiEPmMz5c3ZgFchk+HKik0SJ8XZmrX/amJok0iK/XAuCublgc13Z53Hyf1nuhA/yqiN
ntirMOVVLHvH4sk/p8pcwWZUOJNLN2u3bFo9Pu/SvIMSJE3W6p2gYHEIPKmCOKO3kOv/dtYZ9Mt

p3\nDsm4S8Sr90GsSdiGsT77AjVimUo=\n"}'

Please note that while downloading the CSV file (in the second step above), the Content-Type in the header will
be application/force-download.

Export results of

a WAPI call

You can cache the results by exporting the results of a WAPI call and save the data to disk.

REST
o . Method API Call Sample Body
peration Sample cURL Command
Sample Output

{"_encoding":"JSON",

" filename":"allhosts.info.com.js
POST |<wapi_url>/fileop?_function=read on","_object":"record:host",

" return_fields":"name,extattrs",

Export results of a "Zone""info.com"}

WAPI call

curl -k -u admin:infoblox -H 'content-type: application/json' -X POST
"https://grid-master/wapi/v2.12/fileop?_function=read" -d

{"_encoding™:"JSON","_filename":"allhosts.info.com.json","_object":"record:host","_return_fields":"na

me,extattrs","zone":"info.com"}'
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The file will be in a folder called 'wapi_output' in the HTTP file distribution.

Get Lease History files

When you initiate a lease history export, you will get a URL that can be used to download the file directly, and a
token for the download session. After downloading the lease history file, remember to remove the stored file

using the token.

Operation

REST

Method API Call Sample Body

Sample cURL Command

Sample Output

Initiate a CSV export

{"member": "m1.infoblox.com",
POST [<wapi_url>/fileop?_function=getleasehistoryfiles "start_time": "1514764800",
"end_time" :"1533686400"}

curl -k -u admin:infoblox -H 'content-type: application/json' -X POST
"https://grid-master/wapi/v2.12/fileop?_function=getleasehistoryfiles" -d '{"member":
'm1.infoblox.com", "start_time": "1514764800", "end_time" :"1533686400"}'

("token":
"eJylUMFuwjAMvftH4ELbFNrCbkwd29qQJJJi0o9UmKbPUJIkSEPz9nEnbabcdYi|jl+z89+1tK6O3p9\nB
g7 SmhDI9RUbrwQmY SzKD7Ud7y6zR6cW70wHalLnZ41AO4EIRif6ExkkEERTKCW8JcuRWcZvrmy
N8x\n0gRn4CrYiagomqgouVpus4VCtlZxmFz8yWjP/I0Y XHvJcNGVW1pnlyjyVUBGvFnGgUSPZ30tP
ULVo\nD+/71802XYiiEPMz5¢3ZgF chk+HKik0SJ8XZmrX/amJokOiK/XAuCublgc13Z53Hyf1nuhA/yqiN
ntirMOVVLHvH4sk/p8pcwWZUOJNLN2u3bFo9Pu/SvIMS|E3W6p2gYHEIPKMCOKO3kOv/dtYZ9Mt
p3\nDsm4S8Sr90GsSdiGsT77AjVimUo=\n",

"url":
"https://192.168.1.2/http_direct_file_io/req_id-DOWNLOAD-0202150809630902/dhcpLeaseHistory.c
sv.gz"

Download the CSV
file

<url_from_the_previous_output>

Example:
https://x.x.x.x/http_direct_file_io/req_id-DOWNLOAD-02
02150809630902/dhcplLeaseHistory.csv.gz

GET

curl -k -u admin:infoblox -H 'content-type: application/force-download'
"https://grid-master/http_direct_file_io/req_id-DOWNLOAD-0202150809630902/dhcpLeaseHistory.c
sv.gz" -0 "dhcplLeaseHistory.csv.gz"

HdhcpleaseHistory.csv.gz file is saved in the present working directory#

Remove the stored
file using the token

POST |<wapi_urI>/fiIeop?_function=down|oadcomp|ete |{"t0ken": "eJylUM..0="}

curl -k -u admin:infoblox -H 'content-type: application/json' -X POST
"https://grid-master/wapi/v2.12/fileop?_function=downloadcomplete" -d '{"token" :
"eJylUMFuwjAMvftH4ELbFNrCbkwd2qQJJJi0o9UmKbPUJIkSEPz9nEnbabcdYjl+z89+ItK6O3p9\nB
g7 SmhDI9RUbrwQmY SzKD7Ud7y6zR6cW70wHaLnZ41AO4EiRIf6EXkKkEERTKCW8JcuRWcZvrmy
N8x\n0gRn4CrYiagomgouVpus4VCtlZxmFz8yWjP/I0YXHvJcNGVW1pnlyjyVUBGVFnGgUSPZ30tP
LVo\nD+/71802XYiiEPmMz5¢3ZgF chk+HKik0SJ8XZmrX/amJok0iK/XAuCublgc13Z53Hyf1nuhA/yqiN
ntirMOVVLHvH4sk/p8pcwWZUOJNLN2u3bFo9Pu/SvIMSJE3W6p2gYHEIPKmMCOKO3kOv/dtYZ9Mt

3\nDsm4S8Sr90GsSdiGsT77AjVimUo=\n"}'

Please note that while downloading the lease history file (in the second step above), the Content-Type in the
header will be application/force-download.

Import a file (Certificate)

Infoblox Deployment Guide - Infoblox REST API - February 2022



When you initiate a file import, you will get a URL to which you can upload the file to. Once you have uploaded
the file, signal to the appliance to perform an action on the uploaded file. In this example, we will upload a

certificate.

Operation

REST

Method API Call Sample Body

Sample cURL Command

Sample Output

Initiate file upload

POST |wapi url>/fileop? function=uploadinit |

curl -k -u admin:infoblox -H 'content-type:application/json' -X POST
'https://grid-master/wapi/v2.12/fileop? function=uploadinit"

("token":
'eJydUMFOwzAMVitHymVt09Fu5TYO0JiGhgTY4W22SDkttYplUbX9PMgQXbhwS2X7PL3IPSssXdPo
E\n8ZLW+OBmGawDFnAjyQy2H+05t0anEy6sPWy700FBD8AVSMR+pjGQQQARFMgAv4UbxLRwzf
WZyFww0\n6Qy4hp20y3pVN1XT5GXZtmIF/pjNboxoE/nvIbC/KwagxgvKqyUVeFWmEiuLXAg40aiRb
OP2BpBZv\nL0/Pm+1CIKUoaGLrvhIR6ypLKlbrgPgXHoE2UVTOEWtRRIbho+nuplsw8f9eFeJHE7W
RVpE5pWkV\nxe8f96lc/himg64rKaXt5nWDh4dd6mvw4cCiSQnGdI7ZQHpUHoNFaSfu3HVrDftksO8
YyfACBFM7\nT9Ykrl1Yn38Bt1KUqw==\n",

"url™: "https://172.26.1.2/http_direct_file_io/req_id-UPLOAD-1001/import_file"

Upload contents of a
CA certificate

<url_from_the_previous_output>

Example:
https://x.x.x.x/http_direct_file_io/req_id-UPLOAD-1001/i
mport file

POST file=@ca.cert.pem

curl -k -u admin:infoblox -H 'content-type:multipart-formdata’
"https://grid-master/http_direct_file_io/req_id-UPLOAD-1001/import_file" -F file=@ca.cert.pem

Upload the CA
Certificate

("certificate_usage":"EAP_CA",
'member":
"infoblox.localdomain”,
"token":"eJydk..=="}

POST [<wapi_url>/fileop?_function=uploadcertificate

curl -k -u admin:infoblox -H 'content-type:application/json' -X POST
"https://grid-master/wapi/v2.12/fileop?_function=uploadcertificate" -d
{"certificate_usage":"EAP_CA","member":
"infoblox.localdomain”,"token":"eJydUMFOwzAMVftHymVt09Fu5TYO0JiGhgTY4W22SDkitYplUbX9P
MgQXbhwS2X7PL3IPSssXdPoE\n8ZLW+OBmGawDFnAjyQy2H+05t0anEy6sPWy700FBD8AVSM
R+pjGQQARFMgAv4UbxLRwzfWZyFww0\n6Qy4hp20y3pVN1XT5GXZtmIF/pjNboxoE/nvIbC/Kwagx
qvKqyUVeFWmEiuLXAg40aiRbOP2BpBZv\nL0/Pm+1CIKUoaGLrvhIR6ypLKIbrqPgXHoOE2UVTOEWH
RRIbho+nuplsw8f9eFeJHE7WRVpES5pWkV\nxe8f96Ic/himg64rKaXt5nWDh4dd6mvw4cCiSQnGdI7Z,

QHpUHOoNFaSfu3HVrDftksO8YyfAc8FM7\nT9Ykrl1Yn38Bt1KUgw==\n"}'

Please note that while uploading the file (in the second step above), the Content-Type in the header will be

multipart/form-data
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Import a CSV file

When you need to update or create multiple records, you can store the data as fields in a CSV file and import it
at once. This will be faster in comparison with updating or creating each object with a separate API call. This
example assumes that the values and fields in your CSV file are comma-separated. For more information on
the CSV file, you can refer to the CSV Import Reference section under Tech Docs in the Support Site.

Operation

REST
Method

API Call Sample Body

Sample cURL Command

Sample Output

Initiate file upload

POST |<wapi_ur|>/fiIeop?_function=up|oadinit |

curl -k -u admin:infoblox -H 'content-type:application/json' -X POST
"https://grid-master/wapi/v2.12/fileop?_function=uploadinit"

("token":
'eJydUE1PwzAMvfuPbJe1Tbe2G7ehMQkJDbTB2WqTdFhgk5CkaPv3OENw4cYhkeP34TxLadOVv
T4D\nX9KaEPOko/XgBMwlmd52g71k1uh04tXpALs2tnjUPbgSJGI30RDJIIiGcEtYa7cCk4zfXHkrxhp\
n1DNwFexFVVRNVddVk416tdyUGwin2eQHhmsWvMfowl2ei6bMyjoTWZmnFirivOXsadBINvf6AOkt\n
316enre7hSiIKMgfRWf/INYK8m2ZLias2uf+kM3CYrDsK1KJiVB07dnnUeR/e/qUL8eKI20ioy59Qt\n2fz+
8ZDK5S9htOomSWvabV+3eHzYp3cFIR6AgNMKRcNgT3pQAaNFaUfX+ptgDYcUsGsdknFTxE/t\nA
1TmTsA1XfFYFNGOUGBg==\n",

"url": "https://172.26.1.2/http_direct_file_io/req_id-UPLOAD-1002/import_file"

}

Upload contents of
the CSV file

<url_from_the_ previous_output>

Example:
https://x.x.x.x/http_direct_file_io/req_id-UPLOAD-1002/i
mport_file

POST file=@HostRecords.csv

curl -k -u admin:infoblox -H 'content-type:multipart/form-data’ "https://grid-master/
http_direct_file_io/req_id-UPLOAD-1002/import_file" -F file=@HostRecords.csv

Upload the CSV file

("action":"START",
"'on_error":"CONTINUE",
"'update_method":"MERGE",
"token":"edJydU..=="}

POST |<wapi_url>/fileop?_function=csv_import

curl -k -u admin:infoblox -H 'content-type:application/json' -X POST
"https://grid-master/wapi/v2.12/fileop?_function=csv_import" -d
{"action":"START","on_error":"CONTINUE","update_method":"MERGE","token":"eJydUE 1PwzAMvf
uPbJe1Tbe2G7ehMQkJDbTB2WqTdFhgk5CkaPv3OENw4cYhkeP34TxLad0VvT4D\nX9KaEPOko/X
gBMwIimd52g71k1uh04tXpALs2tnjUPbgSJGI30RDJIIIIGcEtYa7cCk4zfXHkrxhp\n1DNwFexFVVRNV
ddVk416tdyUGwin2e QHhmsWvMfowl2ei6bMyjoTWZmnFirivOXsadBINvf6AOkt\n3l6enre7hSiKMgfR
WI/NYK8m2ZLias2uf+kM3CYrDsK1KJiVB07dnnUeR/e/qUL8eKI20ioy59Qt\n2fz+8ZDK5S9htOomS
VWvabV+3eHzYp3cFIR6dgNMKRcNgT3pQAaNFaUfX+ptgDYcUsGsdknFTXE/f\nA1TmTsA1jXfFYFNGO
U6g==\n"}'

{"csv_import_task":

{"_ref": "csvimporttask/b25ILmNzdI9pbXBvcnRfdGFzayQ1:5",
"admin_name": "admin",
"file_name": "import_file",
"file_size": 215,
"import_id": 5,
"lines_failed": 0,
"lines_processed": 0,
"lines_warning": 0,
"on_error": "CONTINUE",
"operation": "UPDATE",

"separator": "COMMA",
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"start_time": 1537512228,

"status": "PENDING",

"update_method": "MERGE"
}

Verify the status of
the CSV import task

GET |<wapi_urI>/csvimporttask/b25|Lmdel9prBvcandGanyQ1:5

curl -k -u admin:infoblox -X GET
"https://grid-master/wapi/v2.12/csvimporttask/b25ILmNzdI9pbXBvcnRfdGFzayQ1:5"

(" ref": "csvimporttask/b25ILmNzdI9pbXBvcnRfdGFzayQ1:5",
"admin_name": "admin",
"end_time": 1537512233,
"file_name": "import_file",
"file_size": 215,
"import_id": 5,
"lines_failed": O,
"lines_processed": 3,
"lines_warning": 0,
"on_error": "CONTINUE",
"operation": "UPDATE",
"separator"; "COMMA",
"start_time": 1537512233,
"status": "COMPLETED",

"update_method": "MERGE"

}

Please note that while uploading the file (in the second step above), the Content-Type in the header will be

multipart/form-data.

Generate a certificate signing request (CSR)

When you initiate a CSR, you will get a URL that can be used to download the file directly, and a token for the
download session. After downloading the CSR file, remember to remove the stored file using the token.

Operation

REST

Method API Call Sample Body

Sample cURL Command

Sample Output

Initiate a CSV export

{"certificate_usage" : "ADMIN",
"algorithm":"SHA-512",
"email" :
"admin@api-testing.com",
"cn" : "API-Testing",
"country" : "US",

"state" : "California",
"locality" : "Santa Clara",
"org" : "Infoblox",
"org_unit" : "TME",
"member":
"infoblox.localdomain"}

POST [<wapi_url>/fileop?_function=generatecsr

curl -k -u admin:infoblox -H 'content-type: application/json' -X POST
"https://grid-master/wapi/v2.12/fileop? function=generatecsr" -d '{" object": "record:host"}'

("token":

"eJylirEKWjAURX+IZLZJXzSN7VapgiAtiOAY SvOsAWNTIKCI1/24z60rgei733PskeB+MeyhvLJI8\ngnQ
PnfNUCEEIZGIGMInIzZ3GiBy9H645Y5BQyFLKEOGBs0CVNg5brw7mhMr0zOFFGR2X9b7a1EUZ\n
UzzhIHkGQkIghWQtOk8HtGS068Y 3Cs9tr825CzuL dfXIttthFimLXaG2y9UnClxdfe+aDpm3w/83\njA7

OXxXyegM9j1mw\n",
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"url"; "https://10.196.205.12/http_direct_file_io/req_id-DOWNLOAD-0202172915716757/cert.pem"}

Download the CSV
file

<url_from_the_previous_output>

Example:
https://x.x.x.x/http_direct_file_io/rreq_id-DOWNLOAD-0
202172915716757/cert.pem

GET

curl -k -u admin:infoblox -H 'content-type: application/force-download'
"https://grid-master/http_direct_file_io/req_id-DOWNLOAD-0202172915716757/cert.pem" -0
"cert.pem"

Hcert.pem file is saved in the present working directory#

Remove the stored
file using the token

POST |<wapi_u rI>/fileop? function=downloadcomplete |{"t0ken": "edyl..w\n"}

curl -k -u admin:infoblox -H 'content-type: application/json' -X POST
"https://grid-master/wapi/v2.12/fileop?_function=downloadcomplete" -d '{"token" :
"eJylirEKWjAURX+IZLZJXzSN7VapgiAtiOAY SvOsAWNTIKCI1/24z60rgei733PskeB+MeyhvLJI8\ngnQ
PnfNUCEEIZGIGMInIzZ3GiBy9H645Y5BQyFLKEOGBs0CVNg5brw7mhMr0zOFFGR2X9b7a1EUZ\n
UzzhIHKGQKIghWQtOk8HtGS068Y 3Cs9tr825CzuLdfXIttfhFimLXaG2y9UnClxdfe+aDpm3w/83\njA7

OXxXyegM9j1mw\n"}'

Please note that while downloading the CSV file (in the second step above), the Content-Type in the header will
be application/force-download.

Grid database backup and restore

When you initiate a backup, you will get a URL that can be used to download the file directly, and a token for
the download session. After downloading the backup file, remember to remove the stored file using the token.

Operation

REST

Method API Call Sample Body

Sample cURL Command

Sample Output

Initiate a backup

POST |<wapi_urI>/fiIeop?_function:getg riddata |{"type": "BACKUP"}

curl -k -u admin:infoblox -H 'content-type: application/json' -X POST
'https://grid-master/wapi/v2.12/fileop? function=getgriddata” -d '{"type": "BACKUP"}

("token":

'eJydUE 1PwzAMvfuPjMvaplvWjdtQmYSENmMID4mi1STos2iQkGdr+PQ4SnDhxSOT4fcR+Sjl/w2DO\
nwJdyNgZwUckF8ALUFNnB9aO7Fs6afNLNmwhtlzo8mgF8DQqxvOCYyCKCJpXAL+BO+yWcZubgK|
dww\nOWRmM4CXshKxkl+W6XhWygZayhniaXcLI6Ir5byn5eF+WogkLpoiiLnMLNfFoCQcaDZIrg/IAOv
P2\n8Lp/PmzbuagqUWaqeqe+iKfrune2a7EyaqzUb/6VgadJNJWci1qJhXRt6805sy Tf7fXwvxY4vGKqgfd\
NNnO3Zv+Hp30uF7+EyekcjchptduXLR4fd/ktlaajF6ucpGgYHMiMOmMJygNzku/CtWsM+b9I3Hsn6\nS
BJPEyYI5m7ENY33xBbQAIIA=\n",

"url": "https://grid-master/http_direct_file_io/req_id-DOWNLOAD-1001/database.bak"

}

Download the
backup

<url_from_the_previous_output>

Example:
https://x.x.x.x/http_direct_file_io/req_id-DOWNLOAD-10
01/database.bak

GET

curl -k -u admin:infoblox -H 'content-type: application/force-download'
"https://grid-master/http_direct_file_io/req_id-DOWNLOAD-1001/database.bak" -o "database.bak"

Hdatabase.bak file is saved in the present working directory#

Remove the stored
file using the token

POST |<wapi_urI>/fiIeop?_function:downloadcomplete |{"token": "eJydU..A="}

curl -k -u admin:infoblox -H 'content-type: application/json' -X POST
"https://grid-master/wapi/v2.12/fileop?_function=downloadcomplete" -d '{"token" :
"'eJydUE 1PwzAMvfuPjMvaplvWjdtQmYSENmMID4mi1STos2iQkGdr+PQ4SnDhxSOT4fcR+Sjl/w2DO\

nwJdyNgZwUckF8ALUFNNB9aO7Fs6afNLNmwhtlzo8mgF8DQgxvOCYyCKCJpXAL+BO+yWcZubgK|
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dww\nOWRmM4CXshKxkl+W6XhWyqZayhniaXcLI6Ir5Sbyn5eF+WogkLpoiiLnMLNfFoCQcaDZIrg/IAOv
P2\n8Lp/PmzbuagqUWqeqe+iKfrune2a7EyaqzUb/6VgaJNJWci1qJhXRt6805sy Tf7fXwvxY4vGKgfl\
NNnO3Zv+Hp30uF7+EyekcjchptduXLR4fd/ktlaajF6ucpGgYHMiMOmMJygNzku/CtWsM+b9I3Hsn6\nS

BJPEYI5m7ENY33xBbQAIIA=\n"}'

Please note that while downloading the backup (in the second step above), the Content-Type in the header will
be application/force-download.

When you initiate a backup, you will get a URL to which you can upload the backup file directly, and a token for
restoring the database.

Operation

REST

Method API Call Sample Body

Sample cURL Command

Sample Output

Initiate a file upload

POST |<wapi url>/fileop? function=uploadinit |

curl -k -u admin:infoblox -H 'content-type: application/json' -X POST
"https://grid-master/wapi/v2.12/fileop? function=uploadinit"

("token":
'eJydUMFOwzAMVitHymVt09Fu5TYO0JiGhgTY4W22SDkttYplUbX9PMgQXbhwS2X7PL3IPSssXdPo
E\n8ZLW+0OBmGawDFnAjyQy2H+05t0anEy6sPWy700FBD8AVSMR+pjGQQQARFMgAv4UbxLRwzf
WZyFww0\n6Qy4hp20y3pVN1XT5GXZtmIF/pjNboxoE/nvIbC/KwaxqvKqyUVeFWmEiuLXAg40aiRb
OP2BpBZv\nL0/Pm+1CIKUoaGLrvhIR6ypLKIbrgPgXHoE2UVTOEWtRRIbho+nuplsw8f9eFeJHE7W
RVpE5pWkV\nxe8f96lc/himg64rKaXt5nWDh4ddemvw4cCiSQnGdI7ZQHpUHoNFaSfu3HVrDftksO8
YyfACBFM7\nT9OYkrl1Yn38Bt1KUqw==\n",

"url": "https://grid-master/http_direct_file_io/req_id-UPLOAD-1001/import_file"

}

Upload the backup
file

<url_from_the_previous_output>

Example:
https://x.x.x.x/http_direct_file_io/req_id-UPLOAD-1001/i
mport_file

POST filedata=@database.bak

curl -k -u admin:infoblox "https://grid-master/http_direct_file_io/req_id-UPLOAD-1001/import_file" -F
name=database.bak -F filedata=@database.bak

Restore the
database

{"mode":"NORMAL",

' ' ? ion=
POST |<wapi_url>/fileop?_function=restoredatabase "token": "eJydU..w=")

curl -k -u admin:infoblox -H 'content-type: application/json' -X POST
"https://grid-master/wapi/v2.12/fileop?_function=restoredatabase" -d
{"mode":"NORMAL","token":"eJydUMF OwzAMvftHymVt09Fu5TYO0JiGhgTY4W22SDkttYplUbX9PM
gQXbhwS2X7PL3IPSssXdPoE\n8ZLW+0OBmGawDFnAjyQy2H+05t0anEy6sPWy700FBD8AVSMR+
pjGQQQARFMgAv4UbxLRwzfWZyFww0\n6Qy4hp20y3pVN1XT5GXZtmIF/pjNboxoE/nvIbC/KwagxqvK
qyUVeFWmEiuLXAg40aiRbOP2BpBZv\nL0/Pm+1CIKUoaGLrvhIR6ypLKIbrqPgXHoE2UVTOEWRRI
bho+nuplsw8f9eFeJHE7WRVpE5pWkV\nxe8f96lc/himqg64rKaxXts5nWDh4dd6mvw4cCiSQnGdI7ZQH

pUHoNFaSfu3HVrDftksO8YyfAc8FM7\nT9Ykrl1Yn38Bt1KUqw==\n"}'

Grid upgrade

For a grid-wide upgrade, you can use the upgrade function. This function provides control over the Grid
upgrade. The upgrade process normally is as follows:

1. Upload the upgrade file using the set_upgrade_file function call in object fileop.
. Call this function with ‘action’ set to ‘UPLOAD’, this will prepare the uploaded file for deployment.
3. Call this function with ‘action’ set to ‘DISTRIBUTION_START’, which will start the Grid distribution

process.

4. Call this function with ‘action’ set to ‘UPGRADE’, which will restart the appliances with the new NIOS

version.
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Operation

REST

Method API Call

Sample Body

Sample cURL Command

Sample Output

Initiate a

POST |<wapi_urI>/fiIeop?_function:uploadinit |

curl -k -u admin:infoblox -H 'content-type: application/json' -X POST
"https://grid-master/wapi/v2.12/fileop?_function=uploadinit”

file upload

{"token":
"eJydUMFOwzAMvftHymVt09Fu5TYO0JiGhgTY4W22SDkttYplUbX9PMgQXbhwS2X7PL3IPSssXdPo
E\n8ZLW+0OBmGawDFnAjyQy2H+05t0anEy6sPWy700OFBD8AVSMR+pjGQQQARFMgAv4UbxLRwzf
WZyFww0\n6Qy4hp20y3pVN1XT5GXZtmIF/pjNboxoE/nvIbC/KwagxqvKqyUVeFWmEiuLXAg40aiRb
OP2BpBZv\nL0/Pm+1CIKUoaGLrvhIR6ypLKIlbrgPgXHoE2UVTOEWtRRIbho+nuplsw8f9eFeJHE7W
RVpES5pWkV\nxe8f96lc/himq64rKaXt5nWDh4ddemvw4cCiSQnGdI7ZQHpUHoNFaSfu3HVrDftksO8
YYfAC8FM7\nTOYkrl1Yn38Bt1KUqw==\n",

"url": "https://grid-master/http_direct_file_io/req_id-UPLOAD-1001/import_file"

}

Upload
the
upgrade
file

Upload
the
upgrade
file

<url_from_the_previous_output>

Example:
https://x.x.x.x/http_direct_file_io/req_id-UPLOAD-1001/i
mport _file

POST file=@upgrade-file.bin

curl -k -u admin:infoblox "https://grid-master/http_direct_file_io/req_id-UPLOAD-1001/import_file" -F
name=upgrade-file.bin -F filedata=@upgrade-file.bin

Setitas
the
upgrade
file

POST |<wapi_url>/fileop?_function=set upgrade _file |{"token": "eJydU..w="}

curl -k -u admin:infoblox -H 'content-type: application/json' -X POST
"https://grid-master/wapi/v2.12/fileop?_function=set_upgrade_file" -d
'{"token":"eJydUMFOwzAMvftHymVt09Fu5TY0JiGhgTY4W22SDkttYplUbX9PMgQXbhwS2X7PL3IP
SssXdPoE\n8ZLW+OBmGawDFnAjyQy2H+05t0anEy6sPWy700FBD8AVSMR+pjGQQQRFMgAv4U
bxLRwzfWZyFww0\n6Qy4hp20y3pVN1XT5GXZtmIF/pjNboxoE/nvIbC/KwaxqvKqyUVeFWmEiIuLXA
g40aiRbOP2BpBZv\nL0/Pm+1CIKUoaGLrvhIR6ypLKIlbrgPgXHoE2UVTOEWtRRIbho+nuplsw8f9eFe
JHE7WRVpE5pWkV\nxe8f96lc/himq64rKaxXtsnWDh4dd6mvw4cCiSQnGdI7ZQHpUHoNFaSfu3HVr
DftksO8YyfAc8FM7\nT9Ykrl1YNn38Bt1KUgw==\n"}'

Call the upgrade
function to
"UPLOAD" the file

- - - P -
POST <wapi_url>/grid/b25ILmNsdXNOZXIkMA:Infoblox?_functi

on=upgrade {"action": "UPLOAD"}

curl -k -u admin:infoblox -H 'content-type: application/json' -X POST
"https://grid-master/wapi/v2.12/grid/b25ILmNsdXNOZXIkMA:Infoblox?_function=upgrade" -d
'{"action": "UPLOAD"}'

Call the upgrade
function to start the
distribution process

POST <wapi_url>/grid/b25ILmNsdXNOZXIkMA:Infoblox?_functil{"action":
on=upgrade "DISTRIBUTION START"}

curl -k -u admin:infoblox -H 'content-type: application/json’ -X POST
"https://grid-master/wapi/v2.12/grid/b25ILmNsdXNOZXIkMA:Infoblox?_function=upgrade" -d
'{"action": "DISTRIBUTION_START"}

Call the upgrade
function to start the
upgrade

- - i 5 :
POST <wapi_url>/grid/b25ILmNsdXNO0ZXIkMA:Infoblox?_functi

_ {"action": "UPGRADE"}
on=upgrade

curl -k -u admin:infoblox -H 'content-type: application/json' -X POST
"https://grid-master/wapi/v2.12/grid/b25ILmNsdXNOZXIkMA:Infoblox?_function=upgrade" -d
'{"action": "UPGRADE"}'

Check the upgrade
status

GET |<wapi_urI>/upgradestatus?type=GRID |

curl -k -u admin:infoblox -H 'content-type: application/json' -X POST
"https://grid-master/wapi/v2.12/upgradestatus?type=GRID"

[{"_ref": "upgradestatus/Li51cGdyYWRIc3RhdHVzJHVwWZ3JhZGVfc3RhdHVz:Infoblox",

"element_status": "WORKING",
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"grid_state": "DEFAULT",
"group_state": "GROUP_NONE",
"ha_status": "NOT_CONFIGURED",
"message": ",

"steps_completed": 0,

"steps_total": 0,

"type": "GRID",

"upgrade_state": "NONE",
"upgrade_test_status": "NONE"

hi

Traffic Capture

You must first initiate the traffic capture. To download the traffic capture file, the capture must be stopped.
Either stop it manually or wait for the timer to expire. After downloading the capture file, remember to remove
the stored file using the token.

Operation

REST
Method API Call Sample Body

Sample cURL Command
Sample Output

Check the current
capture status

<wapi_url>/member/b25ILnZpcnR1YWxfbm9kZSQw:inf
oblox.localdomain?_function=capture_traffic_status

curl -k -u admin:infoblox -H 'content-type: application/json' -X POST
"https://grid-master/wapi/v2.12/member/b25ILnZpcnR1YWxfbm9kZSQw:infoblox.localdomain?_funct
jon=capture_traffic_status"
{"file_exists": false,
"file_size": O,

"status": "STOPPED"}

POST

Initiate the capture

<wapi_url>/member/b25ILnZpcnR1YWxfbom9kZSQw:inf
POST [oblox.localdomain?_function=capture_traffic_control&ac
tion=START &interface=ALL

curl -k -u admin:infoblox -H 'content-type: application/json' -X POST
"https://grid-master/wapi/v2.12/member/b25ILnZpcnR1YWxfbm9kZSQw:infoblox.localdomain?_funct
ion=capture_traffic_control&action=START&interface=ALL"

{}

Check the capture
status

<wapi_url>/member/b25ILnZpcnR1YWxfbm9kZSQw:inf
oblox.localdomain?_function=capture_traffic_status
curl -k -u admin:infoblox -H 'content-type: application/json' -X POST
"https://grid-master/wapi/v2.12/member/b25ILnZpcnR1YWxfbm9kZSQw:infoblox.localdomain?_funct
jon=capture_traffic_status"

("file_exists": true,

"file_size": 12288,

"status": "RUNNING"}

POST

Stop the capture

<wapi_url>/member/b25ILnZpcnR1YWxfbom9kZSQw:inf
POST [oblox.localdomain?_function=capture_traffic_control&ac
tion=STOP&interface=ALL

curl -k -u admin:infoblox -H 'content-type: application/json' -X POST
"https://grid-master/wapi/v2.12/member/b25ILnZpcnR1YWxfbm9kZSQw:infoblox.localdomain?_funct
ion=capture_traffic_control&action=STOP&interface=ALL"

{

Generate the
capture file

POST <wapi_url>/fileop?_function=getmemberdata&member=i
nfoblox.localdomain&type=TRAFFIC CAPTURE FILE
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curl -k -u admin:infoblox -H 'content-type: application/json' -X POST
"https://grid-master/wapi/v2.12/fileop?_function=getmemberdata&member=infoblox.localdomain&typ
e=TRAFFIC_CAPTURE_FILE"

("token":
"'eJy9kcFuwyAMhu+8SHsJCTRJw26dskqTqlZgJ+10JUAypCQwQqZ2Tz9Tab3utgOWS8fIbfNhSWnc
D\nr3uCQdppDn6RwWXriGFILM3W2HeyV2knHE250z6 RuQgNn3RHHIQRoFzZMEMwWEQZWQgbkPW
yuXkstdX\nZ/wNghn1iriC7FmxzZkQvKoo5xUrBZkvq8UPqJbo/wjBzU9pyjLKREI5VtCcp7EKyiBdgM4
MGoxN\nvf4Eo5L69H48nHZ1whgTPNvkecV5IcoifYAPVjaDspABz5hAY4KRZ8kmT/IKgnRqGd3B9jQ
OnvbANSLKNUEZhViHTXy+h7f4Lh TPBnGXYk844wKbXaRjdv+Mz9osDepJWmamPVY5cz6/HmG4e
htGquBkW\nl1Xv3nZwftnHeOHmcHas;jltkWWxQ7owc1Q7Ag7egaf++qyDF Ogm0cmMktAb60n42doiZQ
a+kPIMm5\nYA==\n",

"url":
"https://10.196.205.42/http_direct_file_io/req_id-DOWNLOAD-1119203448225965/infoblox.localdo_
0 2019-11-19-20-34-48 tcpdumplog.tar.gz"}

Download the traffic
capture file

<url_from_the_previous_output>

Example:

GET |https://x.x.x.x/http_direct_file_io/req_id-DOWNLOAD-11
19203448225965/infoblox.localdo_0_2019-11-19-20-34-
48 tcpdumplog.tar.gz

curl -k -u admin:infoblox -H 'content-type: application/force-download'
"https://grid-master/http_direct_file_io/req_id-DOWNLOAD-1119203448225965/infoblox.localdo_0_2
019-11-19-20-34-48 tcpdumplog.tar.gz" -o "trafficCapture.tar.gz"

i trafficCapture.tar.gz file is saved in the present working directory#

Remove the stored
file using the token

POST |<wapi url>/fileop? function=downloadcomplete |{"token": "eJy9kc..A=="}

curl -k -u admin:infoblox -H 'content-type: application/json' -X POST
"https://grid-master/wapi/v2.12/fileop?_function=downloadcomplete" -d '{"token" :
"eJy9kcFuwyAMhu+8SHsJCTRJw26dskqTqlZgJ+10JUAypCQwQqZ2Tz9Tab3utgOWS8fObfNhSWnc
D\nr3uCQdppDn6RwXriGFILM3W2HeyV2knHE250z6RuQgNn3RHHIQRoFzZMEMwWEQZWQgbkPW
yuXkstdX\nZ/wNghn1iriC7FmxzZkQvKoo5xUrBZkvq8UPqJbo/wjBzU9pyjLKREI5VtCcp7EKyiBdgM4
MGoxN\nvf4Eo5L69H48nHZ1whgTPNvkecV5IcoifYAPVjaDspABz5hAY4KRZ8kmT/IKgnRqGd3B9jQ
ONvbANSLKNUEZhVIHTXy+h7f4LhTPBnGXYk844wKbXaRjdv+Mz9osDepJWmamPVY5cz6/HmG4e
htGquBkW\nI1Xv3nZwftnHeOHmcHasjltkWxQ7owc1Q7Ag7egaf++qyDFOgmOcmMktAb60n42doiZQ
a+kPIMm5\nYA==\n"}'

Please note that while downloading the capture file, the Content-Type in the header will be
application/force-download.

Support Bundle

When you initiate a support bundle download, you will get a URL that can be used to download the tar.gz file
directly, and a token for the download session. After downloading the support bundle, remember to remove the
stored file using the token.

Operation

REST

Method API Call Sample Body

Sample cURL Command

Sample Output

Initiate the support
bundle download

POST |<wapi url>/fileop? function=get support bundle |{"member": "infoblox.local"}

curl -k -u admin:infoblox -H 'content-type: application/json' -X POST
"https://grid-master/wapi/v2.12/fileop?_function=get_support_bundle" -d '{"member": "infoblox.local"}'

("token":
"'eJytUUFuwyAQvPOR5BJsnBjbvSVyl1WgEimp1OPKBuwi2bAF XCV9faF Se+2IBOCws8MsgxAW7+
DU\nSOIMmrPHBLSJYR5CRtdBmsP1kb9QalVad4o/Kk7UIHFzUQLIgA6BcIBWOAINQIENyStcQdua7U

DbW7\nQ9CzWhEsyZGVVV00ZVE2IFf5rm4Y8dfV4qZI18yh4CwHIQ5axpqCM15TRKs9SEaSO0wU

Infoblox Deployment Guide - Infoblox REST API - February 2022




Y9OKRA28yp\nd9By055fT 8/nfbvJWc5zXuRIw3IV57vML4jWhceNiSKRo6BwdPENJIfy0jKiOdn/dEtuadJ
DxvRGz\nPGoyH8PpRpWFGf91NMZ+rEAZYaU2Y60WOfPwdEpw+9swW5kSZSnkdv+yh8viMZ1L4s
MFGU8fwKp\nDIpNOkOwIOyMnftW1eSUUug7BG1wCfChnNfWJKB6JXE+/AJHOpUU=\n",

"url":
"https://10.196.205.42/http_direct_file_io/req_id-DOWNLOAD-0106062059667804/supportBundle.ta
r.gz"}

Download the 06062059667804/supportBundle.tar.gz
support bundle [curl -k -u admin:infoblox -H 'content-type: application/force-download'

<url_from_the_previous_output>
Example:

GET https://x.x.x.x/http_direct_file_io/req_id-DOWNLOAD-01

"https://grid-master/http_direct_file_io/req_id-DOWNLOAD-0106062059667804/supportBundle.tar.g
7" -0 "infoblox.local supportBundle.tar.gz"

¥ infoblox.local supportBundle.tar.gz file is saved in the present working directory#

Remove the stored
file using the token

POST |<wapi_urI>/fiIeop?_function:downloadcomplete |{"token": "eJytUUF..U=\n"}

curl -k -u admin:infoblox -H 'content-type: application/json' -X POST
"https://grid-master/wapi/v2.12/fileop?_function=downloadcomplete" -d '{"token" :
"'eJytUUFuwyAQvPOR5BJsnBjbvSVylI1WgEimp1OPKBuwi2bAFXCV9faF Se+2IBOCws8MsgxAW7+
DU\nSOIMrPHBLSJYR5CRtdBmsP1kb9QalVad4o/Kk7UIHFzUQLIgGA6BcOBWOAINQIENyStcQdua7U
DbW7\nQ9CzWhEsyZGVVV00ZVE2IFf5rm4Y8dfV4qZI8yh4CwHIQ5axpqCM15TRKs9SEaSO0wU
YOKRA28yp\nd9By055fT8/nfbvJWc5zXuRIw3IV57vML4jWhcNiSKRo6BwdP6NJIfy0jKiOdn/dEtuadJ
DxvRGz\nPGoyH8PpRpWFGf91NMZ+rEAZYaU2Y60oWOfPwdEpw+9swW5kSZSnkdv+yh8viMZ1L4s
MFGU8fwKpl\nDIpNOkOwIOyMnftW1eSUUug7BG1wCfChnNfWJIKGJXE+/AJHOpUU=\n"}'

Please note that while downloading the capture file, the Content-Type in the header will be
application/force-download.

When a search result yields a large number of results, you can use paging. To start a paging request, the initial
search request must have _paging and _return_as_object set to 1, and _max_results set to the desired page
size. The returned results object will contain the next_page _id field and the result field set to the first page of
results. Note that the next_page_id field only contains URL-safe characters so it can be used as is and no
quotation characters are required for subsequent requests. To get the subsequent results, you can re-send
GET requests to the original object and set _page _id to the ID string returned in the previous page of results.

The following example shows how to retrieve all host records in the environment, 4 at a time. You can change
the queried network object or the number of records according to your requirement.

Operation

REST

Method API Call

Sample cURL Command

Sample Output

Fetch the first 4
host records

GET |<wapi url>/record:host? paging=1& return as object=1&max results=4

curl -k -u admin:infoblox -X GET
"https://grid-master/wapi/v2.12/record:host?_paging=1& return_as_object=1&_max_results=4"

{"next_page_id":
"789¢55904d4ec3301085f77391744354a7296db9413615a207b0fc1b8c128f653ba2bd3d330681d858f23
7efcd7bf6ce2601b70eb3ab5b8ed207b7d82257b4a58334d0a48372eb569acha466c7f400d35e305579e6
fb083b9b8eddabee3237cd334¢2313f6c8103d123b8131981ea498810e83b1d4bc998a19d2197686657ac]
17b8fd1f55a1507afe49e8842ba8091526f61a9214a09a83f9ca990c41eaef52d09¢11504d7f5983f55b614
277e7b96aa7265321261b084353470fca939634599b0841a304af4beb836a7673cb5155655¢c5e0d482¢ce

5034416a511fc931bf50343f29db97772cec1d5ad2ff7f652ce0ca9536fd87065e3a1c58ef43fe767355dad0
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7f014b0f819a-e4718db1318cfc3099a781c541542ccd82f4738853cf5¢c1a2b0b371",

"result":

[{"_ref": "record:host/ZG5zLmhvc3QkLIOkZWZhdWx0LmNvbS5pbmZvLmhvc3Q:host.info.com/default”,
"ipv4addrs":

[{"_ref":
"record:host_ipv4addr/ZG5zLmhvc3RfYWRkemVzcyQuX2RIZmF1bHQuY29tLmluZm8uaG9zdC4xMC4x
MC4xMC4yMC4:10.10.10.20/host.info.com/default",

"configure_for_dhcp": false,
"host": "host.info.com",
"ipv4addr": "10.10.10.20"
1,
"name": "host.info.com",
"view": "default"
2
{"_ref".
"record:host/ZG5zL mhvec3QkLIOkZWZhdWxO0LmNvbS5kZW1vLnNIcnZIcjE:server1.demo.com/default”,
"ipvd4addrs";
[{"_ref"
"record:host_ipv4addr/ZG5zLmhvc3RfYWRkecmVzcyQuX2RIZmF1bHQuY29tL mRIbW8uc2VydmVyMS4x
LjEuMS4yNS4:1.1.1.25/server1.demo.com/default”,
"configure_for_dhcp": false,
"host": "server1.demo.com",
"ipvdaddr": "1.1.1.25"
1,
"name": "server1.demo.com",
"view": "default”

|3

{"_ref":

"record:host/ZG5zLmhve3QKLI9kZWZhdWxOLmNvbS5kZW1vLm1vbmlOb3l:monitor.demo.com/default”,
"ipv4addrs":

[{"_ref":
"record:host_ipv4addr/ZG5zLmhvc3RfYWRkemVzcyQuX2RIZmF1bHQuY29tLmRIbW8ubW9uaXRvci4xL|
[EuMS41MC4:1.1.1.50/monitor.demo.com/default",

"configure_for_dhcp": false,
"host": "monitor.demo.com”,
"ipvd4addr": "1.1.1.50"
11,
"name": "monitor.demo.com”,
"view": "default"
|3
{"_ref": "record:host/ZG5zL mhvc3QKLIOkZWZhdWx0LmMmNvbS5pbmZvLnRIc3Q:test.info.com/default”,
"ipv4addrs":
[{"_ref"
"record:host_ipv4addr/ZG5zLmhvc3RfYWRkecmVzcyQuX2RIZmF1bHQuY29tLmluZm8udGVzdC4yLjluMi
4xMTAuU:2.2.2.120/test.info.com/default",
"configure_for_dhcp": false,
"host": "test.info.com”,
"ipv4addr"; "2.2.2.120"

1,

"name": "test.info.com",

"view": "default"

hiki

Query the next
set of records

<wapi_url>/record:host?_paging=1&_return_as_object=1& page_id=789c55904d4ec3301085
f77391744354a7296db9413615a207b0fc1b8c128f653ba2bd3d330681d858f237efcd7bf6ce26
01b70eb3ab5b8ed207b7d82257b4a58334d0a48372eb569acba466c7f400d35e305579e6fb08
3b9b8e4dabee3237cd334¢2313f6¢8103d123b8131981ea498810e83b1d4bc998a19d219768

GET
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6657ac17b8fd1f55a1507afe49e8842ba8091526f61a9214a09a83f9ca990c4 1eaef52d09¢1150
4d7f5983f55b614277e7b96aa7265321261b084353470fca939634599b0841a304af4beb836a7
673cb5155655c5e0d482ce5034416a511fc931bf50343f29db97772cec1d5ad2ff7f652ce0ca95

36fd87065e3a1c58ef43fe767355dad07f014b0f819a-e4718db1318cfc3099a781c541542¢ccd82
f4738853cf5c1a2b0b371

curl -k -u admin:infoblox -X GET
"https://grid-master/wapi/v2.12/record:host?_paging=1&_return_as_object=1&_page_id=789c55904d4ec
3301085f77391744354a7296db9413615a207b0fc1b8c128f653ba2bd3d330681d858f237efcd7bf6ce260
1b70eb3ab5b8ed207b7d82257b4a58334d0a48372eb569acbad66c7f400d35e305579e6fb083b9b8edda
6ee3237¢d334¢c2313f6c8103d123b8131981€a498810e83b1d4bc998a19d2197686657ac17b8fd1f55a15
07afe49e8842ba8091526f61a9214a09a83f9ca990c4 1eaef52d09c11504d7f5983f55b614277e7b96aa72
65321261b084353470fca939634599b084 1a304af4beb836a7673cb5155655¢5e0d482ce5034416a511fc
931bf50343f29db97772cec1d5ad2ff7f652ce0ca9536fd87065e3a1c58ef43fe767355dad07f014b0f819a-e
4718db1318cfc3099a781c541542ccdB82f4738853cf5¢c1a2b0b371"

{"next_page_id":
"789c55904b6ec3300c44f7bc88b3322cd9ff506de0445730041d6¢c755619b8224a3c9ed4b0a69812ef96
6¢82179b051c0bdc1e4cale36e5835b6c562bdadc4094a43490efcd4aba8ara764c7b183bc154a799eb0
10e361eab4d3f54aa9e138c0393ff734938c38df1f4559ed1517da188e40c26fbf689b910b9721f67a9b079
2420323006e39346cfa0d8bce5927653309128e060d8382df8687173eda4b38377ea1f89924182516adac
352c2a61450b43385780fb7f21145dd5e1c690d8fe95b27cb89a7df1373d1899712e7d7414b5843059717
98b1a08a984309b829f43ebbaa5f61ec59b7ba687e65c73992864e3c769ffe3e226555aad987547f20075a
2083dcfe0072798173-a0384f2ecddad419caad42abab9cb40f4827127cd8d59201fdd873f5e",

"result":

[{"_ref": "record:host/ZG5zL mhvc3QKLIOkZWZhdWx0LmNvbS5pbmZvLnMx:s1.info.com/default”,

"ipvd4addrs":

[{"_ref"
"record:host_ipv4addr/ZG5zLmhvc3RfYWRkemVzeyQuX2RIZmF1bHQuY29tLmluZm8uczEuMTAUMTAuU
MTAuUMjAu:10.10.10.20/s1.info.com/default”,

"configure_for_dhcp": false,
"host": "s1.info.com",
"ipv4addr": "10.10.10.20"
1,
"name": "s1.info.com",
"view": "default”
2
{"_ref": "record:host/ZG5zL. mhvc3QkLIOkZWZhdWxO0LmNvbS5pbmZvLmgy:h2.info.com/default”,
"ipvd4addrs";

[{"_ref"
"record:host_ipv4addr/ZG5zLmhvc3RfYWRkemVzcyQuX2RIZmF1bHQuY29tLmluZm8uaDIuNS41LjuuO
TAU:5.5.5.90/h2.info.com/default”,

"configure_for_dhcp": false,
"host": "h2.info.com",
"ipvdaddr": "5.5.5.90"

"name": "h2.info.com",

"view": "default”

2

{"_ref": "record:host/ZG5zLmhvc3QkLIOkZWZhdWxOLmNvbS5pbmZvL mUy:e2.info.com/default”,
"ipv4addrs":

[{"_ref":
"record:host_ipv4addr/ZG5zLmhvc3RfYWRkemVzcyQuX2RIZmF1bHQuY29tLmluZm8uZTIuOS45L jkuM
TAwLg:9.9.9.100/e2.info.com/default",

"configure_for_dhcp": false,

"host": "e2.info.com",

"ipvd4addr": "9.9.9.100"

1,
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"name": "e2.info.com",

"view": "default"

3

{"_ref":

"record:host/ZG5zLmhvc3QKLI9kZWZhdWxOLmNvbS5pbmZvLmRIdNNOYWNr:devstack.info.com/default
"ipv4addrs":

[{"_ref"
"record:host_ipv4addr/ZG5zLmhvc3RFYWRkemVzcyQuX2RIZmF1bHQuUY29tLmluZm8uZGV2c3RhY2su
MTcyLjl2LjEuMjAu:172.26.1.20/devstack.info.com/default”,

"configure_for_dhcp": false,

"host": "devstack.info.com",

"ipv4addr": "172.26.1.20"

1,

"name": "devstack.info.com",
"view": "default"

1}

<wapi_url>/record:host?_paging=1&_return_as_object=1& page_id=789c55904b6ec3300c44
f7bc88b3322cd9fof506de0445730041d6¢c755619b8224a3c9ed4b0a69812ef966c82179b051¢
0Obdc1e4ca9e36e5835b6c562bdadc4094a43490efcd4aba8a7a764c7b183bc154a799eb010e3
61eab4d3f54aa9e138c0393ff734938c38df1f4559ed1517da188e40c26fbf689b910b9721f67a9
GET [b07924203a3006e39346cfa0d8bce5927653309128e060d8382df8687173edadb38377ea1f89
924182516adac352c2a61450b43385780fb7f21145dd5e1c690d8fe95b27cb89a7df1373d1899
712e7d7414b584305971798b1a08a984309b829f43ebbaa5f61ec59b7bab87e65¢c73992864e3
c769ffe3e226555aad987547f20075aa083dcfe0072798173-a0384f2ecddad 19caad 2abab9cb4
0f4827127cd8d59201fdd873f5e

curl -k -u admin:infoblox -X GET

"https://grid-master/wapi/v2.12/record:host?_paging=1& return_as_object=1& page_id=789c55904b6ec
3300c44f7bc88b3322cd9f9f506de0445730041d6c755619b8224a3c9ed4b0a69812ef966c82179b051¢c0b
dc1e4ca9e36e5835b6¢c562bdadc4094a43490efcd4aba8a7a764c7b183bc154a799eb010e361eab4d3f54
2a9e138c0393ff734938¢c38df1f4559ed1517da188e40c26fbf689091009721f67a9b07924203a3006e3934
6¢fa0d8bce5927653309128e060d8382df8687173edadb38377ea1f89924182516adac352¢c2a61450b433
Query the next [85780fb7f21145dd5e1c690d8fe95b27cb89a7df1373d1899712e7d7414b584305971798b1a082a984309b

set of records [829f43ebbaa5f61ec59b7ba687e65¢73992864e3c769ffe3e226555aad987547f20075aa083dcfe0072798

173-a0384f2ecddad 19caa42aba69cb40f4827127cd8d59201fdd873f5e"

{"result":

[{"_ref"

"record:host/ZG5zL mhvc3QKkLISkKZWZhdWx0LmNvbS5pbmZvLndvdXRlIcg:router.info.com/default",
"ipv4addrs":

[{"_ref":
"record:host_ipv4addr/ZG5zLmhvc3RfYWRkemVzcyQuX2RIZmF1bHQuY29tLmluZm8ucm91dGVyLjEw
MC4xMC4xMC4xLg:100.10.10.1/router.info.com/default",

"configure_for_dhcp": false,
"host": "router.info.com",
"ipv4addr": "100.10.10.1"

1,

"name": "router.info.com"”,

"view": "default"

1}
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The request object allows the control of WAPI through a single-entry point. You can either have Single Object

Body Requests or Multiple Object Body Requests.

Single object body requests can be used for any supported WAPI operations, including scheduling and

approval. Only HTTP methods (GET, PUT, DELETE and POST) are valid methods for the single object body

Multiple object body requests are composed of a list of single requests. While programming this enables to
make multiple requests with one API call, thus simplifying an operation, and reducing the number of API calls to
be made. In addition to the standard HTTP methods (GET, PUT, POST, and DELETE), single request inside a
multiple object body request can be set to these values:

Method

STATE:ASSIGN

STATE:DISPLAY

Description
Copy fields in the data object to the
state object.

Added the state object to the
returned result list.

Note: The Multiple Object Body Feature is only available NIOS 7.1 onwards (WAPI v2.1 onwards)

Get records of multiple record types

Operation

REST

Method API Call Sample Body

Sample cURL Command

Sample Output

Get Host/A/PTR
records

[{"method": "GET",

"object": "record:host",

"data": {},
"args":{"_return_fields":"name,dns_name,aliases,dns_alia
ses,ipvd4addrs,configure_for_dns"}},
POST |<wapi_url>/request {"method": "GET",

"object": "record:a",

"data": {},"args": {}},

{"method": "GET",

"object": "record:ptr",

"data": {},"args": {}}]

curl -k -u admin:infoblox -H 'content-type:application/json' -X POST
"https://grid-master/wapi/v2.12/request" -d
'[{"method":"GET","object":"record:host","data":{},"args":{"_return_fields":"name,dns_name,aliases,dns
| aliases,ipv4addrs,configure_for_dns"}},{"method": "GET","object": "record:a","data": {},"args":
{}1,{"method": "GET","object": "record:ptr","data": {},"args": {}}]

[[{"_ref"
"record:host/ZG5zLmhvc3QKLIOkZWZhdWxOLmNvbS50ZXNOLmhvc3Qx:host1.test.com/default”,
"configure_for_dns": true,

"dns_name": "host1.test.com",

"ipv4addrs":

[{"_ref"
"record:host_ipv4addr/ZG5zLmhvec3RfYWRkecmVzecyQuX2RIZmF1bHQuY29tLnRIc3QuaG9zdDEuMTc
yLjlI2LjEuMjEu:172.26.1.21/host1.test.com/default”,

"configure_for_dhcp": false,

"host": "host1.test.com",
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"ipvdaddr": "172.26.1.21"
2

{"_ref": "record:host/ZG5zLmhvc3QkLjEuY29tLmluZm8ubWFpbGVy:mailer.info.com/default.test",
"configure_for_dns": true,

"dns_name": "mailer.info.com”,

"ipv4addrs":

[{"_ref":
"record:host_ipv4addr/ZG5zLmhvc3RfYWRkemVzcyQuMS5jb20uaWsmby5tYWIsZXIUMTAUMS4xLE
WMC4:10.1.1.100/mailer.info.com/default.test",

"configure_for_dhcp": false,

"host": "mailer.info.com",

"ipv4addr": "10.1.1.100",

"mac": "aa:bb:cc:11:22:33"

i

"name": "mailer.info.com"

i
[{"_ref":
"record:a/ZG5zLmJpbmRfYSQuUX2RIZMF1bHQuY29tLmluZm8sdGVzdC50b3NOLDE3Mi4yNi4xLjEwM
A:host.test.info.com/default”,
"ipv4addr"; "172.26.1.100",
"name": "host.test.info.com",
"view": "default"
%
{"_ref":
"record:a/ZG5zLmJpbmRfYSQuX2RIZmF 1bHQuUY29tLmluZm8sc2VydmVyLDEwLJEwWLjEwLjl:server.inf
0.com/default",
"ipv4addr": "10.10.10.2",
"name": "server.info.com",
"view": "default"
i
[{"_ref":
"record:ptr/ZG5zLmJpbmRfcHRyJC5fZGVmYXVsdC5hcnBhLmIuLWFKZHIUMTI3LjAuUMC4xLmxvY2Fs
2G9zdA:1.0.0.127.in-addr.arpa/default",
"ptrdname": "localhost",
"view": "default"

2

{"_ref":
"record:ptr/ZG5zLmJpbmRfcHRyJC4yLmFycGEuaXA2LjAuMC4wLjAuMC4wLjAuMC4wLjAuMC4wLjA
uMC4wLjAUMCA4wWLjAUMCA4WLjAUMC4WLjAUMC4WLjJAUMCAWLjAUMS4ubG9jYWxob3N0:1.0.0.0.0.0.0.
0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.ip6.arpa/default.cloud",

"ptrdname": "localhost",

"view": "default.cloud"

1]

Delete a host record

Operation

REST

Method API Call Sample Body

Sample cURL Command
Sample Output

Delete a Host
record

[{"method": "STATE:ASSIGN",
'data":{"host_name":"host1.test.com"}},
POST [|<wapi_url>/request ("method":"GET",

"object": "record:host",

"data": {"name":"##STATE:host _name:##"},

Infoblox Deployment Guide - Infoblox REST API - February 2022




"assign_state": {"host_ref": "_ref"},
"enable_substitution": true,"discard": true},
{ "method": "DELETE",

"object": "##STATE:host_ref:##",
"enable_substitution": true,"discard": true},
{"method": "STATE:DISPLAY"}]

curl -k -u admin:infoblox -H 'content-type:application/json' -X POST
"https://grid-master/wapi/v2.12/request” -d '[{"method":
"STATE:ASSIGN","data":{"host_name":"host1.test.com"}},{"method":"GET","object":
"record:host","data": {"name":"##STATE:host_name:##"},"assign_state": {"host_ref":

" ref"},"enable_substitution": true,"discard": true},{ "method": "DELETE", "object":

"##STATE host_ref:##","enable_substitution": true,"discard": true},{"method": "STATE:DISPLAY"}]'

[{"host_name": "host1.test.com",

"host_ref":
"record:host/ZG5zL mhvc3QKLIOkZWZhdWxOLmMNvbS50ZXNOLmhvc3Qx:host1.test.com/default”
]

Get next available IP address

Operation

REST
Method API Call Sample Body

Sample cURL Command

Sample Output

Get next available
IP address from an
IPv4 subnet

[{"method": "GET",

'object": "network",

'data": {"network™: "192.168.1.0/24"},
'assign_state": {"netw_ref": "_ref"},
POST |<wapi_url>/request 'discard": true},

("method": "POST",

'object": "#H#STATE:netw_ref:##",

'args": {"_function": "next_available_ip"},
'enable substitution": true}]

curl -k -u admin:infoblox -H 'content-type:application/json' -X POST
"https://grid-master/wapi/v2.12/request" -d '[{"method": "GET","object": "network","data": {"network":
"192.168.1.0/24"},"assign_state": {"netw_ref": "_ref"},"discard": true},{"method": "POST","object":
"HESTATE:netw ref:##" "args": {" function": "next available ip"},"enable substitution"; true}]'

[{"ips": ["192.168.1.1"]}]

Get next available
IP address from an
IPv6 subnet

[{"method": "POST",
"object": "record:host",
"data": {"configure_for_dns": false,
"ipv6addrs":
[{"configure_for_dhcp": false,
"ipv6addr":
{"_object_function":"next_available_ip",
" result_field":"ips",
POST |<wapi_url>/request "_object" : "ipv6network",
"_object_parameters":

{"network":"2600:6801:1106:f00::f00/120",
"network_view":"sandbox"}}}],
"name": "CPE_1",
"network_view": "sandbox"},
"args": {"_return_fields": "name" }

]
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curl -k -u admin:infoblox -H 'content-type:application/json' -X POST
"https://grid-master/wapi/v2.12/request" -d '[{"method": "POST","object": "record:host","data":
{"configure_for_dns": false,"ipv6addrs":[{"configure_for_dhcp": false,
"ipv6addr":{"_object_function":"next_available_ip"," result_field":"ips","_object" :
"ipvbnetwork","_object_parameters":{"network":"2600:6801:1106:f00::f00/120",

"network_view":"sandbox"}}}],"name"; "host.demo.com"”,"network_view": "sandbox"},"args":
(" return_fields": "name" }}]'

[{"_ref":
"record:host/ZG5zLmhvc3QkLm5vbI9ETINfaG9zdF9yb290MS4wLE1NzQXxOTEWMTc2NzUuY29tLm
RIbW8uaG9zdA:host.demo.com/%20%20",

"name": "host.demo.com"

]

Pre-provision a Grid member

Operation

REST

Method API Call Sample Body

Sample cURL Command

Sample Output

Pre-provision a grid
member

[{"method": "POST",
"object": "member",
"data": {"host_name": "autojoin01.localdomain”,
"vip_setting™: {"address": "172.16.0.160",
"gateway": "172.16.0.1",
"subnet_mask": "255.255.255.0"},
"config_addr_type": "IPV4",
"platform": "VNIOS"},
"assign_state": {"member_ref": "_ref"},
"enable_substitution": true,
"discard": true},
{"method": "PUT",
"object": "##STATE:member_ref:##",
"enable_substitution": true,
"data": {"pre_provisioning":{"hardware_info": [{"hwmodel":
"IB-VM-820",

POST |<wapi_url>/request

"hwtype":
"IB-VNIOS"}],
"licenses":
["dhcp","dns","enterprise",
"vnios","rpz"}}},

{"method": "STATE:DISPLAY"}]

curl -k -u admin:infoblox -H 'content-type:application/json' -X POST
"https://grid-master/wapi/v2.12/request” -d '[{"method": "POST","object": "member","data":
{"host_name": "autojoin01.localdomain","vip_setting": {"address": "172.16.0.160","gateway":
"172.16.0.1","subnet_mask": "255.255.255.0"},"config_addr_type": "IPV4","platform™:
"VNIOS"},"assign_state": {"member_ref": "_ref"},"enable_substitution": true, "discard": true},
{"method": "PUT","object": "##STATE:member_ref:##","enable_substitution": true,"data":
{"pre_provisioning":{"hardware_info": [{"hwmodel": "IB-VM-820","hwtype": "IB-VNIOS"}],"licenses":

["dhcp","dns","enterprise”,"vnios","rpz"]}}},{"method": "STATE:DISPLAY"}]'

["member/b25ILnZpcnR1YWxfbm9kZSQy:autojoin01.infoblox",
{"member ref": "member/b25ILnZpcnR1YWxfbm9kZSQy:autojoin01.infoblox"}]

Pre-provision an
IB-FLEX member

[{"method": "POST",

"object": "member",
POST |<wapi_url>/request "data"; {"host_name": "flex-member1.localdomain",
"vip_setting™: {"address": "172.16.0.200",

"gateway": "172.16.0.1",
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"subnet_mask": "255.255.255.0"},
"config_addr_type": "IPV4",
"platform™: "VNIOS"},
"assign_state": {"member_ref": "_ref"},
"enable_substitution"; true,
"discard": true},
{"method": "PUT",
"object": "#H#STATE:member_ref:##",
"enable_substitution": true,
"data": {"pre_provisioning":{"hardware_info": [{"hwtype":
"IB-FLEX"}],
"licenses™: [[}}},
{"method": "STATE:DISPLAY"}]

curl -k -u admin:infoblox -H 'content-type:application/json' -X POST
"https://grid-master/wapi/v2.12/request” -d '[{"method": "POST","object": member","data":
{"host_name": "flex-member1.localdomain”,"vip_setting": {"address": "172.16.0.200","gateway":
"172.16.0.1","subnet_mask": "255.255.255.0"},"config_addr_type": "IPV4" "platform™:
"VNIOS"},"assign_state": {"member_ref": "_ref"},"enable_substitution": true, "discard": true},
{"method": "PUT","object": "##STATE:member_ref:##","enable_substitution": true,"data":
{"pre_provisioning":{"hardware_info": [{"hwtype": "IB-FLEX"}],"licenses": [1}}},{"method":
"STATE:DISPLAY"}]'

['member/b25ILnZpcnR1YWxfbm9kZSQ5:flex-member1.localdomain”,
{"member_ref": "member/b25ILnZpcnR1YWxfom9kZSQ5:flex-member1.localdomain"}]

Enable DHCP se

rvice on a member

Operation

REST

Method API Call Sample Body

Sample cURL Command

Sample Output

Enable the DHCP
service on a

[{"method": "STATE:ASSIGN",
"data":{"member_name":"member1.localdomain"}},
{"method™:"GET",
"object": "member:dhcpproperties”,
"data": {"host_name":"##STATE:member_name:##"},
"assign_state": {"host_ref": "_ref"},
POST |<wapi_url>/request "enable_substitution": true,
"discard": true},
{"method": "PUT",
"object": "##STATE:host_ref:##",
"enable_substitution": true,
"data": {"enable_dhcp":true}},
{"method": "STATE:DISPLAY"}]

member

curl -k -u admin:infoblox -H 'content-type:application/json' -X POST
"https://grid-master/wapi/v2.12/request" - d '[{"method":
"STATE:ASSIGN","data":{"member_name":"member1.localdomain"}},{"method":"GET","object":
"member:dhcpproperties”,"data": {"host_name":"##STATE:member_name:##"},"assign_state":
{"host_ref": "_ref"},"enable_substitution": true,"discard": true},{ "method": "PUT", "object™:
"HESTATE:host_ref:##","enable_substitution": true,"data": {"enable_dhcp":true}},{"method":
"STATE:DISPLAY"}]'

['member:dhcpproperties/ZG5zLm11bWJIcI9kaGNwX3Byb3BIcnRpZXMkMQ:member1.localdomain”,
{"host_ref":
"member:dhcpproperties/ZG5zLm11bWJIcl9kaGNwX3Byb3BlcnRpZXMkMQ:member1.localdomain”,

"member _name": "member1.localdomain"}]
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Get permissions for an object

Operation

REST

Method API Call Sample Body

Sample cURL Command

Sample Output

Get permissions for
an object

[{"method": "STATE:ASSIGN",

"data": {"zone_name": "test.org"}},
("method": "GET",

'object": "zone_auth",

"data": {"fqdn"; "##STATE:zone_name:##"},
POST [|<wapi_url>/request "assign_state": {"zone_ref": "_ref"},
"enable_substitution": true,"discard": true},
("method": "GET",

"object": "permission",
"enable_substitution": true },

{"method": "STATE:DISPLAY"}]

curl -k -u admin:infoblox -H 'content-type:application/json’ -X POST
"https://grid-master/wapi/v2.12/request” -d '[{"method": "STATE:ASSIGN","data": {"zone_name":
"test.org"}},{"method": "GET","object": "zone_auth","data": {"fqdn":
"H#HSTATE:zone_name:##"},"assign_state": {"zone_ref": "_ref"},"enable_substitution": true,"discard":
true},{"method": "GET", "object": "permission”,"enable_substitution": true },{"method":
"STATE:DISPLAY"}]'

[[{"_ref":
"permission/b25ILmhpZXJfcnVsZSQuY29tLmluZm9ibG94LmRucy56b251JC4uLi4uY29tLmluZm9ibG9
4L m9uZS5yb2xIJEROUYBBZG1pbi4:DNS%20Admin/WRITE",

"permission": "WRITE",

"resource_type": "VIEW",

"role";: "DNS Admin"

2

{"_ref":
"permission/b25ILmhpZXJfcnVsZSQuY29tLmluZm9ibG94LmRucy5jbHVzdGVyX2Ruc19wem9wZXJ0
aWVzJDAuULIi5jb20uaW5mb2Jsb3gub25ILmFkbWIluX2dyb3VwJC5jbG91ZC1hcGktb25seS4:cloud-api
-only/WRITE",

"group": "cloud-api-only",
"permission™: "WRITE",
"resource_type": "GRID_DNS_PROPERTIES"
1,
"zone_name": "test.org",
"zone_ref": "zone_auth/ZG5zLnpvbmUKLjEub3JnLnRIc3Q:test.org/default.test”

}]

[{"host_name": "host1.test.com",

"host_ref":
"record:host/ZG5zLmhvc3QkLIOkZWZhdWxOLmMmNvbS50ZXNOLmhvc3Qx:host1.test.com/default”
]

Add multiple subnets

. Mifr?:d API Call Sample Body
Operation Sample cURL Command
Sample Output
Create multiple . [{'method": "POST",
subnets POST [<wapi_url>/request "object": "network”",
"data": {"network": "10.10.10.0/24"}},
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{"method": "POST",
"object": "network",
"data"™ {"network": "10.10.20.0/24"}},
{"method": "POST",
"object": "network",
"data"; {"network": "10.10.30.0/24"}}]

curl -k -u admin:infoblox -H 'content-type:application/json' -X POST
"https://grid-master/wapi/v2.12/request” -d '[{"method": "POST","object": "network","data": {"network":
"10.10.10.0/24"}},{"method": "POST", "object": "network","data": {"network":

"10.10.20.0/24™} {"method": "POST","object": "network","data": {"network": "10.10.30.0/24"}}]'

["network/ZG5zLm5IdHdvemskMTAUMTAUMTAUMC8yNC8w:10.10.10.0/24/default",
"network/ZG5zLm5IdHdvemskMTAUMTAUMjAUMC8yNC8w:10.10.20.0/24/default",
"network/ZG5zLm5IdHdvemskMTAUMTAUMZzAUMC8yNC8w:10.10.30.0/24/default"]

Add multiple host record

REST

Method API Call Sample Body

Operation

Sample cURL Command

Sample Output

Create multiple host
records

[{"method": "POST",
"object": "record:host",
"data": {"name":"host-1.info.com",

"ipvdaddrs": [{"ipv4addr":"10.10.10.21"}]},
"assign_state": {"host1_ref": "_ref"},
"enable_substitution": true,

"discard": true},
POST |<wapi_url>/request {"method": "POST",
"object": "record:host",
"data": {"name":"host-2.info.com",

"ipvdaddrs": [{"ipv4addr":"10.10.10.22"}]},
"assign_state": {"host2_ref": "_ref"},
"enable_substitution": true,

"discard": true},
{"method": "STATE: DISPLAY"}]

curl -k -u admin:infoblox -H 'content-type:application/json' -X POST
"https://grid-master/wapi/v2.12/request” -d '[{"method": "POST","object": "record:host","data":
{"name":"host-1.info.com","ipv4addrs": [{"ipv4addr":"10.10.10.21"}]},"assign_state": {"host1_ref":

" ref"},"enable_substitution": true,"discard": true},{"method": "POST","object": "record:host","data":
{"name":"host-2.info.com", "ipv4addrs": [{"ipv4addr":"10.10.10.22"}]},"assign_state": {"host2_ref":

" _ref"},"enable_substitution": true,"discard": true},{"method": "STATE:DISPLAY"}]'

[{"host1_ref":

"record:host/ZG5zL mhvc3QKLIOkZWZhdWxOLmMNvbS5pbmZvLmhve3QtMQ:host-1.info.com/default”,
"host2_ref":

"record:host/ZG5zL mhvc3QkLI9kZWZhdWx0LmMmNvbS5pbmZvLmhvc3QtMg:host-2.info.com/default"}]

Add network usi

ng next available network

_ MZE:: 4 API Call Sample Body
Operation Sample cURL Command
Sample Output
Create network [{ "method"; "GET",
using the next POST [|<wapi_url>/request "object": "networkcontainer",
available network "data": {"*Site:": "test"},
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function within a "assign_state": {"netw_ref": "_ref"},

network container "discard": true},
with the EA Site set { "method": "POST",
to "test" "object": "network",
"data"{
"network":

{"_object_function": "next_available_network",
"_result_field":"networks",

" _parameters":{ "cidr":24 },

" object_ref": "#H#STATE:netw_ref.##"

}

’ nable_substitution": true},
{"method": "STATE: DISPLAY"}]

}

curl -k -u admin:infoblox -H 'content-type:application/json' -X POST
"https://grid-master/wapi/v2.12/request" -d '[{ "method": "GET","object": "networkcontainer", "data":
{"*Site:": "test"}, "assign_state": {"netw_ref": "_ref"},"discard": true},{ "method": "POST","object":
"network”,"data":{"network":{"_object_function":
"next_available_network","_result_field":"networks"," _parameters":{ "cidr":24 }," object_ref":
"##STATE:netw ref:##"} },"enable substitution": true},{"method": "STATE: DISPLAY"}]'

[
|

"network/ZG5zLm5IdHdvemskMTkyLjE20C4xLjAvMjQvMA:192.168.1.0/24/default"

This section covers sample API calls in different programming/scripting languages

These examples use the requests module. For more details on the requests module, please refer
http://docs.python-requests.org

Network REST

Object Operation Sample Python Programme

import requests

requests.packages.urllib3.disable_warnings() # Disable SSL warnings in requests #
GET url = "https://grid-master/wapi/v2.12/record:host?_return_as_object=1"

response = requests.request("GET", url, auth=("admin’, 'Infoblox"), verify=False)
print(response.text)

#This example demonstrates the use of cookies(ibapauth)#

import requests

import copy

requests.packages.urllib3.disable_warnings() # Disable SSL warnings in requests #
url = "https://grid-master/wapi/v2.12/record:host?_return_as_object=1"

GET response = requests.request("GET", url, auth=("admin’, 'Infoblox"), verify=False)
authcookie = copy.copy(response.cookies[‘ibapauth’] print(authcookie)
print(response.text)

#You can re-use the authcookie in subsequent API calls#

response_using_cookie = requests.request("GET", url, cookies=authcookie, verify=False)
print(response_using_cookie.text)

HOST record

#This example demonstrates how you can work with large results using paging#
import requests

requests.packages.urllib3.disable_warnings() # Disable SSL warnings in requests #
url = "https://grid-master/wapi/v2.12/record:host? return_as_object=1"

GET
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querystring = {"_max_results":"20"," paging":"1"," _return_as_object":"1"}
response = requests.request("GET", url, auth=('admin’, 'Infoblox"),
params=querystring,verify=False)
print(response.text)
next_page_id = response.json()['next_page_id']
while next_page_id:
query = {"_page_id":next_page_id}
newresponse = requests.request("GET", url, auth=("admin’, 'infoblox’),
params=query,verify=False)
print(newresponse.text)
try:
next_page_id = newresponse.json()['next_page_id']
except Exception:
next page id=0

POST

import requests

requests.packages.urllib3.disable_warnings() # Disable SSL warnings in requests #
url = "https://grid-master/wapi/v2.12/record:host?_return_as_object=1"

payload = "{\"name\":\"host.info.com\" \"ipv4addrs\": [{\"ipv4addr\":\"172.26.1.20\"}]}"
headers = {'"content-type": "application/json"}

response = requests.request("POST", url, auth=("admin’, 'Infoblox'), data=payload,
headers=headers, verify=False)

print(response.text)

POST
(using the
‘session’
method that
automatically

import requests

import getpass

requests.packages.urllib3.disable_warnings() # Disable SSL warnings in requests #
url = "https://grid-master/wapi/v2.12"

# Get username and password for auth #

user = input('Username: ')

passwd = getpass.getpass('Password: ')

wapi_session = requests.session()

wapi_session.auth = (‘user’, 'passwd')

handles the |payload = '{"name":"host.info.com","ipv4addrs": [{"ipv4addr":"172.26.1.20"}]}'
session headers = { 'content-type": "application/json" }
cookies, etc [# WAPI call POST /record:host #
when you [response = wapi_session.post(wapi_url+"/record:host?_return_as_object=1",
perform data=payload, headers=headers, auth=(user, passwd), verify=False)
multiple # Error handling #
POST/GET) |if response.status_code == 201:
print("Success.")
else:
print("Failed.")
print(response.text)
import requests
requests.packages.urllib3.disable_warnings() # Disable SSL warnings in requests #
url =
"https://grid-master/wapi/v2.12/record:host/ZG5zLmhvc3QKLIOkZWZhdWx0LmNvbS5pbmZ
PUT vLmhvc3Qx:host.info.com/default?_return_as_object=1"
payload = "{\"name\":\"host1.info.com\"}"
headers = {'"content-type": "application/json"}
response = requests.request("PUT", url, auth=("admin’, 'Infoblox'), data=payload,
headers=headers, verify=False)
print(response.text)
import requests
DELETE |requests.packages.urllib3.disable_warnings() # Disable SSL warnings in requests #

url =
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"https://grid-master/wapi/v2.12/record:host/ZG5zLmhvc3QkLIOkZWZhdWx0LmNvbS5pbmZ
vLmhvc3Qx:host.info.com/default?_return_as_object=1"

headers = {'content-type": "application/json"}

response = requests.request("DELETE", url, auth=("admin’, 'Infoblox'), headers=headers,
verify=False)

print(response.text)

The following examples use the following function to avoid SSL Certificate issue while using HTTPS.

Function Description

Function Contents

Function to ignore
Self-Signed Certificates

function Ignore-SelfSignedCerts

{
try
{
Write-Host "Adding TrustAllCertsPolicy type." -ForegroundColor White
Add-Type -TypeDefinition @"
using System.Net;
using System.Security.Cryptography.X509Certificates;
public class TrustAllCertsPolicy : ICertificatePolicy
public bool CheckValidationResult(
ServicePoint srvPoint, X509Certificate certificate,
WebRequest request, int certificateProblem)
{
return true;
}
}
'@
Write-Host "TrustAllCertsPolicy type added." -ForegroundColor White
}
catch

Write-Host $§  -ForegroundColor "Yellow"

}
[System.Net.ServicePointManager]::CertificatePolicy = New-Object TrustAllCertsPolicy
}

Network
Object

REST
Operation

Sample Powershell Code

HOST record

GET

Ignore-SelfSignedCerts

$url = "https://grid-master/wapi/v2.12/record:host?_return_as_object=1"
$pwd = ConvertTo-SecureString "Infoblox" -AsPlainText -Force

$creds = New-Object Management.Automation.PSCredential (‘fadmin’, $pwd)
Invoke-RestMethod -Uri $url -Method GET -Credential $creds

GET

#This example demonstrates the use of cookies(ibapauth)#

Ignore-SelfSignedCerts

Surl = "https://grid-master/wapi/v2.12/record:host?_return_as_object=1"

$pwd = ConvertTo-SecureString "Infoblox" -AsPlainText -Force

$creds = New-Object Management.Automation.PSCredential (‘admin', $pwd)
Invoke-RestMethod -Uri $url -Method GET -Credential $creds -SessionVariable authcookie
#You can re-use the authcookie in subsequent API calls#

Invoke-RestMethod -Uri $url -Method GET -WebSession $authcookie
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POST

Ignore-SelfSignedCerts
$url = "https://grid-master/wapi/v2.12/record:host?_return_as_object=1"
$pwd = ConvertTo-SecureString "Infoblox" -AsPlainText -Force
$creds = New-Object Management.Automation.PSCredential (‘fadmin', $pwd)
$host_details = @{
name="host.info.com"
ipvdaddrs=@(@{ipv4addr="172.26.1.20"})}
$body = $host_details | ConvertTo-Json
Invoke-RestMethod -Uri $url -Method POST -Credential $creds -ContentType 'application/json
-Body $body

PUT

Ignore-SelfSignedCerts
Surl =
"https://grid-master/wapi/v2.12/record:host/ZG5zL mhvc3QKLIOkKZWZhdWxOLmNvbS5pbmZvL
mhvc3Qx:host.info.com/default?_return_as_object=1"
$pwd = ConvertTo-SecureString "Infoblox" -AsPlainText -Force
$creds = New-Object Management.Automation.PSCredential (‘admin', $pwd)
$host_details = @{
name="host1.info.com"}
$body = $host_details | ConvertTo-Json
Invoke-RestMethod -Uri $url -Method PUT -Credential $creds -ContentType 'application/json'
-Body $body

DELETE

Ignore-SelfSignedCerts

Surl =

"https://grid-master/wapi/v2.12/record:host/ZG5zL mhvc3QKLIOkZWZhdWxOLmNvbS5pbmZvL
mhvc3Qx:host.info.com/default?_return_as_object=1"

$pwd = ConvertTo-SecureString "Infoblox" -AsPlainText -Force

$creds = New-Object Management.Automation.PSCredential (‘fadmin’, $pwd)

Invoke-RestMethod -Uri $url -Method DELETE -Credential $creds

Using Java Unirest

Network REST .

Object Operation Sample Java Unirest Code
HttpResponse<JsonNode> response =
Unirest.get("https://grid-master/wapi/v2.12/record:host?_return_as_object=1")

GET .header("authorization", "Basic YWRta\W46aW5mb2Jsb3g=")
.header("accept", "application/json")
.asJson();
HttpResponse<JsonNode> response =
Unirest.post("https://grid-master/wapi/v2.12/record:host?_return_as_object=1")
.header("authorization", "Basic YWRta\W46aW5mb2Jsb3g=")

POST |header("accept", "application/json")
.header("content-type", "application/json")

HOST record Tbody("{\"'name\"\"host info.com\" \"ipv4addrs\": [{\"ipv4addr"\"172.26.1.20\}]}")

.asJson();
HttpResponse<JsonNode> response =
Unirest.put("https://grid-master/wapi/v2.12/record:host/ZG5zLmhvc3QkLIOkZWZhdWx0LmNvb
S5pbmZvLmhvc3Qx:host.info.com/default?_return_as_object=1")

PUT .header("authorization", "Basic YWRtaW46aW5mb2Jsb3g=")

.header("accept", "application/json")
.header("content-type", "application/json")

.body("{\"name\":\"host1.info.com\"}")

.asJdson();
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DELETE

HttpResponse<JsonNode> response =
Unirest.delete("https://grid-master/wapi/v2.12/record:host/ZG5zLmhvc3QkLIOkZWZhdWx0LmN
vbS5pbmZvLmhvc3Qx:host.info.com/default?_return_as_object=1")

.header("authorization", "Basic YWRtaW46aW5mb2Jsb3g=")

.header("accept", "application/json")
.header("content-type", "application/json")
.body("{\"name\":\"host1.info.com\"}")

.asJson();

Using Java

OkHttpCli

ent

Network
Object

REST
Operation

Sample Java OkHttpClient Code

GET

OkHttpClient client = new OkHttpClient();

Request request = new Request.Builder()
.url("https://grid-master/wapi/v2.12/record:host?_return_as_object=1")
.get()

.addHeader("authorization", "Basic YWRtaW46a\W5mb2Jsb3g=")
.build();

Response response = client.newCall(request).execute();

POST

OkHttpClient client = new OkHttpClient();

MediaType mediaType = MediaType.parse("application/json");
RequestBody body = RequestBody.create(mediaType,
"{\"name\":\"host.info.com\" \"ipvdaddrs\":[{\"ipv4addr\":\"172.26.1.20\"}]}");
Request request = new Request.Builder()
.url("https://grid-master/wapi/v2.12/record:host?_return_as_object=1")
.post(body)

.addHeader("authorization", "Basic YWRtaW46aW5mb2Jsb3g=")
.addHeader("content-type", "application/json")

.build();

Response response = client.newCall(request).execute();

HOST record

PUT

OkHyttpClient client = new OkHttpClient();

MediaType mediaType = MediaType.parse("application/json");

RequestBody body = RequestBody.create(mediaType, "{\"name\":\"host1.info.com\"}");
Request request = new Request.Builder()
.url("https://grid-master/wapi/v2.12/record:host/ZG5zLmhvc3QKLIOkZWZhdWxOLmNvbS5pbm
ZvLmhvc3Qx:host.info.com/default?_return_as_object=1")

.put(body)

.addHeader("authorization", "Basic YWRtaW46a\W5mb2Jsb3g=")
.addHeader("content-type", "application/json")

.build();

Response response = client.newCall(request).execute();

DELETE

OkHyttpClient client = new OkHttpClient();

Request request = new Request.Builder()
.url("https://grid-master/wapi/v2.12/record:host/ZG5zLmhvc3QKLIOkZWZhdWxOLmNvbS5pbm
ZvLmhvc3Qx:host.info.com/default?_return_as_object=1")

.delete(null)
.addHeader("authorization", "Basic YWRtaW46a\W5mb2Jsb3g=")

.addHeader("content-type", "application/json")
.build();
Response response = client.newCall(request).execute();

These examples use the RestSharp library.
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Network
Object

REST
Operation

Sample C# Scripts

HOST record

GET

ServicePointManager.ServerCertificateValidationCallback +=(sender, certificate, chain,
ssIPolicyErrors) =>true; //Disable SSL Warnings//

var client = new RestClient("grid-master");

var request = new RestRequest("wapi/v2.12/record:host?_return_as_object=1",Method.GET);
request.AddHeader("authorization", "Basic YWRtaW46aW5mb2Jsb3g=");

IRestResponse response = client.Execute(request);

var results = response.Data;

POST

ServicePointManager.ServerCertificateValidationCallback +=(sender, certificate, chain,
ssIPolicyErrors) =>true; //Disable SSL Warnings//

var client = new RestClient("grid-master");

var request = new
RestRequest("wapi/v2.12/record:host?_return_as_object=1",Method.POST);
request.AddHeader("authorization", "Basic YWRtaW46aW5mb2Jsb3g=");
request.AddHeader("content-type", "application/json");
request.AddParameter("application/json", "{\"name\":\"host.info.com\",\"ipv4addrs\":
[{\"ipv4addr\"\"172.26.1.20\"}]}", ParameterType.RequestBody);

IRestResponse response = client.Execute(request);

var results = response.Data;

PUT

ServicePointManager.ServerCertificateValidationCallback +=(sender, certificate, chain,
ssIPolicyErrors) =>true; //Disable SSL Warnings//

var client = new RestClient("grid-master");

var request = new

RestRequest("wapi/v2.12/record:host/ZG5zL mhvc3QKLIOkKZWZhdWx0LmNvbS5pbmZvLmhve
3Qx:host.info.com/default?_return_as_object=1",Method.PUT);
request.AddHeader("authorization", "Basic YWRtaW46aW5mb2Jsb3g=");

request.AddHeader("content-type", "application/json");
request.AddParameter("application/json", "{\"name\":\"host1.info.com\"}",
ParameterType.RequestBody);

IRestResponse response = client.Execute(request);

var results = response.Data;

DELETE

ServicePointManager.ServerCertificateValidationCallback +=(sender, certificate, chain,
ssIPolicyErrors) =>true; //Disable SSL Warnings//

var client = new RestClient("grid-master");

var request = new
RestRequest("wapi/v2.12/record:host/ZG5zLmhvc3QkLIOkZWZhdWx0LmNvbS5pbmZvLmhvc
3Qx:host.info.com/default?_return_as_object=1",Method.DELETE);
request.AddHeader("authorization", "Basic YWRtaW46a\W5mb2Jsb3g=");
request.AddHeader("content-type", "application/json");

IRestResponse response = client.Execute(request);

var results = response.Data;

[ . ity: Definitive List of REST E

Youtube Channel: WAPI| Bytes

Infoblox Community: Why use Infoblox WAPIs

Infoblox Community: Getting Started with WAPIs using POSTMAN

Infoblox Community: Getting Started with WAPIs using Insomnia

Infoblox Deployment Guide - Infoblox REST API - February 2022



https://community.infoblox.com/t5/API-Integration/The-definitive-list-of-REST-examples/td-p/1214
https://www.youtube.com/watch?v=Ppd_9Owukc0&list=PLRASOKPhqoBwVEk8SKOnInzn0n9xSi-0M
https://community.infoblox.com/t5/Best-Practices/Why-use-Infoblox-WAPIs/ba-p/13262
https://community.infoblox.com/t5/Community-Blog/Getting-started-with-WAPIs-using-POSTMAN/ba-p/14860
https://community.infoblox.com/t5/Community-Blog/Getting-started-with-WAPIs-using-Insomnia/ba-p/16832#M335

Infoblox Community: Get more value out of Infoblox APIs

Infoblox Community: Consolidate your WAPIs using the Request Object
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https://blogs.infoblox.com/community/get-more-value-out-of-infoblox-nios-apis/
https://blogs.infoblox.com/community/consolidate-your-wapis-using-the-request-object/
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