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Introduction
Infoblox vNIOS for AmazonWeb Services (AWS) is a virtualized Infoblox appliance designed for

deployment as a VM (virtual machine) instance in AWS, a collection of integrated cloud services in the

Amazon Cloud.

Infoblox vNIOS for AWS enables you to deploy robust, manageable, and cost effective Infoblox appliances

in the Amazon Cloud. Infoblox NIOS is the underlying software running on Infoblox appliances and provides

core network services and a framework for integrating all the components of themodular Infoblox solution.

It provides integrated, secure, and easy-to-manage DNS (Domain Name System), DHCP (Dynamic Host

Configuration Protocol), IPAM (IP address management) and other services.

AWS is a highly available cloud platform that provides multiple services, including the ability to operate a

virtualized computer (VM) and applications that can bemade available globally or from specific networks.

Amazon provides the AWSCLI (Command Line Interface) and AWS Shell as separate applications which are

simple to install and use for management of available AWS services.

Prerequisites
The following are prerequisites for managing an Infoblox vNIOS for AWS appliance using the AWSCLI (v2

of the CLI is used for this guide):

● Valid subscription and credentials for AWS.

● A supported client computer platform (64 bitWindows XP or later, Linux, Unix or macOS).

● Appropriate permissions in AWS to stop and start VM instances.

● Aworking Internet connection.

Limitations
The AWSCLI or AWS Shell may not support all services or operations. For further information onwhich

services and operations are and are not supported, refer to the AWSCLI command reference

(https://awscli.amazonaws.com/v2/documentation/api/latest/reference/index.html). Additional operations

may be available through the AWSManagement Console (web based GUI), or through scripting using the

AWSAPI.

Concepts

Introduction to the AWSCLI, AWS Shell, and the RESTAPI

The AWSCLI and AWS Shell provide an alternative to the AWSManagement Console

(https://console.aws.amazon.com/console/) and to the AWSAPI for managing resources and services in

AWS. The CLI is installed as a single application and runs in a standard command prompt or terminal

window. Commands are not as flexible as what is available through the API; however, the CLI gives an easy
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to use interface which does not require specialized expertise to use andwill generally also have faster

response times.

The Infoblox REST API, also referred to as theWAPI (or web API), provides an interface for NIOS (or vNIOS

instances) that uses HTTPmethods for operations and supports input and output in both JSON and XML

formats. TheWAPI is a NIOS interface, not part of the AWSCLI; basicWAPI usage is included in this guide

in support of automating various tasks tomanage your Infoblox vNIOS for AWS instances.

While not covered in this guide, AWSmodules are also available forWindows PowerShell. Refer to

https://aws.amazon.com/powershell/ for more details regardingWindows PowerShell.

AWSBasics

Before implementing the AWSCLI or AWS Shell to manage an Infoblox vNIOS for AWS EC2 instance, an

administrator should understand common terms or objects available in AWS related to the implementation

of vNIOS or the usage of the AWSCLI and AWS Shell. The following are common objects and terms:

● AWSCLI: The AWSCommand line interface is a single application which installs on your computer

and enables you to easily manage supported resources and services in AWS.

● AWS Shell: Installed under Python, the AWS Shell functions as a replacement for the AWSCLI but

works essentially the same as the CLI with the exception that you do not need to specify the top

level command (aws) each time you run a command.

● GitHub: An online repository and hosting service which allows developers to share both public and

private source code and other development related tasks. The source code for both the AWSCLI

and AWS Shell is available on GitHub.

● Python: A commonly used programming language that is supported onmany different operating

systems and allows developers to develop fully functional programs or scripts.

● PIP: The packagemanagement system used for installing andmanaging software packages in

python.

● Boto: An AWS SDK (software developer kit) for python. Boto is required when using the Amazon

API in python for scripting purposes.

● JSON: JavaScript Object Notation, a human readable and open-standard format commonly used for

large blocks of data that is supported bymany programming languages. JSON is the default output

format for the AWSCLI.

● EC2: Elastic Compute Cloud, the service which provides virtualized computing resources in the

Amazon cloud. This is the service which Infoblox vNIOS for AWS appliances operate under.
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● VPC: Virtual Private Cloud, a network service which provides network connectivity and isolation

for any applications and resources that you are running in the Amazon cloud. A VPC is your own

network where youwill define firewalls, routing, and subnets that enable you to connect in and out

of the Amazon cloud.

AWSCLI Applications

The AWSCLI version 2 is available for many operating systems. Detailed installation instructions can be

found in the user guide at https://docs.aws.amazon.com/cli/latest/userguide/install-cliv2.html. The

following are basic installationmethods for each operating system.

Windows

The AWSCLI version 2 is available in anMSI installer for 64 bitWindows operating systems. Download and

run theMSI available at https://aws.amazon.com/cli/.

macOS

The AWSCLI version 2 is available for 64 bit macOS versions as a PKG file. Download the PKG from

https://aws.amazon.com/cli/. Double click the PKG to install.

Linux

The AWSCLI version 2 is available for both 64 bit and ARM versions of Linux. Download the zip file from

https://aws.amazon.com/cli/. Unzip and run the install file. The following is an example of installation on

Ubuntu Linux:

1. First, use the curl command to download the CLI in a zip file.

2. Unzip the file.

3. Run the install program.

4. Verify the installation with the aws --version command.
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Docker

The AWSCLI version 2 is also available on an official Docker image, supported andmaintained by Amazon.

To download the latest image, use the docker command: docker pull amazon/aws-cli:latest. Refer to AWS

documentation for usage of the docker image:

https://docs.aws.amazon.com/cli/latest/userguide/install-cliv2-docker.html.

AWS Shell

The AWS Shell is available as a pythonmodule. It can be found onGitHub along with usage instructions at

https://github.com/awslabs/aws-shell. Themodule can be installed using the pip packagemanager for

python: pip install aws-shell.

Infoblox Use Cases for the AWSCLI

The following are common use cases for using the AWSCLI in managing Infoblox vNIOS for AWS

appliances:

● You do not have access to an appliance andmust shutdown, restart or terminate it.

● You need to automatemanagement of Infoblox appliances and servers.

TheOffline Appliance Use Case

In this use case, the Infoblox vNIOS for AWS appliance is no longer reachable. This may happen due to a

service issue with the appliance itself, or a general connectivity issue and can happen frequently in lab or

testing environments. In such cases, it may not be desired to use the web-based AWSmanagement console.

As an alternative, the AWSCLI can be used to complete the desired task.

The Automation Use Case

For this use case, an administrator can automate the shutdown and restart or termination of an Infoblox

vNIOS for AWS appliance. This can be helpful in lab or QA environments where systems are spun up and

shutdown as needed andwould allow for administrators tomake the systems available as required.
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Usage

AWSCLI

Amazon provides a large number of services which can bemanaged through the AWSCLI, including the EC2

service which Infoblox vNIOS for AWS appliances operate under.When running a command for the AWS

CLI, youwill begin with the base call (aws), followed by the top-level commandwhich is generally the service

that you aremanaging. Next in the command structure would be the subcommand, or the actual operation

that youwish to perform and then any options or additional parameters that you need to pass in the

commandwould be specified next.

$ aws <command> <subcommand> [options and parameters]

Tab completion (auto completion) for commands is available for some platforms but is not enabled by

default. Refer to http://docs.aws.amazon.com/cli/latest/userguide/cli-command-completion.html for more

details regarding this feature.

AWS Shell

To launch the AWS Shell, run the command: aws-shell. This will bring you to the aws prompt.With the

exception that you do not enter the top level command, the syntax for commands is similar to that of the

AWSCLI. The AWS Shell provides the advantage of fuzzy completion and an integrated help function. This

makes for amuch friendlier interface, especially useful to administrators whomay not be as familiar with

the available commands.

Infoblox RESTAPI

Using a supported application (such as curl or even a web browser), you can send http GET, POST, PUT and

DELETE requests to a supporting server. This enables cross-functional API access tomanage systems such

as your Infoblox services. In the following example, we first pass the command name. Next, we can see

multiple options that may be set in the command and are prefixedwith a – (hyphen), the credentials to be

used for the connection to the endpoint that the command is being sent to, then the type of action (which

may use eitherGET, POST, PUT or DELETE). Following that, we see theURLwhich sets where the command
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is being sent to (and includes theWAPI version to be used for the endpoint the command is being sent to)

and the resource it will act on (for example vdiscoverytask). Lastly, you will see any data or function calls set

after the URL. Note: the strings highlighted in red are common parameters that youmust update tomatch

your environment, such as the username and password.

$ curl -k -u admin:infoblox -X GET https://<GM_address>/wapi/v2.11/<resource>

Command Examples
The examples provided here are intended to allow an administrator to restart, shutdown, or terminate an

Infoblox vNIOS for AWS appliance using the AWSCLI. These examples are not Infoblox specific and can be

applied to any VirtualMachine operating in the Amazon AWS cloud platform.When using these examples in

the AWS Shell, simply omit the “aws” portion of the command.

Note: The examples included in this guide are subject to change without notice and are provided without any
warranty.

Environment Setup

Prior to using the AWSCLI or AWS Shell to manage Infoblox vNIOS for AWS appliances, youwill first need

to set up your environment. This includes specifying your credentials (keys) which will be used to login to

AWS, and the default region that youwill connect to. Using the Infoblox REST API does not require any

special configuration when using a web browser. The ability to run commands through a command line

interface/terminal may require additional software components, such as CURL (which is open source and

freely available).

AWSCLI

To set your access key ID, secret access key, default region, and default output format, run the command:

aws configure. Enter the appropriate values at each prompt.

AWS Shell

To set up your environment in the AWS Shell, run the shell and use the command: configure. Enter the

appropriate values at each prompt.
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Restart an Infoblox vNIOS for AWSAppliance

Once you have configured your CLI environment with credentials for the account where your Infoblox

vNIOS for AWS instance is running, you can restart it using this command: aws ec2 reboot-instances

--instance-ids <instance_id>.

No feedback is providedwhen running this command. Youwill be returned back to the prompt once it

finishes executing. Multiple instances can be restarted by adding additional instance IDs, for example: aws

ec2 reboot-instances --instance-ids i-111111111 i-2222222 i-nnnnnnn. If you need to find the instance

IDs for your instances you can use the aws ec2 describe-instances command.

Shutdown an Infoblox vNIOS for AWSAppliance

Theremay be cases where youwish to be able to shut down an EC2 instance, such as if it is used for testing

purposes and you do not wish to leave it running while it is not being used. To shut down the VM instance,

use the following command: aws ec2 stop-instances --instance-ids <instance_id>.

The screenshot above shows the output for a successful run. Multiple instances can be stoppedwith a single

command by adding additional instance IDs, for example: aws ec2 stop-instances --instance-ids

i-111111111 i-2222222 i-nnnnnnn.
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Start an Infoblox vNIOS for AWSAppliance

To start an Infoblox vNIOS for AWS EC2 instance that has been shut down, use the following command: aws

ec2 start-instances --instance-ids <instance_id>.

The screenshot above shows the output for a successful run. Multiple instances can be started with a single

command by adding additional instance IDs, for example: aws ec2 start-instances --instance-ids

i-111111111 i-2222222 i-nnnnnnn.

VirtualMachine Details

To get a detailed listing of all your EC2 instances in a particular region, use the following command: aws ec2

describe-instance --region <region>. If the region argument is omitted, the commandwill return

information on instances in the default region set for your environment.
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The screenshot above shows the first lines of the detailed information returned for the first VM instance in

this region. To return information on only specific VM instances, add the --instance-ids parameter filled by

the IDs of instances. For example: aws ec2 describe-instance --instance-ids i-1111111111111111.

To return only certain attributes for each of the instances being described, use the --query parameter. For

example: aws ec2 describe-instance --region us-west-1 --query

‘Reservations[*].Instances[*].{Instance:InstanceId,Name:Tags[?Key==`Name`]|[0].Value}’ --output table.

This example also uses the table value for the --output parameter to format the returned information.

For further information and examples of using the --query parameter, refer to the documentation for

describe-instances: https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-instances.html.

VirtualMachine Status

To find the status of your virtual machine instances, use the command: aws ec2 describe-instance-status.

By default, this command only describes running instances and performs status checks on them to identify

hardware or software issues. To get the status for only specific instances, use the --instance-ids parameter:

aws ec2 describe-instance-status --instance-ids <instance_id>.

Managing Infoblox vNIOS for AWSAppliances Using the AWSCLI (October 2023) 10

https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-instances.html


To see the status of all instances, including stopped instances, add the --include-all-instances parameter.

VPCDetails

To gather details on all of your VPCs, such as CIDR block, DHCP options set, andmore, use the command:

aws ec2 describe-vpcs. To find information for a specific VPC, add the --vpc-ids parameter as shown below.
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Infoblox API Example

Infoblox provides aWAPI Reference Guide which provides information regarding available commands and

their structure. One of the first steps when running commands is to first obtain the reference ID for the

object that youwant tomanage. In this example, wewill use the curl command tomanage vDiscovery as this

is a commonly sought after feature.

vDiscovery

To get the reference ID for any vDiscovery tasks that you have configured, use the following example: curl

-k -u username:password -X GET https://<Grid_Master>/wapi/v2.11/vdiscoverytask.

Note: This command example is usingWAPI version 2.11. Adjust this for your version of NIOS as required. Refer to
InfobloxWAPI documentation for further information.

In the above example, the reference ID for one of the vDiscovery tasks is:

vdiscoverytask/ZG5zLmNkaXNjb3ZlcnlfdGFzayRBV1MtVVMtV2VzdC0x:AWS-US-West-1
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Using this reference ID, we can build a command to start this vDiscovery task (this command should be a

single line): curl -k -u username:password -H ‘content-type: application/json’ -X POST

“https://<Grid_Master>/wapi/v2.11/vdiscoverytask/<task_ID>:<Task_Name>?_function=vdiscovery_con

trol” -d ‘{“action”:”START”}’

Additional Resources
● AWSManagement Console: https://console.aws.amazon.com/console/

● AWSCLI and AWS Shell main page: https://aws.amazon.com/cli/

● AWSCLIv2 Command Reference:

https://awscli.amazonaws.com/v2/documentation/api/latest/reference/index.html

● AWS Tools for PowerShell: https://aws.amazon.com/powershell/

● Infoblox REST API Reference:

https://www.infoblox.com/wp-content/uploads/infoblox-deployment-infoblox-rest-api.pdf

● InfobloxWAPI andOther Documentation: https://docs.infoblox.com/

Managing Infoblox vNIOS for AWSAppliances Using the AWSCLI (October 2023) 13

https://console.aws.amazon.com/console/
https://aws.amazon.com/cli/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/index.html
https://aws.amazon.com/powershell/
https://www.infoblox.com/wp-content/uploads/infoblox-deployment-infoblox-rest-api.pdf
https://docs.infoblox.com/


Infoblox unites networking and security to deliver unmatched performance and
protection. Trusted by Fortune 100 companies and emerging innovators, we
provide real-time visibility and control over who andwhat connects to your
network, so your organization runs faster and stops threats earlier.

Corporate Headquarters

2390Mission College Blvd, Ste. 501

Santa Clara, CA 95054

+1.408.986.4000

www.infoblox.com

https://www.infoblox.com/

