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Introduction

The Infoblox BloxOne® add-on for Splunk provides users the ability to view high level information about
their Network’s data from the BloxOne platform. The application contains predefined dashboards where
users can see insights into DNS, DHCP, and Security Activity data in Splunk. Users have the ability to update
dashboards as per their requirements. Please note that this Splunk add-on is not officially supported by
Infoblox.

Prerequisites

The following are prerequisites for the Infoblox BloxOne Add-on for Splunk:

Infoblox

1. Infoblox BloxOne with a valid DDI or Threat Defense License.

2. An OPH (On-Prem Host) with the Data Connector service enabled. For deploying the Data
Connector, refer to this guide.

Splunk
1. Splunk Account, to download and install the application from Splunkbase.

2. Splunk Enterprise or Cloud with a valid license. For more information refer to the Splunk
Documentation.

Known Limitations

For the full functionality of the Infoblox BloxOne add-on users need to have a CSP account with access to an
Infoblox CSP tenant with a BloxOne DDI and Threat Defense licenses. The application works even with one
of mentioned licenses in that case the dashboards will show limited insights specific only to the available
license.

Deploying and Using the Application

Configure the Data Connector

To use the Splunk BloxOne application a source and destination for the data connector is required. Perform
the following steps to configure the Data Connector.
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1. Onthe Infoblox CSP highlight on Manage, then click on Data Connector in the list that is revealed.

infoblox. =
Dashboard

Manage
Policies IPAM/DHCP
Reports DNS

Research Keys

Administration Infrastructure
NTP
Anycast
Routing
External Networks
Endpoints

Internal Domains

Data Connector

2. Onthe Data Connector page, click on the Destination Configuration tab located on the top of the
Data Connector Page.

InfObIOX ﬁ Traffic Flow Configuration Source Configuration Destination Configuration ~ ETL Configuration

Dashboard

Manage Edit Remove

3. Tocreate a new source, click on Create and then click on Splunk for Splunk Enterprise or Splunk
Cloud for the Splunk Cloud instance in the list that is revealed.

Traffic Flow Configuration Source Configuration Destination Configuration ETL Configuration

Edit Remove

NIOS Reporting
Splunk

Splunk Cloud
Syslog

™~ DESTINATIONTYPE

Destination BloxOne Cloud
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4. Follow one of the below steps to create destination configuration based on the selection in step 3.

o For Splunk Enterprise, on the Create Splunk Destination Configuration screen, enter the details
of the Splunk Enterprise server (refer Setting up Splunk for more details).

= Enter aName for the configuration.

Create Splunk Destination Configuration

*Name Splunk
Description Splunk destination configuration for BloxOne

4
State [ ) Disabled

= Under Splunk Details, Enter the FQDN or the IP address of the Splunk indexer along with
the port. For this deployment, put the Index Name as “main”.

SPLUNK DETAILS

*FQDN/IP & Port

192.168.1.20:9997
Example: 10.10.10.1:9997,10.10.10.2:9997

*Index Name main
Log Format Splunk CIM v
Insecure Mode

= Enable the destination by changing State to Enabled.

State . Enabled

o For Splunk Cloud, on the Create Splunk Cloud Destination Configuration screen, enter the
details of the Splunk Cloud server (refer Setting up Splunk Cloud for more details).

= Enter Name of the configuration.

Edit Splunk Cloud

Splunk Cloud Destination Configuration

*Name Splunk Cloud
Description Splunk Cloud destination configuration
i
State . Enabled
Config Options O Configure manually

® Import configuration
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= Splunk cloud configuration can be imported or manually configured. If the configuration is

imported it auto-fills the configuration details.

= If Import configuration is selected in Config Options, use the downloaded Universal
Forwarder Credential config file (splunkclouduf.spl) for Splunk Cloud Configuration. (go to
Apps > Universal Forwarder. Click Download Universal Forwarder Credentials.)

SPLUNK CLOUD CONFIGURATION IMPORT

splunkclouduf.spl

*Splunk
Cloud
Configuration

= Allthe details except the index will be auto-filled if configuration is imported,, else for
manual configuration, fill in the required details. For this deployment, put the Index Name

as “main”

CONNECTION DETAILS

*FQDN/IP & Port inputs.prd-p-20t9n.splunkcloud.com:9997

Example: 10.10.10.1:9997,10.10.10.2:9997

*Index Name main

Log Format Splunk CIM

FORWARDER CERTIFICATE

splunkclouduf.spl

Forwarder Certificate

*Certificate Key [ .....

Passphrase

CA CERTIFICATE

CA Certificate

splunkclouduf.spl

= Enable the configuration by changing the State to Enabled.

State

@ Enabled

5. To confirm the creation of the Splunk Destination, click Save & Close.

6. Click on the Traffic Flow Configuration tab located near the top of the Data Connector page. Then,

click the Create button to create a new Traffic Flow configuration.

Traffic Flow Configuration  Source Configuration

‘ Edit ’ ‘ Remove ’ Refresh

Destination Configuration

ETL Configuration

Infoblox Deployment Guide - Infoblox BloxOne Add-on For Splunk (Enterprise & Cloud) (July 2023)



7. Inthe Create Traffic Flow Configuration screen, the below details are to be filled.

o Enter the Name and description of the configuration.

Create Traffic Flow Configuration

*Name Splunk
Description Splunk traffic flow configuration for BloxOne

Y
State [ ) Disabled

o Expand the CDC Enabled Host list by clicking on the CDC Enabled Host header. Then, select the
OPH that was created earlier in this guide.

v CDC Enabled Host

On-Prem Host OPH-Splunk-CDC -

o Expand the Source Configuration list by clicking on the Source Configuration header. Then,
select BloxOne Cloud Source as the Source. In the Log Type panel, select the type of logs that will
be sent to Splunk.

+ Source Configuration

Source BloxOne Cloud Source -

BLOXONE CLOUD SOURCE CONFIGURATION

LOGTYPE

Threat Defense Query/Response Log
Threat Defense Threat Feeds Hits Log
DDI Query/Response Log
DDI DHCP Lease Log

o Expand the Destination Configuration list by clicking on the Destination Configuration header.
Then, select the destination that was created earlier in this guide from the drop down list (Splunk
or Splunk Cloud).

+ Destination Configuration

Destination Splunk @ 192.168.1.20 -

Infoblox Deployment Guide - Infoblox BloxOne Add-on For Splunk (Enterprise & Cloud) (July 2023) 6



o Enable the configuration by toggling the State to Enabled.

State . Enabled

8. Click on Save & Close to confirm the creation of the Traffic Flow.

Configure Splunk

To Configure the Splunk BloxOne Application, users may install the application directly from Splunk, or
download the application and add it to Splunk. Both the methods are described below.

Install from Splunk Web Ul
1. Navigate to the Splunk web interface and click on + Find More Apps under the Apps list.

Search & Reporting

Cloud Monitoring Console

Splunk Secure Gateway

Universal Forwarder

Upgrade Readiness App

+ Find More Apps

2. Inthe Search bar type Infoblox BloxOne and hit enter.
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splunk: Apps ¥

Browse More Apps

Infoblox Bloxone

CATEGORY
D IT Operations

[:l Security, Fraud & Compliance
D Business Analytics

[ utiiities

D loT & Industrial Data
[:] DevOps

[:l Directory Service

() Email

[:l Endpoint

(] Firewall

Messages v Settings v Activity v Q Find

X Best Match Newest Popular

1Apps

’:w Infoblox BloxOne

This app uses the logs from Infoblox BloxOne obtained using the Cloud Data Connector and generates

meaningful dashboards and reports.

Category: Security, Fraud & Compliance, Network Security | Author: Shukran Naqati | Downloads: 2 | Released: 8 days ago |

Last Updated: 3 days ago | View on Splunkbase

3. Look for the Infoblox BloxOne app and click on Install.

4. Enter your Splunk.com username and password and click on Agree and Install to install the

application.

Login and Install

Enter your Splunk.com username and password to download the app.

Username

Password
Forgot your password?

The app, and any related dependency that will be installed, may be provided by
Splunk and/or a third party and your right to use these app(s) is in accordance with
the applicable license(s) provided by Splunk and/or the third-party licensor. Splunk
is not responsible for any third-party app and does not provide any warranty or
support. If you have any questions, complaints or claims with respect to an app,
please contact the applicable licensor directly whose contact information can be
found on the Splunkbase download page.

Infoblox BloxOne is governed by the following license: 3rd_party_eula

I have read the terms and conditons of the license(s) and agree to be bound by
them. | also agree to Splunk's Website Terms of Use.

Cancel Agree and Install

5. If prompted, Click on Restart Now to restart the Splunk instance.

Restart Required X

You must restart Splunk Splunk Enterprise to complete installation of Infoblox
BloxOne.

6. Onceinstalled, the application will be visible in the Apps list.
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Download from SplunkBase (For Splunk Enterprise Only)

1. Goto SplunkBase and download the Infoblox BloxOne application.

splunkbase”  coiiections  apps Q. Find anapp Submit an App

Infoblox BloxOne
Thi: ses s from Infoblox BloxOn

Built by

spls £ Download

Latest Version 1.1.0 '/.1 Rating Support Ranking

Octc 2 s u (0) 73 Not Supported # In Network Security

Apps
Explore Splunk

Search & Reporting

3. Click the Install app from file button located near the top of the Splunk Enterprise web interface.

Administrator ~ Messages ~ Settings ~ Activity Help
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4. Click Choose File. Then, locate and select the file that was downloaded on step 1 of this section.

Install App From File

If you have a .spl or tar.gz app file to install, you can upload it using this form.
You can replace an existing app via the Splunk CLI. [2 Learn more.
File

| Choose File | No file chosen

Upgrade app. Checking this will overwrite the app if it already exists.

5. Click the Upload button to confirm the file upload.

6. Onceinstalled, the application will be visible in the Apps list.

Application Navigation

1. Afterinstallation the application should be visible in the Splunk Apps list. Click on Infoblox BloxOne
from the list to open the application.

Search & Reporting

Infoblox BloxOne

e Readiness App

Splunk Add-on Builder
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2. Onceusers are in the application, by default, the Security Events dashboard opens up. Click on

BloxOne Dashboards to reveal the list of other dashboards.

BloxOne Dashboards Dossier Infoblox BloxOne Threat Intelligence data Search Inputs Configuration
v Security Events
DNS Events se security data
DHCP Overview i Category Domain Client Device
B1TD Filter Hits . Al . All
Events by Queries/Source IP Populating... Populating...

The dashboards give a high-level overview of the data from the BloxOne platform. The dashboards
included in the apps give users insights about DNS, DHCP, and Security activity.

Users have the ability to edit and update the dashboard objects. Click on any of the dashboards
from the list to see the high level metrics for that event.

BloxOne Dashboards v

Security Events Edit || Export v
Top level insights into your BloxOne Threat Defense security data
Time Period Threat Feed Category Domain Client Device

Last 24 hour v | . Al . Al v m Hide Fiter

Some filters are added to all dashboards which help users to get filtered data based on their
selection. Acommon filter for all dashboards is the time range where the users can select a time
period that they want to view the data for.

Time Period Threat Feed Category Domain Client Device
Last 24 hours v All v All v All

Vv Presets

Relative Other

Today Last 15 minutes All time

Week to date Last 60 minutes

Business week to date Last 4 hours

Month to date Last 24 hours

Year to date Last 7 days

Yesterday Last 30 days

Previous week

Previous business week

Previous month

Previous year

6. Other filters include device IP, Infoblox product, device MAC, domains, etc. based on the dashboard

the user is currently viewing.
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BloxOne Dashboards

Following are some screenshots of the different dashboards with their filter and some metrics that they
display.

Security Events Dashboard

This dashboard gives top level insight into BloxOne security events

-

BloxOne Dashboardsv  Searct )atasets +*. Infoblox BloxOne
Security Events Edit || Export
Top level insights into your BloxOne Threat Defense security data
Time Period Threat Feed Category Domain Client Device

Last 24 hours - | [ a S Al = Al 2 m Hide Fiter

Total Security Events Unique Impacted Devices Unique Impacted B1 Endpoints

Unique Threat Indicators Unique Threat Classes Total High Threat Level Queries Not Blocked

Total Queries Allowed Total Queries Blocked Total Queries Redirected

-~ A -~ A

DHCP Overview Dashboard
The dashboard gives top level insights into BloxOne DHCP data

BloxOne Dashboards v

DHCP Overview Edit || Export v
Top level insights into your BloxOne DHCP Lease data
Time Period Client Device Device MAC

Al time < | [ an . Al . m Hide Fiters

DHCP Leases (Unique Devices) DHCP Leases (Unique IPs) DHCP Leases (No Fingerprint)

New DHCP Leases Updated DHCP leases Released DHCP Leases

4 30 4
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DNS Events Dashboard
The dashboard gives top level insights into BloxOne DNS Query/Response

-
BloxOne Dashboards v Dataset: <*° Infoblox BloxOne

DNS Events Edit Export v
Top level insights into your BloxOne DNS Query/Response
Time Period Infoblox DDVTD Client Device

Last 24 hours v |[ a = Al = m Hide Filt

Total DNS Events DNS Events (Unique Domains) DNS Events (Unique Devices)

6,774 217 17

DNS Events over Time

4

B1TD Filters Dashboard

Two types of filters can be configured using the Cloud Services Portal. Users can configure category filters

and application filters. Based on the configuration, specific actions such as Allow or Block will be taken on
the detected content. This dashboard gives information about the queries matching the filters.

-
BloxOne Dashboards v Searct Infoblox BloxOne
B1TD Filter Hits Edt || Bxort ~
Category Filters are a set ntent categorizatior that BloxOne Threat Defense Cloud uses to detect and Filter specific internet content. Based on your configuration, specific actions
such as Allow or Block will be taken on the de content. Application Filters are a set of rules that BloxOne Threat Defense Cloud use: detect and Filter specific Internet content. See
more about Filters on the official Infoblox Documentation Portal.
Time Period Application Feed List Category Feed List Other Feed List

Last 24 hours « | [ an s Al e Al E m Hide Fitr

All Filter Hits Application Filter Hits Category Filter Hits Other Filter Hits

Hit Count by Filters Hits over Time for Application Filters

10

Infoblox Deployment Guide - Infoblox BloxOne Add-on For Splunk (Enterprise & Cloud) (July 2023)

13



Events by Queries/Source IP Dashboard

Gives users a closer look into the queries and where they are originating form.

-
BloxOne Dashboards v S t Dataset p Infoblox BloxOne

Events by Queries/Source IP Edit || Export v

Get a closer look into what is being queried and where threat data is originating

Time Period Client Device Client Device
Last 24 hours - All - All - m Hide Filters
Count by Source IPs over Time Hit Count by Device
125 src_ip * src_device_name ¢ src_mac * count *
172.0.0.27 172.0.0.27  00:50:56:0b:06:d5 523
172.0.0.28 172.0.0.28  00:50:56:0b:06:91 540
172.0.0.31 172.0.0.31  00:50:56:01:37:66 404
o 192.168.1.100 192.168.1.100  00:50:56:0a:07:10 79
49293 ] 172.0.0.31 1
- 49300 0 172.0.0.31 1
oo

[R— — — 49317 0 172.0.0.31 1
TnuSep 8 e e ! e 49645 o 172.0.0.31 1
’ 49898 0 172.0.0.31 1
49905 ] 172.0.0.31 1

Infoblox Threat Intelligence Data

To index Infoblox TIDE data into Splunk the add-on needs to be configured and inputs need to be defined. To
configure TIDE inputs follow the below steps:

1. Click onthe Configuration tab then click on Add-on Settings.

ts {8 Configuration

Configuration

Set up your add-on

Proxy Logging 2 Add-on Settings

BloxOne APl Key | sessecee

2. Generate an APl key from your CSP user profile page and paste it in BloxOne API Key field and click
on Save button. To generate API Key follow the below steps.

o From the Cloud Services Portal, click your user name at the lower left-hand corner of the portal
and select User Profile -> User API Keys tab.

o Onthe User API Keys tab, click Create.
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o Inthe Create User API Keys dialog, fill in Name and Expires At.
o Click Save & Close to save the configuration.
o Click Copy in the confirmation dialog to copy the user APl key.

After configuring the add-on click on Inputs tab on configure TIDE inputs.

<*
+% Infoblox BloxOne
InpUtS Create New Input v
Manage your data inputs Infoblox BloxOne Threat Intelligence URLSs |
Infoblox BloxOne Threat Intelligence
0 Input 10 Per Page ¥ Al - Q foblex Bloxon atIntellig
Domains
i Name = Interval & Index 2 Status = Infoblox BloxOne Threat Intelligence IPs
No records found

Click on Create New Input and select a desired input type to index TIDE URL, Domain or IP data.
To configure the input:
Enter a unique Name for the input.

Select a time Interval you want to pull in the data.
Note: Select interval as 1 hour or more.

Select an Index for the data.
To fetch all previous threat indicators during the first run check the First run get past 10Cs.

Click on Add to save the data input

Add Infoblox BloxOne Threat Intelligence URLs

Name

Interval

Index

First run get past IOCs

tideUrls

Ente

7200

main

Cancel m
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6. Follow the same steps to configure Domain and IP data. Once configured data should get indexed in
15 to 20 mins.

R
Inputs f t +%. Infoblox BloxOne

> tideUrls 7200 main ( Enabled s 0O =

Manage your data inputs | Infoblox BloxOne Threat Intelligence URLs |
Infoblox BloxOne Threat Intelligence
1Input 10 Per Page ¥ Al - Q | | Infoblox BloxOne Threat intelligenc
Domains
i Name = Interval Index * Status @ Infoblox BloxOne Threat Intelligence IPs

The Infoblox BloxOne Threat Intelligence data dashboard shows metrics related to threat intelligence data
pulled from BloxOne like number of threat indicators, different types of threat indicators, threat indicators
segregated by threat, risk, and confidence score.

-,
Infoblox BloxOne Threat Intelligence data € t f t < Infoblox BloxOne

Infoblox BloxOne Threat Intelligence data Edit | | Export v
Type Class Property Profile
Last 24 hours v All X All X All X All X
Report Search Limit to CIDRs (comma separated) Active

A X : . A i o R

Search produced no results.

Number of Threat Indicators Number of Threat Indicators by type
type ¢ count ¢
URL 340
’ Q & i O 7mago
Threat Indicators New IOcs by property over time
2,000 2,000
1500
1000
1,000
Il Maivia._eneric — Malwa. eneric

Dossier

The application features a Dossier dashboard, which generates a link to the Infoblox BloxOne Dossier
summary page for the selected domain along with some of the insights from Infoblox Threat Intelligence
Data.

3

BloxOne Dashboardsv  Dossier Infoblox BloxOne Threat Intelligence data Search Inputs Configuration &% Infoblox BloxOne

Dossier Edt | Export v

BloxOne® Threat Defense offers a powerful threat research tool, Dossier, that automates the collection and correlation of threat intelligence from the dozens of apen source, proprietary or premium commercial resources of your choice. It presents all of
this information i a single view, allowing your team to pivot around available data for the insights needed to complete investigations faster and drive more rapid and effective response. It provides contextual information from multiple sources
simultaneously and empowers you to make accurate security decisions more quickly and with greater confidence!

Time Period Host Name

Last 30 days < }Sc\cc(adomam P - m Hide Filters
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1. Onthe Dossier dashboard select the domain from the Domain dropdown.

Dossier

BloxOne® Threat Defense offers a powerful threat research tool, Dossier, that automates the collectio
this information in a single view, allowing your team to pivot around available data for the insights nee
simultaneously and empowers you to make accurate security decisions more quickly and with greate|

m Hide Filters

Time Period Host Name

Select a domain v

Last 30 days v ‘

Q filter X
Infoblox Dossier -

Clicking on below link will of ~ config-edge-skype.-0007|-msedge.net 5 ehensive, one-pe

config.edge.skype.com

clients.l.google.com

2. Onselecting adomain from the list a link with the same domain name will be displayed below. On
clicking the link, a new tab will open which will redirect users to the BloxOne Dossier summary page
for the selected domain. The page also displays metrics for the selected domain from TIDE data if
the domain is present.

Dossier Edit Export v
BloxOne® Threat Defense offers a powerful threat research tool, Dossier, that automates the collection and correlation of threat intelligence from the dozens of open source, proprietary or premium commercial resources of your choice. It presents all of

this information in a single view, allowing your team to pivot around available data for the insights needed to complete investigations faster and drive more rapid and effective response. It provides contextual information from multiple sources

simultaneously and empowers you to make accurate security decisions more quickly and with greater confidence.

Time Period Host Name

Last 30 days v‘ composediabs.com v | X m Hide Filters

Infoblox Dossier

Clicking on below link will open the Dossier Summary rkepcn that provides a c , One-page report ing the i obtained when conducting a threat indicator search on the given domain.
Infoblox Threat Score Infoblox Risk Score Infoblox Confidence Score
8 .O 8 .o
Infoblox Threat Score Rating Infoblox Risk Score Rating Infoblox Confidence Score Rating
Medium High High
Threat Class Threat Property

Phishing Generic
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Additional Resources

For more information regarding Infoblox or Splunk, access these websites:
1. Infoblox Documentation Website: Infoblox Documentation Portal

2. Infoblox Data Connector Docs: Data Connector - BloxOne Threat Defense - Infoblox
Documentation Portal

3. Splunk Documentation Portal: Splunk Documentation

4. Setting up Splunk - BloxOne Resource: Setting Up Splunk

5. Setting up Splunk Cloud - BloxOne Resource: Setting Up Splunk Cloud

6. Infoblox BloxOne Application - Splunkbase: Infoblox BloxOne | Splunkbase
7. Infoblox Website: Infoblox

8. Infoblox Community Website: Infoblox Community
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infOblox Infoblox unites networking and security to deliver unmatched performance and
protection. Trusted by Fortune 100 companies and emerging innovators, we
provide real-time visibility and control over who and what connects to your
network, so your organization runs faster and stops threats earlier.

Corporate Headquarters

2390 Mission College Blvd, Ste. 501
Santa Clara, CA 95054
+1.408.986.4000
www.infoblox.com
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