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Introduction
The Infoblox DDI solution now supports data fromMicrosoft DNS andDHCP services and integrates this

data into the reporting and analytics platform thus providing a single view into all DDI (DNS, DHCP and IP

AddressManagement) services.

This deployment guide explains how to enable and provisionMicrosoft DNS andDHCP logging, to integrate

with the Infoblox Reporting and Analytics platform.

FeatureOverview
● Supports existing DNS/DHCP/IPAM reports to include the data fromMicrosoft DNS andDHCP

servers along with Infoblox appliance data.

● SynchronizesMicrosoft ‘DNS Analytic events’ logged for DNS queries andDNS responses in ‘Event

Viewer’ for preparing DNS reports data.

● DHCP/IPAM reports data is prepared based upon existingMicrosoft DHCP object synchronization.

● LeveragesMicrosoft server managing Gridmember’s reporting configurations and service to

prepare the data as a forwarder and send to the reportingmember (indexer).

● Uploads the collected data files to Data Connector VM to support DCVM reports withMicrosoft

DNS data.

● The following DHCPReports are supported withMicrosoft data:

○ DHCP Lease History

○ DHCPMessage Rate Trend

○ DHCP Top Lease Clients

○ DHCPv4Usage Trend

○ DHCPv4Usage Statistics

○ DHCPv4 Range Utilization Trend

○ DHCPv4 TopUtilized Networks

● The following IPAM reports are supported withMicrosoft data:

○ IPAMv4Network Usage Statistics

○ IPAMv4Network Usage Trend
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○ IPAMv4 TopUtilized Networks

● The following DNS reports are supported withMicrosoft data:

○ DDNSUpdate Rate Trend

○ DNS Top Requested Domain Names

○ DNSQuery Rate byQuery Type

○ DNS Top Clients

○ DNSQuery Rate byMember

○ DNSDaily Peak HourQuery Rate byMember

○ DNS Top Clients per Domain

○ DNS TopNXDOMAIN-NOERROR (no data)

○ DNS Top SERVFAIL Errors Sent

○ DNS Top Timed-Out Recursive Queries

○ DNSQuery Trend Per IP Block Group

○ DNSDomains Queried by Client

○ DNSDomainQuery Trend

○ TopDNSClients byQuery Type

○ DNS Top Clients QueryingMXRecords
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Data Flow for Grid Support ofMicrosoft DNS andDHCP Servers

Requirements
The following items are required forMicrosoft DNS andDHCP server support:

● Infoblox NIOS version 8.2.1 or later.

● InfobloxMicrosoft management license for everymember that will serviceMicrosoft DNS and

DHCP servers.

● Infoblox Reporting Server.

● SupportedMicrosoftWindows Versions

Deployment Summary
● Enable enhancedDNS logging and diagnostics.

● Install Microsoft management license on eachmember performingMS synchronization services.

● AddMicrosoft DNS andDHCP servers to the GridMember(s).

Deployment Instructions

Enable Analytics on theMicrosoft Server

1. Log onto theMicrosoft Server.

2. From an elevated command prompt, type eventvwr.msc to start the event viewer.
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3. In the event viewer, navigate toApplications and Services Logs→DNS-Server.Note: This entry will
not appear if theMicrosoft 2012 R2 server is not up-to-date on patches.
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4. Right click onDNS-Server, point toView, and then click ShowAnalytic andDebug Logs. The

Analytical log will be displayed.

5. Right Click onAnalytical and then click on Properties.

6. In the screen above, underWhenmaximum event log size is reached, chooseDo not overwrite

events (Clear logsmanually), select the Enable logging checkbox, and clickOKwhen you are asked

if youwant to enable this log.Note: This step is documented in theMicrosoft website.
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AddMicrosoft DNS andDHCP servers to the Grid

Note: This section is optional if you have already added your Microsoft servers to the GridMaster. If you have
already addedMicrosoft servers to your grid, then skip to the next section.

1. NavigateGrid→Microsoft Servers→ Toolbar→AddMicrosoft Servers. Enter the

domain/username and password. Select themanagingmember by clicking on the SelectMember

button. Select theNetwork View andDNSView to synchronize. ClickNext. Note: The screenshot
below is just an example. Refer to the NIOS Administrator's Guide on setting the proper Microsoft server
credentials.
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2. Set the credentials for connecting to DNS andDHCP services and set theManageDNS andDHCP

services in to Read/Write or ReadOnly. ClickNext.
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3. Set the credentials for connecting to Active Directory and set theManage Active Directory sites in

to Read/Write or ReadOnly. ClickNext.

4. Add the servers with either the FQDNor IP address and select the services to be synchronized with

the GridMember. Click Save &Close.
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5. After about 5minutes of synchronizing the data between the GridMaster, you should see the

following:

Enable receiving of report data fromMicrosoft server

1. Navigate toGrid→GridManager→ Toolbar→Grid Properties→ Edit.
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2. ToggleAdvancedMode and then click onMicrosoft Integration. Click on Synchronize DNS

Reporting Data. Click Save &Close.

3. By default, the analytics logs from theMicrosoft server are synchronized fromMicrosoft event logs

every 15 seconds. You can change the DNS synchronization interval to any time between 1 second

to 3600 seconds.

Viewing Reports

1. Navigate to theReporting tab and pick one ormore of the supported reports. Take note of the

Microsoft server drop downmenu for filtering purposes.
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Troubleshooting

If the reports are not showing any data from theMicrosoft servers, you can look at the Audit log or

Microsoft log.

1. To see the Audit log, navigate toAdministration→ Logs→Audit Log. Look for entries that pertain

to the IP address of theMicrosoft server.
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2. To see theMicrosoft log, navigate toAdministration→ Logs→Microsoft Log.
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