afalalaw | VAl vendorn
'n o OX® DDI Security and Automation

EEEEEEEEEEEEEEE

INFOBLOX NIOS &
VENDORN VISION
DEPLOYMENT GUIDE




INFOBLOX NIOS & VENDORN VISION DEPLOYMENT GUIDE

TABLE OF CONTENT

OVERVIEW. ...t s s
HOW IT WORKS ..o e sssesse e

CONFIGURATION ......coccirmnnrnmnsnissssssss s ssss e

SYSLOG.... i ———————
INFOBLOX DATA CONNECTOR.......cconirnene s
DINSTAP ..ot

infoblox.



INFOBLOX NIOS & VENDORN VISION DEPLOYMENT GUIDE

OVERVIEW

Infoblox NIOS and VendorN Vision work together in providing organizations with long-term
access to enterprise DNS log history, providing a current unparalleled view into your DNS
data and context. Once aggregated, your DNS data can then be fed into your SIEM or SOAR
platforms to enhance security operations and improve effectiveness. The VendorN Vision
platform drives value from DNS data in a host of ways:

Discover New Connections

Vision has been designed with a “what has changed” philosophy, so new data can be easily
identified using simple filtering and sorting.

Prioritize Data

Groups can be created for critical networks and devices so that DNS data and events can be
quickly identified and prioritized.

Navigate History

Instantly and easily understand which devices have performed which queries and which
records these queries have resolved to.

HOW IT WORKS

Vision receives DNS query and response logs from Infoblox NIOS Grid DNS servers. It
aggregates and stores this data while also optionally sending events and aggregated DNS
data to an organization’s SIEM. An organization can also use its SOAR and other systems to
query the Vision APl to access DNS activity history data. When sending data to Vision, NIOS
has a comprehensive suite of features which can be used, these are Syslog, the Infoblox data
connector and DNSTAP:

Infoblox NIOS Grid
DNS Servers

O
% — Vendorh

— Vision
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_——dnstap

The CONFIGURATION section contains a sub-section documenting how each of these
methods are configured in the Infoblox NIOS platform.
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CONFIGURATION

SYSLOG

With the Syslog method, NIOS Grid DNS servers are configured to forward their Syslogs to a
Vision Sensor. Note: Query and response logging must be enabled on the DNS servers.

To configure the Syslog method in Infoblox NIOS use the following steps:

1. Once the Infoblox NIOS user interface has been accessed, navigate to the Grid / Grid
Manager / Members page:

Infoblox :E: Data Management Smart Folders Grid Administration
Grid Manager
Finder
< Infoblox m # R
B Smar Folders + |
DHCP  DNS  TFTP | HTTP(FleDis)  FTP  DFP  NTP  bDioxTools  Caplive Poral  Subscriber Collection
A Bookmarks +
Visualization Mambers. Senvices
i Recycie Bin + T—
Quick Filter| None v | | [EgFiter on show Fiter [0 Rewlication Status View
W URL Links +
[ Group Resulls Group By
+ Z 8= Bli-18
[ Name HA Status
v & infoblox localdomain No m

2. Select a member and click the “edit” button displayed in the table toolbar to edit the
member properties:

infoblox localdomain (Grid Member Properties Editor) a
1O Toggie Basic Mode Basic [7]
&
= SYSL0G
“Syslog Size [MB) 300 O o Sl Tk Fisac et Otites, Mhe Bl and opens
o a new cno 5 syskog sre(VE) 3

Log to External Sysiog
Servers

Manitoring EXTERMAL $YSLOG SERVERS +

Address Transpert  Wdetace  Source MNode ID Port Severtty Categery

3. Under the Monitoring / Basic tab make the following changes and save and close the
dialog:

a. Checkthe “Log to External Syslog Servers” checkbox.

b. Add a Vision Sensor under the “EXTERNAL SYSLOG SERVERS” table, ensuring
TCP port 8514 is specified and ensure “Category” is set to “DNS Queries” and “DNS
Responses”.

infoblox.
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4. Next, navigate to the Data Management / DNS / Members page:

Infoblox s Dashboards  DataManagement  SmartFolders  Grid  Administration

|I‘.i\i.-\ VLANs Super Host DHCP File Distribution
Finder & Zones Members Name Server Groups Shared Record Groups Subscriber Services Deployment
B3 Sma Folders --

Quick Filter MNone bl ‘ m Filter On Show Filter
A Bookmarks +
Group Resuits Group B v

§ Recycle Bin -+ u P ey
i URL Links + 2 L8

Name -« Status

@ @ infovlox focaidoman | RURRONI——

5. Select a member and click the “edit” button displayed in the table toolbar to edit the
member DNS properties:
infoblox.localdomain (Member DNS Properties)

4 Toggle Basic Node. Basic Advanced

2®

Logging Facil
Anhated frorm

Logoing Category Log thase categonas of messages |:-
ponensl chant rosohver
config FESPONSES
daLabaso e
dnasec security
lame servers transferin
otwork [/ ol
bty update
qunies. update-socunty
quey rewnde DTC health monlios
ate-bma DTC koad balancing
»
x 0 A C

6. Underthe Logging / Basic tab make the following changes and then save and close the
dialog:

a. Checkthe “queries” checkbox.
b. Checkthe “responses” checkbox.

7. Once saved, a service restart of the DNS server will be required for the changes to take
effect.

Following this, NIOS Grid DNS servers will log query and response messages to their local
Syslog which is then forwarded to the Vision Sensor in real-time.

infoblox.
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INFOBLOX DATA CONNECTOR

With the Infoblox Data Connector method, NIOS Grid DNS servers are configured to
periodically send files to a Vision Sensor which contain similar query and response messages
to the Syslog method but using SCP.

To configure the Infoblox Data Connector method in Infoblox NIOS use the following steps:

1. Once the Infoblox NIOS user interface has been accessed, navigate to the Data
Management / DNS / Members page:

Infoblox s Dashboards  Data Management  SmartFolders  Grid  Administration
|I‘.i\}.| VLANs Super Hosl DHCP File Distnibution
Finder « Zones Members. Mame Server Groups Shared Record Groups Subscriber Services Deployment
B3 Smart Folders +
Quick Filter None v | m Filter On Show Filter
M Bookmarks +
; Group Results Group B *
B Recycle Bin + O P DY
i URL Links + 2z L8
B Name ~ Status

@ ——

2. Select a member and click the “edit” button displayed in the table toolbar to edit the
member DNS properties:
infobdox. localdomain (Member DNS Properties)

1D Toggh Basic Mode Bask Advanced

A®

DNSTAP settings for NS Queriea/Responses
DNSTAP Querios Responsss sUppors when ADPIDCA s Enatisd Ovomax
Queries  Responses
“DNSTAP Recelver Address  109.155,124.183
“DNSTAP Receiver Port £000

At treen il Jtilo

[ for a8 DNS a Domain

Capture DMS Quasries [f] Capturs DHS Responses

@ Capture queriesTespoRses for 4 domaing

Z' LIMITCAPTURE TO THESE DOMAINS

[ EXCLUDE THE FOLLOWING DOMAINS

Retain captured quariesirepiies on the local disk

Expart to SCP ~
TCP port 8022

“Directory Patn

*Server Address 192.168.0.111

“Usemame ignared

Password e

“Limit query data collected per file to 2 minutes or 100ME (whichever comes first).
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3. Underthe Logging / Advanced tab, make the following changes and then save and close
the dialog:

a. Checkthe “Capture DNS Queries” checkbox.
b. Check the “Capture DNS Responses” checkbox.
Check the “Capture queries/responses for all domains” radio button.

c
d. Uncheck the “Retain captured queries/replies to the local disk” checkbox.

e. Set“Exportto”to “SCP”.

f. Set“TCP port”to “8022".

g. Set“Directory Path” to /”.

h. Set“Server Address” to be the Vision Sensors IP address.

Set “Username” and “Password” to “ignored” — the Vision Sensor will refuse
connections from devices it has not been configured with, the username and
password specified is ignored by the sensor.

4. Once saved, a service restart of the DNS server will be required for the changes to take
effect.

Following this, NIOS Grid DNS servers will log query and response messages to a local file
which is then forwarded to a Vision Sensor periodically.

DNSTAP

With the dnstap method, NIOS Grid DNS Servers are configured to forward DNS queries and
responses to a Vision Sensor using the dnstap protocol.

To configure the dnstap method in Infoblox NIOS, take the following steps:

1. Once the Infoblox NIOS user interface has been accessed navigate to the Data
Management / DNS / Members page:

Infoblox :E: Dashboards Data Management Smart Folders Grid Administration

m IPAM  VLANS Super Host DHCP File Distribution
Finder « Zones Members Name Server Groups Shared Record Groups Subscriber Services Deployment
B Smart Folders +

Quick Filter Mone bl ‘ m Filter On Show Filter
M Bookmarks -+

Group Resulls Group B

B Recycle Bin + 0 b fids
B URL Links + 2> L8

B Name - Status

7 @ infobloxlocaidoman | RGN
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2. Selecta member and click the “edit” button displayed in the table toolbar to edit the
member DNS properties:

infoblox localdomain (Member DNS Properties) [}

O Toggle Basic Mode Basic Advanced €
&

General =

DNSTAP settings for DNS Queries/Responses
® DNS Views
Forwarders DNSTAP Quenies/Responses supports when ADP/DCA is Enabled Inherit
Updates Queries [f] Responses

Queries

‘DNSTAP Receiver Address  192.168.0.111

Zone Transfers

® Rool Name Servers "DNSTAP Receiver Port 6000

® Sort List

@ Blackhole

# Logging
® Host Naming

Data connector for all DNS Queries/Responses to a Domain

[} Capture DNS Queries| | Capture DNS Responses Inherit

®GSS-TSIG

Capture queries/responses for all domains

® Blackist LIMIT CAPTURE TO THESE DOMAINS

® DNS64

® RRset Order

® Security

Permiss:

Canc

ions

el Save & Close +

3. Under the Logging / Advanced tab make the following changes and then save and close
the dialog:

a
b.

o

d.

Check the “Queries” checkbox.

Check the “Responses” checkbox.

Set “DNSTAP Receiver Address” to the Vision Sensors IP address.
Set “DNSTAP Receiver Port” to “6000”.

4. Once saved, a service restart of the DNS server will be required for the changes to take
effect.

Following this, NIOS Grid DNS servers will send DNS query and response messages to a

Vision S

ensor in real-time.
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