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Cisco ISE stands for Cisco Identity Services Engine. It is a centralized security policy management
platform that automates and enforces security access to network resources. In other words, it is a
network access controller (NAC) that can be automated to allow or restrict network access to
devices based on certain rules/policies.

Cisco pxGrid (platform exchange grid) Controller is a layer on top of Cisco ISE. It is the layer that
communicates with other third-party vendors (i.e. Infoblox) to get specific information to allow or
restrict the network access in addition to the static rules/policies configured on ISE and the
dynamic rules/policies discovered by Cisco. It is also the grid that we will be connecting to in order
to send and get information to and from the ISE server.

Infoblox NIOS acts as a client to the pxGrid Controller and will be subscribing to information from
the Cisco ISE box such as usernames, domain names, SSID, VLANSs, etc. NIOS also publishes
information that it has acquired via DHCP to Cisco ISE. NIOS also publishes events triggered as a
result of ADP/DNS Firewall rules being hit.

This document goes over the steps to configure NIOS 8.5 to integrate with Cisco ISE 2.4 and above using
PxGrid 2.0. The integration is different in that NIOS 8.5 uses outbound API to communicate with Cisco ISE.

Features of integrating with Cisco ISE/pxGrid include:
The ability to get (i.e., subscribe) to session notifications from the Cisco ISE server.
The ability to publish RPZ, IPAM, and DHCP data to the Cisco ISE server.

Quarantining clients when an RPZ entry is hit.

Cisco ISE integration is supported on the following Infoblox appliances:
IB-1415
IB-1425
IB-2215
IB-2225
IB-4015
IB-4025

The following are prerequisites for the Infoblox and Cisco ISE/pxGrid integration:
e NIOS 8.5 or later
e Grid master and Grid Master Candidate

Licenses

VNIOS license if using VNIOS

DNS license

DHCP license

RPZ license

Security Ecosystem license

MS Management license if using Grid to manage MS servers

Threat protection license if using Advanced DNS Protection services
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Certificate

Client certificate created by the Cisco ISE administrator

CA Root Certificate from the Customer and it is already in the Cisco ISE trusted certificate store
e Grid Master, Grid Master Candidate, MS AD Server, and Cisco ISE appliance must be in the

same domain name

Usually Cisco ISE is deployed in multiple nodes in a production environment with separate
nodes for primary admin node (PPAN), primary monitoring node (PMNT), secondary admin node
(SPAN), secondary monitoring node (SMNT), primary pxGrid node (pxGrid1), and secondary
pxGrid node (pxGrid2)—with policy service nodes (PSN). The certificates come from the primary
monitoring node. However, if the ISE server is limited to one server, then client certificate and CA
certificate come from the ISE server at the following ISE GUI path: Administration --> pxGrid
Services --> Certificates.

Cisco ISE and pxGrid are installed properly.

Cisco ISE certificates are installed properly.

Root Certificate is installed properly on Cisco ISE.

Auto registration must be turned on or clients must be explicitly approved on the Cisco ISE side.

When DHCP/IPAM data is published to Cisco ISE, the dynamic topic (Infoblox DHCP or

Infoblox_IPAM) must be authorized.

Time must be synchronized between the Cisco ISE server and the managing Infoblox member.

e You are running Active Directory authentication and have added the AD server to Cisco ISE. This
means the Cisco ISE appliances are in the main DNS zone as A records.

e You have a Cisco ISE expert configuring the ISE appliance.

e Ethernet switch is configured correctly to communicate with the Cisco ISE appliance.

Data Infoblox Value
Object
Device OS Discovery Compliments DHCP Fingerprinting and Network
Insight.
Security Discovery Important security state information now available
Group to the network admin.
Session State Discovery Important security state information now available
to the network admin.
SSID Discovery Currently not discovered via Network Insight.
VLAN Discovery Compliments Network Insight.




TrustSEC Tag Discovery Important security state information now available
to the network admin.

User Name Network Compliments MSFT Identity Management.
User

Domain Name Network Compliments MSFT Identity Management.
User

Account Extensible Important security state information now available

Session ID Attribute to the network admin.

Audit Session Extensible Important security state information now available

ID Attribute to the network admin.

EPS Status Extensible Important security state information now available
Attribute to the network admin.

IP Address Extensible Published by Cisco, but most likely not used.
Attribute

MAC Address Extensible Published by Cisco, but most likely not used.
Attribute

NAS IP Extensible Important security state information now available

Address Attribute to the network admin.

NAS Port ID Extensible Important security state information now available
Attribute to the network admin.

Posture Extensible Important security state information now available

Status Attribute to the network admin.

Posture Time Extensible Important security state information now available

Stamp Attribute to the network admin.




Event Filter Filter Filter Filter

DNS RPZ RPZ Name Rule Name Action Source IP
Policy

Security - Rule SID Rule Source IP

ADP Severity Message

DHCP Lease State

Leases

Data IPAM Source

Attached Device Name

Network Insight

Attached Device Port

Network Insight

Attached Device Model

Network Insight

Attached Device Type

Network Insight

Attached Device Vendor

Network Insight

First Discovered

Network Insight

NetBIOS Name

Network Insight

Port Link Network Insight
Port Speed Network Insight
Port Status Network Insight

VLAN Description

Network Insight

State

Network Insight

Client ID

DHCP




Fingerprint DHCP

Infoblox Member DHCP

Lease Start Time DHCP

Lease State DHCP

IP Address IPAM and DHCP
MAC or DUID IPAM and DHCP
Host Name DNS

You need to create extensible attributes and values for all of the subscribed attributes and map these to
the data types in the subscription process during the initial ISE Ecosystem configuration. To make it
easier to distinguish attributes for ISE subscribed data, preface each name with the name “ISE.”

1. On the grid master, navigate to Administration — Extensible Attributes.

Infoblox s Dashboards  Dota Mansgement  SmartFolders  Grid  Administration

Extensibile Attributes Muithenticaion Server Groups Mamad ACLS

* Extensible Atributes R Tooler » 8
Quick Filter  Nana 1 | E)raeca Srow Filar + rod
+ _L a Go e Ga
WAME - TYPE COMMENT REQUIRED RESTRICTED TO 0. IWHERITANCE ENABLED 10N Comvarar
ISE_Agcount_Session_ID String No Yos
ISE_Aud_Session_|D String Ko s
ISE_IP Stiing L] s
ISE_MAC String ho fes
1SE_NAS_IP_Address Sting ™ Ves
ISE_NAS_Por_ID Siring Ko Yea
|SE_Postara_ID String L] s
ISE_Pastura_Stahus String Ne s
ISE_Posture_Timestamp String Ko ¥os
|SE_Quaranting String -] s
FRegion String L] IPwé Notwork IF... No
FepertingSte List Ne Marmber N

Y s

2. Add each extensible attribute that is prefaced by ‘ISE’. Attribute ‘ISE_Quarantine’ will be
assigned to the data type EPS_status later in this document. Here are examples of the extensible
attributes:

ISE_Account_Session_ID

ISE_Audit_Session_ID

ISE_IP

ISE_MAC

ISE_NAS_IP_Address

ISE_NAS_Port_ID
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ISE_Posture_ID
ISE_Posture_Status
ISE_Posture_Timestamp
ISE_Quarantine

Configuring Certificates using a Certificate Authority

In this example, we will use a Microsoft Certificate Authority. The summary of instructions are:

Configuring a pxgrid template for CA-signed operation.

Configuring the Infoblox Grid Master for CA-signed certificates.

Signing the certificate.
Configuring ISE ecosystem settings on the grid master.

Configuring a pxgrid template for CA-signed operation

1.

Select Administrative Tools->Certificate Authority-> “+” dropdown next to CA server->Right-Click on

Certificate Templates->Manage.

File Action View Help
« * | ﬁ | a3 | ﬂ B Certificate Templates Console

| certsrv - [Certification Authority (Local)\lab7-WIN-LTE11SBAKTM-CA\Certificate Templates]

L) Certification Authority (Local) | e Aclion View Help
El é lab7-WINALTE115BAKTM-C * * &1l lal =
|| Revoked Certificates H_| | |_
[ Tssued Certificates S gt R e E AN ERISBE | Template Display Name = | Minimum Supported CAs
|| Pending Requests ] Administrator Windows 2000
[ Failed Requests 3 Authenticated Session Windows 2000
| Certificate Templates 3 Basic EFs Windows 2000
] cA Exchange Windows Server 2003 Ent..
= -
2. Right-Click and Duplicate User template->Windows 2003 Enterprise->OK.
| mm (WIN -BG 7GR - | -
Domain Controller Authenboation Windows Server 2003 Bnt... 11C
4 EFS Recovery Agent Windows 2000 6.1
I Encolment Agent Windaws 2000 4.1
W] Errnliment Anset (o ter) 5.1
Duphcate Template || a1
6.1
You can create with advanced properbes, However, 7.1
not all Windows CAs support all certificate template A8.1
wersion of Windows Server supported for the duplicate > 1
template, l'm
= Windows Server 2003 Enterprise 104
101
T Windows Server 2008 Enterprise 100
101
Learn more about Certificate Template Yersions., 5.1
4.1
[Tox ] cance | | 6a
il
] Subordinate Cer tficabion Authority Windows 2000 5.1
5 Trust List Signing Windaws 2000 3.1
0 user Windows 2000 31
H user Signature Only Windows 2000 4.1
] web Server Windaws 2000 4.1
5] Workstation Authentication Windows Server 2003 Ent.., 101
.| | K| | 1|
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3. Enter name of certificate template, uncheck “Publish certificate in Active Directory”, and provide
validity period and renewal period.
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5. Click on Subject name, enable “Supply in the request”.

e = x
Request Handling Subject Name Server
2| Certificate Templates (WINATE11S
% Supply in the request
I U ze subject mtormation from existing certificates fior autoenroliment
renewal requests
™ Build from this Active Directory information :
Select this option to enforce consistency among subject names and to %1 Hore: Actin ’
simplify cerificate administration. 6.1
Subject name format; ;1
INone = 7: ]
7] Inelude e-mail name in subject name 11C
E
Include this information in altemate subject name: ﬁ;
= | E-mail name 101
I~ DNG name 5.1
[~ | User prinicipaliname (UPN] 4.1
I~ Semvice principal name [SFN] 6.1
11.
5.1
3.1
=%
4.1
4.1
101
fuas— =] =
o T [0k [ Comed | sy | e[|,

6. Click on Extensions->Issuance Policies->Edit->All Issuance Policies.

Bl Certificate Templates Console - . ) i |QRX|
Fle  Act i Help Properties of New Template __ ,ﬂ

@ |7 = |H@|fm  Geed | ReuestHanding | SubectName | Server
Issuance Requirements | Superseded Templates  Extensions | Securty sl

] Certificate Templates (WINATE115 Actions
Tio it e cclenior salact # - sl S Aol EAiE 41 i e
Edit Issuance Policies Extension _ x| 110

6.1 More Actions »

BXent  pn issuance policy describes the condtions under which |
3| T L —
J 5.1
53 41 Mare Actions »
. Issuance policies: 6.1
3 i 7.1
8.1
7.1
11C

'_l 108

101
Pead 101
Cortfi —:, 5.1

4.1
Add.. Eit.. | Remove | i

I~ Make this extension critical ey
51
oK | Concel | KA -
3.1
4.1
4.1
101

q T ok | Cancel | el H¢|L|l
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7. Leave the defaults for request handling.

Il Certificate Templates Console - o
m—— x|

File Action View Help

K

| Certificate Templates (WINALTE115

2

Properties of New Template

= | B lssuance Requiements | Superseded Templates | Extensions | Securty
¢ mE= HE RequestHanding | SubjectMame |  Sewver

Pumose: Signature and encryption
I™ Delete revoked on expired cerificates [do nat archive]
¥ Include symmetric algorithms allowed by the subject
I Archive subject's encryption private key

Minimum key size: Izm.B vl

¥ Allow private key to be exported
Do the following when the subject is enrolled and when the private key
associated with this cerfficate is used:
+ Enroll subject without requiring any user input
" Prompt the user during enrollment
Prompt the user during enroliment and require user input when the
private key is used

To choose which cryptographic service providers CSPs.
{CSPs) should be used, click CSPs.

oK |[ Camcel | mey | Hep

8. Right-click on Certificate Templates.

=10/ x|

| ver | | Actions

41 Certiﬁcai* Templa... &
11C .

5.1 Maore Actions »

4.1

g vser ]
4.1 More Actions 4

6.1
7.1
8.1
7.1
110
10:
101
101
5.1
4.1
6.1
1L
5.1
31
3.1
4.1
4.1
101

-

2

Infoblox Deployment Guide - Cisco ISE PxGrid 2.0 Deployment Guide (March 2023)



9. Select New Template to

File Action View Help

issue and select pxGrid.

=101

|| pending Requests
| Failed Requests
;I Certificate Templates

[N Enable Certrllcate Templ.ates ﬂ

&% |7 a|H s

3] Certification Authority (Local) Name | Intendzd Purpose

Bl g lab7-WINATE11SBAKTM-CA CEP Encryption Certificate Request Agent
["] Revoked Certificates 1] Exchange Enrollment Agent (Offine req... Certificate Request Agent
[ Tssued Certficates & 1psec (Oﬁhe request} IP sec.nty IKE intermediate

b7 [ P P

Select one Centificate Template to enable on this Certification Authority.
Note: i a cerificate template that was recently created does not appear on this list, you may need to wait until
irformation Mhtﬂrﬂllahnbuenmidudhidwmm

Al of the cedificate templates

For more information, mmﬁmﬂﬂm%w
Name [ Irtended Pupose Al
5 Exchange User Secure Email
& IPSec IP securty IKE intermediate

E Kerberos Authertication Cliert Authertication, Server Authentication, Smart Card Logon, KDC Authent

Tl Key Recovery Agert Key Recovery Agent
& OCSP Responss Signing ~ OCSP Signing
E pCarid Server Authertication, Secure Emal, Encrypting Fle System, Chient Authertic:

7 RAS and 1AS Server
E Router (Offline request)

Client Authentication, Server Authentication
Cliert Authertication

E Smartcard Logon Cliert Authertication, Smart Card Logon
ﬁl Smartcard User Secure Email, Ciert Authentication. Smart Card Loaon | _F
] 3

10. You should see the pxGrid template.
i certsrv - [Certification Authority (Local)\lab7-WIN-LTE11SBAKTM-CA\Certificate Templates]

Fie | Acton View Hep

|7 0= H

i) Certification Authority (Local)
El g lab7-WINATE11SBAKTM-CA
| Revoked Certificates
|| Issued Certificates
|| Pending Requests
[ Failed Requests

B Certificate Templates

Name | tntended Purpose

-E?xﬁid Server Authentication, Secure Email, Encry...
E CEP Encryption Certificate Request Agent

) Exchange Enrollment Agent (Offine reg...  Certificate Request Agent

E IPSec (Offline request) IP security IKE intermediate

E Directory Email Replication Directory Service Email Replication

E Domain Controller Authentication Client Authentication, Server Authenticatio. ..
E EFS Recovery Agent File Recovery

) Basic EFS Encrypting File System

E Domiain Controller Client Authentication, Server Authentication
E \Web Server Server Authentication

1 computer Client Authentication, Server Authentication
E User Encrypting File System, Secure Emai, Clien. ..
5 subordinate Certification Autharity <All>

5 Administrator Microsoft Trust List Signing, Encrypting File. ..
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This section provides instructions for configuring the Infoblox GM for CA-signed certificate
operation.

The instructions are:

1. Generating a public-private key pair and CSR request for the Infoblox GM. You must
use the name of the Grid Master during the creation of the key pair and CSR.

2. Generating the certificate from the Microsoft CA server.

3. Uploading the root CA certificate into the Infoblox trusted store.

4. Configuring ISE ecosystem parameter settings with the Infoblox concatenated
certificate and ISE pxGrid node IP address.

The private key pair and CSR request were created on a MAC with Oracle JDK installed. Once the CSR

request was signed by the CA server using the customized pxGrid template, the Infoblox public certificate
and private key were concatenated to a PEM file and uploaded to the Infoblox GM.

Note: The following commands are executed on a MAC or Linux system.

1. Execute the following command to generate the private key: openssl genrsa -out <key filename>
4096.

2. Execute the following command to generate the CSR request: openssl req -new -key <key
filename> -out <CSR filename>. Answer all of the prompts. The most important prompt is
Common Name. This has to be the name of the grid master or grid member. Ensure all of the
components in this ISE deployment (ie grid master, CA server, and ISE environment) all have
the same domain name.

3. Open the CSR file in an editor and highlight and copy the CSR information including the header
and footer or upload this file to the Microsoft CA server.

4. Bring up the CA server from a browser in the Microsoft GUI.

- o B
ﬂ o (e -

=1 ¥ e ties
IS Rarmea® Acteer Deprin

M rosal Scive Uneciery Cerlicsts Sarscen

s By VI MU LTWE A

Wielcomme

Ui Bhis. Wibeh sille b0 pequessd & corblicale fon yous ieh Ercwsssr, ol Clhenl, of Diher program. By using & cerlifcals you can werily youl ideniity
10 peSeCnplss WOR CONTITRATCHS: 'Wolly Orer [Tl WiBh, Sagin Brad SNOrypl Messages nd  Gepandmg upoe The Ty of CerBcnis yous IBgusst parkom
oiher saciehy lasks

Wom con Ak wie T Web sl o download o cordfcate ssthonty D0A) corficsio corsiosie cham oo osrirbcato sesocabor e (CFIL )L o B e
T Stalirs of & peereling neduess

Fon' iidine el el el AlTres Dhiesliory CoaWinlidils Sofvelend s Afiress Doty Cosiillal il Syl [tk sl
Smlect 3 sk
Rioapart ooyl

View e ~tafbue ol g pessaclaneg Coslfcale sgued
Daormendoand B A Coriioale Conriiasle Chsan_ oo SR
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5. Click on ‘Request a certificate’.

Regaesd a Certifeats

Sakinrt P cxprilacinls By
Lt Carlificaln

O Suforrell i Achvas i CerilCats: Meguers]

6. Click on ‘advanced certificate request’.

Bcrosch Acts Drecey Corthiots Samtces _ wotab W WMPOCNE G4 tom]
mmmﬂ

Tha podcy oF B T chslnrminees tha e, of oeriifomles, you Can requeal Chok one of Pl foloming ophors o
Gl g S0 b MR b i G

il DT CEin 10U by Lo 8 Dai-4-Grinded LG (4 PRGS 210 b, 00 U0 o Ionwal 10 Dy 1] 8 Case-(H-enonded
BRCS #7 e

7. Click on ‘Submit a certificate request’.

Submit & TemAcaty oF Rerarwesl

To sulbmi a sawed regues] Bo e 58 pasie & base S encoded CTWC or PHCS 850 corbficate requast of PRCS 87 reneewal resques] geoner aied
Dry 8 STl SOURCH {SUCH G5 & VWeD SErver] i I S Fliuess] Daom

b ]

Tt b cnchend
el sty s
LR

PelE rid
PRLE #T)

8. Paste the information in the CSR into the ‘Saved Request’ box. Select the newly created
certificate template. Click Submit.
9. Select Base 64-encoded.

Canificaly |khued

T corbfcaln you reguersiod wns S 0w

DER encoded o ® Bame &4 ancoded

EW-:MH:HE
Caamiond ¢l mis: ©hasr

10. Select ‘Download certificate’.
11. Download the root certificate. This root certificate should be in the ISE certificate trusted store.
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12. Download the certificate in Base 64 format.

Micrmsolt dstre Dreclony Catihe sle Sareca

Downdoad a CA Certificate, Certficate Chain, or CRL

Tor irursd cawriifac albers. s Trom this ceriihicaton authonty, Fratsll this CA comficais
To dossmnboad 8 CA (el 388 Carmhcate chain, of CRL Selac] el Coriihc ae and e odhng mialhod

CA c#rufic gl

Curtent [labil 0 W IH- HOIOR 1AL CA] |

1 reddnig mviethanad
DER
# Bl 64

Irsstad] A corhs gl

Dierambogd T8 f farfiler @in

13. Select ‘Download CA certificate’.

14. Concatenate the private key and public certificate into one file with the following command: cat
<signed certificate flename from CA server> <key filename> > <filename.pem>. You must
concatenate in this order.

15. Upload this certificate to the ISE server trusted store.

1. Navigate to Grid — Ecosystem — Templates.

Infoblox :s: Dashboards Data Management Smart Folders Grid Administration Q Search admin v

Grid Manager Upgrade Licenses HSM Group Ecosystem

g Outbound Endpoint Notification Templates Toolbar » 2

Templates +] + Add Template
& Edit

Quick Fi\terv I mmterOn Show Filter T Delete

X, Export Template

+2lEse Goto Go ehema ’
0 = Name Vendor Type Event Type Template Type Outbound Type Added On S={IDN Gomera

B = PxgridSession pxgrid Session Manag CISCO ISE 2019-12-04 14:54:20 PST

@] Pxgrid DHCP Event pxgrid DHCP Lease Event CISCO ISE 2019-12-04 14:53:30 PST

& Pxgrid IPAM Event pxgrid IPAM Event CISCO ISE 2019-12-04 14:53:46 PST

F = Pxgrid Quarantine Event pxgrid DNS RPZ, Sec. Event CISCO ISE 2019-12-04 14:54:01 PST

2. Create the following outbound notification templates in a text file.:
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PxgridSession
{
"version": "6.0",
"vendor_identifier": "pxgrid",
"name": "PxgridSession",
"type": "PXGRID_ENDPOINT",
"comment": "Pxgrid session template",
"path": "/wapi/v2.9/",
"override_path": true,
"timeout": ,
"keepalive": true,
"retry": 4,
"retry_template": 2,
"rate_limit":

}

Pxgrid DHCP Event

{
"version": "6.0",
"name": "Pxgrid DHCP Event",
"type": "PXGRID_EVENT",
"event_type": ["LEASE"],
"action_type": "Pxgrid Action IPAM",
"comment": "Pxgrid template",
"content_type": "application/json",
"vendor_identifier": "pxgrid",
"headers": {
"User-Agent": "Outbound API 0.1 rrtest"
3
"transport": {
"path": "/wapi/v2.9",
"content_type": "application/json",
"override_path": true
¥
"steps":
[
{

"name": "DHCP event",
"operation": "PX_SEND_DHCP_LEASES"

Pxgrid IPAM Event

{
"version": "6.0",
"name": "Pxgrid IPAM Event",
"type": "PXGRID_EVENT",




"event_type": ["IPAM"],
"action_type": "Pxgrid Action IPAM",
"comment": "Pxgrid template",
"content_type": "application/json",
"vendor_identifier": "pxgrid",
"headers": {

"User-Agent": "Outbound API 0.1 rrtest"
}s

"transport": {

"path": "/wapi/v2.9",
"content_type": "application/json",
"override path": true

¥

"steps":

[

{

"name": "IPAM event",
"operation": "PX_SEND_IPAM"

Pxgrid Quarantine Event

{

"version": "6.0",

"name": "Pxgrid Quarantine Event",
"type": "PXGRID_EVENT",
"event_type": ["RPZ","ADP"],
"action_type": "Pxgrid Action IPAM",
"comment": "Pxgrid template",
"content_type": "application/json",
"vendor_identifier": "pxgrid",
"headers": {

"User-Agent": "Outbound API 0.1 rrtest"
¥

"transport": {

"path": "/wapi/v2.9",
"content_type": "application/json",
"override_path": true

¥

"steps":

[

{

"name": "Quarantine",
"operation": "PX_SEND_QUARANTINE"




3. Click on the ‘+’ button to add the templates.

Add Template B8

Filename: Select <

Close View Results H Add ]

4. Navigate Grid --> Grid Manager --> Members --> Toolbar -->Certificates.

Upgrada Licanses HSM Group

Toolbar »

& A =

g Infoblox » # R
DHCP DNS TFTP HTTP {File Dist) FTP NTP koo Tacl Caplive Portal Digtovery Sutacriver Collection TAXI

Members Sarvices

Cuuick Fité yong v | [EJrneron Soow Pt [ Baplication Status View
Geoup Resuts Geoup By
(™ Restart Sarvices
+ 1-18 goto G B Conm .
i= Grd
HANE HA STATUS 4 ADDAESS 1PV ADDRESS IDERTIFY DHCP DhS TFTP HTTP Propertes N

*9) Backup .
miesabe Mo
orsse
= Restore -
o Bandlestub.es No _ 108022 231 @ Snapsnat .

& e Ponu
& Dowricac =
#§ Cortficates -
5. From the Certificates drop down menu, select ‘Manage Certificates’.
CA Certificates
+ L B
L F 1 mk - FHEk vkl A1 LrsE N7
Ch="lnatiaie- WY "l N EdeedrobinbSet S08E-1018 B5LTLE
L WP LR LT LR UYL AT 130861 POIT -
SR80
131584 POT
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6. Click on the ‘+’ button to add the root certificate.

Lpload

QO

Fila Salnct Lisload

e
AT

~

Click on the ‘Select’ button to file the root certificate. Click ‘Upload’.

Click ‘Close’.
9. Navigate to Grid — Ecosystem — Outbound Endpoint.

©

Infoblox :i: Dashboards Data Management Smart Folders Grid Administration Q Search  admin

Grid Manager Upgrade Licenses HSM Group Ecosystem

Outbound Endpoint Notification Templates

Outbound Endpoint R

Qu\ckFi\lerv | mmlteror\ Show Filter
+- 8 e[ e

[ = Name « Endpoint Type URI Vendor Type Outbound Mem Comment Client Certificate Valid From Client Certificate Valid To
B = pxgrid_ep CISCO ISE Grid Master 2019-08-09 09:49:02 PDT 2021-08-08 08:49:02 PDT

10. Click on the ‘+’" button and select ‘Add Cisco ISE Endpoint

Infoblox :E: Dashboards Data Management Smart Folders Grid Administration Q Search  admin

Grid Manager Upgrade Licenses HSM Group Ecosystem

: Outbound Endpoint Notification Templates

Outbound Endpoint R

Quicmnerv | EFiteron  Show Fitter
Hizislale S —r

Add REST API Endpoint

Endpoint Type URI Vendor Type Outbound Mem...  Comment Client Certificate Valid From Client Certificate Valid To
Add DXL Endpoint

. CISCO ISE Grid Master 2019-09-09 09:49:02 PDT 2021-09-08 09:49.02 PDT
Add Syslog Endpoint

Add Cisco ISE Endpoint
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11. You will see the following screen.

Add Cisco ISE Endpoint Wizard > Step 1 of 5 8
e

*Server Address 10.196.6.53 | «

*Name | cisco_ise_ep |

Subscribing Member Selected Grid Master Candidate ~ gmc1.infoblox.com %

(@ Current Grid Master

Vendor Type pxgrid v
*Client Certificate rk.cer | Select
*Manage Certificates CA Certificates
WAPI Integration
Username
WAPI Integration Clear Password
Password

Test Connection
Comment

Disable

Cancel Previous Next Save & Close ~

12. Add the Cisco ISE server IP address or host name. If you are running a multi-node pxgrid, then the
IP address of the ISE server will be the primary pxGrid node. Enter the name of this entry.
Selected member will be responsible for subscribing/publishing information from/to Cisco ISE
server. Client certificate should be uploaded accordingly. Select ‘pxgrid’ as ‘Vendor Type’. Upload
the client certificate. Enter the WAPI Integration Username. Enter the WAPI Integration
Password. Note: if you have included at least one "wapi" related field in your action template,
you must configure WAPI integration; otherwise the WAPI step fails due to an authorization error.
Enter the username of the admin user you want to designate for Cisco ISE outbound notifications.
The appliance ignores the Auth Username and Auth Password for WAPI related steps in any
action templates if WAPI integration is configured.

13. You can now click ‘Test Credentials’ button. It should come back as successful. If not, then
check that you have uploaded the client certificate and root certificate to the ISE server certificate
trusted store. Leave the timeout section and log level at default or change it. Click on ‘Select
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Template’ button. Click Next.

Add Cisco ISE Endpoint Wizard > Step 2 of 5

Timeout
Log Level
Template

Vendor Type
Template Type

Parameters

Name

No data

Cancel

Seconds ¢

Warning B

PxgridSession | geject Template Clear

pxgrid

Session Management

Value

Previous

Next

Type

Save & Close ~
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14. Select the Data Types that you want to subscribe and map any or all data types to extensible
attributes. These extensible attributes can be used in the IPAM GUI. Click Next.

Add Cisco ISE Endpoint Wizard > Step 3 of 5 %]
e
To view subscription data in Grid Manager, enable the Network Users feature in the General -> Advanced tab of the Grid Properties Editor. &

*Subscription Settings
Available Data Types Selected Data Types

Domain Name
End Point Profile
Security Group

AV

Session State
SSID

User Name
VLAN

MAP OTHER DATA TYPES TO EXTENSIBLE ATTRIBUTES

"] DataType Extensible Attributes
al

-Audit Session ID
EPS Status

IP Address

MAC

NAS IP Address
NAS Port ID

Posture Status

C Posture Timestamp Previous Next Save & Close ~
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15. Select the items that you want to publish to the PxGrid. Click ‘Save & Close’.
Add Cisco ISE Endpoint Wizard > Step 4 of 5

Publication Settings

Available Selected
Attached Device Model ) IP Address
Attached Device Name L4

Attached Device Port
Attached Device Type
Attached Device Vendor
Client ID

Finger Print

Firet Niernverad

Cancel Previous Next Save & Close ~
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16. Click on the Notification tab.

Infoblox :E:‘ Dashboards Data Management Smart Folders Grid Administration

Q Search admin ¥

Grid Manager Upgrade Licenses HSM Group Ecosystem

; Outbound Endpaint Notification Templates

Notification R

Quick Fl\(er v ‘ m Filter On Show Filter

[ = Name Target Action Comment Disabled
No data
&

17. Click on ‘+’ button to add a natification. Type in the name. Select the endpoint. Click Next.

Add Notification Wizard > Step 1 of 4

*Name I notif_ep

*Target cisco_ise_ep Select Endpoint

Notification rules will be reset when you change the endpoint type.

Goto o

Target Type CISCO ISE
Vendor Type pxgrid
Comment

[ ] Disable

Cancel Previous Next

Toolbar

» @
«

= Add Notification Rule

< DN Converter

Save & Close ~
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18. Select the event type. The actions and rule template will change accordingly. Fill in the actions or
rules. Click Next

Add Notification Wizard > Step 2 of 4

It may take up to a minute to apply the new rules. K
*Event
Security ADP
DHCP Leases
Action IPAM te

Match the following rule:

Reset
Choose Filter 4| | Choose Operator B I 4+l <]
Cancel Previous Next Save & Close ~
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19. Enable event deduplication if you wish. It is only relevant for DNS RPZ, Security ADP events,

Click Next.
Add Notification Wizard > Step 3 of 4

[ ) Enable event deduplication
Log all dropped events due to deduplication
Select the fields to use for deduplication

Available Selected

Lookback Interval Minutes 4

Cancel Previous Next

Save & Close ~
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20. Click on Select Template. Click ‘Save and Close’.
Add Notification Wizard > Step 4 of 4

*Template Pxgrid Quarantine Event | ge\o01 Template | | Clear 2
Vendor Type pxgrid
Template Type Event
Parameters
Name Value Type
No data

Cancel Previous | Next Save & Close ~

This section steps through enabling the Data Management Network Users View on the Grid Master so the
Infoblox administrator can view the active users from the authenticated ISE sessions.
1. Navigate to Grid — Grid Manager--> Members.
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Infablox :g.' Dashboards Dutn Managomsnt Smart Folders Grid Adminigtration
|.||ZI,_']EI’! Licorses HSM Group Microsoft Servers Device S-I.IHKW'. Ecosysiem
; Infoblox = # R b » 3
= = . + Aad .
DHCP DhS TFTP HTTP (File Diist) FTP NTP blaxTools Captivo Portal Discovery Subscriber Collaction Thod
Members Sarvices
Quick Fiter yng v | ElFteron  srowFer ] Beplication Status View
Group Results Girowg By
(' Restart Sorvices
+ .18 Gate & 0 Corwl .
HANE Ha STATUS P4 ADDAESS IPVE ADDRESS DENTIFY DHCP NS TFTP HTTP E Er’:}omaa N
%) Batkug -
Jestian e No 10.60.22.230 n n
# dhmiusano Py == — .
& Mndestabs No _ 100680.22.231 Unsupported i Snapshet .
o Capiva Pnul‘lsl
X Downlaad -
¥ Cortifcates -
= Traffic Cagture
£ GSS#SIGKE,:
e F BFD Tamplates
#F Data Conrecior
2. Navigate to Toolbar --> Grid Properties a Edit.
Infoblox (Grid Properties Editor) [x ]
(O Toggle Basic Mode Basic Advanced 7]
«
General
Securlly “Grid Name Infoblox
Password *Shared Secret [ —
@ Proxy Settings
DNS Resolver *Shared Secret Retype
Monitoring
Time Zone - ifi
Sysiog Backup (UTC - 8:00) Pacific Tim v
p
SO Date 2019-01-27
# SNMP Threshold
@ Nofification Time 10:58:29 AM 0
Email
LOM VPN Port 194
Customer Improvement
Enable Recycle Bin g
NAT Groups
@ Object Change Tracking Audit Logging Brief
@ ActiveTrust Cloud Integration O Detailed
# Microsoft Integration WAPI Detalled
Extensible Attribute Inheritance Selecting WAP| Detailed will make the logs roll-over faster as it records WAPI
details in addition to the Detailed log information. It is recommended to copy
the audit log messages 10 syslog and fo an external server for longer retention.
“Token usage timeout 10
Cancel Save & Close  ~

Infoblox Deployment Guide - Cisco ISE PxGrid 2.0 Deployment Guide (March 2023)

28



3. Click on the ‘Advanced’ tab.

Infoblox (Grid Properties Editor) a
(© Toggle Basic Mode Basic Advanced (7]
&
General
) Enable GUI Redirect
Security from Member
Password Enable GUUAP! Access
via both MGMT and
@ Proxy Sefttings LANIVIP
DNS Resolver
Enabla Network Usars
Manitoring Feature
Sysiag Backup Enable Updates Of RIR
SNMP Registrations
® SHE Thinehold Enable Informational
# Notification GUI Banner
Email
Banner Color g j
LOM
Customer Improvemeant SaAAg
NAT Groups
# Object Change Tracking
# ActiveTrust Cloud Integration
Present the option of O All Users Superuser Nobody
@ Microsoft Integration recursive deletion of
) ) ) networks or zones to
Extensible Attribute Inheritance
Enable DNS Object
Permissions in
Networks and Ranges
DSCP Value 0
Cancal Save & Close «

4. Ensure the ‘Enable Network Users Feature’ button is enabled. Click ‘Save and Close’.
5. Navigate to Data Management a Network Users. This screen shows the ISE authenticated
users.

Infoblox :g: Dashboards  Data Monagement  SmartFolders  Grid  Administration

IPAM VLANs Super Host Devices. Network Users

B pctveUsers  User History Toolbar » 8
B &
default  metwork view [ L Expert
Cuuick Filter s v | [ Fiter On Show Fiter
X8 Goto Ge
LISER HAUE . BOWAIN FIRST SEEN 1P ADORESS DATASOURCE DATASOUACEIP .. LASTSEEN LASTUPE...
& TESTLARGM estla.cem 2019.01-25 221439 PST  10.60.22.241 Cisea 1SE 10.8022.15 2019.01-27 190718 PST  2010:01-...
& hostmelab-pco0t tsstaboom WA 2019.01-25 222832 ST 10.60.22.241 Cisea 1SE 10.8022.15 2019.01-27 19:07:1 PST  201001-...

This section documents enabling DNS services on the Grid Master and creating and configuring
DNSzones. A dynamic zone will be created for updating user records dynamically. In addition, an RPZ
zone will be created for blocking the yahoo domain, which will be used later on for demonstrating a RPZ
zone violation and quarantining an endpoint.
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1. On the Infoblox GUI, navigate to Grid a Grid Manager a DNS . Select the Grid Master and then

click on the play button.

Licarsas HEM Group Microsoflt Senvans Device Support Ecogystam

; Infoblox = # R

DHCP  DN§  TFTP  HTTP(FleDis) FTP  NTP  blxTools  CaptivePotal  Discovery  Subscriber Collaction

Mesmibars Senvices

ws e 4
Quick Filler Nane o | E)Fieron  ShowFiter  Toggle Restar Grouos View

Group Results Group By

® B8

MAME SERVICESTATUS  IFvd ADDRESS GEQIF DATABASE VERSION  EA DATABASE VERSION COMMENT Eud

1 eagn.instan . [DNSBEEEIEWG 10.50.22.230

1. Navigate to Data Management --> DNS --> Zones.

Infoblox o [Dashboards Data Managemert  SmartFolders  Grid  Administration

PAM  VLAMs  SupiHost  Devices NetworkUsss  DHCP Fils Digtrbution

B zoews Members/Sarven Name Server Groups Shared Record Groups Respanse Policy Zones Subscriber Sarvices Deployment

N —

default s

Quick Fittar Nora 4| EJraeon  StowFmee S Toode hatvew
+- SFar-
HAME MSSYNCSERVER  MSZONESYNC  GRIDPRIMARY SE.. TYPE COMMENT MULTHRASTER
1.0000.0040.... Auto-crested Mo
0.0.127 ineaddr.... Aulo-created No
11 r-addr.arpa Authortative N
16.50.10.in-add.. Autharitative Ko
tegtiah com Autharitative Ne:
nat Bigm.estab.com  Authortative o

TAXI

Blackfist Fudessts

MONTORED SINGE

Mot Manisaned

Not Monitored

Mot Manfond

Mot Manitored

Nt Manitand

Mot Monitored

LAST GUERIED

Mot Menitonesd

Not Monitoned

Mot Moritonesd

ot Moritoned

Net Menitonesd

Not Monitoned

DINSB4 Groups

Gata

RECORDS WONITOR,

Cuery Monisoring

SITE

Go

= B
ey ]

# B
2O
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2. Click on the ‘+" button to add an authoritative forward mapping zone. Click Next.

Add Authoritative Zone Wizard > Step 1 of 6

© Add an authoritative forward-mapping zone
Add an authoritative IPv4 reverse-mapping zone

Add an authoritative IPv6 reverse-mapping zone

Cancel Previous Next Schedule for Later

3. Type in the name of the zone. Add a comment. Click Next.

Add Authoritative Zone Wizard > Step 2 of 6

*Name | testlab.com| |
Comment
Disable 0

Disabling large amounts of data may take a longer time to execute.

Lock O

Cancel Previous Next Schedule for Later

Save & Close

Save & Close ~
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4. Add the name server by clicking on the ‘+’ button and select ‘Grid Primary’. Click Save and Close.

Add Authoritative Zone Wizard > Step 3 of 6

None

Use this Name Server Group  Choose One j

©  Use this set of name servers

| NAME - IPV4 ADDRESS  IPVB ADDRESS  TYPE STEALTH
No data

l

K/
Cancel Previous Next

0
«

TSIG

Schedule for Later Save & Close ~

5. At this point, you can enable zone transfer to transfer the zone information from the AD server.
Refer to the Infoblox NIOS Administrator Guide to enable zone transfer. The Cisco ISE
appliances A records will be transferred in addition to the SRV records needed to point the
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workstations towards the AD server for authentication.

Infoblox Oashboards

[Data Management

IPAM VLANS  Super Host

L Zones MembersServers Nama Server Groups

Gmart Folders  Grid  Adminstration

Devicos Natwork Lisers IHE Fila Distribution

»
delaull
tastlab.com  Authetative Zone a ¢
Recards Subzores.
Quick Filter  Nore 1 | I3 Fior on Show Filer  *= Toggle fat view
L8
MANE . YPE DATA ACTIVE USERS: RECORD SOUACE PRINCIPAL PROTECTED COMMENT
A Record 10.60.16.50 i
NS Recoed Bagrmtestial, com. i
NS Recond gm.testiab.com. (1)
NS Recoed win-u3Simpocuve. testab.com. WA
SO0 Aecord Serial 435 i
MNAME win-u3kmpocy
ANAME hostmastar lnstl
Rafrosh 000
Fiatry 600
Expire BE400
Negatve Caching TTL 3600
Bagm A Racord 10,60 22230 KA
e _tep SRV Recond Priarity 0 WA
Waight 100
Port 1268
Tarrmt win-uiiemnno

PHIE

6. Click on Subzones. Create a subzone for dynamic addresses.

Infoblox % Dashbourds

IPAM VLANS

P e

lestlab.com  Authorassvo Zone

Raconds Bubizanih

Narmi Borvar Groups

Dala Management

Supar Hoal

a s

Snatod Mocort Groups Pesporne Poliey Zone

Gemart Folders  Grid  Adminlstration

Darvicas Matwork Usars DHCP Fila Catritntion

Quick Filer Nang o | [ on O ShowFite ‘5 Toggle fat view
HAME < MO BTNCBEIVEN  MEZONEEYNG RO PRMATY BE. TYPE COMMENT MULTHMASTER 2., MONITORED BINGE  LAST QUEMMED
dhep oatiab com Bagm.testiab com  Authaoriintive dyramic addres... Mo Mot Monfored Nt Mansord
mados Mostinb Aumarintive Mo ot Manared ot Manaored

Ehared Record Groups Responsa Polcy Zones Subscriber Sarvces Depioymant Eacadist Rubsats DNEE4 Groups

fiber Sorvicon Doploymant  Blacklal Ruesaln  DNS&4 Groups

0o 1o

Ga o

WONITORED SINGE

Mot Moniored

il Moo

Mot Monitored

Mot Monitored

il Moo

Mt Monitoned

Mot Mondiored

Cuery W

RECORDE MONITON,

Mo

No

e

Quary Montring

LAST GUERIED

Mol Monfiored

ol Monitoned

Mot Monfiored

Mot Monfiored

ol Monitaned

Nt Monitoned

Mt Monftored

=B
AD

L4
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7. Click on the ‘+’ button to add an authoritative forward mapping zone. Click ‘Next'.

Add Authoritative Zone Wizard > Step 1 of 6

© Add an authoritative forward-mapping zone
Add an authoritative |Pv4 reverse-mapping zone

Add an authoritative IPv6 reverse-mapping zone

Cancel Previous MNext

8. Type in the name of the zone. Click ‘Next'.

Add Authoritative Zone Wizard > Step 2 of 6

*Name dhep.testlab.com
Comment
Disable
Disabling large amounts of data may take a longer time to execute.
Lock
Cancel

Previous Next Schedule for Later
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9. Add the name server. Click ‘Save and Close’.

Add Authoritative Zone Wizard > Step 3 of 6

None

Use this Name Server Group

© use this set of name servers

[] NamE « IPV4 ADDRESS  IPV6ADDRESS  TYPE
No data
Al
| &
Cancel Previous Next

Configure DNS Properties

Choose One :I

STEALTH

TSIG

Schedule for Later

This section provides instructions on configuring forwarder address and recursion.
1. Navigate to Grid --> Grid Manager --> DNS.

Infoblox 3

Save & Close

-

T Infoblox u »#

DHCP DNS TFTP HTTP (File Disty FTP
Membars  Senvicss
ohs & S
Quick Filler  None A | ) Fmeron
Group Results Group By
-8

A sERvICE STATUS

4 Btgm iostian . NSRS 105022230

Pvs ADDRESS

Q

NTP  bioxTools

Show Filter

GEOIP DATABASE VERSION

Gaptive Portal

Discavery

Toggle Riestart Groups View

EA DATABASE VERSION

Subscriber Collection

Tha

Goto

F SV Jobs Manager

T 1IDN Conwerser
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2. Click on Toolbar --> Edit — Grid DNS Properties.

Infoblox (Grid DNS Properties)
© Toggle Basic Mode Basic Advanced
General
B Zone Defaults
Update:
paates *Refresh 3
Queries
Zone Transfers *Retry 1
# Root Name Servers
@ SortList "Expire 4
@ Blackhole
) *Default TTL 8
@ Logging
@ Host Naming *Negative-caching TTL 15
9 GSS-TSIG
® DNSSEC Email Address (for SOA
RNAME field)
@ Blacklist
@ DNS64
@ RRset Order
@ Restart
@ Security
@ DNS Scavenging
Cancel

Hours

Hours

Weeks

Hours

Minutes

Save & Close ~

AD
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3. If you wish to forward queries to another DNS server, click on the ‘Forwarders’ tab and add a

forwarding address.

Infoblox (Grid DNS Properties)

© Toggle Basic Mode

General
Forwarders
Updates
Queries
Zone Transfers
@ Root Name Servers
@ Sort List
@ Blackhole
 Logging
@ Host Naming
o GS5-TSIG
# DNSSEC
@ Blacklist
# DNS64
@ ARset Order
@ Restant
@ Security
@ ONS Scavenging

Cancel

Basic
FORWARDERS
[7] aooresses

] 10.60.3.2

Use Forwarders Only
Add client [P, MAC addresses, and DNS View name to outgoing recursive queries
Copy chent IP, MAC addresses, and DNS View name to outgoing recursive queries

AD

Save & Close ~
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4. Click on Zone Transfers to transfer zone information from the AD DNS Server. Click on ‘Set of
ACEs’ and add the Grid Master or Grid Member that will accept a zone transfer.

Infoblox (Grid DNS Propertias)

&« Toggle Basic Moda Basle Advanced

Ganaral
Allow zone transfers to
Farwarders N

Updates
Queries
Zone Transfers

Named AGL Select Named ACL Clas
© Setol ACEs
® Root Name Servers
& Sont List [7] peAmEson  Tves VALUE
® Biackhole No data
® Logging
® Host Naming
® GS8S-TSIG
@ DNSSEC
® Blacklist
® DNS84
& RRsat Ordar
® Restart
& Security

Add aliowed |P addrosses 10 also-notity
® DNS Scavenging

Cancel

~Q

Save & Closs  ~

5. Click on Logging and click on RPZ to enable logging of RPZ events in the syslog.

Infoblox (Grid DNS Properties)

(D Toggle Basic Mode Basic Advanced

A D

General
Forwarders Logging Facility DAEMON
Updates

Queries

Logging Category

eneral 1 client
Zone Translers go o
config
database

dnssec

@ Root Name Servers
@ Sort List

® Blackhole

# Logging

@ Host Naming

# GSS-TSIG

# ONSSEC

@ Blacklist

® DNSB4

@ ARset Order

# Restart

@ Security

@ DONS Scavenging

lame servers
network
notify
queries
query rewrite
rate-limit

@ resolver
responses

B rpz

B security

@ transfer-in

@ transfer-out

@ update

@ update-security
DTC load balancing
DTC health menitors
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6. Click on Queries and Click on ‘Allow Recursion’ to enable recursion.

Click ‘Save and Close’ .

Infoblox (Grid DNS Properties) [x]
© Toggle Basic Mode Basic Advanced %)
«
General
Resolver queries 0 Seconds
Forwarders timeout
Updates
Gueries Allow queries from
Zone Transfers
An
@ Root Name Servers 0 A
@ Sort List Named ACL Select Named ACL Clear
@ Blackhole Setof ACEs
@ Logging .
@ Host Naming (| PERMISSION TYPE VALUE
@ GSS-TSIG
No data
® DNSSEC
@ Blacklist
@ DNS&4
® RRset Order
@ Restart
@ Security
® DNS Scavenging
Allow recursion
Allow recursive queries from
Nane
Named ACL = Select Named ACL Clear
Cancel Save & Close =
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7. Navigate to Data Management — DNS--> Zones --> <ISE zone> --> Subzones <DHCP

subzone>.
Infoblox s Dashboards Dot Mansgement  SmartFolders  Grid  Adminisiration
IPAM  VLANs  Suparbost  Doviess  NetworkUsers  DHCP Filo Distribution
= Zones  MemborsSevers  Namo Sover Groups  Shared Recoed Groups  Posponse Policy Zones. Subscriber Sonvioes Deploymenl Blackist Rulesss  DNSB4 Groups | ,] Toolbar » 0
delaul & i .
testlab.com  Aumoriaiive Zone as0
Recorde  Subsones
Quick Fillor  Nono 1| B Fecon SowFiter IS Toggle fat view
& -8 Goto Go
NAME - WS BYNC SERVER WS ZONE 8YNC GNID PRIMARY SE... TYPE COMMENT MULTHMASTER 2 MONTORED SINCE  LAST QUERIED RECORDS MOI
[N Copy Records
dhcp. bestiab.com Bdgm.lesliabeom  Aulhartifive dymamic addrs... Mo Net Manianed Nl Manilaed N E View Siatistics
madcs lnstiab.... Authoritative Mo Not Manamd Mot Mondiored No Hostnanw
Compliance
£ Seavinge Reconds -
= Manage Dynamic
= Update Geoups
7 Dnssec .
& Impori Zoee
= Grid ONG
Pripertios
Rlastart Se
o & Restan Services

8. Select the newly created subzone and edit the subzone. Select ‘Extensible Attributes’ and
add all of the extensible attributes that were created earlier in this document. Click ‘Save and

’
Close'.
dhey lisdal com [AuFoniaties Zone) (=]
Ll
o e Pk kit - L
Jererui
hara Servem
8 1 B P +
f_—y A | T
e
- - B Aoomu . G L]
o B e Sz L]
e GaminZ't L]
[ Farmatd, L)
[T it L)
#DAS Scaergrg
' o e L
e O Pk emd? )
_Poshs L L]
e b Cimen
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These instructions show you how to create a response policy zone. The response policy zone
contains a list of known bad sites. The list can be generated manually or by a zone transfer from a
threat feed source like Infoblox’s BloxOne Threat Feeds. When a workstation tries to resolve one
of these domains, the Infoblox appliance will block if configured to do so and then send a
notification to ISE appliance to quarantine the workstation. For this document, we will create a
local response policy zone to block www.yahoo.com.

1. Navigate to Data Management a DNS a Response Policy Zones

Infoblox & Daahibosrds
IPAM  VLAN  Buprbost  Deviss  Natsor Usen c [
= Zorwns MumbaraSenan Hirme Sareor Grouss Ehared Pecond Croups Fanponss Pasey Zonas Bubscriber Servicas Degpioymont Backiist Fussots DNES4 Groups [ | | Toolber
B — |
defaut  # R + nos
Cuick FRS | pong - | = Finer 0n i Filtar
& -8 Goto Ga
oRoEn - [ Tvee savemTY FPRBMARY HAME 5... LAST UDATED oM MULTHMASTERZ . SaTE
o [ Crcter Plangsanis

Pricy Zonan
Trrsa inségin

& e e

§8 Marags Dyramic
Upatn Grisups

= Gikd DNE
et

C Restan Servces

A CBV impon

/ 5V Job Manager

= 1N Convorior

o~
fo
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2. Click on the ‘+’ button to add an RPZ. Click Next.

Add Response Policy Zone Wizard > Step 1 of 5

O Add Local Response Policy Zone
Add Response Policy Zone Feed

Add FireEye-Integrated Response Policy Zone

Cancel Previous Next

Schedule for Later

Save & Close ~
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3. Type in the name of the RPZ. Click Next.
Add Response Policy Zone Wizard > Step 2 of 5

*Name blockyahoo

Policy Override None (Given) 1
Severity Major :|

Comment

Disable

Disabling large amounts of data may take a longer time io execute.

Lock

Cancel Previous Next

Schedule for Later

Save & Close =

A D
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4. Add the name server. Click ‘Save and Close’

Add Response Policy Zone Wizard > Step 3 of 5

None
Use this Name Server Group ~ Choose One j

©  Use this set of name servers

[ NaME « IPV4 ADDRESS IPVE ADDRESS TYPE TSIG
[T Bd4gm.estlab.... 10.60.22.230 Grid Primary No
I |
=
Cancel Previous Next Schedule for Later Save & Close ~

5. This brings you back to the main RPZ screen.

Infioblox Dashboards  Data Managoment  SmariFolders  Grid  Administration
o
IPAM VLANS Supar Host Danvices Natwork Lisars DHCP Fil Distribution
= Zores  MomborsSarvors  Name Server Geoups  Shared Focord Growps  Flesponso Polly Zones Subscribar Sorvices Duployment  Blacidist Rdosals  DING84 Geoups T| Toolbar » @
» ——— €
default  # R &
Quick FIBN pggna v | [EJFneron Show Fitar
+ a8 Gato [
RO . HAME TV SIVERTY PRIMARY NAME S, LAST UPDATED COMMENT MATHMASTERZ..  SITE
(] blogyahoo Local Major Bdgm testinb.com Mo
B Ordor Resporso
Pulicy Zones
i Troeat Insight
in e Cloud Clent
EE Manage Dynamic
Updal Grovgs
= Gnd DNS
Properses

(¥ Restant Services

2 sV impon
F GAV o Manager

2 DN Comerer

[ ]
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6. Click on the RPZ name and then click on the drop-down arrow for the ‘+’ button.

Infoblox
PAM  VLAMs  SuperHost  Devioss  NemorkUsens  DHCP Fie Distibution
& | mees  MemberwServers  NameSeverGroups  Shared FocondGroups FeponsaPocyZones  Subscrider Senviss Deployment  Blackistukesets  DNSG4 Grougs F Toolbar » 8
B — &
Rasporse Polcy Zonas Home & Az -

blockyahoo & # R

Cuick FHlr g v | EJFueron Show Filer
+ = ) & = B Goto c]
Passthru Ruls [ DATA COMMENT HTE
Biock (Mo Such Domain) Fule  § [ Orcer Fisapensa
Policy Zones
Bioc (No Data) Rule b I Copy Fuies
Sunwtituts (Domain Name) Rule
& Threat st
Substtute (Rocoed) Fuie v in e Chod Clont
S 15 Manage Dynarmic
Updsia Groups
X Import Zona
I= Grd DNS
Proparties
(& Restart Services
X C5Vimpon
F CSV Job Manager
= ION Converter

s
L]

7. Select ‘Block (No Such Domain) Rule’. Type in ‘www.yahoo.com’. Click ‘Save and Close’.

These instructions show you how to create a DHCP range for the clients that will be authenticated by
AD via Cisco ISE.
1. If the discovery appliance has not discovered your networks, then you need to manually add
networks for DHCP use. Navigate to Data Management --> DHCP --> Networks --> '+’
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-->|Pv4 Network.

Add IPv4 Network Wizard > Step 1 of 9 a
2]
© Add Network &
Add Network using Template Select Template
Cancel Pravious Next Schedule for Later Save & Close =
2. Click Next.

3. Adjust the Netmask bar accordingly to your IP address scheme. Click on the left ‘+’ button to
add a network and then input the IP subnet. Click to add a reverse mapping zone. Click ‘Next’
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Add IPv4 Network Wizard > Step 2 of 9

*Netmask /24 255.255.255.0
1 4 8 12 16 20 24 28 32
PRttt
° )
*Networks
++
[[] nerwork
[ 192.168.0.0
Comment
Automatically Create Reverse-Mapping Zone
Disable for DHCP
Cancel Previous Next Schedule for Later

Save & Close =

AD
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Click on the ‘+’ button to assign the grid member to provide DHCP services. In this case it is
the grid master. Click ‘Next'.

Add IPv4 Network Wizard > Step 3 of 10

(2]
Members/Servers

: ] NAaME IPV4 ADDRESS IPVE ADDRESS COMMENT

7] s4gm.testiab.com 10.60.22.230

Cancel Previous Next

Schedule for Later Save & Close ~

5. Click Next.

6. Ensure the lease time, routers, domain name, and DNS server configurations are correct.
Otherwise, click on the respective override button to override the setting. Click ‘Next’

Add |Pv4 Network Wizard > Step 5 of 10

a
Le Til 9
ase Time 12 Hours j Override «
Unlimited Lease Time
Inadvertently selecting the Unlimited Lease Time check box or using this option
incorrectly could cause a serious network outage in the future when all available
leases are allocated
Inherited from Grid Infoblox
Routers
Override
10.60.22.1
Inherited from Grid Infoblox
Domain Name testlab.com Override
Inherited from Grid Infoblox
Cancel Previous Next Schedule for Later Save & Close «
7. Click ‘Next’.
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8. Enable discovery. Select the discovery member. Click ‘Next'.

Add IPv4 Network Wizard > Step 7 of 10
«

Enable Discovery

Discovery Member B4nd.testlab.com  Sglact Member Clear

Enable Immediate After the network is created, a discovery of the network will be performed uniess immediate
Discovery is disabled. Enabling Immediate Discovery is recommended.

Discovery
Override

Polling Options Basic Polling Settings
+ SNMP Collection

CLI Collection
Port Scanning
Profile Device

Smart IPv4 Subnet Ping Sweep

Complete Ping Sweep

NetBIOS Scanning
Schedule for Later Save & Close ~

Previous MNext

Cancel

9. Click ‘Save and Close’.

10. Click on the newly created network.
Dashboards  Doia Managemeni  BmartFolders  Grid  Adminlsiration
& 9
£ «

Infoblox
Hupar Host Danvioes Matwork Lisar

1AM VAN

Fingarprints  Tomplatos

1Pv4 Fikeen Option Bpaces

i I
b3
Nitwiorks Shared Nutworks 1Pvd Micrcsoh Suparacopos
Notworks Homs
102.168.0.0/24 = Pt hotwok Go 1o IPAM View
Quick Filior  Hono o | [ P on Bhow Filar
+*- S 2N 2K ) Boto o
IP ADDRESS TYPE NAME IPVA DHCP UTILEE. ACTIVE USERS CMCOYER NOW COMMENT e
it
e ]
L™
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11. Click on the ‘+’ to add a DHCP range. This is the range of addresses that the DHCP server will
distribute. Click ‘Next’

Add IPv4 Range Wizard > Step 1 of 6 x]
7]
© Add Range &
Add Range Using Template Selact Template
Cancel Previous Next Schedule for Later Save & Close
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12. Configure the starting and ending addresses. ‘Click Next'.
Add IPv4 Range Wizard > Step 2 of 7
“Network 162.168.0.0/24 (255.256.255.0) | ggjoct Network || Clear

“Start 192.168.0.2
*End 192.168.0.100
Name

Comment

Disable for DHCP

Cancel Previous Next Schedule for Later

13. Assign the Grid Member to serve the DHCP range. Click ‘Next'.
Add IPv4 Range Wizard > Step 3 of 7

Served by
None (Reserved Range)
© Grid Member B4gm.testlab.com :l
IPv4 DHCP Failover Association Select Association
Cancel Previous Next Schedule for Later

Save & Close ~

Save & Close ~
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14. Verify the lease time, routers, domain name, and DNS servers. Click ‘Next’

Add IPv4 Range Wizard > Step 4 of 7
Lease Time
12 Hours :l Override
Unlimited Lease Time
Inadvertently selecting the Unlimited Lease Time check box or using this option
incorrectly could cause a serious network outage in the future when all available
leases are allocated
Inherited from Grid Infoblox
Routers
Override
IP ADDRESS
10.60.22.1
Inherited from Grid Infoblox
Domain Name
testlab.com Override
Inherited from Grid Infoblox
Cancel Previous Next Schedule for Later Save & Close

15. Click Save and Close.
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16. Navigate to Grid a Grid Manager & DHCP. Click on the pencil. Click on IPv4 DDNS. Enable

DDNS. Click ‘Save and Close’.
Infoblox (Grid DHCP Properties)

© Toggle Basic Mode Basic Advanced

General
Fi inti
LL LI DDNS Updates

|Pv4 DHCP Options

IPv4 DDNS DDNS Domain Name

|Pvé4 DHCP Thrasholds
@ |Pvd Filters
@ |Pv4 BOOTP/PXE

IPv6 DHCP Options

DDNS Update TTL

DDNS Update Method

|Pvé DDNS GSS-TSIG
|Pvé Global Prefixes

® Logging
o IF-MAP
@ Restan

Cancel

Enable DDNS Updates

0 Seconds :|
Interim "
Enable GSS-TSIG Updates

Manage GSS-TSIG keys

Domain Controller (KDC)

D VERSION ENCRYPTIONTYPE LAST UPDATE

No data

Configuring the display of the IPAM table

This section provides instructions on how to configure the display to show subscribed ISE specific

information.

AQ

Save & Close ~
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1.

Navigate to Data Management --> IPAM

Infoblox &
VLANS  SwpwHost  Devices Nebwork Users
L -]
efault  Natwork view
» R €< 4
Quick Filter  Mang o | EJFmeron Show Fiter  “I= Topghe fat view
& - SEIE -] Goto Go
NETWORK . COMMENT IPAN UTILIZATION ACTIVE USERS DISCOVER NOW DISCOVERY ENGINE  DISCOVERED DISCOVERED WLA. ASSIGNED VLANID  ASSIGNED VLAM VAF NAME
i 10500016 . "o 2 None
vy 110008 % 0 None
iy 102.168.0.024 (1.9 o Nane
I}
L

In this example, click on the 192.168.0.0 subnet. Click on List tab. A list of IP addresses will
appear.

Infoblox Dashbosrds  DtaMsnsgement  SmartFolders  Grid  Administration

WiANs Supar Host Davices Nadwork Lisars DHCP DNS [Fila Digtribution

B pam ome & 0
» € «
192.168.0.0/24 -; vt Notwork & Ga 1o DHCP View
IPMap  List
Qulck Filter  Nerw 4 | [EJ Feron Srow Filtar
+ - - -l LB Goto Go
IP ADDRESS - MAME MAC ADDRESS DHCP CUENT IDENTIFIER PORT RESERVATION STATUS TYPE ACTIVE USERS DISCOVER NOW USAGE
18216800 Used IPod Netwerk 0
192.168.0.1 Unused 0
182.1680.2 Unused 0
182.168.03 Unised 0
182.188.04 Unused 0
102.168.05 Unused 0
19216806 Unused 0
192,188.0,7 Unusad 0
19218808 Unusod 0
15218808 Unused 0
182.1640.10 Unused ]
PHE
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3. Click on any address

Infoblo:#- Dashboards  Data Managemsnt  Gmari Folders  Grid  Administration

ViANs Super Hosl Darvices Hatwork Usaes DHCP DME il Digtribution

B ot Home > 1821080024 =
B € ¢
192.168.0.0  ipvarddesn B
Typa 1Pvét Natwork MAG Address:
Cormmant: Nam:
Loasa Statn DHCE
Fingarpeint:
Discovered Data ] - ]
NOIBIOS Nama: 08
Discovernd MAC Addross: Last Discovernd
Task Mama: Cisca ISE End Port Profis:
GCiaca I5E Session State: Cisca ISE Security Grown.
Relaled Objocts Ausit Higlory
+- SEERAF Y-
NANE TP ACTIVE USERE COMMENT & 16E_ACCOUNT S£.. 6 ALGIT SE38i

ISP iE_MAC ISE_NAS P ADD..  SE_NAS_PORT iD i

In the ‘Discovered Data’ section, you can configure which items discovered data items to
display by clicking on the right side wheel and then move items from Available column to
Selected column. Click on the wheel again to collapse.

|I'Ifth|l)K$- Dashboards Data Management  Smart Folders  Grid  Administration

VLANS: Super Host Dvices Nasbwork Uisers DHCP (] Fils Distribution

B paMHome > 1621880004
»

& @
€ €
192.168.0.0 s ascess [
Type 1P Metwerk MAC Agdress:
Commant: Nama;
Lease State: DHCP
Fingarprint:
Discovered Data ag
Avallable gt Cyscovered NelBICS Name Selacted
Discovared Name 08
Domain Discavernd MAC Addmss
Tenant Last Discovernd
EPG > Task Name -
Discovaner Caca ISE End Paint Profile
Antached Device Ancress Gisca ISE Sesslon State
Atiached Devies Contact Ciago ISE Security Group
Attached Divice Deseription < v
Attached Devics Location
Atiached Davics Model

Atached Divice Name
Attached Device Port Descrigion

NalBIOS Nama: 05
Discavered MAC Address: Liast Disoavered
Task Name:

Gisca ISE End Powni Profile:

Cigca ISE Session Stali: Cisca ISE Security Group:

Related Dbjects Aud History

LR - AP -
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5. Inthe Related Objects area, you can add or delete columns. There is where you add the ISE
related extensible attribute columns. Click on a column name — Columns — Edit Columns.

Infoblox Oshboards  OwtManagsment  SmartFolders  Grid  Administration

VLANS Super Host Davices Network Usars DHCR [ Filg Digtribution

™ paiiHome > 1921660024 & @
» € <«
192.168.00 1P address |
Type: 1Pvd Netwark MAC Addrass:
Comment Nama
Liisas Stane: DHCP
Fingarprint
Discovered Data on
NOIBIOS Nama: 05
Discovared MAC Address. Last Discoversd:

Task Nama: Cisco ISE End Point Profie

1Cisoo ISE Session Stabe: Cisco ESE Security Group:

Related Objects Aucit Hislory

+- =- 418
HAME TVPE ACTWEUSERS  COMMENT SITE w ISEACCOUNT SE.. IBE_AUDHT SESSL. BE P BE AL BE NAS P ADD.. SE HAS PORT ID  ISE
No dat Sort Ascending
S Dastanding
Columns | Edt Columns...
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6. Click on Edit Columns and click ‘Visible’ box on each column you wish to display. Click on ‘Apply’

Edit Columns... Ea
COLUMMN WIDTH SORTA... VISIBLE
Site 100 Yes (=]
ISE_Account_Session_ID 100 Yes (%]
ISE_Audit_Session_ID 100 Yes [&7]
ISE_IP 100 Yes [&]
ISE_MAC 100 Yes [&]
ISE_NAS_IP_Address 100 Yes [#r]
ISE_NAS_Pori_ID 100 Yes ]
ISE_Posture_ID 100 Yes 4l
ISE_Posture_Status 100 Yes [&]
ISE_Posture_ Timestamp 100 Yes (=]
ISE_Quarantine 100 Yes (]
DMNS View 100 No [l

Apply Cancel Reset

7. This is an example of an IPAM entry with ISE specific attributes.

Infoblox % Dashbosrdd DaiaManagement  SmariPoide  Oid  Adminstration
VLANS  GupsrHost  Davicss  MetworkUses  DHCP  DNS il Disbribuion
B oait tome > 10800016 5 106022084 & 0
B & &
10.60,22.241  1Pvi Address [
Typo: 1Py Fioed Addross MAC Address;  TdieBoed edocl:To
Commant Nama doll minl pe
Leasa State Froo OHCP
Fingorpeit
Discavared Dita L]+
HolBICS Nama 08
Discoverod MAC Addras: Laat Discovored: 2010:01.29 23:58:31 PET
Task Name Cisco ISE End Poini Profle: Windowsd-Workstation
Gisco IBE Session Sialo: STARTED Cisco ISE Sacurty Geoup: Employoos

Rolated Objocts  Audn History

HANE TYPE ACTIVE USERS COMMENT T 1_ACCOUNT BE.. IBE_AUDIT BESBL. IBEIP B MAC I MAS P ADO..  1SE_NAS PORT IO 180

dall mini pe WPl Found Adcr,., 2 COODRIE DAICTEIS0000... 10.80.22.241 TAEQE2EOCH.., 10.80.2230 GigabilEtharmel... Sa
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Adding an ISE EPS Quarantine Authorization Rule

This rule will be used to quarantine a client when the Infoblox grid member sends a notification to the
ISE appliance when an RPZ entry has been hit by the client. For testing purposes, we will set the
action to be permit access. However the status of the client will be in quarantine mode. Note: Please
have your Cisco ISE expert configure this section.

1. On the ISE GUI, navigate to Policy — Policy Sets

ulaibs igmntity Services Engine Homi

[

¥ Conlaxd Visbiity ¥ Oparalicns + Administration ¥ Work Corlar

Policy Sets ~ Profling  Posture  Clent Provigioning  » Policy Elemants

Policy Sets
+  Siatus  Policy Set Name Description Condilions Allowed Prolocols / Server Saquence  Hits  Actions  View
B
G) Deafoun Dafault policy sat Doalaill Nobwork Access R 1882 u’ ’

2. Click on the arrow on the right side and the following screen will appear

bl jdentity Senices Engine

Homa + Conexd Vislbllity + Oporafions + Administraion & Wark Cortiers @ Licanss Waming 4

Policy Sets  Profing  Posture  Chent Provisioning  » Palioy Elemants

Policy Sets = Default

Status  Policy Set Name Dascription Conditions Allowad Protocols | Server Sequence Hits

@ Datain Datai paksy sat Dafaul Natwork Access EIR 1552

¥ Authentication Policy (3)
¥ Authorization Policy - Local Excaptions (1)
¥ Autherization Palicy - Global Exceptions

¥ Autherization Palicy (13}
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3. Add a Local Exception rule like the following

il \dentity Services ENgine  omg ) ConVisbilty  » Operaions ¥ Admnisiraton » Work Contory @  LcowoWaming A

Pabcy Sats ~ Profling  Poslure  Chant Provisioning  # Policy Elemants

Policy Sets = Default

Status  Policy Sat Name Description Conditions Allowed Prolocols | Server Sequence  Hils

@  Defaun Defaun poiicy set Ditault Natwork Accids [Rd 1882

¥ Authentication Policy (3)

W Authorization Policy - Local Exceptions (1)

Resulis
+ 4
Status  Ruls Name Conditions Profiles Securlly Groups Hits  Actions
@ Ers cusrantios b Session EPSStaivs EQUALS Quaranting * ParmilAccids + Quarardined_Systers LR 8 O

¥ Authorization Policy - Global Exceptions

¥ Authorization Policy (13)

4. Go down to regular Authorization Policy and create an external group like Employees

‘it Mdentity Services Engine  1ome  + Context Visibilly  » Operations ¥ dministalion * Wk Centers License Waming &

Policy 3els ~ Profling  Posture  Cllent Provisioning  # Policy Elements

Status  Rule Name Condilions Profiles Security Groups Hils  Actions

bl Wirsless_Access

; X v #|  soloct fromist s
@ Wirsiess Black List Detault AND & identtyGroupName EQUALS Endpaint Blackhola_Wirnless Accoss 0 o

Identity Groups: Blacklist

@  Profied Cisco IP Phones . identityGroup-Mame EQUALS Endpoint ideriity *Cisco_IP_Pronss * I B . 8
Giroups:Profiled. Cisoo-IP-Phona

(@ Profied Non Gisca IP Prones B Mon_Cisco_Profied_Phonos = Non_Cisco_IP_Phones + nhact frof - (% 0 4
pgrid

@ Employoes M usors:ExiemalGroups EQUALS tesiiab.comUsars & ParmitAccass + Empicryees LR 12 ]

| Damain Users

_ Network_Access_Authentication_Passed
Unknawn_Compliance_Rediect  AND x Cisco_Temporal_Onboard + alact fron B 0 &
B Compliance_Unknown_Davices

Network_Access_Authentication_Passed
NenGompliand Devices_Redirest  AND % Ciaco_Temporal_Onboasd + nlact fron g 0 &
Non_Compilant_Devices

m

)]

Testing

Here are the instructions for testing quarantining of a client that hits an RPZ entry.

1. After authenticating your client, run nslookup on Windows command window against
www.yahoo.com or dig on Linux against www.yahoo.com. The commands are:
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a. Windows: nslookup www.yahoo.com.
b. Linux: dig www.yahoo.com.

2. You should get an error indicating a non-existent domain.
3. The client should now be in quarantine state but it will not appear in the RADIUS Live Logs until
the client is rebooted and the Infoblox IPAM entry for the client will update to quarantine state in
the security group and EPS status.

Al |dentity Services Engine

Home b Context Visibility VPolicy  * Administration

~RADIUS ~ Threat-Centric NAC Live Logs  » TACACS ¥ Troubleshoot  » Adaptive Network Control  Reports

LiveLogs  Live Sessions

O Retesh @ Reset Repeat Counts & Export To v
Time Status Details Repeal ... Identity Endpoint ID

= -
Jan 30, 2019 01:26:47 458 PM 0 o ] TESTLABluser2 T4EGEZENCETE
Jan 30, 2019 01:26:46 864 PM o TESTLABluser2 T4EBEZEQ:CETE
Jan 30, 2019 01:26:25.217 PM a hosttimelab-pc001 .. T4.EBEZED.CB.TB
Jan 30, 2019 01:16:36.776 PM (-] & T4EGEZEQCETE
Jan 30, 2019 01:16:31.775 PM ° a T4.EGEZED.CBTB
Jan 30, 2019 01:16:31.773 PM ° a T4.EGEZED.CBTB
Jan 30, 2019 01:16:26.468 PM ° Q T4.EGEZED.CETB
Jan 30, 2019 01:16;21,468 PM ° a T4.EGEZED.CETB
Jan 30, 2019 01:16:21.465 PM (-] P T4EGEZENCETE
Jan 30, 2019 01:15:40.131 PM a TESTLABluSar2 THEGEZEO.CRTE
Jan 30, 2019 01:15:17.366 PM P hestimelab-pcidi... T4EGE2ENCETE
Jan 29, 2019 06:26:43.748 PM o TESTLABluser2 T4EBE2EQ:CETE
Jan 29, 2019 06:26:17.456 PM P hosttmelab-pe001 .. T4EBEZED:CETE

Infoblox

SmartFolders  Grid  Administration

VLANS Super Host Devices Meatwork Usars DHCP DNS

Endpoint P...

Windows8-...
Windows8-..

Windowsa-

Windowsa-..
Windowsg-...
Windows-..

Windowsa-

Click here 10 do wireless satup Do not show this again.
e - 3
¥riere B

Authorization Policy Authentication Policy

on Pi

Default >> EPS Quaran...  Default >> DotiX
Default > EPS Quaran...  Defaull = Dot1X
Default >> EPS Quaran...  Default >> Dot1X
Default >> Empicyeas Default >> Dot1X
Default >> Basic_Authe...  Default >> Dot1X
Default >> Employees Default >> Dot1X

Default >> Basic_Authe...  Default >> Dot1X

; IPAM Home > 10.60.0.016 > 10.60:22.0%4 Tacivar » 2
10.60.22.241  1Pv4 Address o+ s
Type 1Py Fixed Adcrass MAC Addross;  Th:ebie2:el:cBiTb
Gomment Name:
Loasa State:  Free DHCP
Fingarprint:
Digeoversd Data ¢ n
NetBI0S Nama: 08:
Discovered MAC Address: Last Discovered: 2019-01-30 21:26:47 PST
Task Nama: (Cisco ISE End Point Profike: Windows8:-Workstation
Cisco ISE Session State: STARTED Cisca ISE Security Group: Quarantined_Systems
Q, vDiscovery -
Relatod Objects Al History
- 18 B Discovery Siatus
ACTIVE USERS COMMENT 1SE_ACCOUNT BE... ISE_ALIDIT_SESSION ID 15E_IP 15E_MAC SE_NAS IP_ADD...  ISE_NAS_PORT 1D ISE_QUARANTINE Q) Discovery
Diagnostic

hddr.., 2

DO00OCF2

DAIC1EIBO000006BIE. ..

10.60.22.241 THERE2ZE0CA... 10602230 GigabitEtharmet 109 QUARANTINE

* Restart Services.

X csvimport
A C5V Job Manager

+ IDN Convartar

4. To unquarantined the client on the ISE GUI, navigate to Operations a Adaptive Network Control a
Endpoint Assignment. Click on EPS unquarantine and type in the MAC address of the client.
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Click ‘Unquarantine’.
EPS Unquarantine

MAC Address * 74.e6:€2:€0:¢c8:7b

5. Reboot the client.
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6. The RADIUS authentication states for the client return to normal.
Identity Services Engine

+ Policy

*RADIUS  Threat-Centric NAC LiveLogs  » TACACS  » Troubleshoot Adaptive Network Control  Reports
LiveLogs  Live Sessions
——
0 Network RADIUS Drops @
Devices 0
0 0 19
Refresh  Newer

O Refresh @ ResetRepeal Counts & ExportTo v
Time Status Details Repeat... Identity Endpoint ID

® j Y E
Jan 30, 2018 01:37:09.445 PM 0 o 0 TESTLABWSar2 T4EGEZENCATE
Jan 30, 2018 01:37:09.072 PM B o TESTLABWSar2 T4EGEZENCATE
Jan 30, 2019 01:36:47.196 PM o host/tmetab-pc001... T4E6EZENCATE
Jan 30, 2018 01:35:05.365 PM (] a T4EBEZENRCETE
Jan 30, 2019 01:35:00.363 PM (-] ] T4EGEZEQCATE
Jan 30, 2018 01:35:00.356 PM (-] o T4EGEZEQCATE
Jan 30, 2019 01:26:46.864 PM a TESTLABWsar2 T4EBEZENCETE
Jan 30, 2018 01:26:25.217 PM a host/tmeiab-pc001... T4EGEZEQCATE

Dashboarcs Data Mansgement

VLANs Supsr Host

Smart Foiders  Grid  Administration

Durvices Network Users DHCP DNS

+ Administration

+ Work Canters

File Distribuiion

Client Stopped Responding @

0

:I Show  Latest 50 records jm‘n Last 24 hours

Endpoint P...

Click here 1o g0 wireless setup Do not show this again.

Repeat Counter @

0

Authorization Policy

Windowsg-..

Windowss-..

Windowsg-..

Windows3-..

Windowsg-..

Default >> Employees

Default >> Employees

Default >> Basic_Authe...

Default >> EPS Quaran...

Default >> EPS Quaran...

¥ Filter =

Authentication Policy

Dafault >> Dat1X
Dafault >> Dot1X

Dafault >> Dat1X

Dafault >> DotiX

Dafault >> Dot1X

]

e

Infoblox £
; IPAM Home 10.60.0.0N6 10.60.22.002¢
10.60.22.241  PeaAddess [
Tyoe IPvé Fixad Asdress.

Discoversd Data

NetSIOS Nama:

Dascoveres MAC Address

Task Name:

Cisco 1SE Session State: STARTED

Related Objects Audi History
+- 121
ACTIVE USERS COMMENT

r. 2

Troubleshooting

a8

FSE_ACCOUNT SE

DODDDOFT

Toolbar »
+ asd -
MAC Address:  74:06:62:00:c8:70
Narne:
DHCP
Fingerprint
-] -]
05:
Last Discovered: 2019-01-30 21:37:08 PST
Cison ISE End Porit Profile: Windowss-Workstation
Cisoo ISE Security Group: Employees
Q, vDiscovery -

EB Discovery Siatus

FEE_ALENT_SESSI0N_ID sE P 18E_MAC TSE_MAS IP_ADD._. ISE_NAS_PORT ID 15E_QUARANTINE

Diagnosiic

OA3C1E35000000SE1E...  10.60.22.241 TAESEZEDCA.. 10602230 GigabsEthemaet 105 NONE

& Resian Services

A CSVimpot
F CSV Job Manager

= IDN Cormener
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Please note that all Infoblox Grid Master, Grid Master Candidate, and ISE pxGrid must be FQDN
resolvable.

If the endpoint quarantine mitigation actions do not appear in ISE, ensure the DNS response policy zone
is set to logging under enable logging on Adding Policy Response Zone in this document.

Ensure that Infoblox Grid Master Cisco ISE Ecosystem status is Running
Verify that Infoblox has registered to the ISE pxGrid node and subscribed to the Core and
Session Topics.

e Reboot the Infoblox Grid Master

The DHCP and IPAM dynamic topics need admin approval. Select Administration->pxGrid Services->
View by Capabilities and approve the pending topics.
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