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Overview

Infoblox BloxOne™ Threat Defense Cloud (B1TD Cloud) is a SaaS offering designed to provide protection to
devices on and off-premises, including roaming, remote, and branch offices. It provides visibility into
infected and compromised devices, prevents DNS-based data exfiltration, and automatically stops device
communications with command-and-control servers (C&Cs) and botnets, in addition to providing recursive
DNS services in the cloud. It’s possible to access the services by deploying the DNS forwarding proxy.

The DNS Forwarding Proxy (DFP), which can be run on a BloxOne Host, is a DNS forwarder that forwards
DNS queries to B1TD Cloud or to a local DNS server. DFP continually monitors connectivity to B1TD
Cloud. If a BloxOne Host cannot reach BloxOne Threat Defense Cloud Anycast DNS server for any reason,
it will send requests to a local DNS server which protects clients via security RPZ (DNS Firewall) feeds. For
DFP running on NIOS having the DNS Forwarding Proxy fallback to a local DNS server, instead of the
default DNS resolution path can be used in situations where DFP can’t reach BloxOne Threat Defense
Cloud from its network.

Prerequisites

Licensing
One of the following:
e BloxOne Threat Defense Advanced

e BloxOne Threat Defense Business - Cloud

BloxOne Host

A configured BloxOne Host with the following configuration and connectivity is required before proceeding
with this Deployment guide:

e Minimum System Requirements: The minimum system requirements for VM’s are listed on the
Infoblox Documentation portal.

e Connectivity: To ensure connectivity with BloxOne ensure that the BloxOne host is not being
blocked from reaching any of the Destinations listed in the Infoblox Documentation portal for
sections DNS Forwarding Proxy and BloxOne DNS. The listed ports also must not be used by any
applications on the host.
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https://docs.infoblox.com/space/BloxOneThreatDefense/35436525/Minimum+System+Requirements+for+On-Prem+Hosts
https://docs.infoblox.com/space/BloxOneInfrastructure/204669732

Create the DFP Service

To create the DFP service, perform the following steps:

1. Fromthe Cloud Services Portal, click Manage - Infrastructure.

infoblox =
Dashboard

Manage
Policies IPAM/DHCP

Reports DNS

Research Keys

Administration Infrastructure
NTP

2. Click the Services tab.

Hosts Join Tokens Services

3. Click Create Service. Then, click DNS Forwarding Proxy from the list that is revealed.

Create Service - Edit

Access Authentication
Anycast

Drata Connector

DHCP

DS

DS Forwarding Proooy
S AD Sync

IS Grid Connector

4. Inthe Create DNS Forwarding Proxy (DFP) panel complete the following:
e Givethe DFP aName.

“Name

My-DFP
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e (Optional) Input a Description for the DFP.

Description

This is a DS Forwarding Proxy

4

e Ensure the Toggle switch is Enabled. If desired, you may also disable the service via this
toggle switch.

Service State

. Started

e Select a Host. Click the Select Host button.
*Host

Select Host

e Locate and click on the BloxOne Host that will run the DFP service. Click Select to confirm
the selection.

Select Host

Search...

BloxOne-Host-DDI
BloxOne-Host-DDI-2
BloxOne-Host-DFP

My-B1-Host
ZTP_atlas-ak_73936326348691...

ZTP_atlas_jt_24902389232%030...

25 50 100 Page:1

Cancel My-B1-Host Select
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e (Optional) Expand the Tags section and input one or many Tags. Note: Tags are a type of
metadata that is attached to this service.
o Click Add to add a Tag.

v Tags

Add Remove |
o Foreach Tag Input a Key and Value.
KEY WVALUE

Example E3 123

e (Optional) Click Interface Binding in the left navigation panel:

Create DNS Forwarding Pr...

@ General Info
> Interface Binding

o Interface Bindings: If desired you may select the interface the DFP service runs on.
Note the DFP service can be bound to WAN, LAN, a custom interface label, or all
interfaces. This setting is set to All Interface Binding by default.

All Interface Binding

WAN [] LAN

NETWORK INTERFACES
HOST NAME NETWORKINTE... INTERFACE TYPE NETWORK LABEL IPV4 ADDRESS IPV& ADDRESS
B1DDI-OPH

ens32 WAN 192.168.50.253

e Click DNS Forwarding Proxy in the left navigation panel. Note the following settings on the
DNS Forwarding Proxy page are optional and are not required to be configured for the DFP service
to work.

@ General Info
@ Interface Binding
> DNS Forwarding Proxy

O Summary
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e Expand Local Resolvers. Note In some networks it may be necessary for BloxOne to
communicate with a local DNS server for the resolution of internal domains. To do this, a Local
Resolver must be configured.

o Toadd aLlocal Resolver, click Add:

* Local Resolvers

Add ‘ Remove ‘

e Forthe new Local Resolver, configure the following settings:

o IP Address: This is the IP address of the local DNS resolver. The IP address should
be accessible to the BloxOne Host that the DFP service is attached to.

o Local Resolver: A local resolver is a local server that stores a central database of
DNS nameservers and manages DNS requests for all the clients on your network.
This setting is Disabled by default.

o DNS Fallback: DNS Fallback is a backup endpoint and is used when the primary
server is unavailable. This setting is Disabled by default.

o DNS Over TLS: Enable this setting to allow connectivity to the Local Resolver via
DNS over TLS or DoT. This setting is Disabled by default.

o Unencrypted DNS: Enable this setting to allow unencrypted DNS traffic to this
Local Resolver. This setting is Disabled by default.

Add ‘ Remove

ORDER  FQDN/IP ADDRESS LOCAL RESOLVER DNS FALLBACK DNSOVERTLS UNENCRYPTED DNS

1 192.168.10.100 @ Enabled @ Enabled @ Enabled @ Enabled

e Expand Internal Domain Lists
o Click Add to add a new Internal Domains list. Note: when a DNS query is made to a
domain contained within an Internal Domain List, this query is sent directly to the local
DNS server specified. Warning: Do not add Infoblox.com to an internal domain list, this
will break some of BloxOne’s functionality.

¥ |Internal Domain Lists

Add | Remove |

o Use the dropdown to select an Internal Domain List. By default, there is only one
Internal Domain List, for more information on how to configure Internal Domain Lists

please view the Infoblox Documentation Portal

NAME

Select List v

Search...

Default Bypass Domains/CIDRs
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https://docs.infoblox.com/space/BloxOneThreatDefense/35375088/Creating+an+Internal+Domain

e Expand POP Settings
o Tochoose a custom POP use the toggle switch to set Auto-Selection to Off. By
default, the service will choose the closest BloxOne POP. This occurs when the Toggle
switch for Auto-Selection is set to On.

w POP Settings
Auto Selection . OFF
Point of Presence | Select Region - |0

This is a required field.

o Toselect a custom Point of Presence, use the dropdown and select a location.

1 192.168.10.100 @ Enabled [ |

Search...

California, US

Cape Town, 5. Africa
Frankfurt, Germany
London, UK
Manama, Bahrain
Mumbai, India

» Internal Domain Lists Sao Paulo, Brazil
Singapore

v POP Settings Sydney, Australia

Tokyo, Japan

Auto Selection Toronto, Canada

ANy | [
Point of Presence Select Region ~ |0
This is a required field.

5. Click Save & Close to confirm the creation of the DFP Service.

Save & Close
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Editing the DFP Service post deployment

To make changes to the DFP service post deployment perform the following steps:

1. Fromthe Cloud Services Portal, click Manage - Infrastructure.

infoblox =&

Dashboard

Manage

Policies IPAM/DHCP
Reports DNS

Research Keys

Administration Infrastructure

2. Click the Services tab.
Hosts Join Tokens Services

3. Locate the DFP service that you would like to edit in the list of services. Then, click the checkbox
associated with the DFP.

. . . . Sort by
Edit Service Actions - Service Mame -

SelectAll  Unselect All

Y

qah

Branch-1-DFP @ Online Started

DMS Forwarding Proxy

4. Atthe top of the Services page click the Service Actions button.

e Inthe Service Actions dropdown, you can Start the Service, Stop the Service, Refresh it’s
status, Remove the service, or Restart the Service.

Service Actions -

| Stop

Refresh Status
Remove

| Restart
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5. Atthetop of the Services page click the Edit button.

e Inthe Edit DNS Forwarding Proxy panel you can edit all settings associated with the DFP.
Note for more information regarding each setting, view pages 3-8 of this guide.

Edit DNS Forwarding Prox... “Name
Eranch-1-DFP
> General Description
@ Interface Binding
A

@ DNS Forwarding Proxy

Service State

. Started

"Host
Select Host | |Branch-1®

= Summary

» Tags

DFP on NIOS appliances with NIOS 8.5 and above

To enable DNS Forwarding Proxy on NIOS appliances running 8.5 or above perform the following steps:

1. Navigate to Grid — Grid Manager — Edit (In the toolbar) — Grid Properties.

Infoblox (Grid Properties Editor) [ x]
© Toggle Basic Mode Basic Advanced (2]
«
General
CSP Config *Grid Name Infoblox 3]
SEETY *Shared Secret e ()]
Password .
@ Proxy Settings *Shared Secret Retype
DNS Resolver
Moritoring Time Zone (UTC) Coordinated Univ} v
s B bate o200 | 8@
@ SNMP Threshold Time W o
@ Notification I
Email *VPN Port 1194
LOM
NAT Groups Enable Recycle Bin
@ Object Change Tracking Audit Logging O Brief
@ BloxOne Threat Defense @© Detailed

Cloud Integration
g () WAPI Detailed

@ Microsoft Integration
Extensible Attribute Inheritance Selecting WAPI Detailed will make the logs roll-over faster as it records WAPI
details in addition to the Detailed log information. It is recommended to copy
the audit log messages to syslog and to an external server for longer retention.

*Token usage timeout 10

Cancel Save & Close ~
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2. Click CSP Config located in the side panel of the Grid Properties Editor.

Infoblox (Grid Properties Editor) x]
(© Toggle Basic Mode Basic Advanced 0

«
General

Please note the following before enabling CSP Config a) When BloxOne Threat Defense cloud is ready and DFP is healthy: DNS is automatically

CSP Confi
&) regenerated and further forwarding for recursive-queries happens to ATC b) When BloxOne Threat Defense cloud is ready but DFP is unhealthy:
Security DNS is automatically regenerated and forwarding to ATC is cleared until DFP gets to healthy state.
Password
@ Proxy Settings Join Token ‘
DNS Resolver

Moritoring CSP Resolver [52119.40.100 [
Syslog Backup R
HTTP Proxy ‘ u ‘ Test Connection

SNMP
©® SNMP Threshold
@ Notification
Email
LOM
NAT Groups
@ Object Change Tracking

@ BloxOne Threat Defense
Cloud Integration

@ Microsoft Integration

Extensible Attribute Inheritance

3. Enter aJoin Token acquired from the Infoblox CSP in the Join Token field. Note, for more information

on acquiring a Join token, please refer to the Infoblox Documentation Portal.
4. (Optional) input a HTTP Proxy if needed.
Click Save & Close.

4

Save &Close v

Additional Resources
e Deployment Guide: Configuring BloxOne DDI Post Deployment

e [nfoblox BloxOne DDI Documentation

e Azure CLI Documentation
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https://docs.infoblox.com/space/BloxOneInfrastructure/87229997/Configuring+Join+Tokens
https://insights.infoblox.com/resources-deployment-guides/infoblox-deployment-guide-configuring-bloxone-ddi-post-deployment
https://docs.infoblox.com/display/BloxOneDDI
https://docs.microsoft.com/en-us/cli/azure/
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