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Infoblox Universal Asset Insights™
The authoritative foundation for infrastructure 
visibility across hybrid environments 

OVERVIEW

Infoblox Universal Asset Insights™ transforms infrastructure visibility by 
leveraging authoritative DNS and DHCP intelligence as the foundation for 
comprehensive asset discovery across hybrid environments. Unlike traditional 
asset discovery scanners that provide incomplete coverage, Universal Asset 
Insights delivers actionable intelligence through the critical network services 
every device must use.

KEY CAPABILITIES

Hybrid Cloud Discovery 
Achieve complete visibility 
across on-premises, AWS, 
Azure, Google Cloud and 
multi-cloud environments.

CMDB Reconciliation 
Automatically identify 
discrepancies between 
discovered assets and  
CMDB records.

Asset Inventory 
Gain complete inventory of all  
IP-based assets on the network. 

DNS Security Analysis 
Detect dangling DNS records 
and orphaned cloud resource 
vulnerabilities.

IP Conflict Prevention 
Proactively detect and resolve 
IP address conflicts across 
environments.

Compliance Reporting 
Ensure audit readiness and 
regulatory compliance with 
automated asset reporting.

THREE PRIMARY USE CASES

Enterprise Asset Source of Truth
End IP conflicts across hybrid environments, enable visibility into IP/
subnet utilization and contextual visibility beyond just IP and subnet 
information—who, what, where, when—and provide IP address 
management (IPAM) accuracy to enable confident automation.

Pain Points: “How many IP conflicts occurred in your network last month?”

•	 Eliminate manual tracking between NetOps and CloudOps teams.

•	 Proactively detect conflicts before outages occur.

•	 Universal Asset Insights takes multiple sources of truth and merges them 
into an authoritative view across all environments. 

Security Risk Intelligence
Prevent security vulnerabilities from decommissioned resources.

 
Pain Points: “Outdated DNS records, missing IPAM entries and configuration 
drift are creating blind spots in your security posture.”

•	 Identify orphaned DNS records, missing IPAM entries and inaccurate 
network configurations automatically.

•	 Prevent security vulnerabilities from decommissioned resources and 
shadow IT infrastructure.

•	 Detect technical debt across DNS and IPAM systems that increase 
operational risk.

Configuration Management Database (CMDB) 
Enrichment
Automatically discover and reconcile network assets.

Pain Points: “How accurate is your network asset inventory right now?”

•	 Eliminate blind spots between security tools and reality.

•	 Reduce audit preparation time and ensure compliance.

•	 Improve security tool effectiveness through accurate data. 
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SOLUTION ARCHITECTURE
Cloud-Native SaaS Platform 
Universal Asset Insights is delivered as a secure, multi-tenant SaaS solution that connects to your existing DNS/
DHCP infrastructure through encrypted channels. The platform requires no on-premises software installation 
and scales automatically to accommodate enterprise environments.

Data Collection Layer 
Secure connectors to DNS/DHCP services, cloud APIs and network infrastructure with read-only access.

Processing Engine 
Achieve real-time data normalization, correlation and enrichment with machine learning-powered classification. 

Analytics and Insights 
Use an advanced analytics engine for risk assessment, compliance reporting and operational intelligence.

API and Integration 
Enable seamless integration with existing enterprise tools through RESTful APIs and prebuilt connectors.
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Figure 1. Overview of Infoblox Universal Asset Insights

ADVANTAGES

Native Network-Based Discovery vs. Data Aggregation
Unlike alternative solutions that merely aggregate data from existing discovery sources, Universal Asset Insights 
sits directly on the network infrastructure to discover assets as they connect. This native network position 
provides real-time visibility into device behavior and network activity that aggregation-based solutions simply 
cannot match. This foundational discovery capability is then extended with strategic third-party integrations to 
deliver comprehensive asset intelligence.

100% 
BUSINESS IMPACT AND ROI

95% 16
Reduction in Manual 
Reconciliation

Hours per 
Month Saved

Audit  
Success Rate 



INFOBLOX UNIVERSAL ASSET INSIGHTS™. THE AUTHORITATIVE FOUNDATION FOR INFRASTRUCTURE 
VISIBILITY ACROSS HYBRID ENVIRONMENTS.

PB

Authoritative Network Intelligence Foundation
Universal Asset Insights leverages Infoblox’s unique position as the authoritative source for DNS/DHCP 
intelligence—the critical network services every device must use. While traditional asset discovery 
scanners provide 60-70 percent coverage through periodic sweeps, Infoblox’s solution delivers 
comprehensive, continuous visibility by monitoring the fundamental network services that are essential 
for device connectivity.

TIGHTLY INTEGRATED INFOBLOX PLATFORM
Universal Asset Insights is natively integrated with Infoblox Universal DDI™ Product Suite and Threat Defense 
solutions, creating a unified security and network management ecosystem. This tight integration enables:

Seamless DNS/DHCP Management 
Direct integration with Universal DDI provides immediate context  
for IPAM and network configuration.

Enhanced Threat Detection 
Real-time asset discovery feeds directly into Threat Defense for 
improved security posture and faster threat response.

Unified Policy Enforcement 
Consistent security policies across asset discovery, 
network services and threat protection.

Streamlined Operations 
Single pane of glass for network visibility, security and management.

KEY ARCHITECTURAL ADVANTAGE
DNS/DHCP-Enhanced Discovery: Universal Asset Insights leverages authoritative DNS/DHCP data as the 
critical foundation that makes network discovery truly comprehensive and actionable, filling the gaps that 
traditional scanning methods miss.

IMPLEMENTATION AND DEPLOYMENT

Security Features
•	 Read-only access to DNS/DHCP services

•	 TLS 1.3 encryption for all communications

•	 Role-based access control (RBAC)

•	 Multi-factor authentication (MFA)

•	 API rate limiting and access logging

•	 Data encryption at rest and in transit

Compliance Standards
•	 SOC 2 Type II certified

•	 General Data Protection Regulation 
(GDPR) and California	Consumer 
Privacy Act (CCPA) ready

•	 HIPAA compliance support

•	 PCI DSS Level 1 service provider

SECURITY AND COMPLIANCE

Quick Start Process
•	 15-minute setup using existing DNS/DHCP infrastructure

•	 Minimal infrastructure deployment with flexible 
discovery options

•	 Immediate visibility with customer’s own data

•	 Read-only access ensures security and stability

Supported Environments
•	 On-premises data center infrastructure

•	 AWS, Azure, Google Cloud

•	 Hybrid and multi-cloud deployments

•	 Infoblox NIOS and third-party DNS/DHCP

•	 Cloud APIs: CrowdStrike Falcon, ServiceNow



Infoblox unites networking and security to deliver unmatched 
performance and protection. Trusted by Fortune 100 companies and 
emerging innovators, we provide real-time visibility and control over who 
and what connects to your network, so your organization runs faster and 
stops threats earlier.

Corporate Headquarters  
2390 Mission College Blvd, Ste. 501 
Santa Clara, CA 95054

+1.408.986.4000 
www.infoblox.com
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UNIVERSAL ASSET INSIGHTS LICENSING 
Universal Asset Insights licensing utilizes a token-based model, which involves purchasing a certain 
number of tokens to enable specific features or services. Three token types—Management, Reporting and 
Server—allow organizations to employ any combination of services and deployment models based on 
business requirements. Additional tokens are available for purchase as needed and enterprise-wide token 
allocation and utilization metrics are continuously monitored and available in the Infoblox Portal.

REAL-TIME CONTEXT OTHERS CANNOT PROVIDE
Infoblox’s network-native approach delivers insights including device connection patterns, network behavior 
analytics and immediate detection of new or changing assets as they interact with critical network services.

ENHANCED DISCOVERY ACCURACY THROUGH ACTIVE NETWORK MONITORING
By monitoring DNS/DHCP transactions and network traffic patterns in real-time, Universal Asset Insights 
identifies assets that traditional scanning methods miss, including ephemeral cloud resources, mobile 
devices and IoT assets that may not respond to network scans.

https://www.infoblox.com/
https://www.instagram.com/infoblox/?hl=en
https://www.youtube.com/channel/UCfWH0dl7yTjRo9SaCz1s5nw
https://www.linkedin.com/company/infoblox/mycompany/verification/
https://www.facebook.com/Infobloxinc/
https://twitter.com/Infoblox

