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THE CUSTOMER

Kroschke sign-international

Founded in 1957, Kroschke sign-international is a leading supplier and
manufacturer of quality sighage products and occupational safety equipment.
At the family-owned site in Braunschweig, around 450 employees manufacture
high-quality signage, labels, first aid and operational safety equipment,
protective gear, and office equipment. Products include inspection badges,
hazardous goods stickers, traffic and warning signs, first aid kit boxes, traffic
cones, protective gloves, and Perspex hygiene screens. More than 70 machines
are in use on a 3,500-square-meter production site, processing around 650
different materials across various printing processes. The company produces
roughly 35 million signs and labels every year.

Combining efficiency with high and consistent quality for its customers,
Kroschke sign-international continuously invests in the latest printing
technology to meet its own stringent demands. It is important to apply

this same approach to products the company uses as well as the ones it
manufactures, moving with the times and remaining proactive. The company
is keenly aware of this need, and with Infoblox’s help, it completely rebuilt

its network infrastructure in March 2022 in a very short time, using a hybrid
cloud and on-premises solution for DNS, DHCP, and IPAM (DDI), along with
enhanced cyber security.

THE CHALLENGE

Strengthening the Network Against Growing Threats

There is a real fear of cyber attacks in business and rightly so: The number of
attacks is growing and companies that do not protect themselves risk losing
sensitive data and incurring significant costs. Kroschke sign-international
experienced firsthand how dangerous attacks like this can be. The company
fell victim to a hacker attack and lost all virtual machines and its DNS and
DHCP functionality as a result. Kroschke was already planning to modernize
its outdated network management and to increase its security, but the
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hacker attack made it abundantly clear that its previous Microsoft DNS and
DHCP solution and manual management of data and IP addresses using a
company-owned wiki was not only outdated but also risky.

“We became painfully aware of how easy it is to tap data externally via

DNS. Without DNS, we were simply lost. The hacker incident made it
instantly crucial for us to ensure we had robust protection and to use DNS
properly, once and for all,” says Bjorn-Christian Schmidt, Team Leader of IT
Infrastructure at Kroschke sign-international. He and his 10-member team
are responsible for IT at Braunschweig and the company’s Sinsheim site.

Maximum Security with Hybrid Cloud Network

After the hacking incident, the team got down to business and started looking
for a suitable new network security solution. Following a recommendation,
Kroschke sign-international looked at Infoblox’s solutions and was
immediately won over. It was impressed by the user interface, intuitive
handling, and above all, the high availability provided by the hybrid network
architecture. With Infoblox’s DDI and BloxOne Threat Defense, Kroschke

is now able to link virtual and physical environments across locations and
guarantee 360-degree protection and resilience.

THE SOLUTION

Stronger Network Operations and Security with Infoblox

Infoblox enabled Kroschke sign-international to achieve its goal in full and
replace its wiki-based solution with a powerful and comprehensive DDI
solution from Infoblox, getting DNS traffic under control and automating it.
With the Infoblox solution, all DNS, DHCP, and IPAM services can now be
managed uniformly, and all the relevant network information is visible and
available. Additionally, with Infoblox’s BloxOne Threat Defense package, the
company now has the network security it needs—and without too much
work for the IT team. The new network architecture also protects mobile
devices, which have increasingly been used at Kroschke sign-international
since the pandemic. As a result, the company can now use apps without

a second thought and the team is reassured to know that the DNS traffic
running through them is secure. “Infoblox solutions are above and beyond the
Microsoft solutions we used previously and they are perfectly attuned to how
we work,” says Schmidt, summarizing the benefits.

“Security First”: The Order of the Day

Kroschke sign-international attached great importance to pursuing a
cloud-first strategy for the future, but also, crucially, to making security a

top priority. For the company, this goal includes regularly putting its security
to the test. After implementing Infoblox’s security solution, a gray-box test
conducted by the IT team revealed no DNS vulnerabilities. For Kroschke, this
finding was confirmation that choosing to go with Infoblox was absolutely the
right decision. The company will continue to use special software to simulate
ransomware attacks, for example, so that it tests its own security. “For us,
trust is good, and monitoring is better—and we do trust Infoblox 100 percent.
Sadly, we’ve had our fingers burnt, so we will continue to evaluate our security
from now on,” says Schmidt.
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THE RESULT

A Real Success Story

Even though Kroschke sign-international remains alert, it no longer considers the DNS and IPAM situation
as critical as it was before Infoblox was involved. The newfound network transparency has given the
company back its security. Schmidt finds Infoblox’s cloud DDI and security solution sophisticated but
easy to use. He also wants to train his team to use the solutions to their full potential going forward.

Infoblox experts are always on hand to provide advice and support. The close, personal, and

professional partnership they offer is particularly appreciated by Kroschke sign-international. The
network infrastructure changeover with Infoblox was the fastest IT project ever implemented by the
company, and Schmidt attributes this primarily to the excellent teamwork with everyone involved; the
chemistry between the two companies was right from the start. “From the first sales contact to making
the decision and implementing it and on to the all-round technical support from the partner Infoblox
recommended, everything ran like clockwork,” sums up Schmidt, who likes to implement projects quickly.
“The fact that the entire changeover of all virtual machines and physical components took less than

two days and was completed without any downtime really impressed us. It also made quite a few waves
internally. All in all, it was a real success story.”

Visit www.infoblox.com or contact your Infoblox representative today to learn more.

* Infoblox unites networking and security to deliver unmatched

'nfObI°x® performance and protection. Trusted by Fortune 100 companies and
emerging innovators, we provide real-time visibility and control over who
and what connects to your network, so your organization runs faster and
stops threats earlier.
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