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IF-MAP Publish:
Lumeta — Discovers leaking IP addresses on the network IF-MAP
nSolutions — Monitors infrastructure configuration changes
Juniper — Ensures compliant endpoints and makes decisions
Aruba — Reports wireless association and authentication
Arcsight — Reports important security events and network responses

Interoperability Demo
Interop 2008
Las Vegas, NV

Infoblox — IF-MAP enabled DHCP and DNS servers TCG Booth 421

IF-MAP Search:
Arcsight — Correlates device, identity, and event information

IF-MAP Subscribe:
Juniper — Responds to security events and directs enforcement points to contain security breaches
ArcSight — Responds to correlated security events and quarantines compromised endpoints

IF-MAP Server :
Infoblox -IF-MAP server

This multi-vendor demonstration shows only one possible configuration. Many others are possible since other vendors
have developed or are developing IF-MAP implementations.

Customer Benefit: A

e Real-time security for the entire life-cycle of network devices: Pre-connect assessment, network admission,
continuous post-admission monitoring and control

e Admission and control of unmanaged network devices: Factory automation components, inventory control
devices, RFID enabled assets

e Security stronger yet less restrictive: Policies tuned per user or group
Lower operating costs: Fewer false alarms since policies are tuned and coordinated response takes place across
many products

e Better policies and reports: Based on usernames and roles instead of only IP addresses
Benefits of open standards:

O Avoid vendor lockin O Reduce costs through competition O Choose best products for each job
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