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The Infoblox NIOS virtual appliance on VMware software can run on ESX or ESXi servers that have DAS
(Direct Attached Storage), or iISCSI (Internet Small Computer System Interface) or FC (Fibre Channel) SAN
(Storage Area Network) attached. You can install the NIOS virtual software package on a host with VMware
ESX or ESXi 6.x.x and 5.5.x installed, and then configure it as a virtual appliance.

Infoblox NIOS provides core network services and a framework for integrating all the components of the
modular Infoblox solution. It provides integrated, secure, and easy-to-manage DNS (Domain Name System),
DHCP (Dynamic Host Configuration Protocol) and IPAM (IP address management) services. In addition to this,
the NIOS software also provides TFTP, HTTP, NTP, and FTP file transfer services.

NIOS virtual appliances support the following features:

e Configuration as a HA pair, a Grid master, Reporting server, or a Grid master candidate

e Anycast addressing

e OSPF

e BGP

e  Static routes
o |Pv6

vSphere vMotion is also supported. You can migrate NIOS virtual appliances from one ESX or ESXi server to
another without any service outages. The migration preserves the hardware IDs and licenses of the NIOS
virtual appliances. VMware Tools is automatically installed for each NIOS virtual appliance. Infoblox supports
the control functions in VMware Tools. For example, through the vSphere client, you can shut down the virtual
appliance. You can configure most NIOS virtual appliances as independent or HA (high availability) Grid
Masters, Grid Master candidates, and Grid members.

This deployment guide covers deployment of vNIOS on Vmware vSphere 6.5 onwards using Vmware vCenter
server.

Login to the https://support.infoblox.com portal.
Navigate to Downloads.

In the Infoblox Software drop-down menu select NIOS/vNIOS.

oo bd -

Under Select release type select the first option.

Infoblox Deployment Guide - vNIOS deployment on VMware vSphere (October 2019)


https://support.infoblox.com/

5. In the Select version drop box select the latest NIOS release.
% Downloads x  +

< c @ support.infoblox.com/app/downloads/d_token/lJhQHYh3Zlg_wc2tlpNCtkxVdkj9aYY_u6QFbLWmemo

* @
@, °
In fo b I OX 0.’ Support Home | Knowledge Base | Open a Case | Manage Cases [_Downloads| Tech Docs

NEXT LEVEL NETWORKING

Downloads

Infoblox Software.

| NIOS/VNIOS v

Select release type

(8 General maintenance products with full engineering support for routine patches and bug
fixes on all significant issues.

() Technology release for Early Adopter Customers ONLY. Early access to new functionality
is only intended for customers who have been accepted into the Early Adopter program.

() Limited Deployment (LD) releases are made available and supported only until the next
major release becomes available.

() Limited maintenance products with engineering support for service-affecting issues and
security vulnerabilities only.

() End of software development products with limited engineering support: investigations,
troubleshooting, workarounds, and fixes for critical security issues only.

Select versiol

| NIOS 8.4 4 [Posted 05AUG2019 | 8 4 Released 2MAR2019] v |

6. Scroll down and expand vNIOS for VMware section.

7. Click on Download Image section to download the .OVA file for Grid Master or Member.

- LyNIOS for VMware)

The Infoblox vNIOS on Wivlware software can run on ESX or ESXi servers that have
DAS (Direct Attached Storage), or iSCSI (Internet Small Computer System Interface) or
FC (Fibre Channel) SAN (Storage Area Network) attached. You can install the vNIOS
software package on a host with Viviware ESX or ESXi 6.7, 6 5x, 6.0x, 55x, 5.1.x or
5.0x installed, and then configure it as a virtual appliance.

Grid Role An Open Virtual Appliance (or Application) (_ova) single file Link to
distribution package Download

Images

Member, Grid | DDI:v815, v825, v1415, v1425, v2215, v2225, v4015, Downloa

IMaster, v4025, Flex, Reporting: v805, v1405, v2205, v5005 and Image

Reporting CP: vB05, v1405, v2205

Discovery Discovery: ND-v805, ND-v1405, ND-v2205, ND-v4005 Download
Image

1. Login to your vCenter server with enough permissions to deploy an OVF template.
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2. Once you are logged in to the vCenter server, right click on cluster/esxi/resource pool/vapp and select

Deploy OVF Template.

vmware: vSphere Web Client

fi=

Navigator

{0 | test_user@indialocal * | Help

ﬁCompute| 7 & i &8 & | ighActions ~

<4 Back

Co... Per.. Ho.. VMs Dat..

(@ |B B8 @&

» & Vmware_Deplpvment Quida

Lal

Wikntic ~ Cluster?

] e Actions - Vmware Deployment_Guide

New Virtual Machine
New vApp
New Resource Pool...

® Deploy OVF Template...

Edit Resource Settings...
Settings

Move To...

2 Rename...
Recent Tasks

1

3.

Tags & Custom Attributes

/s a group of hosts. When you add a
» cluster, the host's resources
» 1 part of the cluster's resources. The
anages the resources of all hosts

Cluster
gnable the vSphere High Availability
vSphere Distributed Resource
r(DRS), and the vSAN solutions.

A

In the following wizard you can either give a URL by selecting URL option to download the OVA file or

you can browse the locally downloaded OVA file by selecting Local file option.

¥4 Deploy OVF Template

1 Selecttemplate Selecttemplate

Selectan OVF template.
2 Selectname and location

3 Selectaresource

Enter a URL to download and install the OVF package from the Internet, or browse to a location accessible from your computer,

such as a local hard drive, a network share, or a CD/DVD drive.

4 Review details

() URL

5 Selectstorage

|

6 Readyto complete

-]

(») Local file

Browse... | 1file(s) selected, click Next to validate

A Use multiple selection to select all the files associated with an OVF template (.ovf, .vmdk, etc.)

Note: This deployment guide covers deploying vNIOS though locally downloaded OVA file.
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4. Inthe Select name and location wizard, enter a name for the vNIOS and select a datacenter or folder
where vNIOS will be deployed. Click on Next.

f’i Deploy OVF Template

« 1 Selecttemplate Selectname and location

Enter a name for the OVF and select a deploymentlocation.
2 Selectname and location

3 Selecta resource

Name ‘Grid-Master

4 Review details f
Filter ‘ Browse

5 Selectstorage

Select a datacenter or folder.
6 Readytocomplete .
5! vesab5-tme.inblr.infoblox.com

[> fig India

Back Next Cancel

5. Review wizard displays the product details and description. After reviewing the details click on Next.
?,'! Deploy OVF Template

+ 1 Selecttemplate Review details
Verify the template details.
~" 2 Selectname and location

+ 3 Selecta resource Product WwWIOS

4 Review defails Vendor Infoblox, Inc.

5 Acceptlicense agreements

Publisher & No certificate present

6 Select configuration Download size ~ Unknown

7 Selectstorage Unknown (thin provisioned)

Siz disk h I
1ze on di 244 1 GB (thick provisioned)
8 Select networks

Bessisien NIOS automates the error-prone and time-consuming manual tasks associated with deploying and managing
9 Customize template P DNS, DHCP and IP address management required for continuous IP network availability and business uptime.

10 Readyto complete

Back Next Cancel
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6. Accept the End User License Agreement (EULA) and click on Next.
‘{! Deploy OVF Template

L2

v Acceptlicense agreements

+ 2 Selectname and location

' 3 Selectaresource

" 4 Review defails

5 Acceptlicense agreements

6 Select configuration
7 Selectstorage

8 Select networks

9 Customize template

10 Readyto complete

Read and accept the license agreements associated with this template before continuing

Infoblox End-User License Agreement

PLEASE READ THE TERMS AND CONDITIONS OF THIS AGREEMENT ("Agreement") CAREFULLY BEFORE
DOWNLOADING, INSTALLING OR USING THE INFOBLOX SOFTWARE. BY DOWNLOADING, INSTALLING OR USING THE
INFOBLOX SOFTWARE. YOU AND THE BUSINESS ENTITY YOU REPRESENT (COLLECTIVELY, "You") AGREE TO BE
BOUND BY THESE TERMS AND CONDITIONS. This is a legal agreement between You and Infoblox Inc.

1. SOFTWARE. The Infoblox software, including any patches, updates, upgrades and additional modules that may be provided
by Infoblox (collectively, "Software"), is provided for installation and use only on the authorized third party hardware platform for
which the Software was provided, as indicated on the applicable purchase order ("Authorized Hardware Platform”). The Software
incorporates proprietary software and technology. Infoblox and its licensors retain all title and intellectual property rights in and to
the Software and documentation provided. The Software is licensed only; no title in or to the Software is assigned or transferred.
You do not have any license or right to use any update, upgrade or additional module unless You have a valid license to the original
Software and have paid all applicable fees. The Software also contains open source and/or publicly available content under
separate license; a list of content and applicable licenses is included in the Software documentation.

2. LIMITED LICENSE. Subject to Your compliance with all the terms and conditions of this Agreement, Infoblox grants You a
non-exclusive, non-transferable license ("License"), to install and operate one copy of the Software for which You have paid the
applicable license fees only in object code form and in accordance with the Software documentation, as installed on the original
Authorized Hardware Platform serial number for which the Software was licensed. If the original Authorized Hardware Platform
serial number is taken out of service, the License may be transferred to an equivalent replacement Authorized Hardware Platform
serial number. Use of some software modules may be limited or require purchase of a separate license from Infoblox; You are only
licensed to use the Software as indicated on the applicable order. |f Infoblox provides any client or other software for installation on

v

| Accept

Back Next Cancel

7. In the Select configuration wizard, select the vNIOS model, by clicking the dropdown menu.
RAM and CPU utilization of each vNIOS differs and is displayed against Description. Click on Next.

¥4 Deploy OVF Template

L

v
L
v
L

1 Selecttemplate

2 Selectname and location
3 Selecta resource

4 Review details

5 Acceptlicense agreements
7 Selectstorage

8 Select networks

9 Customize template

10 Ready to complete

Select configuration
Select a deployment configuration.

Configuration: TE-815 ‘ v ]

Description: Use this option for a model TE-815. It has:
* 2 virtual CPUs
* 16384MiB memory

A TE-815 license will need to be applied.

Back Next : Cancel
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8. Select the datastore where vNIOS files will be stored from the Select Storage wizard.
Note: Infoblox recommends using thick provisioning for enhanced performance.

¥4 Deploy OVF Template (2) W
"4 1 Selecttemplate Selectstorage
Selectlocation to store the files for the deployed template.
" 2 Selectname and location
¥ 3 Selectaresource Select virtual disk format | Thick provision lazy zeroed [~ ]
ERE crewdekils [] Show datastores from Storage DRS clusters i ]
~ 5 Acceptlicense agreements ‘ Filt “
iter
+" 6 Selectconfiguration
{ Datastores \ Datastore Clusters
7 Selectstorage
2 (. ~\
8 Selectnetworks @ = LQ Filter =)
9 ErS T T Name Status VM storage policy Capacity Free
O B datastore1 @ Normal - 1.81 TB 153 TB
10 Readyto complete
Q E Dell_Datastore_10TB_1 & Normal - 10 TB 73 TB
() E Dell_Datastore_10TB_2 & Normal - 10 TB 743 TB
( B Dell_Datastore_ISO & Normal - 2 TB 1.79 TB
Q EH DS-ESX1-11 & Normal - 7.27 TB 448 TB
Q) B Ds-Esx1-11B @& Normal - 7.28 TB 45 TB
Q EH Ds-ESX2-12 @ Normal - 7.27 TB 6.21 TB
Q B DS-ESX2-12B @& Normal - 7.28 TB 6.46 TB
() B 1s0s_NFs & Normal - 192 TB 1.92 TB
4 2 »
i 9 Objects |24 Copy~
Back Next Cancel
9. Select the network for the vNIOS appliance from the Select networks wizard.
¥ Deploy OVF Template 2

v
v
v
v
'
v
v

1 Selecttemplate

2 Selectname and location
3 Selecta resource

4 Review details

5 Acceptlicense agreements
6 Select configuration

7 Selectstorage

9 Customize template

10 Readyto complete

Select networks
Select a destination netwark for each source network.

Source Network Destination Network

VM Network ( Internet-200-24

Description - VM Network

The network that the production DNS/DHCP queries and responses go over.

IP Allocation Settings

IP protocol: IPv4 IP allocation: Static - Manual 0

Back Next

Cancel

10. Customize template wizard, lets you to assign LAN-1 networking details for the Grid-Master and licensing

details.
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a. Expand the Uncategorized option and enter license strings nios IB-V815 enterprise for activating
vNIOS 815 and grid license. License strings are separated by space only. Refer Some Useful

Information section to get the list of license strings.
¥4 Deploy OVF Template (7) b

+ 1 Selecttemplate Customize template
Customize the deployment properties of this software solution.

~" 2 Selectname and location
+ 3 Selectaresource © Al properties have valid values Show next..  Collapse all...
' 4 Review details
~ Uncategorized 3 settings
' 5 Acceptli ts
ptiicense agreemen Admin Password Defaultadmin password, min length 4.
+' 6 Selectconfiguration ‘
" 7 Selectstorage
Enable Remote Console Boolean value controlling stafus of remote console via ssh.
~' 8 Select networks

%

Space separated list of temp license identifiers.

9 Customize template .
Temp License

10 Readyto complete

‘nios IB-V815 enterprise

+ Gridmaster 3 settings

+ Networking 6 settings

Back Next Cancel
Expand Networking option to enter LAN-1 networking details. Click on Next.
¥4 Deploy OVF Template 70
1 Selecttemplate Cusfomize template
Customize the deployment properties of this software solution.
»/ 2 Selectname and location
+ 3 Selecta resource ) Al properties have valid values Show next... Collapse all...
" 4 Review defails .
» Uncategorized 3 settings
[ © CESFR e Ceeens + Gridmaster 3 settings
" 6 Selectconfiguration + Networking 6 sefings
< U SRR IPv4 Address LAN1 IPv IP address.
+~* 8 Selectnetworks |10.195‘200‘110 |
IPv4 Default Gateway. LAN1 IPv4 default gateway.
10 Readyto complete |255‘255‘255.0 I
IPv4 Netmask LAN1 IPv4 netmask.
|10.196‘200‘1 |
IPv6 Address LANT IPv6 IP address.
IPv6 CIDR LAN1 IPv6 CIDR block.
IPv6 Default Gateway LAN1 IPv6 default gateway.
T 1 -
Back Next Gancel
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11. You will be presented with the summary of your vNIOS deployment details. Review it and click on

Finish to commence the deployment.

¥4 Deploy OVF Template 7 b
+ 1 Selecttemplate Ready to complete a
Review configuration data.
" 2 Selectname and location
w9 SR D Name Grid-Master
R wde bl Source VM name nios-8.1.6-360192-2017-08-25-21-04-00-ddi
D e TR SRS Download size Unknown
EgSASslacteoniiation Size on disk 244.1 GB
w7 Selectstorage Datacenter India
' 8 Selectnetworks Resource Vmware_Deployment_Guide
" 9 Customize template Deployment configuration TE-815
¥4 10 Readyto complete » Storage mapping 1
+ Network mapping 1
+ |P allocation settings IPv4, Static - Manual

Admin Password =

Enable Remote Console = False

Temp License =

Certificate =

IP Address =

Properties Token =
P IPv4 Address = 10.196.200.110
IPv4 Default Gateway. = 255.255.255.0
IPv4 Netmask = 10.196.200.1 -
. 1P e .
Back Finish Cancel

12. Deployment will take some time. In the meantime, you can monitor the console of the vNIOS to find

out what is happening.

13. After initial deployment cloud-init kicks in and assigns the networking and licenses which triggers

multiple reboots.

Skipping v6_address parameter
Skipping vb_prefix parameter
Skipping v6_gateway parameter

Skipping v6_vlan_id parameter

Enforce US Keyboard Layout | View Fullscreen

[2819-/18-14 14:19:12.482]1 Sustem restart: config change. ..

[2819-18-14 14:19:38.7221
[2819-18-14 14:19::
ateway 18.196.2688.
[2819-18/14 14:19:
[2819-18/14 14:28:
[2819-18-14 14:28

[2819-18,14 14:28:
ateway 18.196.2688.
[2019-18,14 14:20:

.9861 Sta
8841-Sy
2611

e
25t :

Infoblox system initializing...
.1141 LAN port IP

Infoblox system initializing...
.6921 LAN port

IPv4 18.196.2080.118, netmask 255.255.255.8, g

s

rvices...
art—

v4 108.196.2808.118, netmask 255.255.255.8, g

.435]1 Starting services...

14. Once vNIOS successfully boots up, login to it using admin/infoblox as user id and password

Send Ctrl+Alt+Delete




15. To validate IP address and license assignment, run the following commands respectively.
show network
show license

Infoblox > show network
Current LAN1 Network Settings:

IPu4 Address: 18.196.288.118

Network Mask: 255.255.255.8

Gateway Address: 18.196.268.1

ULAN Tag: Untagged

HA enabled: false

Grid Status: Master of Infoblox Grid
Note: Additional addresses configured can be viewed through “show interface" com
mand
Infoblox > _

Infoblox > show license
Uersion : 8.4.4-386831
Hardware 1D : 428171485832B4F62C4EB84A93BE48987

License Type :|NIDS (Model IB-UB815)
Expiration Date : 12-13-/2819
License String '@ GgAAAHY1mUMnZUDe IOZ3HXASNB1?rmmZDbY¥YnZNhU

License Type 1 Grid
Expiration Date :@: 12,13,2819
License String '@ GgAAAHBuyglUpJwbLYru3HXMf Pw¥YZ2uGHZAeSwMYoA

Infoblox >

Pre-provisioning a member in the Grid-Master
1. Login to the Grid Ul using the IP address which was specified in the Customize template option.

2. Once logged in, navigate to the Grid Grid-Manager Members Click on + option.



3. Select Member type as Virtual NIOS. Specify a FQDN for this member in the Host Name option and
click on Next.

Add Grid Member > Step 1 of 3

Member Type Virtual NIOS ¥
*Host Name member01.localdomain| Must be a fully qualified domain name

Time Zone

(UTC) Coordinated Uni\ |

Inherited from Grid Infoblox

Comment

4. For Type of Member option select Standalone Member. Specify the IP address, subnet mask and
default gateway which you would like to assign to this member and click on Next.

Add Grid Member > Step 2 of 3
Type of Network IPv4 A
Connectivity

TYPE OF MEMBER

(@ Standalone Member

() High Availability Pair

REQUIRED PORTS AND ADDRESSES

INTERFACE ADDRESS SUBNET MASK (IPV4) OR PREFIX LENGTH (l...  GATEWAY VLAN TAG = PORT SETTIN...

LAN1 (IPv4) 10.196.200.111 255.255.255.0 10.196.200.1 Automatic ‘

Previous | | Next l
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5. Click on Save and Close to add this member.

Add Grid Member > Step 3 of 3

Extensible Attributes
D ATTRIBUTEN... | VALUE

No data

Cancel Previous Next

6. Once the member is added successfully it will show as offline in the GUI.

+ | Zzlol=E2E B8 LH-18

] = NAME HA
] — 4 infoblox.localdomain No
[ — 0 member01.localdomain No

+ | -

REQUIRED

Save & Close

STATUS IPV4 ADDRESS

_ 10.196.200.110
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Pre-provisioning and generating a token for the offline member

Select the newly added offline member and click on edit option.

Navigate to the Pre-Provisioning option.

From the Hardware Model drop down option select the desired vNIOS model type. Click on Save and

Close

member01.localdomain (Grid Member Properties Editor)

@ Toggle Advanced Mode

General
Licenses
Network
Anycast
Security

DNS Resolver
Monitoring
Syslog Backup
SNMP

Email

Pre-Provisioning

Basic

To remove provisional licenses, you must first remove the pre-provisioned member and then configure a new one.

Member Type

Hardware Model

PROVISIONAL LICENSES

LICENSE
DHCP
DNS

DNS Traffic Control

Extensible Attributes

Permissions

Cancel

4. Click on the

+ =

Enterprise
FireEye

MS Management

b

=] e

Edit

Delete

Extensible Attributes
Permissions

Generate Token

View Token

Virtual NIOS

|B-V81 N

CP-V1400
CP-V1405
CP-V2200
CP-V2205
CP-V800

CP-V8os

IB-FLEX

IB-V1415
1B-V1425
1B-V2215
1B-V2225
1B-V4015
1B-V4025 .
1B-V815
B
1B-VM-100

LED

hd Save & Close +

icon of the newly added member and select Generate Token.

Go to Go
HA STATUS IPV4 ADDRESS
No _ 10.196.200.110
No

5. You will be presented with a token like the one mentioned below. Make a note of this token.

Your Permission Token

This is your new permission token:

NODE 1

Token

Expiration Date

ekOLhJgXxJE6s0JgauwT 1 NEmHSUPYTigO

2019-10-14 22:24:01 IST
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Getting the Grid-Master certificate

1. Execute the following command from a Linux machine with openssi utility installed.

# openssl s_client -connect grid master ip:443 -showcerts

2. You will be presented the with the certificate details of the Grid-Master. Make a note of the PEM
certificate section of the Grid Master.
PEM certificate chain looks like.

MIIDrzCCApegAwIBAGIQVsnxwt+YTMPOyYQBU7yQbDANBgkghkiGOwOBAQUFADB+
MQswCQYDVQQGEwJVUzETMBEGA1UECBMKQ2FsaWZvcm5pYTESMBAGA1UEBxXMJU3Vu
bnl2YWx1MREwDwWYDVQQKEwhJbmZvYmxveDEUMBIGA1UECxXMLRW5SnaW51ZXJpbmex
HTAbBgNVBAMTFGluZm9ibG94LmxvY2FsZG9tYW1uMB4XDTESMTAXNDEOMjIyOVoX
DTIWMTAxXMzEOMjIyOVowfjELMAKkGA1UEBhMCVVMXEZzARBGNVBAGTCkNhbG1lmb3Ju
aWEXE jAQBgNVBACTCVN1bm55dmFsZTERMAS8GA1UEChMISW5mb2Jsb3gxFDASBgNV
BAsSTCOVuZ21luZWVyaW5nMROwWGwWYDVQQODExRpbmZvY¥mxveC5sb2NhbGRVbWEpbjCC
ASIWDQYJKoZIhvcNAQEBBQADgGGEPADCCAQOCGGEBAMA73j1+6UrbY7h6/JgBbW69
PVJR+vVH50Z6RKNB0g8UeezT30ZUx8Y41Tng/LTj6lafpyojSTvGot3S68EhjyDcC
AwWEAAaMpMCcwJQYDVRORBB4AWHICECSTIboIUaW5Smb2Jsb3gubG9jYWxkb21lhaWdw
DQYJKoZIhvcNAQEFBQADggEBAARRPis+194uUi7G+4JFdPV+01+P7Y6ujPmeZ8vX
ZLpNvEFOyz8BbR7Lvh/KYDiFnp5C/CSqg0IbLFxTeIH6627xwYC5hN/mehyri5vG
fHNmFcaJ4bZSjyvwnSEre 9MmDySmEkSySZp2WwqJRLwLsm3Zq0dAAQylcTmgo/qv
gnQET5CstzxY17£fV5yd6mNPa50ZW131XjHcOo020+0tckUnRpUGLIJFoeWh90U1ln2L
bKOtVjcQjupzcQXcsF4£sB+XgPOUJzMxuxjMz/StzYGD8rWaayWmW3rbzMHTYn9J
Mioq/CHCFA2/dizZ31lyttHUtzpC8aYjxakpILHObc2y3p9o=

Deploying a Member and adding it to the Grid

1. To deploy a vNIOS member follow same set of instructions as mentioned under Deploying Grid-Master
section (till step 9)

Note: Please give a different name while deploying the member vNIOS.
2. Once you arrive at Customize Template wizard,

a. Expand Uncategorized option and specify Temp license strings  nios I1B-815 enterprise to
active vNIOS and grid license.
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Expand the Gridmaster section and enter the Certificate and Token which we obtained

previously.
f’! Deploy OVF Template f—‘:‘ 13
+ 1 Selecttemplate Customize template
Customize the deployment properties of this software solution.
w2 Selectname and location
+ 3 Selecta resource O Al properties have valid values Show next. Collapse all
' 4 Review details . .
- Uncategorized 3 seftings
v 5 Acceptli ts
ptiicense agreemen Admin Password Default admin passwaord, min length 4
v B Selectconfiguration
"' 7 Selectstorage
Enable Remote Console Boolean value controlling status of remote console via ssh.
w8 Selectnetworks =
9 Customize template . . . .
Temp License Space separated list of temp license identifiers
jRE2dyialcomplet nios 1B-V815 enterprise
« Gridmaster 3 seftings

Certificate Gnd Master's certificate.
b8HwWzVfwuCZB3fkzp Tc8vew/2G+U8swX38sMtpY ZxCG8=-—--END CERTIFICATE--—-] |

IP Address Grid Master's IP address.
10.196.200.110

Token IMember token.
ekOLhJgXxJ6s0Jgauw7 1NEmHBUPYfiSO

Back Next Cancel

3. Scroll down and expand the Networking section, enter the IPv4 address, IPv4 netmask and IPv4
default gateway details. This should match with the details specified during pre-provisioning of the
member.

?j Deploy OVF Template f’} 43
+ 1 Selecttemplate Customize template
Customize the deployment properties of this software solution.
w 2 Selectname and location
~ 3 Selectaresource © Al properties have valid values Show next..  Collapse all.
+ 4 Review details ekOLhJgXxJBs0Jgauw? INEmMHBUPYfiSO N
+" & Acceptlicense agreements -
+ Networking 6 settings
v 6 Select fi ti
B IPv4 Address LANT IPv4 IP address.

R SlectE ol e 10.196.200.111
' 8 Selectnetworks

IPv4 Default Gateway. LAN1 IPvd default gateway.

10.196.200.1
10 Readyto complete
IPv4 Netmask LANT IPv4 netmask.
255.255.255.0

IPv6 Address LAN1 IPv6 IP address.

IPv6 CIDR LAN1 IPvw6 CIDR block.

IPv6 Default Gateway LAN1 IPv6 default gateway.

Back Next Cancel
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Click on Next and you will be presented with the summary of all the deployment details.

Review and click on Finish to commence the deployment.
¥l Deploy OVF Template Z) e

¥4 1 Selecttemplate Readyto complete :

Review configuration data.
' 2 Selectname and location

" 3 Selecta resource

Name MemO01

w0 REEUEEELE Source VM Nios-8.4.4-386831-2019-08-02-03-45-48-ddi
+ 5 Acceptlicense agreements Download size Unknown
+ 6 Selectconfiguration Size on disk 244.1 GB
+* 7 Selectstorage Datacenter India
" 8 Selectnetworks Resource Vmware_Deployment_Guide
+ 9 Customize template Deployment configuration TE-815
w » Storage mapping 1

» Network mapping 1

» IP allocation settings IPv4, Static - Manual

Admin Password =

Enable Remote Console = True

Temp License = nios I1B-V815 enterprise

Certificate = -----BEGIN CERTIFICATE-----
MIIDrzCCApegAwIBAgIQZnoPcO+nat3BCrscW2KJYjANBgkghkiGSwOBAQUFADB+MQswCQYDVQ
QGEwJVUzZETMBEGA1UECBMKQ2FsaWZvem5pY TESMBAGA1UEBxMJU3VubnI2YWxIMREWDw
YDVQQKEwhJbmZvYmxveDEUMBIGA1UECXMLRWSnaW5IZX JpbmexHTAbBgNVBAMTFGIuZm9ib
G84LmxvY2FsZGOtYWIUMB4XDTESMTAXNDEOMTYyNIoXDTIWMTAXMzEOMTYyNIowfiELMAKGA1
UEBhMCVVMXEZARBgNVBAGTCKNhbGImb3JuaWEXEJAQBgNVBACTCVN1bmS5dmFSZTERMASG

A AL A R AL A a2 Ik 2 s e P A S b LA T AN 2O TV f o) AL i b AP a2 AN LN A e P s 7 A7

4 i >

Back Finish Cancel

Deployment will take some time. In the meantime, you can monitor the console of the vNIOS member
to find out what is happening.

After initial deployment cloud-init kicks in and assigns the networking and licenses which triggers
multiple reboots.

Post this cloud-init also adds the newly deployed vNIOS member to the Grid.
[2B819-18-14 18:82:16.8781 Starting services...

Skipping vb6_address parameter
Skipping vb_prefix parameter
Skipping vb_gateway parameter

Skipping vb6_vlan_id parameter

[2819,18-14 18:82:27.2771 |Sustem restart: config change...

[2819,18-14 18:82:53.3851 Infoblox system initializing...

[2B819,18-14 18:82:54.2621 LAN port IPu4 18.196.2808.111, netmask 255.255.255.8, g
ateway 18.196.2680.1

[2B819-18-14 18:83:11.5331 |Starting serwvices..,

[2819,18,14 18:83:17.4771]1 ' Sustem restart.

[2819-18-14 18:83:43.872]1 Infoblox system initializing...

[2B819-18-14 18:83:44.7331 LAN port IPu4 18.196.26808.111, netmask 255.255.255.8, g
ateway 18.196.26808.1

[2819-18-14 18:84:82.8881 Starting services...




10. Login to the grid and verify that member is showing up as green and in online state.

Infoblox :E:- Dashboards Data Management Smart Folders ~ Grid Administration

Grid Manager Upgrade Licenses HSM Group

Finder
€ Infoblox = # R
B3 Smart Folders +
TFTP HTTP (File Dist) FTP NTP bloxTools Subscriber Collection
A Bookmarks +
Members Services
B Recycle Bin +
Quick Filter | None v | mFMler On Show Filter m Replication Status View
@ URL Links 4=
Group Results Group By +
+ -8
[ NAME HA STATUS IPV4 ADDRESS
[ 4 infoblox localdomain No Running 10.195.200.110
[ «§» member01 locaidomain No Running 10.196.200.111

The VMware OVF Tool is a command-line utility that allows administrators to import and export Open
Virtualization Format (OVF) packages to and from VMware products. VMware OVF tool comes handy when a
scripted deployment of OVA is desired.

Downloading Vmware ovftool

Ovftool can be downloaded from https://code.vmware.com/web/tool/4.3.0/ovf. This site also provides the
documentation on the installation procedure on ovftool on Linux. More information on installation of ovftool on a
linux machine can be obtained from https://www.virtual-odyssey.com/2017/11/26/install-vmware-ovftool-ubuntu/

Using ovftool to deploy vNIOS appliance on VMware vSphere
1. Login to the ubuntu machine where ovftool is installed as a root user.

2. Create a directory ovftool by executing following command

root@ubuntu-desktop:~# mkdir ovftool
root@ubuntu-desktop:~# I



https://searchwindowsserver.techtarget.com/definition/command-line-interface-CLI
https://searchcloudapplications.techtarget.com/definition/open-virtualization-format-OVF
https://searchvmware.techtarget.com/definition/VMware
https://code.vmware.com/web/tool/4.3.0/ovf
https://www.virtual-odyssey.com/2017/11/26/install-vmware-ovftool-ubuntu/

3. Copy the vNIOS OVA file to ovftool directory.

root@ubuntu-desktop:~# cd ovftool/
root@ubuntu-desktop:~/ovftool# 1s
nios-8.1.6-360192-2017-08-25-21-04-00-ddi.ova

root@ubuntu-desktop:~/ovftool# I

4. Use the following command to commence the deployment of Grid-Master using ovftool.

ovftool --noSSLVerify --name=name of the vm --acceptAllEulas
--datastore=name of the datastore -dm="disk provisioning"
--network=name of the portgroup --powerOn

--prop:remote_console enabled=True --prop:temp license="license string"
--prop:lanl-v4_addr=lanl ip address --prop:lanl-v4 netmask=lanl netmask
--prop:lanl-v4_gw=lanl gateway absolute path of the ova file

'vi://vcenter user id:password@vcenter_ fqdn/datacenter name/vm/name of vapp
_already created in vcenter'

5. Sample command and its output

root@ubuntu-desktop:~/ovftool# ovftool --noSSLVerify --name=Grid-Master --acceptAllEulas --datastore=Dell_Datastore_10TB_1 -dm="thin" --network=In
ternet-200-24 --powerOn --prop:remote_console_enabled=True --prop:temp_license="nios IB-V815 enterprise” --prop:lanl-v4_addr=10.196.200.169 --prop
:1lanl-v4_netmask=255.255.255.0 --prop:lanl-v4_gw=10.196.200.1 /root/ovftool/nios-8.1.6-360192-2017-08-25-21-84-00-ddi.ova 'vi://vcuser@vmware.loca
1:infoblox@vcenter.infoblox.com/India/vm/deployed_by_ovftool’

Opening OVA source: /root/ovftool/nios-8.1.6-360192-2017-88-25-21-04-0@-ddi.ova
The manifest validates

6. ovftool will take some time to deploy the OVA. Once deployed you should be able to access Grid GUI
using the LAN-1 |IP address.

7. Once Grid GUI shows up, please follow the same set of instructions as mentioned under
Pre-provisioning and generating a token for the offline member section.

8. To get the Grid-Master certificate details follow the instructions mentioned under Getting the
Grid-Master certificate section.

9. After generating member token and getting certificate details use the following command to deploy a
vNIOS member and add it to the grid.

ovftool --noSSLVerify --name=name of the vm --acceptAllEulas
--datastore=name of the datastore -dm="disk provisioning"
--network=name of the portgroup --powerOn

--prop:remote_console_ enabled=True --prop:temp license="license string"
--prop:lanl-v4_ addr=lanl ip address --prop:lanl-v4 netmask=lanl netmask
--prop:lanl-v4_gw=lanl gateway

--prop:gridmaster-ip addr=gridmaster ip address
--prop:gridmaster-token=member token
--prop:gridmaster-certificate=gridmaster certificate pem
absolute path of the ova file

'vi://vcenter user id:password@vcenter fqgdn/datacenter name/vm/name of vapp
_already created_in vcenter'



10. Sample command and its output.

root@ubuntu-desktop:~/ovftool# ovftool --nossLVerify --name=member_by_ovf_tool_02 --acceptAllEulas --datastore=Dell_Datastore_10TB_1 -dm="thi
network=Internet-200-24 --powerOn --prop:remote_console_enabled=True --prop:temp_license="nios IB-V815 enterprise" --prop:lanl-v4_addr=10.196.200.
105 --prop:lanl-v4_netmask=255.255.255.8 --prop: :lanl-v4, gw=18.196.200.1 --prop:gridmaster-ip_addr=10.196.2€0.11@ --prop: grldmaster -token=aKdEKWYTK|
vS4vdxqanlLCpgeudtjjDZL --prop:gridmaster-certificate="-----BEGIN CERTIFICATE MIIDdzCCA18CEENndgS4Khz7cVmjoIVhiCAwDQYIKoZIhveNAQEFBQAwWe ELMAKG
A1UEBhMCVVMXEZARBENVBAgTCkNhbG1mb3JuaWEXEjAQBENVBACTCVN1bmS5dmFsZTERMASGAIUEChMISW5mb2]sb3gxFDASBENVBASTCOVUZ21uZWVyaWSnMRkwFwYDVQQDEXB3d3cualSmb2
JIsb3guY29tMB4XDTESMTAXNTASMDUXN1oXDT IWMTAXNDASMDUXN1owejELMAKGA1UEBhMCVVMXEZARBENVBAETCkNhbG1mb3JuaWEXEjAQBENVBACTCVN1bmS5dmF sZTERMASGALIUEChMISWSm
b23sb3gxFDASBENVBASTCOVUZ21uZWVyaWSnMRkwFwYDVQQDEXB3d3cualWsmb2Isb3guy29tMIIBIjANBgkqhk iGOweBAQEFAAOCAQSAMIIBCEKCAQEAYaUBEHIREZgmp+QGXAKSE4N1KKIHr
r3aBRLPK6KzJjOk8QVPt/smXQvrc9eCcIcUscReoCWa8jxIkaMdeCSTKtdkVKcVItQ++z8xt4IwNtut7asSHf zmRcFUDVYTSGIheGVCEMX9Z5QXFg6BpIzhfiemnyky/fsRULYLMNGkHTOI74eqV|
innfyZSvMdHDhGVQ/PySgNHIVemHy92UArnP3/NEMjGeDUqPzXciTGzZ/+MP7XNu4VPtRBBonKbF 2XaUviSSrB81lwylWsWVivvnjcviY@3PIPinqrFteay7FhhiWWh3nDcWep4cIY1lUy/TDEMOF
weVKh/Zyseud1mqCeCqQIDAQABMAGGCSqGSIb3DQEBBQUAA4IBAQDCr3Y36RUOSYdjbUNF7KS3vdkYKPSSXufHIUB7ft2eCvDXBFVIZXjJawNkQOEK1ITasSjIKeWmehPZNQW2r36tWIBSqesdu|
6eVUCav6IF6BwW2UXuao@Ex1pDgNggKvHSsul57bexzq7WP9ynBhkFDr+@CAIEHM1req7 TlupCX+DcbDubgBnFq5Rh7L7e1dul66Soc ILA96n8Qhc9oNuvNs45pAvqEBhTOp  FArBtXKXmU48
30FssD2RgTP6ghuUPMIiOLCcRN329iVrB3cLkTFDUI3u+azcULZXFraMbqIWZnU0I2jF+YdbGFFpSHonTGR16ApQNOIC8FB9i44XRpi- -END CERTIFICATE " /root/ovftool/nio
s-8.1.6-360192-2017-08-25-21-84-00-ddi.ova 'vi://administrator@india.local:Indiatme_1!@1@.196.215.21/India/vm/deployed_by_ovftool’

Opening OVA source: /root/ovftool/nios-8.1.6-360192-2017-88-25-21-04-00-ddi.ova

The manifest validates

Opening VI target: vi://administrator%4@india.local@le@.196.215.21:443/India/vm/deployed_by_ovftool

Deploying to VI: vi://administrator%4@india.local@1@.196.215.21:443/India/vm/deployed_by_ovftool

Transfer Completed

Powering on VM: member_by_ovf_tool_o2

Task Completed

Completed successfull

Starting from NIOS 8.5 onwards, customers can resize vNIOS virtual hard disk. Once vNIOS is deployed
from the resizable OVA file, its virtual hard disk can be resized based on your requirement and future
expansion. By default, 60 GB hard disk gets provisioned post deployment. Once the virtual hard disk usage
reaches 80%, Infoblox GUI flashes a disk usage warning. Infoblox recommends increasing the virtual hard
disk size immediately after disk usage warning appearance. Resize option can only be performed before
powering on VNIOS for the first time.

1. Follow the steps mentioned under download vNIOS OVA file section to download resizable vNIOS
OVA file.

2. After OVA file is downloaded, follow the instructions mentioned under Deploying Grid-Master.




3. Post-deployment, right click on the vNIOS and click on Edit Settings option.

fi=

vmware® vSphere Web Client

Navigator

&1 NIOS8.5

) g
P Recent Objects X x Recent Tasks

[@—

Task Name

Viewed Created

Deploy OVF template
Import OVF package
Delete virtual machine

Power Off virtual machii

B Actions - NIOS-8.5

Power >
Guest OS »
Snapshots »
Open Console

Migrate...
Clone »
Template 3

Fault Tolerance »
VM Policies 3
Compatibility 4
Export System Logs...

Edit Resource Settings...
- Edit Settings...

Move To...

Rename...

Edit Notes...

Tags & Custom Attributes »

Add Permission...
Alarms 3

Remove from Inventory
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4. Expand the Hard disk 1 option to view and change hard disk related options.

71 NIOS-8.5 - Edit Settings (Z
Virtual Hardware | VM Options | SDRS Rules | vApp Options ]
v [ CPU [2 |-] & 4]
+ 3l Memory 16384 - (MB v]
+ (3 Hard disk 1 60 (8 -]
Maximum Size 7.34TB

VM storage policy
Type
Sharing

Disk File

Shares
Limit - IOPs
Virtual flash read cache
Disk Mode
Virtual Device Node
» (&, SCSI controller 0
» Network adapter 1

» Network adapter 2

> Network adapter 3

[ Datastore Default

Thick provision lazy zeroed

[Nn sharing -]

[Dell_Datastore_10TB_2] NIOS-
8.5/N10S-8.5.vmdk

[Nnrmal v] 1,000
Unlimited v |

o (elr) e
[Dependent [ '] i ]

[ SCSI controller 0

| » | [ scsi(00)

[~

LSI Logic Parallel

[ Internet-200-24 (Dswitch-Internet-20(

(lnternet—200-24 (Dswitch-Internet-20(

vJ [+] Connect...

v] V] Connect...

[1nternet—200-24 (Dswitch-Internet-20( [-1 [V Connect...

New device: [

Select v}

Compatibility: ESXi 5.5 and later (VM version 10)

Add
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5. Toincrease the vNIOS virtual hard disk size, enter virtual hard size against Hard disk 1 option and

click on OK.
71 NIOS-8.5 - Edit Settings {(7) b |
[ Virtual Hardware | VM Options | SDRS Rules | vApp Options ]
» | cPU [2 | '] i -
» il Memory 16384 v] [MB v]
~ (2 *Hard disk 1 150 E
Maximum Size 7.34 TB
VM storage policy [Datastore Default ‘ M ] i
Type Thick provision lazy zeroed
Sharing [No sharing ‘ v]
el oasere.ore 2 NOS-
Shares [ Normal ~ | 1,000
Limit - IOPs Unlimited ﬂ
Virtual flash read cache 0 GB ‘ v Advanced
Disk Mode {Dependent ‘ v ] i
Virtual Device Node  scsicontroliero |~ | [ scsi(0:0) B3
2 % SCSI controller 0 L3I Logic Parallel
» [l Network adapter 1 [ Internet-200-24 (Dswitch-Internet-20( ‘ ,] [V Connect...
r Network adapter 2 [Internet—200-24 (Dswitch-Internet-20( ‘ v] [V Connect...
» [l Network adapter 3  Internet-200-24 (Dswitch-Internet-20( | v | [¥] Connect... v
New device: [ Select v] Add
Compatibility: ESXi 5.5 and later (VM version 10) OK Cancel
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e NIOS virtual appliance for VMware supports most of the features of the Infoblox NIOS appliances, with
the following limitations:

o  When you configure an HA pair, both nodes in the HA pair must be NIOS virtual instances.
You cannot configure a physical NIOS appliance and a NIOS virtual instance in an HA pair.

o NIOS virtual appliances run on virtual hardware. They do not have sensors to monitor the
physical CPU temperature, fan speed, and system temperature.

o Changing the NIOS virtual appliance settings through the VMware vSphere or vCenter

console may violate the terms of the NIOS virtual licensing and support models. The NIOS
virtual appliance may not join the Grid or function properly.

e Following are the temp license strings which activates the corresponding licensed features using

cloud-init.

(Sting | Liconso doscripion
nios MIOS license
dns DMS server
dhcp DHCF server

enterprize

Grid license

vnios vMIOS license

cloud Cloud Metwork Automation
cloud_api Cloud Platform license
load_bal Load Balancer license

ms_management

Microsoft management license

qrd Query Redirection license

dnsqrw DNS Query Rewrite license

dtc DMS Traffic Control license

rpz Response Policy Zones license

fireeye e license

threat_anl Threat Analytics icense

sw_tp Threat Protection (Sofiware add-on) license
tp_sub Threat Protection Update license

sec_eco Security Ecosystem license

flex_grid Flex Grid Activation ("Organization”) license

After increasing the vNIOS virtual hard disk size it cannot be decreased.

vNIOS virtual hard disk can be increased up to 2.5 TB.

Infoblox Deployment Guide - vNIOS deployment on VMware vSphere (October 2019)

23



Infoblox 2z

infoidinfablox com | wew.infoblox com




